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Abstract

This chapter introduces abstract algebra as a means of understanding and creating data
quality metrics for entity resolution, the process in which records determined to represent the
same real-world entity are successively located and merged. Entity resolution is a particular
form of data mining that is foundational to a number of applications in both industry and
government. Examples include commercial customer recognition systems and information
sharing on “persons of interest” across federal intelligence agencies. Despite the impor-
tance of these applications, most of the data quality literature focuses on measuring the
intrinsic quality of individual records than the quality of record grouping or integration. In
this chapter, the authors describe current research into the creation and validation of qual-
ity metrics for entity resolution, primarily in the context of customer recognition systems.
The approach is based on an algebraic view of the system as creating a partition of a set of
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entity records based on the indicative information for the entities in question. In this view,
the relative quality of entity identification between two systems can be measured in terms
of the similarity between the partitions they produce. The authors discuss the difficulty of
applying statistical cluster analysis to this problem when the datasets are large and propose
an alternative index suitable for these situations. They also report some preliminary experi-
mental results and outline areas and approaches to further research in this area.

Introduction

Traditionally, data quality research and practice have revolved around describing
and quantifying the intrinsic quality of individual data records or rows in a database table.
However as more and more organizations continue to embrace the strategies of customer
relationship management (CRM), new issues are raised related to the quality of integrating
or grouping records, especially as it related to the process of entity resolution.

Most current approaches to data integration quality are rooted in the evaluation of
traditional data matching or duplicate detection techniques, such as precision and recall
graphs (Bilenko & Mooney, 2003). However, these techniques are inadequate for modern
knowledge-based entity resolution techniques where two records for the same entity may
present entirely different representations, and can only be related to each other through a
priori assertions provided by an independent source of associative information.

The authors propose that casting data integration problems in set theoretic terms and
applying well-developed definitions and techniques from abstract algebra and statistics can
lead to productive approaches for understanding and addressing these issues, especially when
applied to very large datasets on the order of 10 to 100 million records or more. The chapter
also describes the application of algebraic techniques for defining metrics for grouping ac-
curacy and consistency, including measurement taken on real-world data.

Background

Entity resolution is the process in which records determined to represent the same
real-world entity are successively located and merged (Benjelloun, Garcia-Molina, Su, &
Widom, 2005). It can also be viewed as a special case of heterogeneous system interoper-
ability (Thuraisingham, 2003). The attributes that are used to determine whether records
related to two entities are the same are called “indicative information.” A basic problem is
that the indicative information for same entity can vary from record to record, and there-
fore does not always provide a consistent way to represent or label the entity. Although
the specific techniques used to implement a particular entity resolution system will vary,
in almost all cases the end result is that the system assigns each entity a unique “token,” a
symbol or string of symbols that is a placeholder for the entity. Token-based entity resolu-
tion systems fall into two broad classes, based on how the tokens are created: hash tokens
and equivalence class tokens.
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Hash Tokens

The simplest method for associating a token with an entity is to use an algorithm to
calculate or “derive” a value for the token from the primary indicative information for the
entity. The derived value is called a “hash token.” For example, if the indicative information
for a customer were “Robert Doe, 123 Oak St.,” then the underlying binary representation
of this string of characters can be put through a series of rearrangements and numeric opera-
tions that might result in a string of characters like “r7H5pK2.”

The use of hash tokens for entity resolution has two drawbacks: hash collisions and
lack of consistency. Hash collisions occur when the hash algorithm operating on two dif-
ferent arguments creates the same hash token, thus creating a many-to-one mapping from
indicative information to the token representations. There are a number of mitigations for
hash collisions, and this does not present a major obstacle for entity resolution.

On the other hand, a more serious problem related to the use of hash tokens is their
lack of consistency. Hash algorithms are notoriously sensitive to very small changes in the
argument string. For example, even though “Robert Doe, 123 Oak St.” and “Bob Doe, 123
Oak St.” may represent the same customer, most hash algorithms will produce very differ-
ent hash values for each. Although some systems go to great lengths to “standardize” the
argument string before the algorithm is applied (Frederich, 2005) such as changing “Bob” to
“Robert,” in the real world the indicative information for the same entity can often change
dramatically. For example, “Jane Doe, 123 Pine St.” can marry John Smith and move to a
new address, resulting in “Jane Smith, 345 Elm St.” as valid indicative information for the
same person. In cases like this, no amount of name and address standardization could enable
these two records to produce the same hash token.

Equivalence Class Tokens

One way to improve the consistency of token assignments for these kinds of situations
is to use a knowledge base approach (Morgan, McLaughlin, et al., 2000; Morgan, Talley,
et al., 2003). As knowledge the is acquired that indicative information for an entity has

Table 1. Two equivalence classes

Token Representation
xH45nT Jane Doe, 123 Pine St.
Equivalence Class
xH45nT Jane Smith, 345 Elm St.
xH45nT
xH45nT J S Smith, 345 Elm St.
Equivalence Class y7Bwo6 Robert Doe, 123 Oak St.
y7Bw6 y7BwW6 Bob Doe, 123 Oak St.
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changed, the new representation is stored along with other valid representations in a list,
called an “equivalence class.” Each equivalence class is assigned an arbitrary, but unique,
token value that is not derived from a particular representation of the entity. Table 1 shows
how both examples described earlier can easily be accommodated using an equivalence
class approach.

If we consider all of the possible entity representations as the underlying set S, then the
rule that “two representations are assigned the same token if, and only if, they represent the
same entity” defines an equivalence relation on S that partitions S into equivalence classes,
that is, all representations associated with the same token. Equivalence classes, equivalence
relations, partitions, and other concepts from abstract algebra are not only descriptive, but
they also provide important new analysis tools for problems related to data integration and
entity resolution (Talburt, Kuo, Wang, & Hess, 2004).

Customer Recognition

Animportant commercial application of entity resolution is customer recognition, where
the entities in question are the customers of a business, usually an individual or a business
(Hughes, 2005). For several years, businesses have realized that in a highly competitive
environment they must not only gain market share, but they must also retain and maximize
the value of the customers they have. A company will have multiple interactions with the
same customer at different times, locations, or lines of business. Each failure to make
these connections is a lost opportunity to discover knowledge about a customer’s behavior
— knowledge that can make these and future interactions more profitable for the business
and more satisfying for the customer. The collection of strategies around maximizing the
value of these customer interactions is called customer relationship management, or CRM
(Lee, 2000)

Most modern businesses interact with their customers through several channels that
carry transactions to and from internal systems. Channels may represent different lines of
business (homeowners vs. auto for an insurance company), different sales channels (in-
bound telephone sales vs. online sales for a retailer), or different geographic locations. It
is common for each channel to have its own form of internal customer recognition based
on one or more items of identification information. The identification information in the
transaction may include some type of internally assigned customer key specific to that par-
ticular channel. Even within a single channel, key-based recognition is not perfect. The same
customer may be assigned different identifying keys for a number of reasons. The white
paper, “Customer-Centric Information Quality Management” (Talburt, Wang, et al., 2004),
published through the MITIQ program gives a more complete discussion of the factors that
impact the quality of customer recognition.

In a multichannel business the problem is further compounded by the need to recog-
nize and profile customers across channels and synchronize the keys assigned by different
channels. Figure 1 shows a typical configuration for a customer recognition system that
manages recognition across channels. Note that in this diagram and discussion, the indica-
tive attributes are called “ID fields.”

In Figure 1, the customer transactions coming through the channels include one or
more items of identifying information. The two channels are connected to a recognition
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Figure 1. Block diagram of a multichannel recognition system

Business
Customer Channel 1 ™~
N System 1 P
Transaction (ID fields) Customer |«
A Information
ID fields Token
Cross
Reference
AN
Customer Recognition v
Recognition Engine Recognition
Information
System Repository
1D fields Token
N
Customer Channel 2 v
N S N
N ystem 2
Transaction (ID fields) > Customer
A Information
u

engine, which has access to a repository of recognition information that has been collected
from both channels. The information in the repository is organized in such a way that the
transactions belonging to the same customer are assigned a unique token as shown in the
diagram. The token represents the customer’s single, enterprise identity, and is used to
bring together the various internal (system) keys the customer may have been assigned at
different times or through different channels. For this reason, customer recognition tokens
are sometime referred to as “cross-reference identifiers.”

Despite the fact that customer recognition is a critical factor in successful CRM so-
lutions, there is little guidance in the literature on metrics specific to entity resolution in
general, and customer recognition quality in particular. This chapter attempts to describe a
formal approach to quality metrics for entity resolution similar to what has been done by
Wang, Lee, and others to develop a data quality algebra for database systems (Wang, Ziad,
& Lee, 2001) and information products in general (Huang, Lee, & Wang, 1999).

An Algebraic Model for Entity Resolution

Despite the complexity involved in an actual entity resolution system implementa-
tion, its function can be described relatively simply in terms of “equivalence relation” from
basic abstract algebra. In this model there are three critical elements. Let T = {tl, | SP
t } represent a finite set of “n” entity transactions that have been processed in a particular
order through a given resolution engine. As shown in Figure 1, the engine will assign to
each transaction a token.
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Definition 1: For a given resolution engine E, and a given order of the transactions T,
define the binary relation R on the set of transactions T by:

R, c T'xT, such that

(t,,t;) € R, <The resolution engine E assigns t, and t, the same token.

Because E will assign one and only one token to each transaction it processes, it follows
that the binary relation R, defined in this way is an equivalence relation, that is:

L. R, is reflexive,(t,,t,) e R, Vi, €T
R, is symmetric,(t,,t,) € Ry =(,,1,) € R,

3. R, is transitive,(t;,t ;) € Ry, (t;,1,) € Ry =(t,,t,) € R,

Definition 2: If P is a set of subsets of a set T, thatis, 4 € P= 4 c T, then P is said
to be a partition of T if and only if:

Ae Pand B € P=either ANB=¢ or A=B,

and, UA =T

AeP

Because the binary relation R defined on particular ordering of T by a Resolution
Engine E is an equivalence relation, the set of all equivalence classes of R is a partition P,
of T, that is, if B=4{,|(t,.t)€R}, then P, = {P|1<i<n} is a partition of T.

Each equivalence class P, represents all of the transactions belonging to the same entity
as determined by the resolution engine.

Definition 3: If E is an entity resolution engine, T is a set of transactions, o is a par-
ticular ordering of T, and P, is the partition of T generated by the equivalence relation R,
then {E, T, a, P} is an entity resolution model.

Different resolution engines, different transactions sets, or even different orderings of
the same transaction set will produce different models. However, the models are considered
equivalent if they produce the same partition of the transaction set.

Definition 4: Two entity resolution models, {R, T, o, P} and {S, T, B, P}, are equiva-
lent over the same transaction set T if and only if P, = P,.

Note that Definition 4 requires the models be defined over the same set of transactions.
However, different engines and different orderings of the transactions comprise different
models, which may or may not be equivalent.

As a simple example, suppose that R assigns an incoming entity transaction a token
that is the same as the first previously processed transaction where the last names are no
more than one character different, and the street numbers are the same.

Table 2 shows that the four transactions processed in the order shown would be clas-
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Table 2. Classification into two partition classes

Order (o) Transactions (T) Token
T, (Smithe, 101 Oak St.) A
T, (Smith, 101 Elm St.) A
T, (Smith, 202 Oak St.) B
T, (Smythe, 101 Pine St.) A

Table 3. Classification into three partition classes

Order (B) Transactions (T) Token
T, (Smythe, 101 Pine St.) A
T, (Smith, 202 Oak St.) B
T, (Smith, 101 Elm St.) C
T, (Smithe, 101 Oak St.) A

sified into two partition classes: {T, T,, T,} and {T,}. The first transaction would be as-
signed a token of “A”. The second transaction would be compared to the first, and because
“Smithe” and “Smith” are only one character different, and the street numbers are the same,
it would also be assigned “A”. The third transaction has a street number that does not match
either the first or second transaction, and would therefore receive a different token of “B”.
Finally, the fourth transaction would be assigned “A” because when compared to the first
transaction, “Smythe” is only one character different than “Smithe” and the street numbers
are the same.

On the other hand, Table 3 shows the outcome of processing the same set of transac-
tions with the same resolution rules, but reversing the order of processing. In this case, the
four transactions are classified into three partition classes: {T,, T,}, {T,}, and {T,}. In this
processing order, the third transaction processed (T,) does not match the first transaction
(T,) because “Smythe” and “Smith” differ by two characters, and does not match the second
transaction (T,) because the street numbers are different.

Definition 5: A resolution engine R is said to be order invariant over a set of transac-
tions T if and only if R produces the same partition for every ordering of T.

Partition Similarity

Definition 4 relates the equality (equivalence) of two resolution models to the equal-
ity of the partitions they produce. In the same way, the relative similarity of two resolution
models can be based on the relative similarity of the partitions they produce. However in
this case, the definition of similarity between partitions is less clear. A number of similarity
“indices” have been developed in statistics in connection with cluster analysis. The primary
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consideration in selecting a particular index for an application is the extent to which it pro-
vides adequate discrimination (sensitivity) for a particular application. As a starting point
in the initial research, the authors have chosen to test three indices, the Rand index (Rand,
1971) and the adjusted Rand index (Yeung & Ruzzo, 2001), in the initial research, and the
TW index developed by the authors and described in this chapter.

The Talburt-Wang index was designed by the authors to provide an easily calculated
baseline measure. The Rand index and adjusted Rand index have been taken from the litera-
ture on cluster analysis and recommended for cases where the two partitions have a different
number of partition classes (Hubert & Arabie, 1985). These indices have a more complex
calculation than the Talburt-Wang index, involving the formula for counting the combina-
tions of n things taken two at a time, C(n,2). Because transaction sets can be on the order
of hundreds of thousands or even millions of records, the combination calculations for the
Rand and adjusted Rand indices can exceed the limits of single precision for some statistical
packages. Moreover, the lack of symmetry in the calculations for these indices requires that
either a very large amount of main memory be available to make all of the calculations in a
single pass of the transactions, or that the transactions be sorted and processed twice.

Talburt-Wang Index

Definition 6: If A and B are two partitions of a set T, define ®(4,B), the partition
overlap of A and B, as follows:

4

@(A,B)ZZHB]- €B|B, N4 7'&(1)}|

Foragiven partition class of partition A, it counts how many partition classes of partition
B have a non-empty intersection with it. These are summed over all partition classes of A.

Theorem 1: If A and B are two partitions of a set T, then ®(A4,B8) = D(B,4) .
Proof: 1t is easy to see that the definitions of ®(4, B) and ®(B, 4) are symmetric.

Definition 7: If A and B are two partitions of a set T, define A(4, B) , the Talburt-Wang
index between A and B, as follows:

413

A(A,B) =
o n)y
Figure 2 shows a 5-by-5 array of 25 points that represents an underlying set T. The four
partition classes of partition A are represented as rectangles labeled A | through A , and the six
partition classes of partition B are represented by the oval shapes labeled B, through B,.
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Figure 2. Array diagram of two partitions A and B

Ay
A3
® 5
[ ]
Bs
[ ]

The calculation of the overlap of A and B for this example is:
(4, B)

=18, € BI B, n 4, 20} +[{B, € BI B, 4, 2 )| +[{B, < BB, 4, %9 }|
+{B, € BB 4, 20}

= |{BI’BZ }|+|{Bs:Bé}|+|{B4:Bs}|+|{B3’B4’BssBo}|
=2+2+2+4=10

Therefore,

JOPI S . L:
W= sy 10

Corollary 1: If A and B are partitions of the set T, then A(4,B) =A(B,4) .

=0.24

Definition 8: If A and B are partitions of the set T, partition A is said to be a “refine-
ment” of partition B, if and only if

A, e A= 4, B, forsomej,lSjS‘B‘ ;

that is, every partition class of partition A is a subset of some partition class of partition
B.
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Theorem 2: If A and B are partitions of the set T, and A is a refinement of B, then:

45
A(4,B) 4

Proof: If A is a refinement of B, then every partition class of A will intersect only one
partition class of B. Therefore:

4 14
(A4, B) = Z\{Bj e B|B, M4, ¢¢\}:Z(1):\A\
and

wamyo [AEL LAl 18
ey |4 4

From Definition 6, it is easy to see that:

®(4,B) > max(|4],|8]).
Consequently, by Definition 7:

A(4,B)<1.

The following theorem shows that the Talburt-Wang index is equal to one, only when
the partitions are identical.

Theorem 3: A and B are identical partitions of T, if and only if A(4,B) =1.

Proof: Suppose the A and B are identical partitions of T. Then A must be a refinement
of B. By Theorem 2:

B
A(4,B) =

M .

However, because A and B are identical, |A| = |B|. Consequently, A(4,B)=1.
The converse can be demonstrated by observing that Definition 6 requires that:

®(4, B)> max{|4|,|B}

AnydifferencebetweenpartitionsAandBwillmeanthateither ®(4, B) > |A| or ®(4,B)> |B|
and, consequently:
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A4 B)zi‘AHB‘ <
@By

Corollary 2: If A is any partition of T, and B is the “trivial partition” of T, that is,
B = {T}, then:
1

4

Proof: Every partition is a refinement of the trivial partition. Therefore by Theo-
rem 2:

A(4,B) =

A(A B):@: L
BT

Corollary 3: If A is the “point partition” of T, that is, A= {{t }, {t,},...,{t } } where
each partition class of A contains only one element of T, and B is any partition of T, then:

_l8
A4, B) ik

Proof: The “point partition” is a refinement of every partition. Again by Theorem 2:

A(AB):@:@~
BN

Corollary 4: If A is the “point partition” of T, and B is the trivial partition of T,
then:

1
A(A,B):m.

Proof: Apply Corollaries 2 and 3 together.
Although the Talburt-Wang index will always be greater than zero, Corollary 4 shows
that it approaches zero for the point partition of an arbitrarily large set T. Therefore, the

Talburt-Wang index takes on values in the half open interval (0,1].

Rand Index and Adjusted Rand Index

The Rand index (Rand, 1971) and the adjusted Rand index (Yeung & Ruzzo, 2001) are
both commonly used indices to compare clustering results against external criteria (Hubert
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Table 4. Intersection matrix for partitions A and B

A\B B, B, . B, Sums
Al 11 12 In S]*
A2 21 21 2n SZ*
Am ml m2 mn S m*

Sums S, S., S.., mn

& Arabie, 1985). The computation of these indices is best explained using a tabular repre-
sentation of the overlap between two partitions.

If A and B are two partitions of the set T, the overlap between A and B can be repre-
sented in Table 4.

In Table 4, the row and column entry C, represents the count of elements in the in-
tersection between partition class A, of partition A and the partition class B, of partition B.
Each row sum S, is equal to the number of elements in the partition class A, and the column
sum S, is equal to the number of elements in the partition class B, The sum S_is equal to
the number of elements in the underlying set T.

The calculation of both the Rand index and adjusted Rand index can be expressed in
terms of four values: x, y, z, and w, defined as follows:

3 & NY_N-(N-))
x—;[ ZJ,where(zj——z
S
- (ZJ_X
23

w= S -X-y-z
) y

Based on these values:

. X+w
Rand index= ———7——
xX+y+z+w
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Table 5. Intersection matrix for the partitions of Figure 2

AB | B | B, | B | B | B, | B | Sums
A, 2| 4|00 o0 6
A, ol o9 lo] o] 10
A, oo o | 1]2]0 3
A, oo 1|1 ]2]:2 6

Sums | 2 [ 4 | 10| 2 | 4 |3 25

x_{(y+x)-(z+x)J

. . X+ y +z+w
adjusted Rand index =
(y +z+ 2x)_

2 xX+y+z+w

((y+x)~(z+x)]

The primary difference is that the adjusted Rand takes on a wider range of values thus
increasing its sensitivity.

Transforming the example of Figure 1 into tabular form yields Table 5.

Based on these counts:

X=1+6+36+1+1+1=46

y=15+45+3+15-46=32

2=14+6+45+1+6+3-46=16

w =300 —46 32 — 16 = 206

Rand index = (46+206)/(46 + 32 + 16 + 206) = 0.84

adjusted Rand index = (46 — (78*62)/300)/((78 + 62)/2 — (78*62)/300) = 0.5546

By contrast:

Talburt-Wang index = 0.24

An important aspect of the preliminary research is to determine which one, or which
possible combination, of these indices provides an appropriate level of discrimination in

comparing the partitions actually generated by entity resolution applications involving large
volumes of transactions.

Entity Resolution Quality Metrics

Given that entity resolution system outcomes can be represented as partitions, and that
an appropriate index has been selected to assess the degree of difference between partitions,
the next step is to investigate the use of the index to create data quality metrics relevant to
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entity resolution systems. Having measurements appropriate for critical touch points in a data
process flow is an important aspect of any total data quality strategy (Campbell & Wilhoit,
2003). For purposes of this discussion, we will simply refer to it as the “similarity index.”
The following suggests how a partition similarity index could be applied.

Metric for Entity Resolution Consistency

The following describes three contexts in which a similarity index could provide a
type of consistency metric for cases where the entity resolution is customer recognition.
The first is a comparison between two different recognition systems, and the second is an
assessment of changes to a single recognition system. In both cases we hold the transaction
set fixed. Experiments 1 and 2 illustrate these two applications, respectively. A third example
(Experiment 3) considers the case where the engine is held fixed and the transaction set
changes in quality.

Experiment 1: Different Engines

In this experiment, the first recognition system R is a CDI product based on traditional
“merge/purge” approximate string matching technology, and the second system S is a newer
customer data integration (CDI) product using both matching and a knowledge base of external
information about occupancy associations. Both R and S are used as the recognition engine
in Customer Recognition applications. T is a fixed set of ordered customer transaction.

Tables 6 and 7 show a comparison of the partitions A and B created by R and S re-
spectively.

Table 6. Results of Experiment 1

Statistic A B
Record Cnt 673,003 673.003
Class Cnt 175,527 136,795
Single Cnt 112,857 62,839
Avg Class 3.83 4.92
Max Class 110 80

Table 7. Similarity index results

Index Value
Talburt-Wang 0.4339
Rand 0.9998
Adj Rand 0.8104
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In this experiment, the second partition B shows more grouping, in that it has fewer
partition classes than the partition A created by engine R that relies entirely on string match-
ing. On average the partition classes created by the knowledge-assisted engine S are larger,
and there are fewer singleton classes. These all indicate that the knowledge-assisted recogni-
tion engine S groups more transactions. Presumably this can be attributed to the additional
knowledge that allows some of the “match only” classes of R to be consolidated into a single
class using external knowledge. For example, partition A may contain two classes: one with
two transactions, {“John Jones, 123 Main”, “J. Jones, 123 Main”}, and another with one
transaction {“John Jones, 345 Oak”}. However if external knowledge indicates that “John
Jones” has moved from “123 Main” to “345 Oak”, then these three transactions would be
in the same class of partition B, that is, the class {“John Jones, 123 Main”, “J. Jones, 123
Main”, “John Jones, 345 Oak™}.

Although this may be an expected result, the indices only indicate the degree to which
R and S generate different partitions, with the profile showing that R makes fewer associa-
tions (on average) than S. The measurement does not indicate which, if either, makes more
correct associations. Furthermore, the three indices vary widely on the degree of similarity
with the Rand indicating a rather strong similarity, the Talburt-Wang index a fairly strong
difference, and the adjusted Rand somewhere in the middle.

Experiment 2: Changes to the Same Engine

Having a way to measure the impact of changes to the recognition engine can also
be very useful in assessing recognition quality, especially in the initial phases of a system
implementation. In this scenario, the input transactions are held fixed, and the grouping is
performed twice, once before the change (R), and once after the change (S). The similarity
index provides a metric for assessing the change in groupings that can be attributed to the
change in the recognition engine.

In this experiment, R is the April release of a knowledge-based CDI product that is
released monthly and used in customer recognition applications. S is the May release of the
same product. T is a fixed set of ordered customer transactions.

Tables 8 and 9 show a comparison of the partitions A and B created by R and S, re-
spectively.

Table 8. Results of Experiment 2

Statistic A B
Record Cnt 17,778 17,778
Class Cnt 3,218 3,223
Single Cnt 1,271 1,222
Avg Class 5.53 5.52
Max Class 63 63
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Table 9. Similarity index results

Index Value
Talburt-Wang 0.9972
Rand 0.9999
Adj Rand 0.9989

Although the partition of the new release (B) shows increased clustering in terms
of fewer singleton classes and fewer classes overall, the average class size has slightly
decreased. This would be an expected result if we believe that in a knowledge-based ap-
proach, knowledge about the entities in a fixed set of transactions increases over time; that
is, there is a time-latency in knowledge gathering. Under this assumption and given that the
transactions are held fixed in time, one could expect that knowledge about these transactions
(customers) will increase over time, and that the engine’s ability to connect transactions for
the same customer will improve. In this particular measurement, all three indices point to
a very high degree of similarity (consistency) between the partitions produced by the two
releases, and the second release brings together slightly more transactions. However this
measurement only points to stability between the two releases and does not prove that the
second release is more or less accurate in grouping than the first.

Experiment 3: Changes in Input Quality

Here the Recognition Engine is held fixed and the transaction set is intentionally
degraded in quality. For experimental purposes, the change (error) can be introduced at a
fixed rate.

In this experiment, R is a knowledge-based CDI product used in customer recognition
applications and is held fixed. R identifies individual customers based on name and address
(occupancy). First, R processes the ordered transaction set T to create the partition A. Next,
the quality of T is deliberately degraded by removing all vowels from the names in 800 of

Table 10. Results of Experiment 3

Statistic A B
Record Cnt 17,788 17,788
Class Cnt 3,218 3,332
Single Cnt 1,271 1,675
Avg Class 5.53 5.34
Max Class 63 60
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Table 11. Similarity index results

Index Value
Talburt-Wang 0.6665
Rand 0.9998

Adj Rand 0.8782

the 17,788 transaction records (4.5%), and R processes the degraded transactions to create
the second partition B.

Tables 10 and 11 show a comparison of the partitions A and B created by R and S
respectively.

In this scenario, the effect of quality degradation is evident. Even though more classes
are created from the degraded transactions, the number of singleton classes has increased
dramatically. These represent records that were formerly integrated into larger classes, but
due to degradation, cannot be matched and become outliers. The average size of the classes
has also decreased significantly. Again, the Talburt-Wang index is the most sensitive to this
change, whereas the Rand indicates almost complete similarity.

Metric for Customer Recognition Accuracy

If A and B are both partitions of the same ordered transaction set T, and if A represents
the “correct partition of T” (i.e., is a benchmark), and B represents the partition of T imposed
by some recognition system R, then the similarity index can provide a quantifiable and
objective measure of the accuracy of the recognition system R. Because all of the indices
described previously have the characteristic of taking on the value of 1 when the partitions
are identical, and values less than 1 as the partitions become dissimilar, then the value of
the similarity index times 100 (or some normalized transformation of the similarity index)
can be used as an accuracy metric.

Even though it is evident how one could create an accuracy metric for customer rec-
ognition using a similarity index, it is less obvious how to create the benchmark of correct
groupings. In practice, this can be very difficult to do. The authors have experience in using
the following methods to create a benchmark.

In the case of recognition systems that rely only on matching, it is possible to create
correct groupings by manually inspecting the records and making an expert judgment about
whichrecords belong in each class. The primary limitation of this method is the effort required
to create a benchmark of any significant size. In addition, experts do not always agree, and
this method may require some type of arbitration, such as a voting scheme.

However in the case of knowledge-based recognition systems using equivalence class
tokens, manual inspection is not enough. For example, the mere inspection of two occupancy
records, such as “Jane Smith, 123 Oak” and “Jane Jones, 456 Elm,” cannot establish if they
should or should not be in the same class without a priori knowledge that these represent
the same customer who has married and moved to a new address. In this situation, creat-
ing a benchmark requires accurate information about changes in addresses and changes in
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names that is best obtained from the customers. Such a benchmark can be both expensive
and difficult to create, even for a relatively small sample (Talburt & Holland, 2003). Even
attempts to create these by having company employees volunteer this information have been
largely abandoned due to privacy and legal concerns.

Future Trends

Although there are a number of interesting problems related to the quality of entity
resolution, two have the most importance: grouping accuracy and the time-to-failure problem,
also known as the system entropy problem.

Grouping Accuracy Problem

As discussed earlier, the problem in determining accuracy of a particular grouping
is the difficulty in establishing the correct benchmark. To overcome this problem, at least
two approaches have been suggested: verification of match exceptions and synthetic data
generation.

Match Exceptions Approach

This is an approach that could apply to those entity resolution systems in which the
majority of associations between entity records are established through matching. However,
this is often the case in commercial applications such as customer recognition. Consider
the example of a knowledge-based customer recognition system where the indicative infor-
mation is customer name and address. A typical grouping generated by the system would
predominately comprise records of the same name and same address within the tolerance of
a given set of matching rules. For example, the matching rules might allow for single edit
differences such as a missing letter or transposed characters. It also might allow for aliases
and abbreviations, such as Bob for Robert, or St for Street.

Because the system is knowledge based, there may also be some classes that contain
associations where the name and/or the address are different. This basis of approach would
be to factor out the matching associations and focus only on the smaller number of cross-
name and cross-address associations. For a large dataset, it would still be necessary to work
with only a sample of these cases.

The objective is to reduce the amount of verification to manageable amount of time
and effort. The assumptions would be that the records established through matching are es-
sentially correct, and the error found in the verification of the cross-name and cross-address
sample can be extrapolated to the entire dataset.

Because this method begins by looking at the correctness of associations that have
already been made, it is biased against estimating errors for failing to make associations.
What is lacking here is any empirical understanding of the expected rate of cross-name and
cross-address association for a particular kind of dataset.

This approach is more complex, but somewhat akin to the estimation of a population
mean through sampling. In this case, there is a correct, but unknown, partition of the data-
set, and we assume that the given partition is an approximation of the correct partition. Is
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it possible to develop a methodology to estimate how similar the given partition is to the
correct partition from the known errors of association found in some sample of the parti-
tion classes?

Synthetic Data Approach

An alternative approach is to generate a correct partition with supporting associations,
extract a partial transaction set, resolve the transaction set into a partition, then apply the
similarity index to measure the accuracy of the resolution engine. The issue here is how
closely the target population of entities can be simulated. The use of synthetically generated
occupancy information has been used in the context of partitioning data over nodes in a grid
application where the validation of performance optimization is dependent upon the data
reflecting real-world name and address characteristics (White & Thompson, 2005).

Again using the example of a knowledge-based customer recognition system, the
generation of the synthetic data would have to account for numerous factors that could
affect the performance of the resolution system, such as distribution of name frequencies,
rates of change in address individually and by household, and rates of change in name from
marriage and divorce.

After the synthetic entity population has been created, the second step is to extract
a set of transactions to process through the resolution engine. The partition created from
the extracted transactions can then be compared to the correct partition to determine the
accuracy of resolution.

This approach is a direct test of the performance of the resolution engine and leads
to a number of interesting experiments. If the transaction set used is the entire synthetic
dataset including associative transactions, then the resolution engine should recreate exactly
the correct partition. Another series of experiments can be set up that will test the sensitiv-
ity of the resolution engine to error and omissions, or even the order of processing, of the
transaction set.

For example, if the assumption is that only 80% of individual moves can typically be
found through associative sources, then extracting only 80% of the change-of-address as-
sertion from the full universe into the transaction set would indicate the amount of error in
the resolution attributable to this cause. Using a degraded extraction of the correct dataset
to create the transaction dataset could be used to assess the impact of types of errors and
incompleteness in the transaction dataset.

Time-to-Failure Problem

In physics the Law of Entropy states that a system left on its own will spontaneously
tend toward disorder; that is, “entropy”, the measure of disorder, will increase. Energy must
be expended to increase the system’s organization, that is, decrease entropy. An automobile
is a highly organized, statistically improbable configuration of materials that requires a great
deal of energy to produce. Accidents and everyday wear and tear tend to make it less like its
original “new” configuration, and at some point, unusable. Energy, in the form of repairs,
must be expended to move it back toward its original configuration. In general we do not
expect cars to spontaneously look new again. Everything that happens tends to make it less
organized, that is, less like a new car.
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Figure 3. Change in quality over time for three systems
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The concept of entropy can also be applied to an entity resolution system, in particular
to the configuration of its identification repository. The question becomes whether updates
to the system cause the entropy to increase (be less organized) or the entropy to decrease
(become more organized). Given that the measure organization is the correct association
of transactions, increasing entropy is manifest as decreasing accuracy of the system and
vice versa.

A commonly occurring failure of many entity resolution implementations is typified
by what is often observed in commercial customer recognition systems. They often initially
perform well based on the set of transactions available during setup, but then steadily degrade
in accuracy as new update requests are received. Degradation of customer recognition ac-
curacy over time is perhaps the most overlooked and the least understood point of failure
in CRM implementations.

Figure 3 illustrates the changes in quality as a function of time of three hypothetical
recognition systems: S1, S2, and S3. In this case, time implies change through update re-
quests that change the configuration of the systems’ repositories. System S1 shows a rapid
degradation in quality with a short time to failure, that is, accuracy below a given threshold.
S2 has a longer time to failure, and S3 shows a system where quality improves as updates
are processed.

Metrics and case studies of entity resolution quality over time are virtually nonexistent
and are fertile ground for further study and research.

Conclusion

The algebraic approach of characterizing entity resolution systems as partitions of
ordered transaction sets is proving to be useful in creating metrics for quality assessment.
In addition to providing an easily understood model, it also opens the door to utilizing the
research literature already available related to cluster analysis.

Although the preliminary experiments indicate that the Talburt-Wang index provides
even more discrimination than the Rand or adjusted Rand indices, and is easier to calculate,
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further testing on a broader range of recognition outcomes needs to be done before aban-
doning these or other techniques. In the end, the quality of entity resolution outcomes will
probably best be expressed in terms of a number of key metrics, of which the Talburt-Wang
index is only one.

There are many fertile areas of research related to the quality of entity resolution, and
clearly better answers are needed to assist companies and government agencies dealing with
the implementations of these systems.
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