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This Special Issue contains revised and extended 
versions of the top 3 papers presented at the 7th 
International Workshop on Secure Software 
Engineering (SecSE 2013), which was part of 
the 8th International Conference on Availability, 
Reliability, and Security (ARES 2013) held in 
Regensburg, Germany.

The papers in this Special Issue have all 
gone through additional review by at least 3 
international experts, and represent a significant 
extension of the workshop contributions. The 
papers are all focused on the theme of security 
requirements.

Existing approaches to security require-
ments engineering mostly consider goals and 

threats separately, and thus neglect the mutual 
influence between them. In their paper “Threat 
Analysis in Goal-Oriented Security Require-
ments Modelling”, Per Håkon Meland et al. 
present an approach to security requirements 
engineering that extends goal modelling with 
threat modelling and analysis. The purpose is to 
be able to consider both goals (that express why 
a system is needed) and threats (that motivate 
the need for security) at the same time - and 
not separately.

Isabelle Cote et al. introduce a methodology 
for security requirements engineering in their 
paper titled “A Structured Method for Security 
Requirements Elicitation concerning the Cloud 
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Computing Domain”. The methodology is suit-
able for applications that are to be deployed in 
the cloud and takes the perspective of a SME 
that has to select a cloud provider fitting the 
application’s security needs. The methodology 
is based on analysis patterns and is supported 
by tools.

Finally, in their paper “Automated synthesis 
and ranking of secure BPMN orchestrators”, 
Vincenzo Ciancia et al. present a methodol-
ogy for securely creating a composite service 
through orchestrating a set of Business Process 
Model and Notation (BPMN) processes. Their 
method can also rank alternative orchestrators 

with respect to security based on the knowledge 
available to the attacker.
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