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As security becomes a key ICT enabler, there has been a corresponding need to provide quantifi-
cation of security assurance over the multi-level development life-cycle of systems and services.
With its specific emphasis on quantification, the International Workshop on Quantitative Aspects
in Security Assurance (QASA) has emerged as a forum to bring together researchers and prac-
titioners interested in the quantification research dimensions spanning dependability, security,
privacy and risk, and with particular emphasis on techniques for service oriented architectures.

The three past editions of QASA, held alongside the European Symposium on Research in
Computer Security (ESORICS), collected contributions on several topics ranging from metrics
for trust, security and privacy, to quantitative information flow analysis, and from model-based
techniques for assurance to quantitative issues in access and usage control.

This special issue includes five QAS A contributions focusing on different quantitative aspects
of security assurance. The first paper by Gay, Mantel, and Sudbrock, provides a quantitative
evaluation of interrupt-related covert channels, which is based on both empirical experiments
and information-theoretic analysis. Chothia, Novakovic, and Singh present an information flow
based framework for estimating measures of data integrity for programs written in an imperative
language. In this setting, integrity for probabilistic specifications is a notion based on condi-
tional mutual information and entropy. Beckers, Krautsevich, and Yautsiukhin investigate social
engineering threats and propose an integrated approach based on attack graphs to detect such
vulnerabilities in a context in which also technical threats may be combined by potential attack-
ers. In their work, Armando, Bezzi, Metoui, and Sabetta propose a risk-aware access control
framework for information disclosure. Adaptive and on-the-fly anonymization techniques are
used to trade risk for privacy. Finally, the purpose of the contribution by Erdogan, Sechusen,
Stelen, Hofstad, and Aagedal, is to assess the usefulness of testing security risk models in the
practical setting of two industrial case studies.
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We are grateful to the security research community for supporting QASA in these years
and to IGI Global and the Journal of Secure Software Engineering for the opportunity to host
this special issue.
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