
  579

Index

Copyright © 2010, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

Symbols
2D feature extraction methods  53, 54
2D image  92
2D position  73
3D face models  53, 74
3D geometry  53, 55
3D mesh  54, 74, 75
3D reconstructions  55, 76

A
AAM model  74
academic literature  105, 108, 110, 124
Active Appearance Model (AAM)  53, 55, 65, 

70, 78, 87, 91
Active Shape Model approach  70
Active Shape Models (ASM)  53, 55, 65, 69, 

87
actual system  5
Ad Hoc networks  327
ad-hoc testing data  56
adjacent bit-planes  143
AFIS data base  24
AFIS system  45
Aho-Corasick algorithm  249, 253
AJAX based webmail  279
algorithmic  241, 254
Analysis of Variance (ANOVA)  259
analytic processing  82
Anomaly-based detection  310
anonymization  524
ANOVA model  265, 270
ANOVA test  269, 274
anterior probability  506
anti-forensics  424, 441, 443, 444

anti-identical matrix  208
AntiPhishing Working Group  384, 385, 386
anti-transposition  209
snti-virus  395
anti-virus programs  391
anti-virus software  391
appearance-based  85, 86, 88
appearance parameters  72
application dedicated file (ADF)  405
application layer protocol  381
a-priori knowledge  72
arbitrary memory accesses  242
archeological evidence  123
architectural model  237
array element  250
array location  250
artefact  129
artificial intelligence and law (AIL)  503
artificial judge  503
artwork  120
astronomical research  206
astronomy  116
asynchronous CPU  247
asynchronous disk  248
attacker model  157
audio signal  162
audit log system  119
audit module  317, 318
authentication process  2, 9
authentication tools  162, 166, 167, 168, 169
authentication watermarks  167, 172
authentic data  148, 154
authorship attribution  471, 472, 473, 474, 
 479, 487, 490, 491, 493, 495
auto-focussing  107, 111



580  

Index

Automatic Fingerprint Identification System1 
(AFIS)  24

Automatic processing  79
avatars  448

B
Backdoors  386
backlogs  236
backward chaining approach  456
ballistics  112, 126
Barrier synchronization  242
base station controller (BSC)  400
base station subsystem (BSS)  400
base vectors  89
basic transceiver station (BTS)  400
Bayer matrix  115, 121
Bayesian analysis  506
Bayesian filtering  387, 388, 389
Beowulf Cluster  256
bicubic interpolation  139
big-scale  99
binary data  239, 253
binary image  158, 175
binary parameters  267, 271
binary relationships  449
binary representation  156, 214
binary sequence  221
binary similarity measures (BSM)  143
binary string  239, 245
binary text  164, 168, 169
biological features  379
biometric  54, 74, 75, 78
biometrical methods  94, 99
biometrical processing  79, 80, 98
biometrical techniques  99
Biometric authentication  1, 2
biometric authentication system  3
biometric based authentication system  

2, 3, 7, 8, 9, 10
biometric characteristic  2, 6, 9
biometric context  14
biometric cryptosystems  10, 13
biometric data  2, 3, 6, 7, 8, 9, 10, 11, 12, 

13, 14, 15
biometric database  6, 8
biometric information  7, 8, 9, 10, 15

biometric input  15
biometric keys  15
biometric matcher  13
biometrics  1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 
 11, 12, 13, 15, 16, 18, 19, 20, 21, 
 392
biometric system  2, 3, 5, 7, 8, 11, 95
biometric technology  94
biometric template  1, 8, 9, 10, 12, 

13, 14, 16, 20, 22
biometric traits  1, 6, 7, 9, 14
biometric vectors  12
BioPrivacy  7
bizarre image artefacts  116
black defects  112
blacklists  382, 387, 388, 389
block  176, 177, 178, 179, 180, 181, 182, 
 183, 184, 185, 190, 198, 199, 200
block-based algorithm  176
block-based analysis  145
Blocking Artefact Characteristic Matrix 

(BACM)  147
blocks  242, 245, 247, 251
bots  380, 395
bottom-lit faces  83
Boyer-Moore algorithm  247, 251, 252
Boyer-Moore technique  249
broadcast monitoring  11
BT network  358, 359, 360, 361, 363, 364, 

366, 368, 369, 374
bucket brigade  113
bypass authentication schemes  167

C
C++  470, 475, 476, 483, 484, 485, 489
camera based surveillance  8
camera identification  110, 111, 113, 120, 
 124, 125, 127
camera model  107, 109, 112, 158
camera pattern noise  145
camera position  43
cascade  57
case-based reasoning (CBR)  479, 503, 505
Cathode Ray Tube (CRT)  116
CBCL database  58
CCD line sensor  143



  581

Index

CCD sensor  112
CD-ROM  119
Ceedo  441, 442, 443
cellular forensics  417, 420
centralized database  7
centralized model  320
centroid  68, 69
CFA interpolated color image  139
CFA interpolation algorithm  139, 143
CFA patterns  138, 139
chain holder verification (CHV)  402, 403, 
 404, 405, 407, 408, 411, 412, 413, 
 414, 415, 416, 419
chain-of-custody  104
chain-of-evidence  104, 105
channel expansion theory  337
chemical compounds  27
child exploitation  234
chromatic aberration  142, 143, 145, 152
classification problem  472
client-server architecture  380
cloud computing  511
cluster-based approaches  241
cluster-based resources  241
coarse-to-fine order  86
code paths  242
coding logic  248
coefficient-extension technique  204
Cognitive psychologists  81
color distribution  166
color filter array (CFA)  138, 145
colorimetry  116
colour filters  111, 115
Commentz-Walter algorithm  249
Common Unified Device Architecture (CUDA)  

238, 243, 255
communication-related  319, 324, 328, 330
communication-related energy  319, 324
Compact Flash card (CF)  283
comparison module  40, 45, 46, 47
complex background  24
component-based architecture  337
componential processing  82
composite effect  82
compressing images  184

compression  105, 107, 109, 113, 117, 118, 
119, 120, 121, 123, 124, 125, 126, 

 127, 128, 129
compression standards  164
computational forensic methods  507
computational forensics (CF)  496, 497, 499, 

500, 501, 503, 512
computational resources  

234, 236, 239, 241, 252
compute capability  242, 244
computer-assisted legal research (CALR)  503
computer forensic investigation  123
computer-generated  135, 137
computer resources  307
computer vision  76, 78
Compute Unified Device Architecture (CUDA)  

241
computing-related  319, 320, 324, 328, 330
computing-related energy  319, 320, 324, 330
configural processing  82
connectivity phenomena  450, 452, 468, 469
constant memory  245, 249, 250, 251, 252
consumer digital  107
content authentication  158, 175, 205
content based retrieval applications  11
Content-Encoding  296
contextual information  122
contourlet transform  176, 178, 180, 187, 
 188, 199, 200, 202
contrast enhancement  41, 164
control flow divergence  242
control of the system  5
convolution kernel  12
cooperative architecture  311
copy-paste attack  186, 188, 189, 190, 199
correctness  242
counter-terrorism  234
covariance matrix  87, 103
covert channel  412, 417
CPU-based approach  240
CPU computation  247
CPU-GPU hybrid architectures  253
CPU processing  247
cracking tools  258, 266, 268, 269, 270
credit card cloning  470, 471, 489
credit card company  380



582  

Index

crime  131, 144, 154
crimeware  382, 386, 391
criminal forensics  157
criminal investigation  24
cross-border information systems  516, 517
cross-matching issues  11
cryptographic algorithms  397, 400
cryptographic approach  132, 133
cryptographic authentication  133
cryptographic hashes  156
Cryptographic hash functions  160
cryptographic keys  14
cryptographic schemes  13
cryptographic systems  10
cryptography  10, 16, 17, 18, 19
crypto hash functions  254
cryptosystems  10, 13, 14
cues-based deception detection  336
cyanoacrylate  27
cyber attacks  470, 471, 485, 489
cybercrime  511, 513
cybersecurity  517, 519, 521, 523
cyberspace  521, 523, 525, 526, 527
cyberware  55
cyclic redundancy check (CRC)  397

D
dactiloscopist  25, 40, 41, 42, 43, 45, 46, 
 47, 48, 49
Dark Signal Non-Uniformity (DSNU)  112
data authentication  11
Data Authenticity  154
data-driven  69
data hiding  10, 11, 20, 396, 404, 412, 417, 

419, 420
data mining methods  337
data points  68
data results  160
DCT  204, 205, 206, 207, 210, 211, 212, 
 213, 214, 216, 217, 218, 219, 220, 
 226, 230, 231, 233
DCT coefficients  161, 204, 205, 206, 210, 
 213, 214, 216, 218, 219, 226
Debian  283
debug mode  478
decisional privacy  4, 5

dedicated files (DF)  401, 404, 405, 406, 
 407, 408, 409, 411, 412, 413, 414, 
 415, 416, 419
Denial of Service (DoS)  314
Desert Survival Problem (DSP)  340
detect deception  334, 335, 336, 337
detection algorithm  46, 321
detection mechanism  318
detect malicious changes  171
device component  251
device configuration overlay (DCO)  508
device memory  241, 243, 244, 246, 251, 

253, 254
device model  143
diagonal-curve  210, 211, 212, 213
diagonal directions  206
diagonal matrix  71
differential power analysis (DPA)  398
digital asset  130, 131, 132, 135, 136, 138, 

150, 154
digital biometrical processing  79
digital camera  27, 97, 98, 131, 138, 139, 
 140, 142, 151, 154, 176, 177, 198
digital content  130, 131, 133, 135, 149, 
 150, 176, 177
digital content authenticity  130
digital crime  131, 257, 516, 517, 525
digital data  131, 133, 134, 135, 136, 137, 
 143, 154
digital data origin  137
digital document  130, 131, 132, 154, 155
digital document forensics  155
digital domain, digital watermarking technique  

165
digital evidence  154, 234, 236, 241, 242
digital file  105, 121, 129
digital fingerprint  130, 131, 137, 154, 175
digital fingerprinting schemes  161
digital forensics  131, 136, 137, 150, 234, 
 236, 238, 239, 241, 244, 248, 252, 
 253, 254, 255, 256, 257, 276, 277
digital forensics analysis  374
digital forensic tools  

257, 258, 266, 276, 277, 278



  583

Index

digital image  104, 106, 120, 121, 123, 
 126, 127, 128, 129, 131, 135, 139, 
 140, 141, 144, 145, 146, 151, 152, 
 154
digital image provenance  104
digital images  131, 132, 138, 137, 144, 146, 

151
digital investigation  257
digital maps  164
digital media  104, 105, 131, 136, 205
digital number  115
digital photograph  105, 106, 108, 119, 121, 

123, 124, 128
digital representation  121, 163, 167
digital screen  129
digital signature  132, 133, 177
digital SLR camera  111, 123, 129
digital source  104
digital still camera  107, 109, 113, 116, 117, 

118, 124, 129
digital still photograph  129
digital tampering  148, 149
digital watermarking  132, 156, 157, 163, 

165, 166, 171, 172, 175, 200, 201
digital watermarking algorithm  157, 178
digital watermarking techniques  177
digital watermarks  155, 162, 166, 167
digital zoom  112
directional filter bank (DFB)  187, 188
direct lens view  129
direct matches  462
discourse analysis  450
discrete cosine transform (DCT)  147, 161, 164
discrete cosine transform (DCT) coefficients  

147
Discrete Fourier Transform  161
discrete wavelet transforms (DWT)  215
discriminate people  1, 3
disk encryption  431
dissimilarity measure  474, 495
Distinguishing Authorship  354
distortion-free mode  205
distribution-based modeling scheme  87
DNA  379
DNA tests  80
DNS (domain name system)  381

domain-based research  347
DomainKeys Identified Mail  392
Domain management node  314
double-quantization  120
Downloaders  386
Drive-by Downloading  395
DWT-based algorithms  178
DWT transformations  215
dynamic behaviour  449, 468
dynamic face recognition  96

E
easy-to-use phishing kits  385
e-commerce brands  385
e-commerce company  384
Edge-based representations  74
eigenfaces  53, 54, 59, 60, 61, 62, 63, 64, 76, 

78, 101, 102
elastic deformation  38, 47
electronically stored information (ESI)  

504, 505, 507
electronic scanner  34
electronic sensor  24, 30
elementary files (EF)  401, 402, 404, 405, 
 406, 409, 410, 411, 413, 414, 415, 
 416, 419
elliptic curve  397
email phishing  335
emails  279, 280, 294
Embedded HMMs (EHMMs)  90
embedded watermarks  165, 167
embedding signal sequence  221
encryption  10, 11
encryption keys  266
end-to-end principle  374
enforceability  516, 518, 522
enrollment subsystem  2
e-paper  307, 329
equal error rate  38
equipment identity register (EIR)  400
error correction codes  229
Ethernet ports  282, 283
Euclidean distance  59, 68, 70, 87
Exchangeable Image File Format (Exif)  118
Expectation Maximization (EM) algorithm  139
expert witness  257, 258, 266, 276, 277



584  

Index

exposure algorithm  107
external attacks  6
eye-mouth triangle  86

F
face authentication  84, 102
face-based system  96
Facebook  382
face detection  54, 55, 56, 57, 59, 63, 64, 
 65, 69, 77, 79, 82, 83, 84, 85, 86, 
 87, 94, 97, 99, 101, 102
face expression analysis  102
face identification  84, 94, 102
face localization  83, 84
face-mask  65, 74
face modelling  53, 78
face orientation  84
face pattern  87
face recognition  53, 54, 55, 59, 65, 74, 79, 
 79, 80, 81, 82, 84, 85, 87, 88, 89, 
 90, 91, 92, 93, 94, 96, 97, 98, 99, 
 100, 101, 103
face recognition systems  54
Face Recognition Vendor Tests (FRVT)  55
face-space  63, 64, 65, 68, 87, 89
face-to-face communication  336, 337
Face tracking  84, 102
face verification  84, 98, 102
facial components  82, 94
facial expression  84, 85, 94, 96, 98, 99
facial features  79, 80, 82, 84, 86, 87, 88, 
 89, 90, 92, 94, 99
facial features detection  84
facial images  81, 85, 86, 89, 91, 92, 97, 
 98, 102
facial pose  85, 94, 99
facial processing  79, 80, 81, 83, 84, 93, 99
facial processing systems  80
facial recognition  392
Facial Recognition Technology Database 

(FERET)  55
Fair and Accurate Credit Transaction Act 

(FACTA)  380
fake distributors  498
fake fingerprint  25, 39, 46
false accept  95

false accept rate (FAR)  2
false match  95
false match rate (FMR)  95
false non-match rate (FNMR)  95
false rejection rate (FRR)  2, 95
FAT partition  238
Featural-processing  82
feature-based classification models  350
feature-based face recognition  90
feature-based processing  82
feature extraction  161, 204, 231
feature-point markup  55
federal crime  379, 380
Federal Information Security Management Act 

(FISMA)  518, 519, 520, 522, 523, 
 527, 528
Federal law  380
file allocation table (FAT)  419
file carvers  239
file carving  238, 239, 256
file carving applications  238, 239, 248
filesystem  238, 239, 246, 256
filter bank structure  187
Fingerprint Forensic Tool  23, 25, 39, 40, 49
“Fingerprint Forensic Tool” (FFT)  39
fingerprinting  11
fingerprints  379, 392
finite state machine (FSM)  249
firewall  397
firmware memory  118
Fisher Discriminant Analysis (FDA)  89, 103
Fisherfaces  102
fixed pattern noise (FPN)  140
FNMR raise  95
focussed crawler  345
forensic activities  6
forensic algorithm  149
forensic algorithms  136, 146, 149
forensic analysis  424, 425, 426, 428, 432, 
 439, 440, 441, 443, 444
forensic approaches  158, 160, 167
forensic computation  235
forensic methods  155, 160, 166
forensic photography  119, 127
forensic procedure  135
forensics algorithms  160



  585

Index

forensic scaling  168
forensics tools  234, 236, 238, 239, 241, 
 244, 254, 255
Forensic ToolKit (FTK)  

505, 507, 508, 512, 513
forensic trace  25
forensic value  120, 123
forensic watermark  165
Foxy network  355, 364, 368, 369, 370, 
 372, 374, 375, 376
fragile watermark  145
framework  257, 258, 259, 274, 275, 276, 

277
Fridrich’s method  222, 223, 226
FUJI  118
fuzzy extractor  15
fuzzy vault cryptographic scheme  14
fuzzy vault scheme  14

G
Gaussian filter  143
Gaussian filtering  176, 195, 196, 198
Gaussian noise  176, 180, 186, 187, 189, 
 195, 196, 198, 199
Gaussian pyramids-based deblurring algorithm  

43
general packet radio service (GPRS)  399, 412
general-purpose computation  236, 244
general-purpose compute platform  235
generative model  75
generic binary images  165
generic machine-readable form  122
generic simple images  164, 169
genetic algorithm  475
genetic selection algorithm  15
geodesic distances  64, 65
geometric distortions  178
Georgia Tech Sensor Network Simulator (GTS-

NetS)  322
Gigabytes  300
global characteristics  93
global memory  241, 243, 244, 245, 251
global PCA decomposition  90
global read-only memory  243
global system for mobile communications 

(GSM)  399, 400, 401, 402, 404, 
 405, 411, 412, 421, 422, 423

Gmail  279, 280, 299, 300, 301, 302, 303, 
304, 306

Gnutella  498, 513
Goldhill  184, 194, 196, 197, 198
Google indexes  390
Google search  390
government forensics labs  236
GPU component  243
GPU-enhanced file carving  245, 246
GPU-enhanced Scalpel  239
GPU memory bandwidth  244
GPU memory hierarchy  254
GPU operations  240, 245
GPU performance  244
GPU products  253
GPU resources  244
GPU’s constant memory  245, 249, 251
Gramm-Leach-Bliley Act (GLBA)  380, 517, 

519, 523
Graphics Processing Units (GPUs)  234, 235
gray level histogram  34
grayscale images  164
grey-level normalisation  72
grey-level vector  71, 72, 74
grey-scale channel  74
ground-truth marking  56

H
Haar coefficients  206, 216, 217, 220
Haar-wavelet  57, 58, 70
hand scans  392
hardware  119, 234, 235, 236, 237, 240, 
 242, 253, 254, 255, 256
hardware parallelism  237
hardware-supported parallelism  253
Hash-based solutions  165
Hash Modelling  161
header/footer-based file carving  239
head node  315, 317, 319, 320, 321, 323, 
 324, 325, 326, 330
Health Insurance Portability and Accountability 

Act (HIPAA)  516, 519, 520, 523, 528
heterogeneous  308, 316
heuristic rules  387
hidden information  205, 214, 217, 218, 
 219, 220, 221, 222, 223, 226



586  

Index

Hidden Markov Models (HMMs)  90
hierarchical knowledge-based method  86
high-end workstations  235
High frequency details (HFE)  47
High-Order Wavelet Statistic (HOWS)  143
Hilbert curve  204, 205, 206, 207, 208, 
 209, 210, 231, 232
Hilbert scanning  205, 207, 210, 213, 232
Hilbert scanning order  205, 213
histogram compression  217
histogram equalization  41, 86
Holistic processing  82
host-based IDSs  308, 310
host component  243, 251
host computer  242
Hostile Intent  349, 354
Hostile Intent Detection system  349
host protected area (HPA)  508
HTML-based e-mail  388
HTML code  381, 388, 389
HTML documents  280
html page  346
HTML page  296, 297, 298, 303
HTML Parser  345
HTML parsing content  347
HTML sanitization  298, 305
HTTP connections  290, 297, 304
HTTP cookies  291
HTTP (hypertext transfer protocol)  381
HTTP Object  296
HTTP parameters  293, 296, 297
HTTP protocol  280, 290, 291, 303
HTTP request  291, 293, 296
HTTP Session  296
HTTP sundry objects  298
human activity  81
human-computer interaction  333
human expert  95
human face-processing system  82
human investigators  131
human observers  160, 162, 167, 169
human perception  160, 167
hybrid metric  319, 322, 324, 325, 326, 
 328, 330
hyper-ellipsoid  67
hyperscenarios  455

Hyper Text Markup Language (HTML)  395
Hyper Text Transfer Protocol (HTTP)  296
hypothesis context  461, 462
hypothetical camera  109
hypothetical scenario  286, 287
hypothetical source  104, 118

I
ICA architectures  89
identity theft  234, 379, 380, 382, 386, 
 387, 394
Identity Theft  379, 381, 387, 393, 395
image-based  85, 86
image-processed  113
image processing applications  180
Independent Component Analysis (ICA)  89
in-depth knowledge  257
index-query model  235
index-then-query computational model  236
informational privacy  4, 5, 16
information retrieval (IR)  

498, 503, 504, 505, 507
information system  329
infrastructure  308, 309, 312, 333
inorganic compounds  27
input parameter  68
instance based learners  479
Institute of Electrical and Electronics Engineers 

(IEEE)  518, 520
integer Haar wavelet  217, 218
Intel  236, 237, 253, 254
intellectual property disputes  234
intelligence and security informatics (ISI)  

448, 449
interface device (IFD)  401, 402
International Biometric Group  7
International Organization for Standardization 

(ISO)  518
Internet Forensic  354
Internet forensics  334
internet protocol  374, 375
Internet-related identity theft  380
intra-cluster distance  68
intra-distances  47, 48
intrinsic digital fingerprints  131
intrinsic nature  222



  587

Index

intrinsic structure  38
intrusion detection  308, 309, 310, 311, 312, 

313, 315, 316, 317, 318, 320, 321, 
 322, 329, 330, 331, 332
Intrusion Detection System (IDS)  300, 307, 

308, 309, 312, 332, 333
inverse coefficient-extension  218
inverse Hilbert operation  208, 212
inverse Hilbert scanning  210
inverse Slant transform  182
invertible  11, 12
invertible transform  11, 12
investigation protocol  40
I/O performance  436
IP address  381, 390, 392
IP addresses  357, 361, 362, 363, 365, 367, 

368, 370, 371, 372, 375
IP-based URLs  336
IPID field  279, 287, 288, 289
ISO standard  401
iterative algorithm  73

J
Java  470, 475, 477, 480, 481, 483, 484, 
 485, 489, 490
Java accelerator  397, 398
javascript  297, 298, 299, 300
Java script  346
JPEG compression  144, 145, 147, 148, 
 157, 160, 164, 173, 178, 179, 180, 
 184, 186, 188, 190, 193, 194, 195, 
 196, 197, 199, 229
JPEG compressions  147
JPEG file  117, 120, 122
JPEG format  134, 146, 156
JPEG identification  147
JPEG images  119, 121, 127, 128, 204, 205, 
 206, 210, 217, 221, 222, 224, 231, 

233
JPEG quantization  134
junk science  501

K
Karhunen-Loeve Transform (KLT)  204
kernel  242, 243, 245, 246, 251
key binding  13

keyboard-related  337
key-dependent  204, 214, 215, 217
key generation mode  13
Keyloggers  386
key release  13
Knuth-Morris-Pratt algorithm  249

L
Laplacian pyramid (LP)  187
large-scale parallelism  253
Latent Identity Variable models  75
law enforcement  206
law of averages  509
learning-based method  350
least significant bit (LSB)  163, 178, 214
legacy digital display technologies  116
Lena image  213, 223, 230
lexical signature  390
life-cycle  171
light properties  148
Linear Discriminant Analysis (LDA)  89
linear operators  148
linear structures  187
linguistics based cues (LBC)  337
link-based network  358, 378
Linux host  288
Linux OS  290
Liquid Crystal Display (LCD)  116
live fingerprint  34, 46, 37, 47
Liveness module  40, 46, 49
Lloyd’s algorithm  68
Local Feature Analysis (LFA)  90
logic bombs  470, 471, 478, 489
luminosity  116

M
machine face processing  79, 82
machine learning  

337, 352, 471, 479, 480, 489
machine virtualization  424, 425, 426, 441
macro lenses  27
malicious activities  307, 308, 309, 313, 330
malicious code  382
malicious function  386
malicious Internet Explorer  386
malicious manipulations  156, 163



588  

Index

malicious web site  379, 382, 385, 386
malware  380, 382, 385, 386, 387, 388, 
 390, 391, 393, 395, 425, 431, 440
man-in-the-middle phishing kit  385
manipulated document  158
manipulation  104, 105, 106, 119, 123, 
 129, 157, 167, 169, 170, 173
manual control  117
margin of error  261, 262, 265, 267, 268, 
 271, 272, 275
massively-threaded software  241
master file (MF)  401, 402, 404, 405, 406, 
 407, 408, 409, 411, 413
matrix-vector form  212
MD5 collision issue  271
mean-square error  180
media data  157, 158, 161, 167
media documents  156, 160
media files  156
media forensic algorithms  158
media forensics  156, 168, 171
media object  178
media richness theory  337
medical imagery  206
medical images  221, 222, 227
medical imaging applications  11
megabytes  300
megapixel image  111, 112, 117
memory device  108, 117, 119
memory management unit (MMU)  397
mental rotation  83
metadata  108, 109, 110, 117, 118, 119, 
 120, 122, 129, 177, 498, 501
metadata obfuscation tools  109
methodology  131, 133, 348, 349
microphone recordings  168
microscopy  116
Microsoft Phishing Filter  335
Microsoft Photo Editor  117, 118
mid-range uniform  113
MIHC algorithm  214
MIHC-based method  213
MIHC based scenario  226
MIHC-multilevel decomposition  

206, 210, 213, 227
MIHC multilevel decomposition method  212

MIHC-multilevel decomposition method  210
minutiae  24, 25, 26, 32, 33, 39, 45, 46, 
 47, 48
misdetection  167
missed detection rate (MDR)  193
mobile ad hoc networks  311, 332
mobile agent  311, 317, 331, 333
Mobile agents  316
mobile equipment (ME)  400, 421
mobile station (MS)  400
mobile switching center (MSC)  400
mobility patterns  327
modal modulator  463
model-based methods  92, 93
model displacements  73
model parameters  70, 72, 73, 74
modes of variation  61, 62, 66, 71
Modified Inverse Hilbert Curve (MIHC)  206, 

208, 226
modifying pixels  165
monitoring nodes  498
monitor network  320, 330
mono-dimensional distribution  38
mono-dimensional periodicity  135
mono-dimensional sensor array  134
monolithic disks  433, 438
morphable models  93
morphological approaches  38
Morphological operators  193
multi-class classifier  143
multi-consequent  458, 460, 461, 462
multicore CPU  244, 256
multidimensional Gaussian function  87
multidirectional expansion  188
multi-focus  49
multilayer neural network  87
multi-layer perceptron (MLP)  479
multilayer perceptron network  87
multilevel DCT  204, 205, 206, 210, 211, 
 212, 213, 214, 216, 217, 218, 219, 
 220, 226, 230
multilevel decomposition  204, 205, 206, 
 210, 212, 213, 214, 226, 227
multilevel structure  204, 206, 213, 214
multimedia  389
multimedia content authentication  163, 167



  589

Index

multimedia data  155, 157, 160, 162, 171
multimedia document authentication  155, 156, 

157, 162, 165
multimedia files  156
Multimedia forensic researcher  131
multimedia forensics  130, 132, 157, 160, 162, 

165, 174, 175
multimedia scenes  167
multi-modal biometric systems  11
multi-pattern matching algorithm  240, 248, 

249
multi-pattern string matching  248, 256
multiple-bit discretization  15
multiple processing elements  256
multiple sensor arrays  115
multiplicative noise  141
multiplicity attack  10, 14
multi-resolution property  204, 205, 213, 226
multi-resolutions  180
multithreaded instruction unit  242
multi-threaded operation  245
multi-threading method  251
multi-wave  24, 49
Multi-wave fingerprint images analysis  41, 42
mutual relationships  449, 468
MySpace  382

N
narratologist  449
narratology  449
NAT device works  285
NAT gateway  284, 285, 287, 288, 289
NAT gateways  285, 302
National Institute of Standards and Technology 

(NIST)  54, 518, 519, 520, 521, 522, 
523, 527

natural language  448, 454, 472, 473, 480
nature method  79
needle in a needle stack  105
Netcraft  389
NetSpy  391, 394
network sddress yranslated (NAT) router  284
network address translation (NAT)  280, 284, 

302
network address translation (NAT) gateway  

302

network and switching subsystem (NSS)  400
network forensics  280, 281, 283, 294, 298, 

300, 302, 303, 304
Network forensics  279, 280, 281, 283, 294, 

300, 305
network interception  283
network intrusion detection system (NIDS)  

239, 280, 295, 302 
network layer  334, 336, 347, 349
network lifetime  319, 321, 322, 323, 325, 
 326, 327, 328, 330
network location  280
network packet  285, 294
network security  234, 236, 240, 252, 254, 

331, 332, 333
network traffic  391
network traffic acquisition  281
neural networks  86
neural router network  87
Neuro-fuzzy method  337
neuroscientists  79, 80, 81, 99
neutral facial expression  96, 98
new evidence scholars (NES)  503
next-generation digital forensics  241
n-grams  470, 474, 476, 479, 480, 481, 
 482, 484, 485, 488, 490, 491, 492, 
 494
non biometric information  8, 9
non-block based algorithm  176, 199
non-block based method  178, 180
non-confirmation  108
non-consensual method  32
non-consensual reproduction method  47
non-controlled conditions  80
non-convex  64
non-deterministic interpretation  295
non-fictional narrative  447, 448, 449
non-IEEE compliant  237
non-intrusiveness  79
non invertible distortions  11
non invertible transform  11, 12
non-linear camera response function (CRF)  

145
non-linear classification methods  64
non-linear pre-processing  74
non-linear statistical models  76



590  

Index

nonlinear technique  193
non-linear transform  116
non-malicious  176, 177, 178, 179, 180, 
 183, 193, 195, 199
non-malicious manipulations  176, 177, 180, 

183, 193, 195, 199
non-overlapping blocks  179, 181, 182, 199
non-redundant multiresolution  188
non-trivial task  80
non-ubiquitous  164
non-uniformity  112, 113, 125, 127
nonverbal cues  337, 352
normalize  54, 57

O
one time programming (OTP)  397, 398
one-to-many comparisons  7
online privacy  379
online risks  379
online social networks  382
ontologies of concepts  451, 466
ontology of events  451, 466, 469
open source platform  40, 49
operation and maintenance center (OMC)  400
operation subsystem (OSS)  400
optical procedure  29
Organisation for Economic Cooperation and 

Development (OECD)  5, 20, 518
original format  120
other-race bias  82
other-race effect  82
outlier detection algorithm  272
overlapping detection  87

P
P2P  498, 500
P2P File-Sharing Network  378
P2P network  355, 359, 360, 361, 362, 363, 

364, 365, 367, 369, 375, 376, 378
P2P protocol  359, 361, 378
palette-based  164
parameter statements  122
parameter update  74
parametric features  15
parsing text  347
Passpet’s persona  390

password based authentication protocol  10
Password harvesters  386
patchwork theory  229
Path-Ascending crawler  345
pattern recognition  24, 54, 59, 78
pattern recognition algorithm  59
pattern-recognition applications  2
pattern recognition systems  54
PCA projections  62
PCA retains  62
peak signal-to-noise (PSNR)  205
peer-to-peer programs  375
Pentax camera-specific metadata  122
Perceptual Hash  155, 156, 157, 160, 161, 166, 

175
perceptual hashing algorithms  167
perceptually identical  156
perceptual model  167
Perl  474
personage  448
personal computer  156
personal information  1, 4, 21, 379, 380, 
 381, 382, 385, 386, 387, 390, 391, 
 393, 395
phishing  335, 341, 342, 343, 344, 350, 351
phishing attacks  380, 385, 394
phishing scams  335
photo-camera  135
photo response non-uniformity noise (PRNU)  

140
Photo Response Non Uniformity (PRNU)  112
photosensitive layer  31
physical environments  307, 312, 313, 318
physiological  1, 2, 3, 7, 21
piecemeal processing  82
pin-cushion distortion  111
Pinned Sine Transform (PST)  177, 179
PIN number  392
pixel non-uniformity (PNU)  140
pixel-wise localization  165
plagiarism  105, 129
Point Distribution Model (PDM)  65, 66, 87
Point-of-Sale  6
post-desktop model  333
post-mortem analysis  428



  591

Index

post-processing  130, 131, 140, 147, 149, 
 160, 163, 164
power spectrum  47
pre-processing  160
preprocessing table  249, 250, 251
Principal component analysis (PCA)  59, 86, 89
principal components  63, 65
print-and-scan process  165, 173
priority rule  452, 454
privacy  1, 4, 7, 9, 16, 17, 19, 20, 21, 22
privacy assessment  4, 5, 6, 7
privacy conceptualization  4
Privacy Enhancing Technologies (PET)  4
PRNU noise  134, 140, 141
PRNU noise correlation  134
probabilistic computations  506
probability density functions (PDFs)  339
processing  105, 106, 107, 108, 109, 111, 
 113, 114, 116, 117, 118, 119, 120, 
 121, 122, 123, 128, 129
procrustes analysis  66, 67
programming layout metrics  475
programming structure metrics  475
programming style metrics  475
projection  62, 63, 64, 65, 70, 76
prosopagnosia  81
protocols  308, 331
prototypal  40, 46, 49
provenance  104, 105, 106, 108, 109, 112, 
 116, 119, 120, 121, 122, 124, 129
proxy node  321, 322, 324, 325, 326, 327, 

330
proxy selection phase  324
pseudo code  345
pseudo color  205
pseudo-random keys  12
pseudo-realistic  135
PST schemes  186
psycho-linguistic  334, 336, 337, 338
psycho-linguistic cues  336, 337, 338, 354
psychology  334, 335, 336
psychology researchers  79
public key certificate  381
public-key cryptography  392
Pure Payload  233
Python  344, 345

Q
quantization matrix  145, 146, 147, 152

R
radio frequency (RF)  398
radio signatures  285
radio subsystem (RSS)  400
radio transceiver  319
Raggruppamento Carabinieri Investigazioni 

Scientifiche (RaCIS)  39
random number generator (RNG)  397
Random Waypoint (RWP)  327
Random Waypoint (RWP) model  327
real environment  376
reality monitoring  337
real-time constraint  310
real-time detection  308, 311, 313
real-time recognition  62
real-world applications  80, 96, 99
real-world provenance  121
recognition algorithm development  56
recompression  144
recycle firmware  107
reduced instruction set computer (RISC)  

397, 421
referrer header  291, 293
relative distance (RD)  

474, 483, 484, 485, 486, 495
release mode  478
repository  104
Requester  378
research domain  497
resource-effective way  308
resource-efficiency  317, 318, 329, 330
resource-efficient IDSs  307, 308
resource link-based network  378
reversible data  204, 205, 206, 214, 225, 
 226, 227, 228, 230
reversible data-embedding techniques  206
reversible data hiding  204, 233
reversible data hiding algorithm  

204, 205, 206, 214
RFID chips  96
RFID passports  97
RGB channels  143



592  

Index

risk-management framework (RMF)  520
robust perceptual hash functions  160
rule based learners  479
RWP model  327

S
safe harbor  499
salt-and-peeper noise  165
Sarbanes-Oxley Act (SOX)  

517, 519, 523, 528
Scalpel-GPU1  245, 246, 247
Scalpel-GPU2  245, 246, 247
Scalpel-MT  245, 246, 247, 248
scanning tools  382
scenario markup language (SCML)  455
scene of crime officer (SoCOs)  177
secret key  162, 167
secret knowledge  379
secure digital camera  119
secure sketch  15
Security  4, 9, 15, 16, 17, 18, 19, 20, 21
security assessment  167
security-critical applications  171
semantic features  166
semantic watermarking  166
semi-fragile  176, 177, 178, 179, 180, 181, 

184, 185, 186, 187, 189, 190, 194, 
 196, 197, 198, 199, 201
semi-fragile watermark  164
semi-fragile watermark algorithms  164
semi-fragile watermarking scheme  179, 180, 

184, 185, 186, 194, 196, 199
semi-fragile watermarks  163, 164
semi-fragile watermarks monitor  163
sender policy framework  392
sensor  111, 112, 113, 114, 115, 116, 117, 

119, 120, 121, 122, 125, 126, 127, 
129

sensor networks  322, 332
sequential probability ratio test (SPRT)  338
service node  321, 322, 324, 325, 326
service-oriented IDS  333
service-oriented mobile agents  316
service-oriented profile  317
shape-free textures  87
shared memory  242, 243, 246, 251

shared memory  243, 246
signal post-processing  163
signal-to-noise ratio (SNR)  146
silicon wafer  111
SIM card  396, 397, 399, 400, 401, 402, 
 403, 404, 405, 406, 407, 408, 409, 
 411, 412, 413, 417, 418, 419, 420, 
 421, 422, 423
simple mail transfer protocol  392
simple network management protocol (SNMP)  

310
simple power analysis (SPA)  398
simplified profile intersection (SPI)  

481, 483, 484, 485, 486, 495
simplified profile (SP)  481, 494
single instruction multiple data (SIMD)  

238, 241, 256
single instruction multiple data (SIMD) model  

238, 241
single instruction multiple thread (SIMT)  

238, 241, 256
single instruction multiple thread (SIMT) ex-

ecution model  238, 241
single lens system  129
single wire interface (SWI)  398
Skein  254
Slant transform (SLT)  176
SLT-based scheme  186
SLT based semi-fragile scheme  199
SLT coefficient  182
SLT method  180
SLT semi-fragile watermarking scheme  

184, 185, 199
small scale digital device forensics (SSDDF)  

396
sniffer-based technique  310
snort rules  240
social control  6
social engineering  395
social networking  334
social science  336
Soekris device  284
software-based approaches  37
software components  244
software forensics  

471, 474, 476, 488, 491, 492



  593

Index

software testing  258, 276
software tool parameter  274
software tools  257, 258, 259, 260, 262, 
 265, 274, 276
sophisticated algorithms  165
source authentication  158, 175
source code author profiles (SCAP)  470, 471, 

472, 474, 479, 480, 482, 483, 484, 
 485, 486, 487, 488, 489, 494
space-efficient  167
sparse data  474
spatial-frequency aliasing  115
specific model  122
spyware  380, 382, 385, 391, 393, 394, 395
SQL injection attacks  380, 382
SQL instructions  387
stable solution  71
stateless protocol  291
state-of-the-art forensic labs  235
state-of-the-art hypothesis testing  334
state-of-the-art image forgery creation  149
state-of-the-art implementations  157
state-of-the-art methods  155
static face recognition  96
statistical hypothesis  472
statistical model  334, 344
Statistical Shape Modelling (SSM)  65
STEALTH engine  345, 347
steganalysis  156, 205, 226, 230, 412, 420, 

422
steganographic approach  11
steganographic messages  104, 105
steganography  11, 412
stop-gap measure  284
stream-oriented processing model  236
stretch goals  521, 523
strict tamper detection  163
stride permutation  209
String Matching Algorithm  256
stylometry  349, 351, 354
sub-case  135
sub-optimality  181
SUIDS design  317
SUIDS model  330
SUIDS system  308
super-seeding mode  374

support vector machine (SVM)  139, 349
support vector machine (SVM) learning method  

349
surface-based methods  93
suspiciousness  498
symmetrical shape  147
sympathetic systems  1
synchronous communication  337
syntactic components  166
syntactic features  166
synthetic image  142
synthetic images  164, 165, 174
system architecture  

308, 311, 314, 318, 329, 330
system management  314
System on Chip (SOC)  107

T
Taguchi logarithmic function  265, 270, 274
Taguchi’s logarithmic function  

264, 266, 268, 272
target system  316
taxonomy  35, 37
TCP application  322
TCP peers  322
TCP Reassembler  295
TCP server  322
TCP session  322
TCP timestamp  290, 303
TCP (transmission control protocol)  381
technological point of view  4
telltale tamper-proofing  180
template-based  85, 86
template distortions  10
test images  176, 186, 194, 195, 196, 199
text based media  336
text document watermarks  164
text image  164, 168, 169, 170, 171
textual header  433
texture  166, 205, 221, 222, 226, 232
Texture memory  243
TF-IDF weight  390
three-dimensional objects  99
threshold-based classifier  38
TLS (transport layer security)  381
topographic representations  90



594  

Index

traditional cryptosystem  12
traditional Hilbert curves  205
traffic redirectors  386
transcendental functions  242
transcoding  105, 109, 129
transfer-encoding  296
Transformation  161
transmission  105, 129
transmission channel  179
transport protocol  374
tripod  28
Trojan horses  380, 382, 386, 391, 395, 470, 

474, 478, 479
Turbogears  344
two-dimensional HMMs (2D-HMMs)  90
two-dimensional projection  99
typology  28

U
ubiquitous computing  307, 308, 309, 311, 
 312, 313, 315, 316, 318, 319, 320, 
 321, 328, 329, 330, 331, 332, 511
ubiquitous networks  307, 312, 316, 317, 
 318, 319, 320, 321, 326, 329
ultrapeers  361, 367, 372, 374
ultra-violet  111
unauthorized embedding  11
unauthorized extraction  11
unauthorized removal  11
universal asynchronous receiver-transmitter 

(UART)  398
universal mobile telecommunication system 

(UMTS)  399, 404, 405, 411, 412, 
 421, 422, 423
universal serial bus (USB)  398
un-tampered blocks  186
User Agent HTTP header  286
user-centric IDS  318, 333
user-centric model  317, 319
user-centric SUIDS  317
USIM card  396, 397, 399, 402, 403, 404, 
 405, 406, 407, 408, 411, 412, 417, 
 418, 419, 420, 422, 423
UV analysis  29
UV wavelength fingerprint  41

V
VBScript scripts  381
vicissitudes  448
video-cameras  135
vignetting  109, 111, 112
VirtualBox  427, 429, 430, 431, 433, 434, 
 437, 439, 445
virtual disk formats  432, 434, 438
virtual disks  428, 429, 432, 433, 434, 435, 

436, 437, 438, 441, 443
virtualization technologies  424, 425, 426, 
 427, 428, 439, 440, 443
virtualized system  424, 425, 426, 443
virtual machine monitor (VMM)  426, 427
virtual machines  424, 425, 426, 427, 428, 

429, 431, 433, 436, 439, 440, 441, 
445

viruses  380, 395
visitor location register (VLR)  400
visual inspection  147
voiceprints  392
voting feature interval (VFI)  476

W
wallet-proxy  390, 391
warps  242
watermark  178, 179, 180, 181, 182, 185, 
 186, 187, 190, 192, 193, 199
watermark detector  162, 166, 168
watermark embedding  162, 164, 168, 169
watermarking  11, 19
watermarking algorithms  157, 163, 164, 172
watermarking-based solution  165
watermarking schemes  176, 177, 178, 179, 

185, 186, 188, 189, 190, 197, 199, 
202

watermarking techniques  163, 164, 174
watermark payload  163, 164
wavelet  176, 178, 180, 188, 189, 190, 
 198, 201, 202, 215, 233
wavelet-based contourlet transform (WBCT)  

176, 178, 180
wavelet based statistical model  143
wavelet based techniques  204
wavelet packet transform  215



  595

Index

Wavelets  161
wavelet transform  11, 180, 188
wavelet transform domain  206
WBCT method  176
WBCT watermarking scheme  199
web application  382, 384, 387
web applications  280, 290, 291, 296, 299, 
 300, 303
web-cam  62
web crawler  345
webmail portals  280
web pages  294, 299
web search  334

web servers  380, 381, 382, 383, 387, 393, 
395

web-wallet  390
white blemishes  112
whitelists  390
Windowing  161
Windows OS  290
wired networks  308, 311
wireshark  293, 300, 305
within-class  62, 63, 64
writable nonstandard part (WNSP)  

412, 419, 420
Wu-Manber algorithm  249, 251, 252


