Preface

Increasing every day infrequency and sophistication, planned cyber
attacks are impacting systems, dataand user accessat virtually every
busi nessand government organi zation. Whether accidentally triggered by
users opening their daily e-mail, or planned denial of services attack
triggering athousand zombie systems, I T management and corporate
executives must be ready to respond, minimize and defeat threats to
revenue generating and citizen facing operations. In many cases, the
decisionto protect informationassetsmay materially impact agency or
corporatebudgets, previoudly plannedinvestment and projected share-
holder returns.

Edited by asenior I T executivewith contributionsfromindustry and
government experts, thisbook iswrittenfor senior managersby senior
managers. Avoidingtechnical jargonexcept whennecessary, thebookis
organizedintothreeprimary sectionsof governance, architectureand
technol ogy . Each section providesextensiveingghts, includingthelegal,
staffing, financial ,communications, risk, management strategiesandtech-
nical aspectsof securing I T computingand communicationssystems. A
decision framework is provided at the end of each chapter to assist in
makingthemanagement trade-offshetweeninvestment, security, access
andlegal compliance. Attheend of thebook arereferencelistsof publicly
availablesecurity relatedinformationsources.



Using the book’ s decision trade-off frameworks to make better
decisions, executivesand managerssel ect whichshort-termandlong-term
investmentsand support activitiesarerequiredto protect their computing
infrastructures. Based on best practicesfrominformati onassurancepro-
fess onal sand security consultantsingovernment andindustry, theunique
decisiontrade-off frameworksdescribeprocesses, actionsand budgets
that effectively protectinformationandsystemaccessinaquickly changing
andchadlengingworld.

The Executive Overview discusses the security as a process
conceptthat hasgai nedrecognitionwithinthel T and security communities.
Severa topicsreviewedincludethenewworldof I T security, thecontinu-
oudyincreas ngva ueof informationassets, andthesecurity challengesand
responsi biliti esfacingexecutivesand senior managerstoday.

Section | reviewsthegovernanceissuesof I T security, including
bal ancingemployeeprivacy withinformationaccess, administrativesecu-
rity policies, legal exposures, risk management strategiesand trusting
trusted systems.

Section || introducesthearchitectureissuesof I T security, starting
with building athreat matrix. It then provides details on architecture
aignmentwithserviceleve agreements, constructingmultilevel protection
barriers,andrevedinginternal threatstol T security processes. Thesection
alsodiscussesdisaster planning approaches.

Section |11 focusesontechnol ogy issuesthat intersect and support
theissuesof governanceandarchitecture. Technol ogy componentscom-
prisealargepercentageof | T security investments, and executivesneed
someunderstandingof how thetechnol ogy isapplied, howitfunctionsand
why itissoexpensivetooperateandmaintain. ThissectionreviewsCOTS
softwareprotections, databackup andrestore, continuity planning, data
obsol escence, biometrics, smartcards, and security penetrationtesting.

ReferenceM aterialsareprovidedaspointerstopublicly available
informati onsecurity sources. Asmajor legid ativeandtechnical standards



Vi

areexpectedinthecomingyears, checking thesesourcesfor updateson
aquarterly basisisprudent and beneficial.



