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ABSTRACT

Detectingdigitalaudioforgeriesisasignificantresearchfocusinthefieldofaudioforensics.Inthis
article,theauthorsfocusonaspecialformofdigitalaudioforgery—copy-move—andproposeafast
andeffectivemethodtodetectdoctoredaudios.First,thearticlesegmentstheinputaudiodatainto
syllablesbyvoiceactivitydetectionandsyllabledetection.Second,theauthorsselectthepointsin
thefrequencydomainasfeaturebyapplyingdiscreteFouriertransform(DFT)toeachaudiosegment.
Furthermore,thisarticlesortseverysegmentaccordingtothefeaturesandgetsasortedlistofaudio
segments.Intheend,thearticlemerelycomparesonesegmentwithsomeadjacentsegmentsinthe
sortedlistsothatthetimecomplexityisdecreased.Aftercomparisonswithotherstateoftheart
methods,theresultsshowthattheproposedmethodcanidentifytheauthenticationoftheinputaudio
andlocatetheforgedpositionfastandeffectively.
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1. INTRoDUCTIoN

Withthecontinuousdevelopmentofscience,digitalmultimedia,especiallydigitalaudio,iswidely
usednowadays.Becausedigitalaudioiseasytobetransmittedandstored,itmakesourdailylife
morecolorful.However,asiswell-knownthateverythingisadouble-edgedsword,digitalaudio
canalsocauseharmtothesocietyinthatitiseasytobeedited,orinotherwords,vulnerable.Asa
result,theauthenticationofdigitalaudioissignificantsinceitmightplayanimportantrolelikea
pieceofcrucialevidenceinforensicsandcourt.Whatevenworseisthatsometypesofdigitalaudio
forgeriessuchascopy-moveforgeryareimperceptible,andit’sdifficulttobedetected.Copy-move
forgeryofdigitalaudiocouldbedoneasfollows:copysomewordsfromanoriginalaudioandpaste
thewordstootherpositionsofthesameaudio.Itcanbeeasilyrealizedbyusingtheaudioediting
applicationsuchasAdobeAuditionCCandpeoplecanhardlydetectthecopy-moveforgerythrough
earsbecauseofthecopiedsegmentderivedfromthesameaudio.Inaddition,somepost-processing
maybeadoptedtothecopiedsegmentformakingtheforgeryhardertobedetected.Therefore,copy-
moveforgerydetectionofdigitalaudiohasbecomeanurgentissueintheareaofaudioforensics.

Atpresent,someadvancedtechnologieslikedigitalwatermarkinganddigitalsignatureareused
toprotecttheintegrityofdigitalaudioeffectively.Suchkindoftechnologyiscalledactiveforensic
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technique.Manyexcellentaudiowatermarkingalgorithms(Bassia,Pitas&Nikolaidis,2001;Wang&
Zhao,2006;Wu,Su&Kuo,2000;Li,Xue&Lu,2006;Xiang&Huang,2007)havebeenproposed.
However,thebiggestlimitationisthatmostofrecordingdevicesdon’thavethefunctiontoinsert
watermarkor signature intodigitalaudiodatanow.For this reason,anotherkindof technology,
whichiscalledpassiveforensictechnique,isarousingattentioninaudioforensicsnowadays.Passive
forensictechniquecanjustusetheaudiowithoutaddinganydigitalwatermarkingorsignaturefor
verifyingtheauthenticityandintegrityofaudio,andourmethodforcopy-movedetectionofdigital
audioisbasedonpassiveforensictechnique.

Therearemanyresearchachievementsintheareaofaudioforensics.Farid(Farid,1999)put
forward to an assumption that in the frequency domain a natural signal has weak higher-order
statisticalcorrelations,andproposedanewschemethatusepolyspectralanalysistechniquetodetect
theforgery.Cooper(Copper,2010)analyzedthecross-correlationbetweenthesignalandsecond-order
difference,andproposedamethodthatcandetectthe“butt-splicing’’intemperedaudio.Alessandro
(D’Alessandro&Shi,2009)usedfrequencyspectrumanalysistodetectMP3bitratequality.Grigoras
(Grigoras,2005)proposedanewmethodthatuseENF(electricnetworkfrequency)asfeaturefor
verifyingtheauthenticityofaudio.Maartenetal.(Huijbregtse&Geradts,2009)improvedGrigoras’s
method.TheyfoundthattherearecertainrequirementsaboutfilelengthinGrigoras’smethod,only
whenfilelengthreachestoacertainvaluecouldapreciseresultbegotten.So,Maartenetal.didsome
pre-processingsforaudiodataatfirst,thencalculatedcorrelationcoefficientandmadeimproved
algorithmeffectiveforshort-timeaudiofiles.Kraetzeretal.(Kraetzer,Oermann,Dittmann&Lang,
2007)detectedtheforgerybyclassifyingtheaudiousingstatisticalfeaturesofdigitalaudioconsisting
oftimedomain-basedfeaturesandmel-cepstraldomain-basedfeatures,themethoddetectsforgeryby
checkingwhethereveryaudioframeswererecordedundersamecircumstanceorsameequipment.
Yangetal.(Yang,Qu&Huang,2008;Yang,Qu&Huang,2012)usedtheinconsistencyofframe
offsettodetecttheaudioforgeryinMP3files.Chenetal.(Chen,Xiang,Liu&Huang,2013)analyzed
high-ordersingularityofwaveletcoefficientsandproposedanaudiosplicingdetectionmodel.Pan
etal.(Pan,Zhang&Lyu,2012)cameupwithanotherapproachforaudiosplicingdetection.They
usedlocalnoiselevelestimationtodetectthesplicingdigitalaudio.

Astocontent-basedforgerydetectionindigitalaudio,Guptaetal.(Gupta,Boulianne&Cardinal,
2010)proposedafingerprintingmethodthatdetectthecopybycalculatingthescorebetweenthe
queryframeandthetestframe.AnotherrobustfingerprintingsystemwasproposedbyOualietal.
(Ouali,Dumouchel&Gupta,2015),theygotthespectrogramofthedigitalaudiofirst,thenencoded
thepositionsofsalientregionsofbinaryimageswhichderivedfromthespectrogramasfingerprints.
However,bothofthemfocusmoreoncontent-basedforgeryandareusefulforaudioretrievaland
monitoringofadcampaigns.Uptonow,therearefewworksonthedetectionofcopy-moveinaudio.
Xiaoetal. (Xiao,Jia,Fu,Huang,Li&Shi,2014)proposedamethodthatdetect theforgeryby
calculatingthesimilaritybetweendifferentsegments.AnothersimilarideawasproposedbyYanet
al.(Yan,Yang&Huang,2015)whichbasedonpitchsimilarity.Themethodextractedthepitchof
everysyllableandcalculatedthesimilaritiesofthesepitchsequences.However,Xiao’smethodjust
segmentedtheaudiowithfixedlengthandYan’smethoddidn’tdefinitelyindicatehowtosegment
theaudio.

Therearetwomainevaluationcriteriaaboutagoodcopy-movedetectionmethod:accuracyand
detectiontime.Thestepofaudiosegmentationdeterminestheaccuracyofdetectiontoagreatdegree.
Besides,thedetectiontimeisalsoanimportantjudge.Ifamethodcandetectthecopy-moveforgery
preciselybutconsumeslargeamountsoftime,itisnotsousefulinpracticalapplication.Somestate-
of-the-artmethodscomparealltheaudiosegmentsonebyone,whichisextremelytime-consuming
whenthenumberofaudiosegmentsislarge.

Inthispaper,weproposeanovelmethodthatcandetectcopy-moveforgeryofdigitalaudiofast
andeffectively.Thecontributionsofourmethodareasfollows.Differfromothermethodthatdivide
theaudioinfixedlength,whichisinexact,wedividetheaudiobyautosegment.Thisisbasedonthe
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contentofaudioandtheoutlawsoftentendtochangethemeaningorcontentofdigitalaudiowhen
tampering.Theautosegmentisusedfordecidingthelocationsandlengthsofthesegmentsthatare
dividedfromtheaudio.Soourmethod isstricterandmoreprecise thanothermethods inaudio
segmentation. Moreover, an extra sorting step is added. It can decrease the time complexity of
similaritycomparisonstepfromO n2( ) toO n nlog( ) .Inaword,theproposedmethodcanmeet
thecriteriawellandsolvetheproblemofdigitalaudiocopy-movedetectionpreciselyandfast.

Thispaper’sframeisasfollows.Section2describestheproposedmethod’sframeworkandthe
wholeapproachindetail.Insection3,experimentsareconductedtoevaluatetheeffectivenessof
proposedmethod.Intheend,theconclusionsaredrawninSection4.

2. PRoPoSED APPRoACH

Inthispaper,anovelmethodisproposedtodetectdigitalaudiocopy-moveforgeryfastandeffectively.
Theinputaudiodataissegmentedbyautosegment,whichincludingvoiceactivitydetectionand
syllabledetectionaccordingtothecharacteristicsofhumanvoice.Itmakesthedetectionmethod
moresuitablefortheforgeryintheaudiowithhumanvoice.Differentfeaturesaretestedinthispaper,
andweextractDFTfeaturefromthesegmentsthatsegmentedfromaudio.Fordecreasingthetime
complexityoftheproposedmethod,wealsoaddasortingstepbeforethesimilaritycomparison.
Differentfromtheothermethods(Xiao,Jia,Fu,Huang,Li&Shi,2014;Yan,Yang&Huang,2015),
whosesimilaritycomparisonarecalculatedbetweeneverysegments,and the timecomplexity is
O n2( ) .Theproposedmethodisimprovedbytwo-stepstrategy,whichreducesthetimecomplexity

ofthetwostepstoO n n nlog +( ) andapproximatelyequaltoO n nlog( ) .
Thissectionisorganizedasfollow.First,Section2.1presentsthewholeframeworkoftheproposed

method.Second,inthefollowingsection,theapproachoftheproposedmethodisdescribedindetail.
Section2.2showsthesplittingstrategyoftheproposedmethod.Section2.3presentsthetwodifferent
featuresthatareselectedtoextractfeaturefromtheaudio.Section2.4explainsthesortingstepsthat
addedtoreducethetimecomplexityofthenextstep.Section2.5showsthewayofevaluatingthe
similaritybetweenaudiosegments.

2.1. Framework
The framework of the proposed method can be separated into four stages: audio segmentation,
featureextraction,sorting,andsimilaritycomparison.Audiosegmentationistosegmenttheaudio
intosyllables,itisanecessarypreprocessingstepandhasaninfluenceontheaccuracyofdetection.
Featureextractionistoextractusefulfeaturesofeachsyllable,whichisusedforsimilaritycomparison.
ThefeatureisextractedbyDFT.Sortingislikeaboostforcopy-movedetection,itcanmakethe
timecomplexityofthelaststepmuchlower.Similaritycomparisonisthelaststepanditdetermines
whethertheaudioistampereddirectly.Choosinganappropriatecriterionofsimilarityisessential
andweselectPearsonCorrelationCoefficient(PCCs).TheFigure1showsthewholeframeworkof
theproposedmethod.

As shown in Figure 1, the input digital audio signal x n( )  is divided into segments and
f f f

n1 2
, , ,…{ } isthesetofsegments, f

i
representsthei -thsyllablesegment.Thelist F F F

n1 2
, , ,…{ } 

representsthefeaturesofeachsegment,andthefeaturesareextractedbyDFT.F
i
containsthe i -th

syllable’sfeature.Aftersortingthesegmentsonthebasisofthecharacteristicvalue v
i
ofF

i
,the

sortedlist S S S
n1 2

, , ,…{ } ofaudiosegmentsisgot. s isthethresholdweset, r isthesimilarity
betweentwofeatures.
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2.2. Audio Segmentation
Audiosegmentationisthefirststepandalsotheessentialstepofthedetectionprocess.Aprecise
segmentationcanincreasetheaccuracyofdetectionlargely.Theexistingmethodsallsplittheaudio
intimedomainbutindifferentways.Forinstance,Xiao’smethod(Xiao,Jia,Fu,Huang,Li&Shi,
2014)dividedtheaudiofilewithafixedtimespanT .ThoughdifferentvalueofT waschosen
accordingtodifferentsituations,itcouldn’tguaranteethatthetamperedregionswouldn’tbedamaged
whendividingtheaudiofile,becauseweknownothingaboutthetamperedregionlikeitslengthand
thepositionintheaudiobeforedetection.Asaresult,wemustdividetheaudiofiledynamically.

Considerthefactthatifsomeonewantstotamperthedigitalaudiointheformofcopy-move,he
willcertainlycopyonewordorseveralwordstootherlocationsoftheoriginalaudioandchangethe
meaningoftheaudiotosomeextent.Ifwecansplittheaudiowordbywordandcomparetheword
segmentwithotherwordsegments,thentheproblemcanbesolvedmoreeasily.However,splitting
theaudiowordbywordisdifficultbecausethetimelengthofeachwordisvarious.Eventhesame
personspeaksthesamewordatdifferenttime,thetimelengthofthewordisdifferent.Nevertheless,
awordconsistofseveralsyllables,wecansubdividethewordintosyllablesandusesyllablesasthe
basicunitsforthenextsteps.Itwon’tinfluencetheaccuracyofdetectionbecausewemaydetectthe
similarityofconsecutivesyllablesandeachsyllablemustbeapartofoneword.

Inthisstep,weusetwosubstepstodividetheinputaudiointosyllables.Atfirst,voiceactivity
detection isused to eliminate thedistractionof silenceanddivide the audio into severalvoiced
sections.Thensyllabledetectionisappliedtosubdivideeachvoicedsectionintoseveralsyllables.

2.2.1. Voice Activity Detection
Incopy-movedetectionofdigitalaudio,thestepofvoiceactivitydetectionaimsateliminatingthe
influenceofsilenceandshort-timenoise,thusimprovingtheaccuracyofthewholeprocess.Weuse
spectrumentropyasfeaturetodovoiceactivitydetection.Spectralentropydescribesthecomplexity
ofasystem,anditisveryusefulindistinguishingthespeechsegmentsinacontinuouslyrecorded
utterancefromthenon-speechparts,especiallyundersophisticatednoisyenvironments(Shen,Hung
&Lee,1998).Spectralentropyisdefinedasfollows:assumeinputaudiosignalintimedomainis
x n( ) ,afterwindowingandframing,the i -thframeis x m

i ( ) .ThefastFouriertransform(FFT)is
usedtogetthespectrumformframes.Fork -thfrequencycomponent f

k
,thespectralenergyY k

i ( ) 
isobtained.Theprobabilitydensityfunctionforthespectrumcanthusbeestimatedbynormalization
overallfrequencycomponents:

Figure 1. Framework of the proposed method
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p k
Y k

Y l
i

i

t

N

i

( ) = ( )
( )

=∑ 1

2/
 (1)

where p k
i ( )  is the corresponding probability density, and N  is the total number of frequency

componentsinFFT.Thenthecorrespondingspectralentropyforeachframeisdefinedas:

H p k p k
i i ik

N
= − ( ) ( )=∑ log

1

2  (2)

Afterobtainingthespectralentropyvaluesforeachframe,thedouble-thresholdmethodisadopted
forvoiceactivitydetection.Aftervoiceactivitydetection,severalvoicedsectionsaregot.Figure2
showstheresultofasampleaudiothroughvoiceactivitydetection.Theresultshowsthatthevoice
activitydetectionisrelativelyaccurate.

2.2.2. Syllable Detection
Thesyllablehasproventobeanimportantconceptintheoreticaldescriptionofspokenlanguage
(Pfitzinger,Burger&Heid,1996).Foreachvoicedsection,weusetheratioofenergytospectral
entropyasfeaturetodosyllabledetection.Figure3showstheenergyandspectralentropyofanoisy
speechsignal.Fromthefigure,theenergycurveofvoicedsectionbulgesupwardly,whiletheentropy
curveisconcavedownwardly.Itshowsthatinvoicedsection,thevalueofenergyislargewhilethe

Figure 2. Result of voice activity detection. Red solid lines represent the origin of each voiced section, and red dash lines 
represent the destination.



International Journal of Digital Crime and Forensics
Volume 11 • Issue 2 • April-June 2019

52

valueofspectralentropyissmall;innoisesection,thesituationisopposite.Sotheratioofenergyto
spectralentropycandistinguishthevoicedsectionsfromnoisesectionsbetter.

Assumethattheinputaudiosignalintimedomainis x n( ) ,afterwindowingandframing,the
i -thframeisx m

i ( ) ,andthelengthofframeis  N .Theenergyofeachframeisdefinedas:

AMP x m
i

m

N

i
= ( )

=
∑
1

2  (3)

Hereintroducesimprovedenergycalculation:

EL AMP a
i i
= +( )log /

10
1  (4)

whereAMP
i
istheenergyofeachframeaccordingtoEquation(3);a isaconstant.Becauseofthe

existenceofa ,ifa takesalargervalue,whentheamplitudeofAMP
i
variesgreatly,itwillbeeased

inEL
i
andhelptodistinguishthenoiseandthehumanvoicewhensegmentsyllables.

Theratioofenergytospectralentropyisdefinedas:

EEF EL H
i i i
= +1 /  (5)

Figure 3. Illustration for energy and spectral entropy waveform of a noisy speech signal
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wheretheenergyisrepresentedbyEL
i
accordingtoEquation(4);thespectralentropyisrepresented

byH
i
accordingtoEquation(2).

Syllabledetection is similar tovoice activitydetection, butweonlyuseone thresholdT to
segmentsyllablesandthethresholdTisstricterthanthethresholdsinvoiceactivitydetection.We
findthepartasasyllablewhosethevalueoftheratioofenergytospectralislargerthanTineach
voicedsection,andonlykeepthesyllablewhosetimespanislongerthanapresetvaluet.Figure4
showstheresultofavoicedsectionthroughvoiceactivitydetection.Theresultshowsthatthesyllable
detectionisrelativelyaccurate.

2.3. Feature Extraction
Featureextractionisacrucialstepinthecopy-movedetection.Theextractedfeaturesmusthave
thecharacteristicofhighdistinctionifwewanttodistinguishtheduplicatedsegmentsandnormal
segmentsmoreaccurately.Asisknowntoall,humanvoicecanbedecomposedintodifferentfrequency
components,differentpersonspeakwordsindifferentway,thesamepersonspeakthesamewordat
differenttime,thefrequencycompositionsofthevoicearedifferent.However,theduplicatedsegment
isverysimilartotheoriginaloneandthefrequencycompositionsbetweenoriginalandduplicated
segmentarealsosimilar.Inourmethod,twodifferentfrequencydomainfeaturesareselected:Discrete
FourierTransform(DFT)andMel-FrequencyCepstralCoefficients(MFCCs).

DFT is an important way of signal processing. It transforms original input audio signal to
frequencydomain.AdigitalaudiosignalcanbedenotedwithdurationTseconds.Ifthesamplerate
is r

s
Hz,wecanusea1-Dvector x n x x x

N( ) = …



−1 2 1

, , , withlengthNtorepresentthesampling
pointssequence,andN r T

s
= * .ThentheDFToftheinputaudiosignalcanbecalculatedasfollow:

Figure 4. Result of syllable detection. Red solid lines represent the origin of each syllable, and red dash lines represent the 
destination.
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X k DFT x n x n e
n

N
j
N
kn

( ) = ( )



 = ( )

=

−
−

∑
0

1 2π

 (6)

wherek N= … −0 1 2 1, , , , .
MFCCsarecommonlyusedasfeaturesinvoicerecognitionsystems.TheMFCCscanbeobtained

fromaudioasfollow:

1. Divideaudiosignalintoframes;
DividedaudioframesaretransformedtofrequencydomainbyusingDFT,thenfrequencysignal
P f
i ( ) isgotandtheshort-termpowerspectrumP

i
ω( ) iscalculatedas:

P P f
i i
ω( ) = ( )

2
 (7)

where i means i -thframe.

3. Forpowerspectrum,weapplythemelfilterbanktoit,andtheenergiesineachfilteraresummed.
IntheEquation(8),thegivenfrequency f inHzisconvertedtoMelscale:

M f f( ) = +( )2595 1 700
10

log /  (8)

Thencalculatethefilterbankenergyoutputsasfollow:

θ M P f H k
k

k

k

i m( ) = ( ) ( )
=
∑
1

2
 (9)

wherek meansk -thfilter,k K= …1 2, , , ,andK representsthenumberoffilters.Besides,H k
m ( ) 

representsK melfilterbanks.

4. Obtainthelogarithmoffilterbankenergies: � lnX k M
k( ) = ( )( )θ ;

CalculatetheDCToflogarithmoffilterbankenergies.Theconversionisasfollow:

MFCC n X n k
KK

K

k( ) = −( )












=
∑
1

0 5cos .
π  (10)

where1 2≤ ≤n K / .The2-13coefficientsinEquation(10)areoftenkeepasMFCCs,anddiscard
therestcoefficients.

Itishardtodeterminewhichfeatureisbetterforsimilaritycomparison.So,someexperiments
aremadetoselectthebestfeatureinSection3.2.Finally,wefoundthatDFTismoresuitablefor
comparingaudiosegments.
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2.4. Sorting
Generally,onesegmentiscomparedwithalltheothersegmentsintheaspectoffeaturetofindthe
similarsegment.Obviously,theduplicatedsegmentiscopiedfromothersegment.Evenifthesegments
wereprocessedbysomeoperations,suchasaddingnoise, theduplicatedsegmentsarestillvery
similar to the original segments. Other normal segments are different with each other. So, it is
completelyredundanttocomparesomesegments.So,wejustneedtocompareasegmentwithsome
suspicioussegments.Inaddition,themainfrequencycomponentsofhumanvoiceconcentrateonthe
lowfrequency,soweaddasortingstepbasedonthelowfrequencypart.Andthisstepconstructsa
listofthefeatureofsegments,whichissortedforcomparing.Inthesortedlist,thesimilarityamong
theneighboringsegmentsarecalculated,andtheduplicatedsegmentcouldbedetectedfastbythis
step.Forimprovingtheaccuracyofdetection,weusefirst ² pointsinthesequenceforsortingthe
feature.Thesumofthe ² pointsisregardasrepresentationofthefeaturesequenceandasthesorting
elements. Ifweextracta feature sequence X k X X X

k( ) = …{ }−1 2 1
, , , ofanaudio segmentwith

k -length.Thecharacteristicvaluev canbeobtainedas:

v X k
k

= ( )
=

−

∑
0

1β

 (11)

Thensortingisbasedonthecharacteristicvalues.Astotheselectionofsortalgorithm,compared
toothersortalgorithms,weselectquicksortintheproposedmethodbecauseofitshighefficiency.

2.5. Similarity Computation
Inourmethod,weusePearsonCorrelationCoefficient(PCCs)todecidewhethertwosegmentsare
similarornot.PCCsisthecovarianceofthetwovariablesdividedbytheproductoftheirstandard
deviations.ThedefinitionofPearsonCorrelationCoefficientisasfollows.

Definetwofeaturesequence x x x
n1 2

, , ,…{ } and y y y
n1 2

, , ,…{ } whichallcontainn values,the
PCCsofthetwosequencescanbeobtainedas:

r
x x y y

x x y y

i

n

i i

i

n

i i

n

i

=
−( ) −( )

−( ) −( )
=

= =

∑

∑ ∑
1

1

2

1

2
 (12)

wherex
n

x
i

n

i
=

=
∑

1

1

;andsoisthesameofy .ThevalueofPCCswillgetcloseto1whilethecomparing

twofeaturearemoresimilarandtherangeofitis −

1 1, .

Ifweobtainm  featuresequences F F F
m0 1 1

, , ,…{ }− which isextracted fromadigitalaudio
accordingtothesegments.Thenwecangetthesortedlist S S S

m0 1 1
, , ,…{ }− afterthesortingstep.

For each S i m
i
0 1≤ ≤ − −( )α , compare it with next ±  sequences; for the rest of

S m i m
i
− ≤ ≤ −( )α 2 , compare it with the rest sequences up to S

m−1
. When comparing two

sequences,ifthevalueofPCCsislargerthanthethreshold,weconsiderthatthecopy-moveforgery
ofdigitalaudioexists.ItisobviousthatthetimecomplexityofsimilaritycomputationisO n( ) .The
timecomplexityoflasttwostepsisO n n nlog +( ) .( �O n nlog( ) istheaveragetimecomplexity

ofsortstep),whichisapproximatetoO n nlog( ) andlessthanO n2( ) .
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3. EXPERIMENTAL RESULTS

Inthefollowingsubsection,first,weintroducetheaudiodatasetthatpreparedfortheexperimentsin
Section3.1.Next,someexperimentsaremadefordeterminingtheeffectivefeaturefordetectionin
Section3.2.ThentheselectionofthresholdandparametersettingsarediscussedinSection3.3,and
theevaluationofourmethodismadeinSection3.4.Intheend,theproposedmethodiscompared
withotherstate-of-artmethodsinSection3.5.

3.1. Dataset
IntheDataset,weprepare1000audiosandtheirdoctoredversionwithcopy-moveforgeryforthe
experiment.AlltheaudioisintheformatWAVandthesamplingrateis16k Hz.Thelengthofeach
audiois3to4minutesandthelengthofcopiedsegmentsisbetween0.2and0.6seconds.Thenwe
addnoiseanddofilteringtothe1000doctoredaudiosrespectivelyforpost-processing.Total3000
doctoredaudiosareusedintheexperiments.WealsoconvertalltheaudiototheformatMP3with
samplingrate 44 1. k Hzforevaluatingtheproposedmethodunderotheraudioformat.

3.2. Feature Selection
Wementionthetwofeatures,DFTandMFCCs,insection2.3.Inordertodeterminewhichfeature
thatdowellindistinguishingduplicatedsegmentsandoriginalones,andtheexperimentalaudios
aremadebylettingsamepersonrepeatsamewordsatdifferenttime.Table1showsthestatistical
resultthatthePCCsbetweeneverytwoaudios.ItisclearthatDFTisbetterthanMFCCsincopy-
movedetectionbecauseMFCCsarecommonlyusedasfeaturesinspeechrecognitionsystems.They
cansimulateauditoryperceptionofhuman’searwell.Butwhendoingspeechrecognition,thesame
contentofaudioclipsthatonepersonrepeatatdifferenttimewilldefinitelyberecognizedasthe
samewords.ThatisthereasonwhyMFCCsarenotsuitablefordigitalaudiocopy-movedetection.
AsforDFT,thefeatureofthosesegmentaredifferent,becausethefrequencycomponentsofthe
wordsaredifferent,eventhesewordssoundverysimilar.SousingDFTasfeaturecandistinguish
theduplicatedsegmentfromnormalsegmentswell.Inthefollowingexperiment,DFTisselectedas
extractedfeatureofdigitalaudio.

3.3. Threshold Selection and Parameter Settings
Thresholdselectionisimportantfortheproposedmethod.Whenusingthevaluethattoolarge,it
mayomitsomeduplicatedsegments.Onthecontrary,whenusingthevaluethattoosmall,itmay
causemany falsedetections.So, thevalueof thresholdmustbe appropriately set.For each two
segments,wecalculatethevalueofPCCstoselectaproperthreshold.Theresultsofaudiodatabase
areshown inTable2.The results showthat the featureweselectcaneffectivelydistinguish the
duplicatedsegmentsandthenormalsegments.Intheend,wedecidetouse 0 95. asthethreshold,
itcandetectmostofduplicatedsegmentsandonlytreatfewnormalsegmentsasduplicatedones.

Theparameter ± and ² arealsoneedtobedetermined.AswedescribedinSection2.4and
Section2.5,Changingthevaluesof ± or ² hasaninfluenceonbothaccuracyandperformancein
theproposedmethod.Soweuse the1000originalaudiodatabase in theproposedmethodwith
differentvaluesof± and² ,andtheperformanceofbothaccuracyandtimeconsumptionareassessed

Table 1. PCCs of repeated segments under different feature

PCCs Over 0.9 0.8-0.9 0.7-0.8 0.6-0.7

DFT 0.03% 4.41% 38.06% 40.07%

MFCCs 77.27% 22.73% 0% 0%
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forseekingthebestvalue.TheresultsareshowninTable3andTable4.Wecanseefromtheresults
that ± hasagreaterimpactthan ² onaccuracyandtimeconsumption.Thehigherthevalueof ± 
is, the higher the accuracy is and the longer the time consumption is. The reason is that more
comparisonscostmoretime,andduplicatedsegmentsmaybedetectedintherestofcomparisons.
Calculating thesumof ²  featurepoints is thedifferentcase.Additionoperation issuperfast in
computer, hence adding addition operations in multiples cost far less time than adding more
comparison.Andmainfeaturesareinlowfrequencypart,soaddingmorehigh-frequencyfeature
pointshaslessimpactonaccuracy.Forensuringhigheraccuracyandlesstimeconsumption,we
selectthevalue100for ± and25for ² whenevaluatingtheperformanceandcomparingwithother
methods.

3.4. Evaluation of Performance

Theevaluationoftheperformanceusethecommoncriteria:precision,recallandF
1

score.
Thedefinitionoftheprecision,recallandF

1
scoreareasfollow:

Table 2. Detection result under different feature

PCCs Over 0.98 Over 0.97 Over 0.96 Over 0.95 Over 0.90

Duplicated 95.5% 98.2% 99.4% 99.8% 100%

Normal 0% 0% 0% 0.01% 0.02%

Table 3. Detection result under different α  and β

± ²

10 25 50 100

25 91.2% 92.5% 92.1% 91.6%

50 96.3% 96.2% 95.9% 96.1%

100 97.9% 98.2% 98.3% 98.1%

200 98.3% 98.3% 98.4% 98.5%

Table 4. Time consumption under different α  and β

± ²

10 25 50 100

25 19086s 19193s 19095s 19580s

50 32317s 32266s 32277s 32814s

100 53445s 53565s 53394s 54383s

200 88278s 87156s 86894s 90316s
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precision =
+
TP

TP FP


recall =
+
TP

TP FN


and F
1

 scorecombinebothprecisionandrecall,and it represent theoverallperformanceof the
methods,itcanbedefinedas:

F
precision recall

precision recall1
2= ⋅

⋅
+



Table 5 and Table 6 are the results of detection under the criteria. The results under WAV
formatrepresentthattheproposedmethodiseffectiveincopy-moveforgerydetectioninaudio.But,
intheresultunderMP3format,theprecisionismuchlowerthantheresultunderWAVformat.We
considerthereasonmightbetheMP3formatisalossyformat,someinformationislostwhenthe
audiosconverttoMP3format,therefore,moreself-likesegmentsareregardedasforgery.However,
theproposedmethodstillhasahighresultofrecall.

Moreover,thetimeconsumptionisalsoanotherimportantcriterionforevaluatingtheperformance.
Comparingwiththeothermethods,theproposedmethodreducesthetimecomplexityofdetection
aswementioned.So,wealsocalculatetheaveragetimeconsumptionofdetectionforevaluating
this.Table7showstheresultsof timeconsumptionanddemonstrate thebetterefficiencyof the
proposedmethod.

3.5. Comparisons with other Method
Forevaluatingtheperformanceoftheproposedmethod,wealsocomparetheproposedmethodwith
othercopy-movedetectionmethodsunderWAVformat.Aswepointedoutearlier,intheareaof
copy-moveforgerydetectionofaudio,fewresearchesaremadeuntilnow.So,wejustcompareour
methodwithYan’s(Yan,Yang&Huang,2015)method.Thecomparisonusesthesameevaluation
criteriainSection3.4andalsothesameaudiodatabase.AsthedetectionresultsshowsintheTable
8,theproposedmethodhasabettervalueofprecisionthanYan’smethod,andsoistherecalland
F
1

score.Besides,asshowninTable9,timeconsumptionofproposedmethodisalsolowerthan
Yan’smethod.Andwe found the shorter time lengthof eachaudio segmentmaycause the low
performanceofYan’smethod.

Inaword,theresultsofthecomparisoncandemonstratethegoodperformanceoftheproposed
method,itismoreeffectiveandrobustthanotherstate-of-the-artmethod.

Table 5. Detection results of the proposed method under WAV format

Precision Recall F1

Original 99.3% 96.9% 98.1%

Addingnoise 98.8% 95.9% 97.3%

Filtering 99.1% 96.3% 97.7%
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4. CoNCLUSIoN

In thispaper,wehaveproposedamethod todetect copy-move forgery indigital audio fast and
effectively.Firstly,theinputaudioisdividedintosyllablesbyautosegment,whichmaketheproposed
methodmoresuitableforthehumanvoiceaudio.Next,theDFTfeatureisextractedfromtheaudio
segmentforsimilaritycomputation.Thenweaddanadditionalsortingstepforreducingtheredundant
comparisons.Finally,wecalculatethePCCsbetweenonesegmentandsomeneighboringsegments,
thecopy-moveforgerycanbedetectedbycomparingthevalueswiththethreshold.Theexperiments
showthattheproposedmethodcandetectcopy-moveforgerymoreaccuratelyandeffectivelywhen
comparingwithanothermethod,eventheaudiohavebeenaddednoiseorfiltered.Inthefuture,we
willpaymoreattentiontosegmentingtheaudiomorepreciselyandchoosingmoreusefulandrobust
featuresforimprovingtheaccuracy.

Table 6. Detection results of the proposed method under MP3 format

Precision Recall F1

Original 74.38% 98.75% 84.85%

Addingnoise 65.22% 98.00% 78.32%

Filtering 71.01% 99.25% 82.79%

Table 7. Average time consumption under different duration

Duration 1 min 10 min 30 min 60 min

Averagetimeconsumption 15.6s 153.4s 463.1s 998.2s

Table 8. Detection results under different method

Precision Recall F1

Original Yan 45.9% 84.9% 59.6%

Proposed 99.3% 96.9% 98.1%

Addingnoise Yan 44.5% 80.3% 57.3%

Proposed 98.8% 95.9% 97.3%

Filtering Yan 46.0% 85.2% 96.3%

Proposed 99.1% 96.3% 97.7%

Table 9. Average time consumption under different method

Yan Proposed

1min 18.8s 15.6s

10min 197.7s 153.4s

30min 632.9s 463.1s

60min 1384.3s 998.2s
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