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ABSTRACT

Ablindprint-recapturerobustwatermarkschemeisproposed.Watermarkpatternsareembeddedinto
thespacedomainofacolorimageandcanbedetectedfromaprint-recapturedversionoftheimage
withoutknowledgeoftheoriginalimage.Theprocessofembeddinginvisiblewatermarkstoconvert
RGBcolorimagestoCIELabcolorspacesandembedperiodicwatermarksinbothcolorchannels
atthesametime.Watermarkextractionisachievedbycalculatingself-convolutionandinvertingthe
geometrictransformationsuchasrotationandscale.Normalizedcorrelationcoefficientsbetweenthe
extractedandtheembeddedwatermarkpatterniscalculatedtodeterminewhetherthereiswatermark.
Thedecisionaboutthepresence/absenceofthewatermarkpatternisthendeterminedbyathreshold
whichisset0.13,andthedetectionrateof241picturesisabout0.79.
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1. INTRoDUCTIoN

Digitalwatermarktechnologyistoembedasmallamountofinformation(calledwatermark)into
digital signal without affecting its original value of use. The embedded information is usually
imperceptible to the human eye, and can be detected or extracted by specific calculation. The
watermarkiscombinedcloselywiththeoriginalsignalandhiddenthere,becominganinseparable
partofit.Digitalwatermarkingtechnologyisoneoftheeffectivemeansfordigitalmediacopyright
protectionandcontentintegrityverification.

Therapiddevelopmentandwideapplicationofnetworktechnologyhavefacilitatedtheacquisition,
storage,distributionanduseofdigitalmediasuchastext,image,audio,video,etc.Inthemeantime,it
iseasiertoobtainillegallyacquisition,misappropriateandtamperwithdigitalmedia.Therefore,the
researchondigitalwatermarktechnologyhasitssignificancefordigitalmediaprotection.Thereare
varietiesofclassificationmethodsfordigitalwatermarking.Accordingtotheanti-attackcapability
ofwatermark,digitalwatermarkcanbedividedintorobustwatermarkandfragilewatermark.Robust
watermark has strong anti-attack ability, and can remain intact or be accurately identified after
undergoingvariousunintentionalorintentionalsignalprocessingprocedures.Thesesignalprocessing
processesincludenoise,filtering,digital/analogandanalog/digitalconversion,resampling,cropping,
translation,rotation,scalechangeandcompressioncoding,ormaliciousspoofingattackssuchas
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forgery,illegalcopying,etc.Robustwatermarkingisthefocusofwatermarkresearch.Itismainly
usedtoidentifycopyrightinformationindigitalworks,suchasauthorinformationandproductserial
number.Fragilewatermarkissensitivetosignalprocessingwhichcanbeusedtodeterminewhether
theimageistampered,itismainlyusedforintegrityauthentication.Watermarkingalgorithmscan
alsobedividedintoblindwatermarkingandnon-blindwatermarkingaccordingtowhetheroriginal
signalisrequiredforwatermarkdetectionornot.Non-blindwatermarkrequirestheoriginalsignal
dataduring thedetectionprocess,whereasblindwatermarkdetectiondoesnot.Therefore,blind
watermarkingismorewidelyused.

Theprintprocessiscommonlyusedinimagereconstructionanddistribution.Howtousedigital
watermarkingtechnologyinprintedimagesisalsoahottopic.Thisarticlepresentsaprint-recapture
robustwatermarkschemeinwhichwatermarkcanbedetectedonlyusingasmartphone.First,embed
thewatermarkintoanimageordocument,andthenprintthewatermarkedimageoradocument.
Thereafter, invokethedetectionapplicationonasmartphonewhichequippedwithacameraand
aimitatthepaperimageordocumentsothewatermarkcanbedetected.Afterdetection,perform
authorizationorconnecttoremoteservices,etc.

Some application scenarios of the proposed scheme are as follows. For example, the print-
recapturedwatermarkschemecanbeusedforpromotioninasupermarket.Ifthereiswatermarkinthe
promotionalposters,customerswhoareattractedbytheproductscangetmoreproductsandpurchase
informationbyscanningtheposter.Andbookreaderscanscanthepicturesinthebooktogetthe
electronicversionofthebookthenofflinereadingistransferredtoonline.Someotherauthorization
operationscanalsobeachievedthroughawatermarkedimage.Inthewatermarkscheme,weusea
spatialdomainembeddingmethod,andtoensureanywhereoftheprintedimagecanbedetectedand
tomakethesynchronization,thewatermarkwasembeddedperiodically.

Thefollowingisthearrangementoftheremainingparts.Thesecondpartreviewsrelatedwork.
Inthethirdpartofthepaperwemakeadetaileddescriptionofproposedmethodincludingembedding
andextractionprocessaswellasthesynchronizationprinciple.Thefourthpartistheexperiment.
Thelastpartistheconclusionofthepaper.

2. ReLATeD WoRK

Thischapterintroducesrelatedworkfromtwoaspects.Firstreviewsomepapersaboutprint-scan
watermarkscheme.Thenmakeadescriptionofseveralwatermarksynchronizationschemesthatare
commonused.

2.1. Print-Scan Process
Watermarkrobusttoprint-scanprocessappearsearlierthanthatinprint-recapturesystem.Prof.Shih-
FuChangandChing-YungLinofTaipei,Taiwan,China,hadmodeledtheprocessofprint-scanin
1999(Lin,1999).Theauthorproposedthatprint-and-scancausespixelandgeometricdistortionfor
theimage,theyalsoextractedinvariantthroughprint-and-scanprocess.LongjiangYuetal.madea
descriptiononprinterandscannerusedinprintandscanprogressin(Yu,2005).In2003,aprint-and-
scanresilientwatermarkmethodwasusedforcardauthentication(Anthony,2003).Inpaper(Solanki,
2006)fromKaushalSolankietal.in2006,thedifferencesbetweenprintedimageandtheoriginal
imagearecoefficientsofmagnitudespectrumandphaseoffrequencydomain.In2008,Daofang
Chengetal.usestatistics-basedmethodinprint-and-scanwatermarkingscheme(Cheng,2008).With
therapidspreadofmobiledevices,someresearchershopetousemobiledevicestodetectwatermarks.
Comparedtoprint-and-scanprogress,thedistortionofprint-recaptureprocessisworse.In2008,the
distortionofprint-camisanalyzedin(Pramila,2008).In2013,TakaakiYamadaetal.proposeda
methodfordetectingwatermarksinprintusingsmartphonebyfindingnomarkarea(Yamada,2013).
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2.2. Watermark Synchronization
Thetraditionalwatermarkingscheme,whetheritisfrequencyorspatialdomainscheme,isdifficultto
extractthewatermarkcorrectlyiflossofsynchronizationaftergeometricattacks,especiallycropping,
scaling,andlocaldistortionattackswhichareimportantdistortionsintheprocessofprintingand
recapturing.Inordertodetectthewatermarkintherecapturedimage,watermarksynchronization
mustbeperformedinthefirststep.

Forthesynchronizationofwatermark,therearemainlythreesolutions.Thegeometricboundary
correctionmethodisdetectingimageboundaries.Thismethodismainlyusedwhentheimagehas
an obviousgeometric edge.Theboundaryof the image is obtainedby linear detectionor other
methods,andthengeometrictransformationisinverted(Anthony,2003;Yu,2005;Pramila,2008).
Anothermethodistoembedwatermarkaswellasatemplatewhichcanbeusedtoinvertgeometric
transformation.Forexampleembedatemplateinfrequencydomainorembedperiodicwatermark
inspacedomaindirectly(Pereira,2000).Full-searchmethodforgeometricalcorrectioncanalso
achievegeometricrobustwatermark(Yamada,2013).Thatismakingassumptionsofacombination
ofgeometrictransformationsandinvertinggeometrictransformationsuntilwatermarkisdetected.

3. DeSCRIPTIoN oF PRoPoSeD SCHeMe

Theprintedwatermarkedimagecanactasalinkifmoreabouttheimagesuchascontent,source
orauthoriswantedbytheimagereader.Theapplicationscenarioofproposedmethodisshownin
Figure1.Watermarkisembeddedintoahostimageandawatermarkedimageisobtained.Thenthe
watermarkedimageisprintedusingacolorprinter.Thereaderscanholdasmartphoneabovethe
paperandinvokethewatermarkdetectionapplicationiftheywanttoknowmoreabouttheimage.
Thedetectionapplicationisrunninguntilthewatermarkisdetected.Arelevantwebisopenedwhen
thewatermarkisdetected.

3.1. Characteristics of Recaptured Images
In paper (Lin, 1999), the distortion of print-scan was modeled from both pixel and geometric
transformation, and thedistortionof theprint-scanprocess imagewas analyzed from frequency
domain. Article (Pramila, 2008) analyzed print-cam process which causes barrel or pincushion
distortionsaswellasdistortionofprint-scan.Thedistortionofrecapturingbyasmartphoneisclose
toprint-scan,butitisnotexactlythesame.Firstofall,therecapturedpicturemaybepartofthewhole
image,anddifferentpartoftheimageisobtainedwhenthephoneismoved,whichcorrespondstothe
imageaftercroppingandtranslation.Secondly,thescalingfactoroftherecapturedimageisvariable,
whichisdeterminedbythedistancebetweenthephoneandtheimage.Thesmallerthedistance,the

Figure 1. Description of application scenario
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largertheimageisscaled.Thirdly,thephoneisnotparalleltotherecapturedimage,whichresultsin
differentscalingfactorsindifferentareasoftheimage.Lastly,assumethatthephoneisparallelto
theimage,rotatingthephonehorizontallyisequivalenttoimagerotating.Inaddition,thehandheld
camerashakesslightlywhichblurstheimageandthelightingoftheenvironmentalsoaffectsthe
qualityofcapturedimage,etc.

3.2. embedding Principle
3.2.1. Design of Watermark Pattern
In order to locate (or synchronize) the watermark pattern W accurately, the pattern must be a
centrosymmetricgraphicwhichmeansthatthepatternlookssamewhenitisrotatedatanangleof
180degrees.Sincetheangleofthemobilephoneisarbitraryandtoreducecomputationalcomplexity
duringtheprocessofwatermarkdetection,thepatternWwhenrotatedbytheangleof90,180and
270degreesappearssameasbefore.Byembeddingwatermarkpatternperiodically,itcanbedetected
inacroppedimage.

3.2.2. Watermark Embedding
Figure2isthechartflowofwatermarkembedding.FirstahostRGBcolorimageisobtained.Then
thehostimageisconvertedtoCIELabcolorspaceanditsLabimageI

Lab
isobtained.Andwatermark

patternW isperiodicallyextendedtogetperiodicwatermarkW
peri

.Inordertodetectwatermark
effectively,W

peri
isembeddedinbotha andb colorchannelsoftheLabimage.Embedthewatermark

W
peri

intocolorchannela accordingtoformula(1).

I i j I i j NVF i j W i j NVF i j W
a a peri per
' ( , ) ( , ) ( , ) ( , ) ( ( , ))= + ⋅ ⋅ + ⋅ − ⋅� � 1

ii
i j( , )  (1)

Wherein, I i j
a
( , ) isa colorchannelof I

Lab
and I i j

a
' ( , ) is I i j

a
( , ) aftermodification,α and

β areconstantswhichcontrolthestrengthofthewatermarkinsmoothandtextureareaseparately,
andNVFstandsforNoiseVisibilityFunctionof I

a
,NVF i j( , ) showslocaltexturechangeofband

LLatcoefficientposition( , )i j andrangesamong( , )0 1 ,whenlocaltextureisinextremeflat,NVF
vergesto1,contrarily,vergesto0.VisitthewebsiteformoredetailsaboutNVF:https://in.mathworks.
com/matlabcentral/answers/89979-how-to-make-noise-visibility-funtion.html.

Figure 2. Flowchart of watermark embedding
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Forb colorchannel,use �W W
peri peri
= −255 insteadofW

peri
informula(1),andusenewweight

matrixbycalculatingNVFof I
b

,dothesameasa colorchannelandget I i j
b
' ( , ) .Merge I i j

L
( , ) ,

I i j
a
' ( , ) ,and I i j

b
' ( , ) togetwatermarkedLabimage I

Lab
' .ThengetwatermarkedRGBimage I

RGB
' 

byconvertingI
Lab
' fromLabtoRGBcolorspace.PrintI

RGB
' onapaperordisplayitonascreenand

asmartphonewithacertainprogramcanbeusedtodetectthewatermarkasillustratedinFigure1.

3.3. extraction Principle
3.3.1. Traditional Solution by Calculating ACF
AutoCorrelationFunction(ACF)isregularlyusedinwatermarksynchronizationscheme(Kutter,
1999).CalculateACFforperiodicimagestoproducelocalpeakswhichcanbeusedtoinvertgeometric
transformation.Thebasicprincipleisthatarandommatrixhashighcorrelationwithitselfandlow
correlationwithotherrandommatrices.Indetail,Figure3canberegardedasarandommatrix,and
Figure4isaperiodicmatrixofFigure3.CutFigure4infourdirectionsandthepartinsidethebox
isleft.CalculateACFfortheleftpartusingformula(2).

ACF s t D m n D m s n t
D

n

N

m

M

( , ) ( , ) ,= + +( )
=

−

=

−

∑∑
0

1

0

1

 (2)

if 0 2 1≤ < −s M and 0 2 1≤ < −t N 

Wherein,M andN arethenumberofrowsandcolumnsofmatrixD .Duringthecalculation,
thetopleftP

1
' andbottomrightimageP

1
arethesameinFigure5(a).Intheprocessofcalculation,

imageP
1
' slidesoverimageP

1
.WhenP

1
' ismovedtothepositionasFigure5(a)and5(b),theresult

equalstocalculatetheautocorrelationvalueofthepartinsideofthebox,whichismuchlargerthan
otherlocations(showninFigure6).So,insuchplacestherearelocalpeakswhichcanbeusedto
synchronizewatermark.

Butifwewanttolocateawatermarkpattern(Figure3)fromthecroppedperiodicwatermark
pattern,ACFdoesn’twork.Forexample,ifthesizeofthepatterninFigure3ism m× ,andC

1
,C

2
,

C
3

,C
4

pixelsiscroppedinthetop,bottom,leftandrightdirectionrespectively.Thecoordinatesof
localpeaksare ( , )k m C C k m C C

1 3 4 2 1 2
− − − − ,whereink k R

1 2
, ∈ .Andthepositionofthefirst

peakis( , )m C C m C C− − − −
3 4 1 2

.Thatisthesummarizationofthetwowidthsoftheremaining
twoincompleteblocksafterleftandrightcroppingandthesummarizationofthetwoheightsofthe
remainingtwoincompleteblocksaftertopandbottomcropping.Therefore,C

1
,C

2
,C

3
orC

4
can’t

bedeterminedandthatistosayitisunknownthathowmuchofthefigureiscroppedinfourdirections
respectively.Theconclusionisthatwhenawatermarkedimageiscropped,theembeddedperiodic
patternisalsocroppedcorrespondingly,peaksinACFcan’thelptosynchronize.

3.3.2. Proposed Scheme by Calculating Self-Convolution
WhenthepatterninFigure3isreplacedbyacentrosymmetricpatternwhichisthesameasitself
whenrotated180degreesshowninFigure7,dothesameasaboveandgetFigure8.Calculateself-
convolutioninsteadofACFaccordingtoequation(3).Duringthecalculation,thetopleftP

2
' isthe

bottomrightimageP
2
afterrotating180degreesinFigure9(a).ThetopleftimageP

2
' slidesover

P
2
.When P

2
'  ismovedtothepositionasFigure9(a)and9(b),theresultequalstocalculatethe
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autocorrelationvalueofthepartinsideofthebox,whichismuchlargerthanotherlocations.Soin
suchplacestherearelocalpeakswhichcanbeusedtosynchronizewatermark.

Andifwewanttolocateawatermarkpattern(Figure7)fromthecroppedperiodicwatermark,
self-convolutioncanbeused.Forexample,ifthesizeofthepatterninFigure7ism m× ,andwe
cutC

1
,C

2
,C

3
,C

4
pixelsinthetop,bottom,leftandrightdirectionsrespectively.

Thecoordinatesoflocalpeaksare( , )k m C k m C
1 1 2 3

2 2− − ,whereink k R
1 2
, ∈ .Andtheposition

ofthefirstpeakis( , )m C m C− −2 2
1 3

,aswellasC
2
andC

4
areobtained,andwatermarkcanbe

synchronizedaftercropping.

SConv s t D m n D s m t n
D

n

N

m

M

( , ) ( , ) ( , )= − −
=

−

=

−

∑∑
0

1

0

1

 (3)

if 0 2 1≤ < −s M and 0 2 1≤ < −t N 

Wherein,M andN arethenumberofrowsandcolumnsofmatrixD .

3.3.3. Watermark Extraction
Figure10isthechartflowofwatermarkextraction.Thedetectionprocesscanbedescribedasthe
followingthreesteps.First,reducethesizeoftherecapturedimage.Cuttherecapturedimage Î and
remainthecenterofitandusemethodssuchastheinterpolationtoshrinktheimagetohalfitslength
andwidthtoreducecomputationbecausefullanalysisistoocomplexandunnecessary.Thenconvert
itfromRGBtoLabtogettheestimationofwatermarkŴ

peri
whichmustcontainatleastmorethan

onewatermarkpattern.Ŵ
peri

iscalculatedusingformula(4).

ˆ ˆ ˆW I I
peri a b
= +  (4)

Figure 3. Watermark pattern
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Wherein, Î
a

and Î
b

area andb colorchannelsoftherecapturedimage Î .
Second,locateonewatermarkpatternW ' fromŴ

peri
,alsocalledwatermarksynchronization.

For the watermark pattern is embedded periodically,Ŵ
peri

 also has periodicity. Calculate self-
convolutionoftheperiodicsignalofacentralsymmetricbasesignal,andthebasesignalcanbe
locatedaccording to the localpeaksof theself-convolutionfunction. Insteadofcalculatingself-
correlation(alsocalledACF)toinvertscaleandrotationbutnotlocationasdonein(Kutter,1999),
fromtheself-convolutionfunction,wecanalsolocatewatermarkpatternaswellasinvertscaleand
rotation.Theorderis,accordingtothedistributionofthepeak,firstcorrecttherotation,thenthe
scale,andfinallylocationapattern.

Third, by comparingW '  and the embedded watermark patternW , whether watermark is
containedornotcanbejudged.Usenormalizedcorrelationcoefficients(NC)torepresentthesimilarity
betweenW ' andW .AndtherangeofNCisfrom-1to1.

Figure 4. Periodic watermark pattern after cropping in four directions
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Figure 5. The principle of local peaks generation In ACF

Figure 6. Local peaks generation In ACF
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Figure 7. Centrosymmetric watermark pattern. It Looks the same when rotated at an angle of 180 degrees.

Figure 8. Periodic watermark pattern
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Wherein,W
MN

W i j
j

N

i

M

=
==
∑∑1
11

( , ) ,and ′ = ′
==
∑∑W W

MN
i j

j

N

i

M1

11

( , ) .

4. eXPeRIMeNT

Thispartismainlydividedintotwosections.Firstly,thewatermarkembeddingisimplementedand
thewatermarkedimageisshown.Secondly,twosetsofrecapturedimageswhichincludewatermark
imagesandimageswithoutwatermarkareselectedforanalysis.Thesimilaritybetweentheextracted
watermarkandembeddedwatermarkiscalculatedusingseveralmethods.Thebestmeasurementis
chosenandthethresholdisgiven.

Figure 9. The principle of local peaks generation in self-convolution

Figure 10. Flowchart of watermark extraction
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4.1. Watermark embedding
EmbedtheabovewatermarkpatternshowninFigure11indifferenttestimageswithdifferentstrength
toobtainwatermarkedcolorimages.Thenthepeaksignaltonoiseratio(PSNR)oftheimagebefore
andaftertheembeddingiscalculated.SomeofthewatermarkedimagesandtheirPSNRareshown
inFigure12a-12d.Whenthewatermarkisembedded,thevaluesofcolorchannela andcolorchannel
b areincreased,sotheoreticallytheimagebecomesmorereddishandyellowish.Fromthewatermarked
images,thevisualeffectalsoverifiesthisconjecture.Afterthatthewatermarkedimagesareprinted
incolortoobtaintheirpaperversion.

4.1.1. Testing Images and Choosing Threshold
Thewatermarkdetectionapplicationisinstalledonasmartphone.Theninvoketheapplicationand
heldthesmartphoneabovetheprintedwatermarkedimagetoobtainaframeofimageconstantly.
Oncethewatermarkisdetected,jumptoawebpage.Thecamerausestheautomaticmodewhen
acquiringimages,andinordertoensuretheimagequalityasmuchaspossible,theilluminationis
sufficient.Inordertofindasuitablemethodforcomparingtheextractedwatermarkwithembedded
watermarkanddeterminetheappropriatethreshold,456screenshotimageswererecapturedforthetest,
ofwhich241weretakenabovewatermarkedimagesand215fromnormalimageswithoutwatermark.

OneoftheimagesrecapturedabovewatermarkedimagebyasmartphoneisshowninFigure13.
ThedistributionofNC,RHO,PSNR,andSSIM(Wang,2004)betweentheextractedwatermarkand
embeddedwatermarkarescatteredasshowninFigure14a-14d.NC,RHOandPSNRaresolvedusing
formula(5),(6)and(7).AndSSIMcanbecalculatewiththemethodin(Wang,2004).Watermark
wereextractedfromthe456images.Forexample,inFigure14(a),horizontalaxisistheindexof
picturesandverticalaxisindicatesNCbetweenextractedwatermarkandembeddedwatermarkpattern.

RHO

W W

W i j W i j

i j i j
j

N

i

M

j

N

i

M

j

N

i

= ==

== =

∑∑

∑∑ ∑

, ,
'

'[ ( , )] [ ( , )]

11

2

11

2

1==
∑
1

M
 (6)

PSNR
MSE

= 10
255

10

2

log  (7)

Wherein,MSE
MN

W i j W i j
j

N

i

M

= −
==
∑∑1 2

11

[ ( , ) ( , )]' .

Tomakeitclear,wedrawafigureoffalsealarmrateanddetectionratefortheabovefourmethods
showninFigure15a-Figure15d.Fromitwecanseethatthehighestdetectionrateofthefourmethods
is0.83,0.33,0.35,and0.82whenthefalsealarmrateiszero.Inordertoachieveabetterdetection
result,onlyNCandSSIMcanbeusedtodistinguishwhetherthereiswatermarkornot.Becausethe
calculationcomplexityofSSIMishigherthanNC,inourschemeweuseNCascorrelationbetween
extractedandembeddedwatermark.SelectanappropriatethresholdNC

T
tomakethedecisionon

whetherthereiswatermark.Forsafetyreasons,NC
T

mustbesetbiggerthan0.09showninFigure
15(a).Inourscheme,wechose0.13asNC

T
,andthedetectionrateof241picturesisabout0.79.
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Figure 11. Watermark pattern (W) used in the article

Figure 12a. Watermarked images and their PSNR
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Figure 12b. Watermarked images and their PSNR
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Figure 12c. Watermarked images and their PSNR
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Figure 12d. Watermarked images and their PSNR
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Figure 13. Image recaptured by a smart phone

Figure 14a. Distribution of similarity parameters
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Figure 14b. Distribution of similarity parameters

Figure 14c. Distribution of similarity parameters
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Figure 14d. Distribution of similarity parameters

Figure 15a. Detection/false alarm rate of four methods. Point P Is the highest detection rate when false alarm rate is zero.
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Figure 15b. Detection/false alarm rate of four methods. Point P Is the highest detection rate when false alarm rate is zero.

Figure 15c. Detection/false alarm rate of four methods. Point P Is the highest detection rate when false alarm rate is zero.
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Figure 15d. Detection/false alarm rate of four methods. Point P Is the highest detection rate when false alarm rate is zero.
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5. CoNCLUSIoN

Thispaperpresentsarobustdigitalwatermarkingschemeforprintandrecaptureprocess.Through
periodicembeddingofwatermark,useself-convolutiontosynchronize,watermarkinformationcan
beextractedaccurately.Thewatermarkingschemepresentedinthispaperisnotlimitedtoprintand
recaptureprocess.Imagescontainingwatermarkcanbedisplayedonthedisplaydevice,whichis
alsopossibletoextractfromthecamera.Therearetwomaincontributionpoints,oneistopropose
acompleteprint-recapturewatermarkschemewhichdoesnotneedthehumaninteraction,anddoes
notneedtheoriginalimage,theotheristogiveapracticalapplicationexampleofthisscheme.There
arestilltwoaspectsoftheschemetobeimproved.Oneisthatthefidelityoftheimageneedstobe
improved.ItcanbeseenfromtheexperimentthatPSNRislow.Theotheristhatthecomputational
complexityneedtobereduced.Alargeamountofcomputationwillreducethepracticalityofthe
schemeduetothelimitedcomputingresourcesonthemobilephone.
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