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ABSTRACT

In this paper, the authors propose a novel forwarding strategy based on deep learning that can
adaptivelyrouteinterests/datapacketsthroughethernetlinkswithoutrelyingontheFIBtable.The
experimentwasconductedasaproofofconcept.Theydevelopedanapproachandanalgorithmthat
leverageexisting intelligent forwardingapproaches inorder tobuildanNDNforwarder thatcan
reduceforwardingcostintermsofprefixnamelookup,andmemoryrequirementinFIBsimulation
resultsshowedthattheapproachispromisingintermsofcross-validationscoreandpredictionin
ethernetLANscenario.
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INTRoDUCTIoN

Recently,NamedDataNetworking(NDN)hasemergedasanewparadigmthatcouldachievebetter
performanceforthecontentretrievalanddisseminationinahighlydynamicenvironment;itpresented
numerousadvantagessuchasasecureschemebasedonvariable-length,location-independentnames
tofetchthecontent,simultaneousmultipleinterfacesnetworkaccesswithoutrepeatedIPaddress
acquirement(D.Saxenaetal,2017),andefficientlocalizationofrequestedcontentviain-network
caching(IMBRENDAC.,2014).

Yietal.(C.Yietal,2013)claimedthatwhileNDN’sstatefulforwardingplaneshouldprovide
effectivecontentdeliveryonthepropagatedroutes,handlenetworkproblemssuchascongestionand
short-termlinkfailures,NDNroutingonlyholdasupportingrolethatprovidesastartingpointfor
theforwardingplanewhichexploresdifferentmultipathopportunities.Inreturn,adaptiveforwarding
enablesamorescalableroutingplaneintermsofconvergencetimeandcompleteness(D.Poschetal,
2016),(RainerB.etal,2016).Weagreethatthetwomechanismscouldnotbenecessaryseparated
buteachmustactinitsareaofresponsibility.(D.Poschetal,2016),(D.Saxena,etal.,2016).

TheNDNnativeforwardingmodelisbasedonthreemajortables:aContentStore(CS),that
storesthecontent,aPendingInterestTable(PIT)thatregisterstheforwardedintereststhatstillwaiting
fortheirrequesteddata,andaForwardingInformationBase(FIB)containingprefixesandidentified
outgoingfacesbasedonforwardingstrategy(D.Saxena,etal.,2016)

Furthermore,varioussurveysonaspectsofInformation-CentricNetwork(ICN)pointscalability
asamajorchallenge(TROSSEN,D.,2016).Majorissueswerethegreatnumberofcontrolmessages
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andthevastsizeofthecontentnamingspace.Wesuspectedthattheprefixlookupmatchinginthe
F.I.B.anditsincreasingsizeinfluencedtheforwardingcostintermsofmemoryandcomputational
resourcesrequirementashighlightedin(D.Saxena,etal.,2016).

Forthesereasonsweproposedanewforwardingmodelbasedondeeplearningthatshouldreduce
theroutersforwardingcostbecausetheFIBinformationshouldbeusedonlyinitiallyfortrainingour
model.Thenthelatterwouldpredictthecorrespondingoutgoingfaceforeachnewincomingpacket
withoutthelookupmatchingprocessintheFIB,thusreducingthenumberofcontrolmessagesand
thesizeofmemoryusedinFIBfornewpathstowardsthesamecontent.

As application field we designed and implemented a star topology based on Ethernet
interconnection in a local area network. We assumed that all routes and traffic are initially
predetermined.Thecontentcouldbeornotdistributedandallnodesmighteithersendorreceivea
content.OurmodelwasimplementedandevaluatedonlyintheNDNrouter.Theobjectiveswere:

1. Design,implementationandevaluationofanewintelligentNDNforwardingstrategybasedon
deeplearning.

2. Providingeffectiveforwardingwithoutrelyingonroutingprotocols.
3. ImprovingforwardingplaneperformancebyreducingtheforwardingcostrelatedtotheF.I.B

prefixlookup.

Toaccomplishthoseobjectiveswedevelopedandtrainedourdeeplearningmodelbasedonthe
stochasticgradientdescentalgorithmthatwouldpredicttheoutgoingfaceforeachincomingpacket.
ThetrainingdatawasobtainedfromnativeNDNpacketsinformationcollectedbyatrafficsniffer
implementedintheNDNrouter.Ourtrainedmodelwasthenimplementedintherouterandacted
atforwardingplane;eachincomingpacketwouldbeforwardedaccordinglybasedontheprediction
computedbyourmodelwithoutrelyingontheprefixlookupintheF.I.B

Thereminderofthispaperisasfollows:Section2considersthestateofartinNDNintelligent
forwardingstrategies.InSection3wepresentourdeeplearningforwardingmodel.InSection4We
giveausecaseforourmodelimplementationandevaluation.ThenconclusionisgiveninSection5

BACKGRoUND

NDN routing is essentially responsible for topology settings and handling policies changes and
forwardingtableupdates.NDNroutingcanalsohelptheforwardingplaneforinterfacerankingand
probing.Thustheonlydifferenceiswhileroutingdeterminesavailableroutes,forwardingmakes
decisionsandpreferencesabout thenexthopbasedon the forwardingstrategyandperformance
measurement(D.Saxena,etal.,2016).

1. ForwardingScalability

Todemonstrateitsrealworth,NDNneedsachievementatlargescaledeploymentlevel:thisisto
effectivelyprocesstensofthousandsofinterests/datapacketspersecond,andsothesizeofthecontent
storeshouldbelargewhichmaketheprefixnamelookupmoretimeconsuming(H.Yuan,2012).
Thus,wesupportthatfastnamelookupisthekeytomakeNDNforwardingscalable.Subsequently
manyprobabilisticandadaptiveforwardingstrategieshavebeenproposedintheliteratureinorder
toimprovetheforwardingprocessperformancebasedonmachinelearningandnetworkconditions
(Ayadi,M.I.,2018).Thefollowingparagraphgivessomeexamples.

2. SomeExistingIntelligentFowardingStrategieS
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(Qian,Haiyangetal.,2013)proposedaProbability-basedAdaptiveForwardingstrategy(PAF)
basedontheantcolonyalgorithmoptimizationtocomputetheprobabilityofselectinganoutgoing
interface by probing the performance of each interface in terms of delay and timeout for the
retransmissionmechanismusingthefeedbackfrominterests/datapackets.Itshowedabetterresult
intermsofshortestdelay.

(L.Gongetal.,2016)proposedaProbabilisticBinaryTreebasedForwardingstrategy(PBTF)
basedonanonlinemachinelearningalgorithmthatpredictsforeachinterest,theaveragedelayineach
interfacebasedonthereal-timeselectionprobabilityandtheRoundTripTime(RTT)representing
thetimegapbetweensendinganInterestandreceivingthecorrespondingData.Thentheoptimal
forwardingpathisselectedbasedonthatprediction.Itshowedgoodresultsintermsofthroughput
anddroprate.

(ZhangY.etal.,2018)proposedanIntelligentForwardingStrategyBasedonReinforcement
Learning (IFS-RL) that trainsaneuralnetworkmodelbasedon reinforcement learning toselect
theoutgoinginterfacesfortheforwardingofinterestsbasedonlyonobservationscollectedbythe
routingplane.ItshowedbestthroughputanddroprateperformancecomparedtotheBestrouteand
EPFstrategies(Ayadi,M.I.,2018).

DEEP LEARNING FoRWARDING MoDEL

Atroutingplane,NDNallows togatherstateful informationsuchaspacketsize,cachehit ratio,
throughputandRTTduringdataretrieval.Theforwardingstrategyisresponsibleforselectingthe
nexthopbasedonforwardingmetrics,routinginformationandlocalpolicies(Ayadi,M.I.,2018).

Inthispaperweattempttouseinitially,availableinformationobtainedfromtraversingtrafficand
thefullypre-establishedFIBtotrainourdeeplearningmodelwhichwillthenpredicttheoutgoing
faceforeachincomingpacket.Weaimtominimizetheforwardingcostandthenimprovetheoverall
forwardingperformance.

1. StochasticGradientDescent(SGD)

Atypicalapproachtoanoptimizationprobleminartificialsystemsistofollowthegradientof
theobjectivefunctionthatquantifiesthesystem’sperformanceparametersinthedirectionoflocally
ultimateimprovement(WerfelJ.K.etal,2004)

Thegradientdescentoptimizationalgorithmaimstominimizethelossfunctionbasedonthat
function’sgradient.Successiveiterationsareemployedtoprogressivelyapproacheitheralocalor
globalminimumofthecostfunction.

When trainingweights inaneuralnetwork,normalbatchgradientdescentusually takes the
meansquarederrorthatwenoteJ(W,b)ofallthetrainingsampleswhenitisupdatingtheweights
ofthenetwork:

W=W–η∇J(W,b)

WhereWaretheweights,ηisthelearningrateand∇isthegradientofthecostfunctionJ(W,b)with
respecttochangesintheweightsandbiasb.

WedefinethecostfunctionJas:

J W b J W b x z y z, . , , ,( ) = ( ) ( )( )
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x(z)andy(z)refertoeachtrainingsamplepairofsamplez.Aswecansee,theoverallcostfunction
sothegradientdependsonthemeancostfunctioncalculatedonallofthemtrainingsamples.

Stochasticgradientdescentupdatestheweightparametersafterevaluationofthecostfunction
aftereachsample.Thatis,ratherthancomputingtheaverageofcostfunctionresultsforallthesample,
itupdatestheweightsaftereverytrainingsampleisevaluated.Therefore,theupdateslooklikethis:

W=W–η∇J(W,b,x(z),y(z))

Thisweightsupdatecanbeeasilyimplementedbyaminorvariationofthebatchgradientdescent
codeinPython,byshiftingtheupdatecomponentintoaloop:

2. oUR MoDEL DEFINITIoN

Wedesignourdeeplearningmodelasafeed-forwardneuralnetworkwithoneinputlayercontaining
thesamenumberofneuronsastheinputsnumberinourdataset.Afterweaddtwohiddenlayerswith
8neuronseach,thenanoutputlayerisaddedwithSoftmaxactivationtoensuretheoutputvaluesare
inbetween0and1whichcanbeusedaspredictedprobabilities.

Ourneuralnetworktopologycanbesummarizedas:

6inputs->[8hiddennodes]->[8hiddennodes]->4outputs

Theoutputvaluewiththegreatvaluewillbetakenastheclasspredictedbythemodel.
OurneuralnetworkusedtheSGDoptimizationalgorithmwithalogarithmiclossfunctionthat

isjustifiedinparagraphIV.C.a)fortraining,thenwecomputetheoverallcrossvalidationscorefor
performanceevaluation.

3. TRAINING DATA

ThetrainingdatawasdefinedbythenativefeaturesoftheNDNpacketsinordertouseallavailable
informationprovidedbytraversingpacketswithoutrelyingonroutingprotocolsandtosupportthe
reproducingofourforwardingschemeinothernetworks.Foreachincomingpacketweomittedthe
FreshnessPeriodandMustBeFreshfiledsbecausewedon’ttreatthefreshnessofdatainthecontent
storeasitisdirectlyretrievedfromthecorrespondingproducer,thenweconsideredthefollowing
majorremainingfields(A.Afanasyev,2015):

Thefacein,packetsize,type,prefix,nonce,lifetimewereusedasdatasetinputwhiletheface
outwasusedasoutputforpredictiontarget.

USE CASE SIMULATIoN: NDN ETHERNET LAN

OurDeeplearningmodelisdesignedtobeabletopredictthecorrectoutgoingfaceforanincoming
packetbasedonknowledgeofitsincomingface,itssize,type,theprefixname,thenonce,andthe
interestlifetime.

ThedesignedtopologyisbasedonEthernet links(faces)betweenNDNnodesandacentral
NDNrouter(seefig.1).ThismakestheforwardingoverEthernetmoreseparatedfromTCP/IPlayer
3interconnection.Thus,themappingofthepacketsinformationtoourmodelfeaturesisessentially
basedontheNDNnativefieldswhichprovidesthepossibilityofreutilizationofourmodelonany
otherlocalareanetworkarchitecturebasedonEthernetfaces/links.
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Table 1. Training algorithm

Table 2. Training data

Packet size ThepacketsizeinkBwherethesizeofgeneratedinterestsrangedbetween
61and63andthesizeofthegenerateddatapacketsrangedbetween98
and100

Type interestordatapacket

Prefix Theprefixname

Nonce Theinterestnonce

Lifetime Thetimeremainingbeforetheinteresttimesout

The face in and out DeducedfromtheFIBconfigurationandthearchitecturedesignbecause
thedumpingtoolgaveonlythesourceanddestinationofthecaptured
Ethernetframe
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Network Architecture

• NDN Nodes and links description:

• NDN router F.I.B configuration:

Theincominginterestsaredirectedtoadequateproducersfollowingroutedirectionasshowninfig.1:

Each interest requesting /ndn/ma/estc/b/x will be forwarded to face F4
Each interest requesting /ndn/ma/estc/a/x will be forwarded to face F3
Default route is not configured because we don’t treat dropped interests

Data Dumping
ThedumpingtoolwasplacedontheNDNrouterwherethetrafficwasfullycapturedbecauseour
scenariowasbuiltuponastartopology.OurgoalwastoperformmonitoringoverEthernetsegments
betweentheNDNrouterandothernodes.Thethroughputrateofinter-nodeslinkswasnotevaluated
duetosimulationobjectiveandtimerestriction.

WechoseTcpdumpnetworksnifferbecauseitiswidelyusedfornetworkmonitoringanddata
acquisition(P.Goyal,A.Goyal,2017).Itcancaptureinterests,datapacketsonthewireanddisplays
nativeNDNpacketfieldswhichwewereessentiallylookingfor.ItwasmappedtotheEthernetinterface

Figure 1. NDN ETHERNET LAN architecture

Table 2. NDN ETHERNET LAN Description

              NDN router               machineUbuntu14.04(2GHz)runningNFDthatsends
interestsandpacketsdatatoadequatenodesbasedonF.I.B

              Fx               EthernetfacesthatlinkNDNroutertoothernodes

              Node1, node2               machinesUbuntu14.04(2GHz)runningcustomersc1and
c2respectively

              Node3               machineUbuntu14.04(2GHz)runningacustomerc3anda
producerP1

              Node4               machineUbuntu14.04(2GHz)runningaproducerP2

              Px               producersgeneratingprefixesasshowninfig.1witha
frequencyof5packet/s
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usedinthecreationofthefacesF1,F2,F3,andF4ontheNDNrouter.Theoutputwasredirected
toafilefordatacollection.ThatfilewasusedtocreateaCSVfilecontaining3400recordswiththe
attributesdefinedintheparagraphIII-3.3.datatraining.

Simulation Results
Model Implementation
WeimplementedourmodelintheNDNrouterusingkeraslibrary.Themodelwastrainedandvalidated
usingtheCSVfileobtainedfromdatadumping

TheKeraslibraryprovideswrapperclassestoallowtheuseofpre-establishedneuralnetwork
models in Google scikit-learn. For instance KerasClassifier takes the name of a function as an
argumenttoreturntheconstructedneuralnetworkmodel,readyfortraining.[”Keras Documentation” 
available onlinehttps://keras.io.]

Wedevelopedafunctionthatwillcreateabaselineneuralnetworkforourmodelwithrespectto
ourdefinitioninparagraphIII.B.Itcreatesasimplesequentialfeedforwardnetworkwithoneinput
layercontaining6neurons.Afterweaddedtwohiddenlayerswitheach8neuronswithRectifier
activationassuggestedinKerasdocumentation.Finally,a4neuronsouputlayerisaddedwithSoftmax
activationbecausewewanttopredictwhichonefromthe4interfaceswouldbelikelyselectedin
theforwardingprocess.

WeusedtheSGDoptimizationalgorithmwithalogarithmiclossfunctioncalled“categorical_
crossentropy”inKerasassuggestedinKerasdocumentationtotrainourmodel.Alsowecomputed
theoverallcrossvalidationscoreforperformanceevaluation.

Model Validation and Discussion
Aftermanysimulationsofourmodeltrainingandcomputing5-foldcrossvalidationscoreswherewe
changedthenumberofepochs,andthebatchsizebutfixingthelearningrateto0.01assuggestedby
“Keras Documentation”.Weobtainedaresultof80%(+/-9%)withonly30epochsandabatchsize
of128withoutindicationofoverfittingwhichshowsthatourmodeliscorrectlydesigned.

TheKerasAdamoptimizerwasalsosimulatedatthesamelearningratevalueasacomparative
target,theresultsshowedalessperformance(only76%(+/-10%))againstourmodel.Wesupposed
thatcanbedueeithertothebadconfigurationofthedecayratesinAdamoptimizerorthedifficulty
ofthelattertofindaflatminimathusimpactingitsconvergence.OurguessiswhiletheSGDwas
successfultofindalocalminimaandAdamfailed,itcanonlysupportthesimplicityofourdataset
andneuralnetworkstructurethatledSGDtoquicklyfindalocalminimawhichistrue.Butwhatof
complexstructureanddataset?

CoNCLUSIoN

Inthispaper,wediscussedhowwecanusedeeplearninginordertoexploitcontent-basedinformation
tofurtherimprovetheforwardingdecisionswithoutrelyingonprefixlookupmatchingintheF.I.B.
Wepresentedourmodel,methodsforgatheringdata,andthetrainingprocess.Asproofofconcept
weevaluatedourmodelinanEthernetLANthatshowedgoodresults.Ourperspectiveistoconsider
morenetworkconditionsrelatedparametersforinstance,throughput-delayandQoSanddevelop
furtherourapproach.
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