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ABSTRACT

The services of the internet play an essential part in the daily life of the users. So, safety and
confidentialityoftheinformationaretobemaintainedtopreserveuserconvictioninvariousservices
offeredbynetwork.Thetwo-factor-basedpasswordverificationtechniquesareusedbetweenremote
server and legitimate users for verification over insecure channel. Several protocols have been
suggestedpreviouslyclaimingtheirsimplicity,privacy,safety,androbustness.Theauthorsproved
that their enhancedprotocolsarevulnerable todifferentattackson thenetworkandpermitonly
authenticateduserstoupdatetheirpasswordpreservingtraceabilityandidentity.Analysisshowsthat
noschemehasfulfilledallthesecurityrequirementsandachievedentiregoals.Therefore,inthis
article,aschemehasbeenpresentedtoovercometheseissuesinthepreviousschemestoresistillegal
accessleadingtomisuseandachieveallthesecurityrequirementsandgoals.Thesafetyanalysisof
thepresentedschemehasconfirmeditsperformanceintermsofreliabilityandsafety.

KeywoRDS
Hash Function, Identity, Information Retrieval, Key Agreement, Mutual Authentication, Password, Security, 
Smart Card

INTRoDUCTIoN

Astimegrowsdaybyday,dependencyofuserinvarioustechnologyincreaseswhichconstituted
achallengeregardingvalidityoftheremoteuser.Therearevarioustypesofattackspossibleinthe
networkwhichcausessignificantfinancialloss.Therefore,thereisarequirementofsometechniquesto
validatethelegitimateuserstoanunsafemediasuchasInternet.Themostcommonlyusedtechnique
istwofactorbasedpasswordverification.Thisprotocolissusceptibletonumerousattackscausedby
humanintellectualcapacityofschemingandmemorizingtypicalpasswords.

Chipcardbasedtechniquecanbeefficientlyimplementedinvariouspassword-basedverification
protocols(Lamport,1991),(Gamal,1985),(Kocher&Jaffe,1999),(Messerges,Dabbish,&Sloan,
2002),(ChangC.C&WuT.C,1993),(HwangM.S&Lee,2000),(Kumar&Gupta,2011),(Xiong
&Niu,2014)and (Kumari&Khan,2013)easily.Thesehaveseveralapplications like financial
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transactions,identityapprovalandaccessingofremoteservices.Toimprovetheirfeasibility,cards
areconfinedintolimitedsizeandcost.Variousprotocolshasbeenreported(Tang,Hwang,&Lee,
2002),(Chang&Chang,2005)and(Srivastva&Sharma,2012)inwhichusermayupdatepassword
withoutinteractingwiththeserver,howeveruser’sidentitymustbesameineveryloginattempt.
Moreover,theschemesbasedonvariableidentity(Das,Saxena,&Gulati,2004),(Wang,Liu,Xiao,&
Dan,2009),(ChangandChang,2009),(Madhusudhan&Mittal,2012),(Chang,Tai&Chang,2013),
(Khanetal.,2014),(Devgan&Awasthi,2016),(Chaudharyetal.,2015),(Wangetal.,2015),(Kharu
etal.,2018),(Luetal.,2016)and(Jung,Lee&Kim,2016)arelesspronetoattacksandpromising.

Literaturereviewofthevariousschemesshowsthattilldatemostofthepresentedschemesare
unsafetodifferentattackslikeposeattack,onlinepasswordguessingattack,chipcardmisplaced
attack,repetitionattackandmaninmiddleattack.Manyoftheaboveschemesneedalotofstorage
costandcomputationalcostwhichdecreasestheperformanceofthescheme.Variousschemesare
failtoachieveallthesecurityparametersandgoals;thereforeaneedarisestodevelopaprotocol
thatfulfilstheentireabovecriterion.Therefore,inthispaper,theauthorsproposedaschemeasA
NovelVerificationProtocoltoRestrictUnconstitutionalAccessofInformationfromSmartCard.

NoTATIoNS AND DeSCRIPTIoN

Thefollowingsymbols/notationsarepreferredinthispaperasdescribedinTable1.

Scheme Design
Initially, user enters his personal information to the terminal and sends towards the server for
registration. Then user obtains chip card delivered by the server with security parameters. The

Table 1. Symbols/Notations
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registration phase is required only once in this protocol unless user re-registers for unavoidable
conditions.Loginstagerequirescredentialsgivenbyauserandtransmitsthisrequesttowardsserver
foraccessingtheresources.Thetransmissiontakesplaceonlyafterboth,serveranduservalidates
eachother.Theloginandauthenticationprocessusuallywillbecarriedoutseveraltimes.Password
updatestageandmisplacedchipcardre-registrationstageprovidestheservicetoupdateitsown
passwordandafterre-registration,resumetheseservicesofferedbytheserver.Theprocessflow
diagramofsystemdesignispresentedinfigure1.

PRoPoSeD Two FACToR VeRIFICATIoN SCHeMe

Theproposedverificationschemeconsistsoffivedifferentphasesas:registration,login,verification,
passwordupdateandrevocationphase.Itissimple,adequateandmostsecurevariableidentitybased
verificationschemetoresistthoseattacksthatexistinpreviousschemes.Toreducememorizingcost,

Figure 1. Process flow diagram of system design
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computationalcostaswellastomaintainitshighperformanceandefficiencyalongwithverified
safety,schemerequiresOR,Ex-OR,andelementaryhashfunctions.

Withinregistrationstage,chipcardcontainsdatawhichdependsontheinformationproducesby
userandseveralcredentialsinsertedthroughserver.Aftertheregistrationphase,bothofuserandserver
validatetoeachanotherthenaftersuccessfulmutualverificationbothserverandusercommunicate
toeachotherthroughsessionkeyagreementprotocol.Intheregistrationorauthenticationstage,
initialvalidityischeckedbysmartcardthentransmitsuser’sinformationtowardsserverformore
verification.Inthepresentedscheme,userandservertogethervalidatetoeachotherthenaftersession
keysettledamongbothofthemandtransmissiontakesplace.Iftheauthenticationoftheserveror
userfails,thisisrecommendedthattheloginstageisdenied.

Registration Stage
Inthebeginningofthisphaseuiregisters/re-registerswithsiwheneverwantssomeservicesfromit.
Assumex1andx2areprivatekeyandsecretnumberoftheserver.Herenspecifieshowmanytimesa
userregistersbyauthenticationserversi.Insomecaseslikechipcardloss,theftorsnatched,chipcard
canrevokethroughapplyingthevalueofn.Thisissavedindatabaseofuser’shistoryontheserver.
Theauthenticationserverstoresthesesecretkeyx1andnumberx2securely.Theentireregistration
phasehavinganumberofcomputationstepsasfollows:

Step 1:Useruiselectitsownidialongwithpwdithenchooseanarbitraryno.α.Computempwdi=
h(αǁpwdi)thentransfers{idi,mpwdi}towardssithroughaprotectedmedium.

Step 2:Theseregistrationcredentialsofuserareverifiedbyserverandchecksthedatabasethat
selectedidentityisearlierpresentornot.Ifselectedidentityismatchwithanotherindatabase,
siwarnui toselectanotheridi.Serveralsoinvestigatesregistrationdetailofui thenfixesthe
amountofnaccordingly.Specifyvaluen=0bysiforuniqueui,moreoverspecifyn=1bysifor
re-registeringuser’sintotheserver.Inthisway,eachtimeofre-registrationthevalueofnis
raisedby1afterthatvalueofnandidiwillstoredinthedatabase.

Step 3:Aftergetting{idi,mpwdi},serverselectsarandomnumberβi,whichisdifferentforeachuser.
Step 4:ServerestimatesthevaluesofAi=h(iduǁβiǁmpwdi)whereidu=(idiǁn).
Step 5:ThensicomputeBi=h(h(idi)ǁx1)⊕mpwdi,Ci=βi⊕h(h(idi)ǁx1)⊕mpwdiandDi=βi⊕h(x2ǁx1).

After thatstores{Ci,Ai,Di,h(.)} intochipcard thendeliver{chipcard,Bi} toui througha
protectedchannel.

Step 6:Subsequentlyobtaining{chipcard,Bi}fromsi,thenuicomputesEi=h(idiǁpwdi)⊕α,Fi=
Bi⊕αandstores{Ei,Fi}intochipcard.

Login Stage
Forobtainingservicesfromsi,usermustloginintotheserverbyinsertingitspersonalchipcard
intoterminaltheninputitsownidiaswellaspwdi.Afterthatchipcardcomputesuccessivestepsas:

Step 1:Computeα=Ei⊕h(idiǁpwdi),mpwdi=h(αǁpwdi),h(h(idi)ǁx1)=Fi⊕mpwdi⊕α,βi=Ci⊕h(h(idi)
ǁx1)⊕mpwdi.

Step 2:ThevalidityofthefollowingequationisAi?=h(idiǁβiǁmpwdi)ischeckedbychipcardi.e
itcorrectornot.Ifequationisnotcorrect,chipcarddropsthissession.Ifcorrect,chipcard
computesh(x2ǁx1)=βi⊕Di,Bi=Fi⊕α.

Step 3:Chipcardacquirescurrenttime-stampt1thenevaluatecidi=h(idi)⊕h(Biǁβiǁt1),Bi
’=Bi⊕h(βiǁt1),

Gi=Bi⊕mpwdi.Furthertakeanarbitraryno.γthencomputeHi=h(h(idi)ǁγ),Ii=Gi⊕Hi,Ji=
h(BiǁβiǁHiǁt1),Ki=βi⊕(h(x2ǁx1)ǁt1)thentransmits{cidi,Bi

’,Ji,Ki,t1,Ii}toserverviapublicchannel.
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Verification Stage
Afterreceivingloginrequestmessage{cidi,Bi

’,Ji,Ki,t1,Ii}fromui,serverauthenticatesuserand
afterpropermutualauthentication,sessionkeywillbeestablishedasfollows:

Step 1:Serveracquirescurrenttime-stampt2thenjustifywhethert1isauthenticmeanst2-t1≤∆t.if
t1isnotcorrect,serverdenyalltheloginrequestanddropthissession.

Step 2:Analyzethedatabaseforobtainingthevalueofnthendetermineidu=(idiǁn).
Step 3:Iftimestampt1isvalid,servercontinuestocalculateβi=Ki⊕(h(x2ǁx1)ǁt1),Bi=Bi

’⊕h(βiǁt1),
h(idi)= cidi⊕h(Biǁβiǁt1), Gi*= h(h(idi)ǁx1), Hi*= Gi*⊕Ii. Then verify the equation Ji? =
h(BiǁβiǁHi*ǁt1)holdsornot.

Step 4: If above equation is verified, server acquires current time-stamp t3 then determine a=
h(Gi*ǁβiǁt3),furtherservertransmits{a,t3}towardsuser.

Step 5:Afterreceiving{a,t3}fromserver,chipcardconfirmtheaccuracyoft3.Iftimestampt3is
correct,itwillchecktheequationa?=h(Giǁβiǁt3}holdsornot.Ifthisequationiscorrect,bothui
andsimutualvalidatetooneanotherotherwise,thisphasewillbeabortedbytheserver.

Step 6:Finally,serveranduseragreeduponasimilarsessionkey.Thecomputedsessionkeyfor
theuserissk=h(Giǁβiǁt1ǁt3ǁh(x2ǁx1)ǁHi)andserversk*=h(Gi*ǁβiǁt1ǁt3ǁh(x2ǁx1)ǁHi*)respectively.

Thissessionkeyisusedbyuserforsecrettransmissionthroughencryptinganddecryptingthese
messagesviaasecurechannel.

Password Update Stage
Consideringsafetyparametersifanyuserdesiretomodifyitsownpasswordpwdiwithnewpassword
pwdnewinthesystem,userinsertitsownchipcardintoterminalofcardreaderfurtherinputitsown
idiandpwdi.Thefollowingcomputationhasbeenperformedbythechipcardwithoutinvolvement
ofremoteserverS.

Step 1: Chip card computes the value of α= Ei⊕h(idiǁpwdi), mpwdi= h(αǁpwdi), h(h(idi)ǁx1)=
Fi⊕mpwdi⊕α,βi=Ci⊕h(idiǁx1)⊕mpwdithentestthisequationAi?=h(idiǁβiǁmpwdi)iscorrectornot.

Step 2:Incasethattheconditionistrue,thenremoteuserisgrantedtomodifyhispwdiotherwise
sessionisaborted.

Step 3: Then chip card computes mpwdi
new= h(αǁpwdi

new), Ei
new= h(idiǁpwdi

new)⊕α, Fi
new=

Fi⊕mpwdi⊕mpwdi
new,Ci

new=Ci⊕mpwdi⊕mpwdi
new,Ai

new=h(iduǁβiǁmpwdi
new)andreplacestheold

{Ei,Ai,Fi,Ci}with{Ei
new,Ai

new,Fi
new,Ci

new}respectively.Now,themodifiedpasswordhaschanged
successfullyandthisphaseisterminated.

Revocation Stage
Thisstageisinitialisedinthecaseofchipcardlost,damageormisplacedsituation.Forrevocation
ofchipcarduserforwardsarequesttowardsserver.Moreover,afterreceivingtherequestserverask
severalcredentialsfromusertochecktheauthenticity,likeAdhaarnumber,MobileOTP,Birthdate,
Mother’smaidennameoranyotheruser’sknownvalue.Furthermore,aftercheckingthevalidityof
thisrevocationrequestcreatedbyenduser,servermodifiescurrentvalueofnforre-registeringthe
chipcard.Ineachtimeofmisplacedorlostchipcardcase,nisincrementedby1.Afterwards,user
re-register’shimselftoserverwithoutupdatingitsownidentity.Fortherevocationofthiscard,itis
desiredfromuserthatdon’tavailanyearliervalueslikeearlierpassword,arbitrarynumberotherwise
byavailingsamevalueswhichwasalreadystoredwithinmisplacedorstolensmartcardanybody
mayposeasaserver’slegitimateuser.
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IMPLeMeNTATIoN AND CoDING

Thepresentedschemehasbeencoded inPYTHONlanguage.Thescreenshotsof thefollowing
phasesaredescribedasshowninFigures2-5.

Thefigure2representsallthefivephasesinsinglescreen.Herephase1representsregistration
phase, phase2 represents loginphase, phase3 represents verificationphase, phase4 represents
passwordchangephaseandinthelastphase5representsrevocationphaseoflostsmartcard.

FoRMAL SAFeTy VALIDATIoN wITH AVISPA TooL

AVISPAisdescribedasapushdownsoftwaretoolusedtovalidatetheinternetsecurityprotocols.
It supports High Level Protocol Specification Languages (HLPSL) and offers the formal safety

Figure 3. Registration Phase of Proposed Protocol

Figure 2. Different Phases of Proposed Protocol
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Figure 4. Login Phase of Proposed Protocol

Figure 5. Password Change Phase of Proposed Protocol

Figure 6. Components of AVISPA tool
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verificationwithsimulatedprotocol.UsingAVISPA,theirsimulationresultsshowsthatwhether
presentedprotocolissecureagainstthedifferentattacks.

Inordertoverifythesafetyofpresentedprotocol,AVISPAsoftwaretoolisapplytosimulate
results.Therefore,presentedprotocoltranslatesintoHLPSLcode.Inthispaper,theroleofuser,
server,thesession,goalandenvironmentcodedinHLPSLspecificationispresentedbelow.After
executionthisHLPSLcodeintoAVISPAtool,simulationresultsconfirmthatpresentedprotocolis
SAFEwithrespecttodifferentactiveaswellaspassiveattacks.

role user( 
     U,S: agent, 
     K1: symmetric_key, 
     H,F: hash_func, 
     SND,RCV: channel(dy)) 
played_by U 
def=     local 
          State:nat,Ra,Pwd,Ai,Bi,Ci,Di,Ei,Fi,Hi,Ii,Ji,Ki,Ci
di,FiT2,Bii,Rndc,A,Tt1,Id,Tt3,Rb:text, 
                T1,T3,T2,Gi:message 
          const subs1,subs4,subs5,password:protocol_id 
     init State:=0 
     transition 
     %registration phase 
     1. State=0     /\ RCV(start) =|> 
        State’:=1   /\ Ra’:=new() 
                       /\ Pwd’:=H(Ra’.Pwd) 
                 /\ SND ({Id.Pwd’}_K1) 
                 /\secret(Pwd,password,{U,S}) 
     2.State=1 /\ RCV({Ai’.Bi’.Ci’.Di’}_K1) =|> 
      State’:=4 /\ Ei’:=xor(H(Id.Pwd’),Ra) 
             /\ Fi’:= xor(Bi,Ra) 
            /\Ra’:=xor(Ei’,H(Id.Pwd)) 
                  /\Pwd’:=H(Ra’.Pwd) 
                  /\T1’:=xor(xor(Fi’,Pwd’),Ra’) 
                  /\ Rb’:=xor(xor(Ci’,T1’),Pwd’) 
                    /\ Ai’:=H(Id.Rb’.Pwd’) 
          /\ request(U,S,subs1,Ai’) 
                 /\T2’:=xor(Rb’,Di’) 
                 /\Bi’:=xor(Fi’,Ra) 
                  /\Tt1’:=new() 
                 /\Cidi’:=xor(H(Id),H(Bi’.Rb’.Tt1’)) 
                    /\Bii’:=xor(Bi’,H(Rb’.Tt1’)) 
                   /\Gi’:=xor(Bi’,Pwd’) 
                    /\Rndc’:=new() 
                    /\Hi’:=H(H(Id).Rndc) 
                    /\Ii’:=xor(Gi’,Hi’) 
                     /\Ji’:=H(Bi’.Rb’.Hi’.Tt1’) 
                    /\Ki’:=xor(Rb’,(H(T2’).Tt1’)) 
          /\ SND(Id.Tt1’,Cidi’.Bii’.Ji’.Ki’.Ii’) 
          /\witness(U,S,subs4,Ji’) 
     3.State=4/\RCV(Id.Tt3’,A’)=|> 
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        State’:=6 /\ A’:=H(Gi.Rb.Tt3’) 
          /\ request(U,S,subs5,A’) 
end role 
           
role server( 
     U,S: agent, 
     K1: symmetric_key, 
     H,F: hash_func, 
     SND,RCV: channel(dy)) 
played_by S 
def= 
     local 
          State:nat,Ra,Pwd,Ai,Bi,Ci,Di,Ei,Hi,Ii,Ji,Ki,Cidi,
Fi,Rb,Rndc,Hid,A,X1,X2,Tt1,Bii,Tt3,Id:text, 
          T1,T3,T2,Gi:message 
                const subs1,subs4,subs5,password:protocol_id 
     init State:=2 
     transition 
     1.State=2 /\ RCV({Id.Pwd’}_K1)=|> 
       State’:=3   /\ Rb’:=new() 
                /\Ai’:=H(Id.Rb’.Pwd’) 
                  /\Bi’:=xor((H(H(Id).X1)),Pwd’) 
                     /\Ci’:= xor(xor(Rb’,H(H(Id).X1)),Pwd’) 
                     /\Di’:=xor(Rb’,H(X2.X1)) 
                     /\ SND ({Ai’.Bi’.Ci’.Di’}_K1) 
                     /\ witness(S,U,subs1,Ai’) 
              /\secret(Pwd,password,{U,S}) 
2.State=3 /\RCV(Id.Tt1’,Cidi’.Bii’.Ji’.Ki’.Ii’)=|> 
     State’:=5 /\ Rb’:=xor(Ki’,H(X2.X1).Tt1’) 
                   /\Bi’:=xor(Bii’,H(Rb’.Tt1’)) 
                   /\Hid’:=xor(Cidi’,H(Bi’.Rb’.Tt1’)) 
                   /\Gi’:=H(H(Id).X1) 
                   /\Hi’:=xor(Gi’,Ii’) 
                    /\Ji’:=H(Bi’.Rb’.Hi’.Tt1’) 
                  /\request(S,U,subs4,Ji’) 
                   /\Tt3’:=new() 
                  /\A’:=H(Gi’.Rb’.Tt3’) 
          /\SND(Id.Tt3’,A’) 
          /\witness(S,U,subs5,A’) 
end role 
role session( 
    U,S: agent, 
    K: symmetric_key, 
    MD1,MD2:hash_func) 
def= 
     local SENDU,SENDS,RECS,RECU: channel(dy) 
     composition 
     user(U,S,K,MD1,MD2,SENDU,RECS) /\ server(U,S,K,MD1,MD2,SE
NDS,RECU) 
end role 
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role environment() 
     def= 
        const 
     subs1,subs4,subs5,password:protocol_id, 
        k1,k2,k3:symmetric_key, 
     u,s: agent, 
     h,f: hash_func 
     intruder_knowledge ={u,s,h,f,k2,k3} 
     composition 
     session(u,s,k1,h,f) /\ session(s,u,k1,h,f) 
end role 
goal 
secrecy_of password 
authentication_on subs1 
authentication_on subs4 
authentication_on subs5 
end goal 
environment() 
HLPSL Specification of presented protocol

PeRFoRMANCe eVALUATIoN

Thefollowingsectiondeterminesandestimatesdifferentperformancecriterionofpresentedprotocol
intermsofmemoryspace,transmissioncostandcomputationcostwithotherprotocolssuggested
byvarious researchers. In thispaper, timecomplexityofhashoperation is representedas th and
XORoperationast⊕.Here,theauthorssupposethatsomeparametersasarbitrarynumbers,secret
numbers,password,time-stampsandidentityare128bits.Theperformanceevaluationregarding
differentschemesisshownintable2.

Table 2. Efficiency Comparison related with Memory Space in Smart Card requirement (in bits), transmission cost (in bits) and 
Computational complexity cost (in bits)

Protocols Presented 
Protocol

Kumari et al., 
(2014)

Qiu S. et al., 
(2018)

Mishra D. 
(2015)

Jung J. et 
al., (2018)

MemorySpaceinsmart
card(bits) 6*128=768bits 6*128=768bits 7*128=896

bits
4*128=512
bits

4*128=512
bits

TransmissionCostin(bits) 8*128=1024
bits 7*128=896bits 3*128=384

bits
4*128=512
bits

4*128=512
bits

ComputationalComplexityCost

RegistrationPhase(User
Side) 2th+2t⊕ 1th+2t⊕ 0 1th 1th

RegistrationPhase(Server
Side) 6th+4t⊕ 4th+3t⊕ 4th+2t⊕ 2th+2t⊕ 5th+1t⊕

LoginPhase 12th+11t⊕ 8th+10t⊕ 4th+3t⊕ 2th+2t⊕ 5th+3t⊕

AuthenticationPhase 8th+4t⊕ 6th+3t⊕ 6th+1t⊕ 6th+2t⊕ 6th+9t⊕

PasswordChangePhase 9th+10t⊕ 6th+7t⊕ 4th+3t⊕ 2th+2t⊕ 7th+2t⊕

SumofComputational
Cost 37th+31t⊕ 25th+25t⊕ 18th+9t⊕ 24th+25t⊕ 24th+15t⊕
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Thememoryspaceisdescribedastotalnumberofparametersstoredinchipcard.Inthispaper,
total6variableslike{Ai,Ci,Di,Ei,Fi,hash}arestoredinchipcard’smemory.Therefore,memory
spacerequiredbychipcardtostoretheseparametersis6*128=768bits.

Figure8showsthecorrelationgraphofmemoryspaceneededinsmartcard(inbits)ofpresented
schemealongwithdifferentothersimilarschemes.

Inthisscheme,toevaluatetransmissioncost,total6parameters{cidi,βi,Ji,Ki,t1,Ii}arerequired
inloginrequest,hencetotalbitscomputedas6*128=768bits.Furthermore,inmutualverification
totalnumberofparametersusedare{a,t3},requires2*128=256bits.Hence,overheadfortransmission
becomes=6*128+2*128=1024bits.Figure9presentsthecomparisongraphoftransmissioncost
inbitsofpresentedschemealongwithvariousothersimilarschemes.

Inthisscheme,registrationphaserequirestwohashfunctionsalongwithtwoXORfunctionin
userside.Therefore,2th(.)+2t⊕isthecomputationalcomplexityinuser’sside.Correspondingly,server
requiressixhashfunctionsalongwithfourXORfunctionduringtheregistrationphase,therefore,at
serverside,computationalcomplexityis6th(.)+4t⊕.

Figure 7. Memory Space in Smart Card (bits) Comparison Graph

Figure 8. Transmission Cost (in bits) Comparison Graph
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Inthisscheme,loginstagerequires12hashfunctionsalongwith11XORfunctionsforlogin
request.Hence,12th(.)+11t⊕isthecomputationalcostforloginmessage.

Inthisscheme,mutualauthenticationphaserequires1hashfunctionandserverrequires7hash
functionsalongwith4XORfunctions.Therefore,totalcomputationalcostforauthenticationphase
requires8h(.)+4t⊕operations.

Figure9representscomparisongraphofcomputationalcomplexityevaluationcostin(bits)of
thisschemecorrespondingwithvariousothersimilarschemes.

CoNCLUSIoN

In this paper, thepresented schemeensures security, privacy and confidentiality of a user.This
schemeisanimprovementoveralltheschemespresentedintheliteraturereview.Afteranalysis,it
isobservedthatearlierworkisunsafeforpracticalapplicationsbecauseallsecurityparameterscan
beeasilyobtainedbythechallengerandvulnerabletosmartcardmisplacesviolationaswellasuser
un-traceabilityviolationattack.Moreover,anadversarycangetserver’ssecretkey,passwordofthe
entireregistereduser’sandalsothesessionkeyoftheserver,mayalsobeobtainedbyanadversary
whichmayleadtodestroyingthewholesystem.ThepresentedschemehasbeencodedinPYTHON
languageandtestedintoAVISPAtool.Thesimulationresultsconcludedthatpresentedprotocolis
safeagainstentireactiveandpassiveattacksandachieveallthegoals.Theefficiencycomparisonof
theschemehasconfirmeditsfeasibilityandperformancetothepracticalapproach.Thepresented
schemecanbeappliedinsuchapplicationswhichprovidingprivacyprotectionwithlow-computation-
abilitydevices.Thus,ourideaispracticallymoreacceptabletooperatesecureremoteaccessover
thepublicenvironmentaswellasmaybesimplyintegratedintovarioustypesofservicessuchas
Military,Academics,Aeronautics,Banking,CrimecontroldepartmentsandBusinessapplications.

Figure 9. Computational Complexity Cost (in bits) Comparison Graph
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