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ABSTRACT

Inthisage,wherecryptocurrenciesareslowlycreepingintothebankingservicesandmakinganame
for them, it isbecomingcruciallyessential to figureout thesecurityconcernswhenusersmake
transactions.Thispaperinvestigatestheuntrustedusersofcryptocurrencytransactionservices,which
areconnectedusingsmartphonesandcomputers.However,astechnologyisincreasing,transaction
fraudsaregrowing,andthereisaneedtodetectvulnerabilitiesinsystems.Amethodologyisproposed
toidentifysuspicioususersbasedontheirreputationscorebycollaboratingcentralitymeasuresand
machinelearningtechniques.Theresultsarevalidatedontwocryptocurrenciesnetworkdatasets,
Bitcoin-OTC,andBitcoin-Alpha,whichcontaininformationofthesystemformedbytheusersandthe
user’strustscore.Resultsfoundthattheproposedapproachprovidesimprovedandaccurateresults.
Hence,thefusionofmachinelearningwithcentralitymeasuresprovidesahighlyrobustsystemand
canbeadaptedtopreventsmartdevices’financialservices.
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INTRoDUCTIoN

Duetoadvancementsintechnologies,onlinebankingservicesviamobileapplicationsanddesktop
applicationsholdcontinuedgrowthamongcustomers(Teutsch,Jain,&Saxena,2016).Thisgrowth
mayincreasethecomplexityofthebankingsystemandraisesecurityconcernsamongusers.Also,
therearemanycurrenciesexhibitintherealworld,andeachcountryhasitscurrency,whichagain
increasesthecomplexityof thefinancialsystem(Sklavos,&Koufopavlou,2005).Tobypassthe
bankingsystems’complexity,anewtypeofcurrencycameintothepicturecalledcryptocurrency
(Ahmad,Kumar,Shrivastava,&Bouhlel,2018),whichhasnowallsorboundariesandusedglobally
anywhereintheworld.Theconceptofcryptocurrencyisnew;itmayraisesecurityconcernswhen
usingmobileapplicationsordesktopapplicationstopreventfraudandprotectpersonalinformation.
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Acryptocurrencyisadecentralizedformofmoneycomparedtoanycentralbankingsystem.
In this age,where cryptocurrencies are slowlycreeping into thebanking services andmakinga
namefor them, it isbecomingcruciallyessential to figureout thesecurityconcernswhenusers
make transactions. With the high instability of cryptocurrencies and highly competitive central
bankcurrencies,mostofthepopulationishesitantwheninvestingincryptocurrenciesandskeptical
ofhowtodifferentiatethetrusteduser,untrustedusers.Cryptocurrenciesaremainlyworkingwith
blockchainmechanism,initiallyproposedbySatoshiNakamotoin2009.SatoshiNakamotonamed
theproposedbitcoin(Schwartz,Youngs,&Britto,2014)cryptocurrency.Figure1showsthebasic
workflowofthecryptocurrencyusingtheblockchainmechanism.Here,clientAsendsmoneytoB
withouttheinvolvementofanyotherthirstparty.

Thispaperinvestigatestheuntrustedusersofcryptocurrencytransactionservices,whichare
connectedusingsmartphonesandcomputers.Thoughthecryptocurrencyusersareanonymous,itis
necessarytomaintaintheusers’reputationinformationtoidentifyriskyusers.

As technology is increasing, transaction frauds are growing, and there is a need to detect
vulnerabilities insuchsystems.Several typesof riskexist in financialsystems,suchashacking,
fraud,passwordleak,andsoon(Niu,Ji,&Tan,2005).Variouskindsofattackscanbeconducted
byattackerstobreachsmartdevices’securityandobtainillegalaccess(Upadhyaya,&Jain,2016).
Suchasexistingwebpagesarereplacedwithfraudulentwebpages,brokenfirewallsformobileapps
usingfinancialservices,olddesktopappsthatarenotupdatedwithtechnologies,andencourage
fraudsecurityparameters.Manythirdpartiesareinvolvedinfinancialservicesthatmaypromote
risks,Hackers,orun-trustedusers.Hence,authorspickuponeofsuchrisksinvolvedinthelatest
cryptocurrencyfinancialsystem,i.e.,identifyinguntrustedusersfromthenetworks.Suchproblems
motivateustofindchancesbycollaboratingwithdifferentdomainstofindtheoptimalandreliable

Figure 1. Cryptocurrency workflow
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solution.Here,theauthorscombinesocialnetworks,centrality,andmachinelearningwithseeing
untrustedusers.

ThetermSocialnetworkincludesthesetofusersconnectedviasomemodeofrelationships.
Thisrelationshipcouldbeanythingsuchasfriendship,business,andsoon(Kuncheva&Montana,
2015).Incryptocurrency(Swan,2015),usersareanonymoustoeachother,andthereisdirecttrading
takesplacebetweeneachother.Basedonthisrelationship,theauthorsmeasurethetrustfactorand
findsuspicioususersinthenetwork.

In-networktheories,measuringcentralitiesareamongthepre-eminentwaysofcomputingthe
existenceofnodesinthenetwork.Here,theauthorsutilizecentralitymeasureswithmachinelearning
techniquestofindsuspiciouscryptocurrencytraders.Centralitiesareusedtofindtheimportance
scoreofindividualsinagivennetwork.Manyalgorithmsaredefinedformeasuringthecentralities
ofnodesinthesystemlikedegree,eigenvector,stress,page-rank,andsoon.Eachofthesecentrality
measureshasitstechniquetomeasurethescoreofnodes.Adegreecentralitymeasureistheamount
ofallconnectionsofanode.Eigenvectorcentralityiscomputedbycalculatingtherelativeresultof
neighboringnodes.Page-rankcentralityisgivenbyGoogleforitssearchenginetorankthewebpage.

Themachineisoneoftheleadingresearchareasandcouldin-cooperateinmanyapplications
suchassocialnetworks,banking,finance,etc.Thishappensduetoadvancementsintechnology.Such
as,Peopleareusingmachinelearningtechniquesforpricepredictionsinstockmarkets.Machine
learningtechniquesaresupervisedandunsupervised—supervisedmeanstodevelopapredictive
modelbasedonbothinputandoutput.Unsupervisedmeansgroupingorinterpretationofdatais
madeusinginformationonly.Here,theauthorsusethesupervisedlearningtechniquetofindthe
un-trustedusersfromthecryptocurrencynetwork.TheyusethemethodslikeSVMclassification,
linearregression,decisiontrees,andneuralnetworksintheirwork.Theauthorsdiscussthedetails
ofthesetechniquesinthenextsection.

In this paper, a new algorithm is proposed to identify suspicious users based on their
reputationscoreandcollaborateontheconceptsofsocialnetworks,centralitymeasures,and
Machinelearningtechniques.

Thenextsectiondiscussedthebackgroundandrelatedworkinthesocialnetworkarea,machine
learning,cryptocurrency,andsoon.Part3addressestheproposedapproachindetailanddescribesthe
methodology.Section4describesthedatasetusedfortheexperimentsandtheexperimentalresults
afterapplyingtheproposedapproachtothedatasets.

BACKGRoUND

Cryptocurrency
DuetoadvancementsinInternetusagesandtechnologies,financialservicesviatechnologiesgrow
atanexponentialrate.Cryptocurrencyisoneoftheemergingfinancialservices,whichfollowsa
decentralizedmodeofpaymentandservices.Thisdecentralizationmeansthereisnobankingsystem
involved.Cryptocurrencyisadecentralizeddigitalfinancialsystem,wheretheencryptedversion
ofcurrencyisgeneratedanddistributedintheform(King,&Nadal,2012).Thewholeprocessof
cryptocurrencyonlyneededdecentralizedverificationoftransactionswithoutanycentralgovernment.
Confirmationoftransactionsensuresthesuccessfultransactionsofcurrency.Thisprocessiscalled
mining(Farell,2015).Thewholesystemsofcryptocurrenciesarebasedonmining,andthereare
numerous ways in which mining takes place. Cryptocurrencies are the future currencies, which
removeallthebarriersofcentralizedsystems.Thoughtheoverallprocessofcryptocurrencymining
isexpensive,yetitprovidesfastandlightweightservices.(Mittal,Arora,&Bhatia2018)presenta
multi-variantlinearregressiontechniqueforthepricepredictionofcryptocurrency.

Nakamoto,in2008-09(Nakamoto,2008),proposesthefirstdecentralizedcryptocurrencycalled
Bitcoin.Before thecryptocurrencysystem, thereexistonlypeer-to-peercurrencysystems.After
bitcoin’ssuccess,manytypesofcryptocurrenciescomeintothemarketlikeetherum(Wood,2014),
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Ripple(Schwartz,Youngs,&Britto,2014).[24],proposedananonymouselectronicmoneysystem,
eCashthoughitworksliketraditionalbankingsystems.Thereismuchsoftwareinthemarketthat
usersusefortransactionswithoutgoingtothebank,butsuchsoftwareisindirectlylinkedtobanks
(Kalodner,Carlsten,Ellenbogen,Bonneau,&Narayanan,2015).Paypalissuchakindofsystem,in
whichuserscreateaccountsandbanklinkedthosePayPalaccountswiththebankaccountstoallowthe
userstodotransactionsviathePayPalaccounts(Eisenmann,&Barley,2006).M-Pesa(Jack&Suri,
2011)isagainthesamekindofsystemintroducedbyVodafone,wheretheuserscanaddmoneyinto
theirmobilephoneaccountandpropelPIN-securedSMStextstootherstodotransactions.Allthese
facilitiesusethecentralizedcurrencysystem,whereascryptocurrencyhasitsownmoney(Barber,
Boyen,Shi,&Uzun,2012).ThebelowfewstepsaddressthebasicworkingofCryptocurrencies:

• Anaccountwithauniqueformaladdressisassignedtoeachcryptocurrencyuser.Thelegal
addressisanindividualorglobalidentificationofauser.

• Thepayermadethetransactiontothepayee’saddress,andcryptogramsusethepayer’sprivatekey.
• Theminingprocessconfirmsthetransaction(Teutsch,Jain,&Saxena,2016).

Security in Social Network
(Wadhwa&Bhatia,2015)proposedanapproachbasedon theMarkovchain for identifying the
radicalizationinsocialnetworks.(Wadhwa,Bhatia,2016)proposednewmetricsandanimproved
algorithmforfindingtheradicalizationandshowtheimpactonTwitterdatasets.(Wadhwa&Bhatia,
2014)presentasurveyonvarioustypesofradicalizationthatexistintwitterdatasets.(Mittal,Bhatia,
2018)proposedanapproachforfindinganomaloususersinmulti-layernetworksusingtheGaussian
distributiontechnique.(Mittal&Bhatia,2017)proposedamethodologythatidentifiesstructuralhole
nodesfrommultiplexnetworks.

Social Network and Centralities
Modelingofmanyreal-lifesystemsintheformofthesocialnetworkallowsresearcherstoanalyze
strategies in many ways, such as the structure of the system, interaction among entities in the
network,etc.(Newman,2004,2001)proposedmanyalgorithmsforcommunitydetection,centrality
measurements,andsooninsocialnetworks.(Battison&Nicosia,2014)proposedalgorithmsfor
findingcommunitiesandmeasuringcentralitiesformulti-layersystems.

(Wadhwa & Bhatia, 2012) the introduction of social networks, the current trends of social
networks,and thefuture implication. (Wadhwa&Bhatia,2014)Presentasurveyoncommunity
detectionalgorithmsandclassifythemaspertechniqueusedandapplications.(Mittal&Bhatia,
2017)presentanapproachforcharacterizingthesocialnetworkbasedonthecommunitystructure.
(Mittal&Bhatia,2018)suggestastudytodescribethevariouspropertiesofsocialnetworkssuchas
community,centralities,etc.onmulti-layersystems.(Mittal&Bhatia,2018)findprominentauthors
from thescientificcollaborationnetworkusingsocialnetwork techniques. (Huang,Shao,Wang,
Buldyrev,Stanley,&Havlin,2013)(Shao,Huang,Stanley,&Havlin,2014)Proposedalgorithmfor
findingclustersinsocialnetworksandchecktherobustnessofthoseclusterswithothertechniques.
Hence,socialnetworkanalysisanditsmethodsareusefulinmanywaysinvariousapplications.

Here,wewanttofindsuspiciousoruntrustedusersbasedonthetrustscoregiventoeachedgeof
thenetwork,includingtheconceptofcentralitymeasuresintheirwork.Thereisadirectinteraction
betweenusersincryptocurrencytransactions,andthisinteractionformsasystem.

Centralitiesareoneofthemainwaysoffindingtheimportanceofnodesinnetworks.(Girvan
&Newman,2002)Checkthebehaviorofnodesbycomputingthecentralitymeasures.Thereare
manyalgorithmsforcentralitymeasurementssuchasdegree,Katz,closeness,eigenvector,pagerank,
etc.(Mittal&Bhatia,2018)(Mittal&Bhatia,2019)proposedclosenesscentralityandbottleneck
centralityformulationinmulti-layersocialnetworks.(Mittal&Bhatia,2018)offeredtocollaborate
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nature-inspired algorithms with social networks’ structural properties to find the centrality and
structuralholesinmulti-layersystems.(Bavelas,1950)proposetheveryfirstformulationofacloseness
centralityalgorithm,whichcomputestheclosenesscentralitybyaddingtheshortestdistancesfrom
anodetoeveryothernode.Eigenvectorcentralityiscalculatedbyobservingtherelativescoreofthe
neighboringnodes(Newman,2014).

Machine Learning
Theareaofmachinelearninggrowsexponentiallyinresearchandisusedinmanyreal-lifeapplications.
Itisoftwotypes:supervised&unsupervisedlearning.Manyresearchershavedonelotsofworkon
bothkindsoftechniques(Ghani,Jones,&Rosenberg,2003)(Nigam,2001).Classificationisfrom
supervisedlearningtechniques,whereeachdatabelongstoaclass,andthereisafixedsetofcategories
(Mitchell,1997)(Niu,Ji,&Tan,2005).Here,wefocusonsupervisedlearning,primarilyconsidering
theinputandoutputofboth.Randomforest,NaiveBayes,SVMclassification,andNeuralnetworks
arethefewclassificationmethods(Escudero,Màrquez,&Rigau,2000)usedtopredictthevalues
forusersincryptocurrencydataset.

PRoPoSeD APPRoACH

Here,wediscuss theproposedapproachforfinding theuntrustedusersfromthecryptocurrency
networkindetail.Theproposedmethodstartswithcomputingthesystem’scentralities,suchasdegree,
weighteddegree,closeness,andpagerank,alongwiththemodularityclass.Newcentralityvalues
arepredictedforeachnodeusingmachinelearningalgorithms.Themodularityclassiskeptasthe
classparameterforclassification.Finally,theuserscoreiscalculatedforeachnodebycomputing
thedifferencebetweentheoriginalscorevs.thepredictedscoreofthenodes.Thenodeshavinga
highpercentagedifferencecouldbeuntrustedusers.Theuntrustedusersarecomputedbyobserving
thenodes;ifanodehadalessoriginalscore,thepredictednumberistoolow,whichisanintimate
detailabouttheapproach.Figure2showstheworkflowoftheproposedmethodology.

Centrality Measures

• Degree Centrality:Itisthesumofthecountoftheincomingandoutgoingconnectionstoother
nodes(Daly,&Haahr,2007)(Watanabe,&Kabashima,2014)).Inotherwords,foragivengraph
Ghavingnode-setAandedgesetBisgivenas:

Figure 2. Workflow of the proposed approach



International Journal of Digital Crime and Forensics
Volume 13 • Issue 1 • January-February 2021

84

D a a( ) = ( )�deg 

Thepurposeofusingdegreecentralityisthatitiscommonlyusedcentralityalgorithmsbasedonthe
totallinksmadebyanodetoothernodes.Here,degreecentralityfindstheuntrustedusers.Auser
withalowdegreeofcentralityismarkedastheuntrusteduser.

• Weighted Degree Centrality:Itisaone-stepforwardversionofthedegreecentrality.Anew
metric‘weight’isalsoconsideredforthecomputationofdegreecentrality(Tang,Wang,Zhong,
&Pan,2014).Theweighteddegreecentralityistheweightedmeanofconnectionpernodein
thegraph.Here,weareusingtheweightednetworkdatasets,i.e.,eachedgeofthenetworkholds
someweightorthepredefinedtrustscorebetweenusersofthesystem.So,theycomputethis
centralityforeachofthenodestoensuretheresults.

• Closeness Centrality:Itisbasedontheshortestpathmeasures,whichmeansclosenesscentrality
findsanode’sreachabilitytoallothernodesinthenetwork(Mittal,&Bhatia,2018).Itiscomputed
asthereciprocalofthesumofanode’sshortestpathstoallothernodes.

• Page-Rank Centrality: Google proposed this centrality, and they made this algorithm for
predictingthepagesforthedesiredsearch.Itworksbycountingthenumberandqualityoflinks
toapagetodeterminearoughestimateofhowimportantthewebsiteis(Benincasaetal.,2006).

Modularity Class
Thetermmodularitymeansthestrengthofanetwork’ssub-networks,andmodularityclassmeansa
highlyconnectedgroupofnodes(Grandjean,2015).

Machine Learning Techniques
Inthispaper,theauthorusesthefollowingmachinelearningtechniques:

• SVM Classification:“SupportVectorMachine”(SVM)isoneofthepopularsupervisedlearning
algorithmsusedforclassificationandregressionproblems.Inthisclassificationmechanism,each
dataitemisplotintoann-dimensionalregionwiththevalueofeachfeaturebeingthevalueofa
distinctcoordinate(Fei&Liu,2006).Then,byanalyzingthehyperplane,whichdiscriminates
thedifferentclasses,performsclassification.Itisabinaryclassifierthatclassifiestheunitsinto
twocategories,i.e.,validorinvalid.

• Naive Bayes:NaiveBayestechniquefollowsaprobabilisticapproach,whichmeanssuchmethods
follow the statisticalprocess to find the setofprobabilistic features (Escudero,Màrquez,&
Rigau,2000).ItmainlyfollowstheconceptofBayestheoremforfindingthehealthynorms
betweencomponents.Itisespeciallybeneficialforlargedatasets,anditisahighlysophisticated
classificationmethod.

• Decision Trees:Itisapredictionmodelwithsense-taggedcorpus,wheretrainingoccurs(Navigli,
2009).Itfollowsyes-nokindofrulesforclassificationanddivisionofthetrainingdataset.The
decisiontreestructureconsidersinternalnodesasfeatures,andedgesrepresentfeaturevalue
andleafnodesassense.Thedecisiontreeclassificationstartsfromthetoptobottomorfromthe
rootnodetotheleaves.Everynodeofthetreedenotesthetestinstanceforsomeattribute,and
everyedgedecliningfromthatnodematchesoneofthepossibleanswerstothetestinstance.In
thebelowdiagram,weshowtheworkingofthedecisiontreealgorithm.

• Neural Networks:Theconceptofneuralnetworksisbasedontheinterconnectionofartificial
neurons.Itincludesmanyhiddenlayersfortheprocessingofinputs.Inputandtheexpectedoutput
areusedforlearningtechniquesinneuralnetworks.Itfollowseitherabackpropagation-based
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feedforwardnetwork.Thisapproachaimstouseinputfeaturestopartitionthetrainingsetinto
non-overlappingsetsaccordingtoexpectedoutputs(Azzinietal.,2008).

Users Score
Theuserscoreiscomputedbytakingthedifferencebetweenthenodes’originalcentralityscoreand
thepredictedscoreofthenodes.Thenodeshavinghighcontrastcouldbemarkedasuntrustedusers.
Also,ifanodehadalessoriginalscoreandtheexpectednumberistoolowismarkedasanuntrusted
user.Theproposedalgorithmisgivenbelow.

Algorithm1.PredictionofUntrustedusersincryptocurrencyNetwork

Data: Graph G 
Result: utu: vector stores set of untrusted users of the network 
Initialization: 
  1.  Wdcs: weighted degree centrality set 
  2.  Cdcs: closeness degree centrality set 
  3.  Prdcs: page rank degree centrality set 
  4.  Dcs: Degree centrality set 
  5.  for each node value ∈ wdcs, cdcs, prdcs, dcs
  6.  Apply SVM classification by considering wdcs, cdcs, prdcs,  
      dcs as multiple features 
  7.  num_fea= [wdcs, Cdcs, Prdcs, Dcs] 
  8.  for i in num_fea: 
  9.    find mean and standard deviation 
  10. Train the dataset 
  11. Apply SVM algorithm 
  12. Predict the value for each node individually for each feature 
  13. Find diff = predicted_value – actual_value 
  14. if diff > Y or diff < A 
  15. mark node as untrusted 

Figure 3. Decision Tree Algorithm

Figure 4. Sample Neural Network
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  16. utu
svm
[i] = node_id

  17. repeat step 7-41 for naïve bayes, decision tree and neural  
      network method 
  18. utu is the desired output

Theworkingoftheabovealgorithmstartsbycalculatingthedifferentcentralitiesforeachnode
usingthedataset.Here,theauthorsmakeuseofthe‘Gephi’toolforcomputation.Fromsteps1-4,
theauthorsstorethevalueofeachnodeofdifferentcentralities.Instep5-6,theauthorsconsider
eachofthecentralityasafeatureandapplySVMtoit.ThisalgorithmisimplementedinthePython
programminglanguage.Fromstep7-12,theydefineeachcomponent,applySVMusingmodularity
class,andcomputethesameaccuracyscore.Instep13,theycalculatethedifferencebetweenthe
computedvalueandeachnode’sactualvalue.From14-16,checkifthedifferenceislessthansome
thresholdorsomevaluemarkedvalue,thenthenodeismarkedastheuntrustednodeandputthat
nodeintotheutuset.Repeattheabovestepsforothermethods.

experimental Results
Datasets Used
Theproposedmodelistestedagainsttwocryptocurrencydataset-Bitcoin-OTCandBitcoin-Alpha
(Leskovec,Krevl,&Datasets,S.N.A.P.2014).Boththedatasetincludesthewhotrustedwhom
networkofpeopletradingbitcoincryptocurrency—analyzingthetrustformsboththecryptocurrency
socialnetworkdatasets.Aswestudiedearlier,theusersofmanycryptocurrenciesareanonymous
tooneanother,anditisaneedtokeeptrackofarecordofusers’reputationtorestricttransactions
amonguntrustedusers.ThedetailsofthedatasetsusedaredescribedinTable1.

Performance Metrics
Theperformancemetricsthathavebeenusedfordetectionofuntrustedusersaredoneusingprecision,
recall,andf1-score.Precisionistheratioofcorrectlypredictedpositivevaluefortheuserstothe
totalpredictedthepositivevaluefortheusers.Therecallistheratioofcorrectlypredictedpositive
valuefortheuserstoallvaluefortheusers.F1ScoreistheweightedaverageofPrecisionandRecall.
Therefore,thisscoretakesbothfalsepositivesandfalsenegativesintoaccount.Classificationaccuracy
isanimportantperformancemetric,whichisgivenbythepercentageofusersratingscorematched
toavailableusersscore.

Results
Thissectioncoversthediscussiononuntrusteduserdetectionresultsalongwithvariousperformance
metricsfortheBITCOIN-OTCandBITCOIN-ALPHAdataset.Table5andTable6showthelow
rankedusersfromtheBITCOIN-ALPHAandBITCOIN-OTCdataset,havinglowcentralityvalues,
andthosenodescouldbeuntrustedusers.

Table 1. Bitcoin OTC and Bitcoin ALPHA Dataset

Parameters Values for Bitcoin-OTC Values for Bitcoin-Alpha

Nodes 5,881 3,783

Edges 35,592 24,186

Rangeofedgeweight -10to+10 -10to+10

Percentageofpositiveedges 89% 93%
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In table 2 and table 3, the authors show the performance obtained from machine learning
algorithmsandcentralitymethodsappliedtoboththedatasets.Theprecision,recall,andf1-scoreare
calculatedforeachmachine-learningalgorithmusedtomanycentralitymeasures.Forexample,forthe
bitcoin-alphadataset,precision-recallvalueislessforeigenvectorcentralityinSVMclassification,
whereasitishighintheRandomforest.Itisalsofoundthattheoverallperformanceoftheneural
networkisinadequateforboththedataset.So,themachinelearningalgorithm’schoiceisagainan
essentialaspectofsuchkindofproblems.

Table 2. Precision, Recall, F1-score and Support metrics for Bitcoin-Alpha Dataset

Machine Learning Algorithm Centrality Method Precision Recall F1-Score Support

SVM

Degree 0.00 0.00 0.00 9

WeightedDegree 0.67 0.10 0.17 20

Closeness 0.80 0.71 0.75 123

PageRanks 0.71 0.26 0.38 38

Eigenvector 0.59 0.66 0.63 131

Average 0.55 0.35 0.39 321

RandomForest

Degree 0.89 0.89 0.89 9

WeightedDegree 0.89 0.85 0.87 20

Closeness 0.98 0.98 0.98 123

PageRanks 0.83 0.79 0.81 38

Eigenvector 0.94 0.99 0.96 131

Average 0.96 0.90 0.90 321

NeuralNetwork

Degree 0.00 0.00 0.00 9

WeightedDegree 0.00 0.00 0.00 20

Closeness 0.00 0.00 0.00 123

PageRanks 0.00 0.00 0.00 38

Eigenvector 0.29 0.99 0.44 131

Average 0.96 0.90 0.90 321

NaïveBayes

Degree 1.00 1.00 1.00 9

WeightedDegree 1.00 1.00 1.00 20

Closeness 1.00 1.00 1.00 123

PageRanks 1.00 1.00 1.00 38

Eigenvector 1.00 1.00 1.00 131

Average 0.98 0.98 0.98 321

DecisionTree

Degree 1.00 1.00 1.00 9

WeightedDegree 1.00 1.00 1.00 20

Closeness 1.00 1.00 1.00 123

PageRanks 1.00 1.00 1.00 38

Eigenvector 1.00 1.00 1.00 131

Average 0.97 0.97 0.97 321
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Forboththedatasets,theaverageaccuracyforallclassificationalgorithmsintermsofaccuracy
isgivenintable4.TheaccuracyconcludesthattheNaïveBayesalgorithm’sperformanceisbetter
comparedtootherclassificationalgorithmsforboththedatasets.So,wechoosetheNaïveBayes
algorithmtocalculatetheusers’scoresforthenextstepofthealgorithm.

Atlast,theuserscoreforeachnodeiscomputedfrompredictedvaluestotheoriginalvalues.It
isfoundthatmorethan30%ofnodesinthebitcoin-alphanetworkhaveahighdifferencebetween
thepredictedvs.originalscore,andsuchnodesaremarkedasuntrustedusers.Table5showsthe
top-10untrustedusersofthebitcoin-alphanetworks.

Table 3. Precision, Recall, F1-score and Support metrics for Bitcoin-Alpha Dataset

Machine Learning Algorithm Centrality Method Precision Recall F1-Score Support

SVM

Degree 0.32 0.97 0.48 295

WeightedDegree 0.69 0.22 0.33 110

Closeness 0.00 0.00 0.00 6

PageRanks 1.00 0.08 0.15 12

Eigenvector 0.94 0.33 0.49 52

Average 0.71 0.47 0.45 1177

RandomForest

Degree 1.00 1.00 1.00 295

WeightedDegree 0.96 0.98 0.97 110

Closeness 0.83 0.83 0.83 6

PageRanks 0.96 0.94 0.95 12

Eigenvector 0.00 0.00 0.00 52

Average 0.87 0.88 0.87 1177

NeuralNetwork

Degree 0.79 0.13 0.22 295

WeightedDegree 0.20 0.98 0.34 110

Closeness 0.00 0.00 0.00 6

PageRanks 0.00 0.00 0.00 12

Eigenvector 0.29 0.99 0.44 52

Average 0.27 0.23 0.13 1177

NaïveBayes

Degree 0.99 1.00 1.00 295

WeightedDegree 1.00 0.98 0.99 110

Closeness 1.00 1.00 1.00 6

PageRanks 1.00 0.92 0.96 12

Eigenvector 0.96 1.00 0.98 52

Average 0.93 0.94 0.93 1177

DecisionTree

Degree 1.00 1.00 1.00 295

WeightedDegree 1.00 1.00 1.00 110

Closeness 1.00 1.00 1.00 6

PageRanks 1.00 1.00 1.00 12

Eigenvector 1.00 1.00 1.00 52

Average 0.94 0.94 0.94 1177
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Forbitcoin-otc,thepercentageofeachnode’sscorefrompredictedvaluestotheoriginalamounts
findsthatmorethan35.5%ofnodesinthebitcoin-otcnetworkhaveahighdifferencebetweenthe
predictedvs.originalscore.Suchnodesaremarkedasuntrustedusers.Table6showsthetop-10
untrustedusersofthebitcoin-otcnetworks.

Table 4. Accuracy of the proposed model for BITCOIN-ALPHA and BITCOIN-OTC Dataset

Machine Learning Algorithm Accuracy (Bitcoin-Alpha) Accuracy (Bitcoin-otc)

SVM 96.5% 96%

NeuralNetworks(200hiddenLayers) 82.5% 81%

NaiveBayes 96.5% 97.5%

RandomForest 94% 93.5%

DecisionTree 96% 95.5%

Table 5. Top-10 untrusted users in BITCOIN-ALPHA dataset

Node_Id Degree Weighted 
Degree

Closeness 
Centrality Modularity Class Page 

Ranks

3363 1 1 0 0 0.000072

7348 1 -1 0 1 0.000079

797 1 10 0 2 0.000078

805 1 10 0 2 0.000075

873 1 9 0 2 0.000082

1296 1 5 0 2 0.000071

2449 1 1 0 2 0.000079

2791 1 1 0 2 0.000076

2835 1 1 0 2 0.000078

Table 6. Top-10 untrusted users in BITCOIN-OTC dataset

Node_Id Degree Weighted 
Degree Closeness Centrality Modularity Class Page Rank 

Centrality

1110 2 6 0 0 0

3363 1 1 0 0 0

7348 1 -1 0 0 1

797 1 10 0 0 2

805 1 10 0 0 2

873 1 9 0 0 2

1296 1 5 0 0 2

1646 4 3 0 0 2

2449 1 1 0 0 2
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Theproposedalgorithmresultsarecomparedwithsomesimilarmethodsandfoundthatthe
performanceoftheproposedalgorithmisbettercomparedtoothers.First,thecomparisonismade
withthemethodproposedby(Heard,N.A.,Weston,Platanioti,&Hand,2010).Itisfoundthatthe
numberofuntrustedusers foundfromtheproposedmethodologyandheard’sprocedure isquite
similar.Thereis>90%ofuntrustedusersareseenthesamefromboththemethods.Resultsarealso
comparedwiththemethodsproposedby(Mittal,&Bhatia,2018)andfoundthatmorethan83%of
untrustedusersarethesamefromboththeapproaches.

Theseresultsconcludethatwhenweapplytheconceptsofmachinelearningandsocialnetwork
techniquestogethertothecryptocurrencyfinancialsystems,wecanquicklyidentifytheuntrusted
usersorsuspicioususersinthenetworkandrestrictsuchusersforfurtherfraudsintransactions.

Implementation in Cyber Hack Applications
Thesignificantthreatofmanyfinancialservicesishacking.Byhackmeanbreakingthesecurity
wallssettopreventthefinancialdata.Manysoftwareengineersareinvolvedincyberhackingcalled
hackersanddoillegalwork.Thecyberhackisoneofthemostsignificanthazardsincryptocurrencies
transactions, andmany cybersecurity companies alwayskeep an eyeon such cyber hackers and
developapplicationstostopsuchpeoples.

Theproposedarchitecturecanbeusedtoidentifysuchhackersfromallsuchapplication,which
are involvedinfinancialactivities.Thisstepincreases thetrustamongcryptocurrencyusersand
enhancesthesecuritywallsforsuchmalicioususers.

CoNCLUSIoN

Thispaperproposesanewapproachforidentifyingtheuntrustedorsuspicioususersinfuturesbanking
andfinancialservicescalledcryptocurrencies.Theproposedmethodcollaborateswiththestructural
propertiesofsocialnetworks(Centralitiesandmodularityclass)andmachinelearningtechniques
(SVM,Randomforest,andsoon).Theexperimentalresultsshowthatnodeswithlowweightanda
smallernumberofconnectionscouldbeuntrustedusers.Theproposedapproach’smainadvantage
helpstoidentifymalicioususersfromfinancialtreadingapplicationsandhelpstoincreasesecurity
wallsforuserswhoaretreadingovercryptocurrencyfearlessly.Thus,themethodologyisvigorous,
canbeusedtosecurethecrypto-currenciesfinancialtradingandusage,andensuresthatuntrusted
usersarequicklyidentifiedandmayblockfurtherfinancialservices.Hence,thecollaborationof
Machinelearningtechniquesenhancesthetraditionalmethodsforidentifyinguntrustedusersand
results.Theproposedmodelmayextendtodeeplearningtechniquesandmorereal-worldapplications
hookupwithcryptocurrenciesinsmartdevicesforfuturework.
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