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ABSTRACT

Knowledge-based risk processes are suitable key elements within organizations since they can 
minimize the possibility and impact of an information technology (IT) project. The aim of this paper 
is to explain how the alignment between knowledge-based risk processes to validate risk analysis. A 
questionnaire was developed and distributed to a sample of 135 respondents who were actively engaged 
in IT. The proposed research model explained that 50 to 62% from of the variance in knowledge-based 
risk processes to risk analysis. The results showed that the two selected factors (identification and 
sharing) have a partially mediate and significant impact on risk analysis by knowledge-based risk 
repository. On the other hand, the examination is not mediated and not a significant impact on risk 
analysis. The findings of this study imply the understanding of knowledge-based risk processes to 
risk analysis This study will contribute to the field by examining the effects knowledge-based risk 
on risk analysis for IT projects.
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INTRODUCTION

Knowledge and its creation are vital competitive advantage and business opportunities bases of for 
most modern organizations (Alavi & Leidner, 2001). On the other hand the new technologies provide 
opportunities for sharing knowledge that it is considered among scholars in order to create strategic 
benefits to the organizations (Schniederjans et al., 2020).

Risk can have a major impact on the operation (Mees, 2007), whereas risk management (RM) 
involves a number necessary managerial processes that companies apply in managing and controlling 
risks in any projects. Furthermore, Management of risks by repetitive process that addresses the 
planning, analysis, implementation, control and supervision of the policies and measures of security 
policy implementation can reduce the risk (Suroso & Fakhrozi, 2018).
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Additionally, RM is described as a systematic and iterative process of identifying, analyzing, 
and responding to project risks in order to reduce the potential negative events and maximizing the 
positive events in terms of consequences and probabilities (Kasap & Kaymak, 2007). Thalmann & 
Ilvonen (2020) defined that the concept of knowledge risk as severity of adverse effects, or in other 
terms, the consequences of knowledge risk incidents that can have serious effects for firms and that 
both preventive and reactive measures.

Many projects failed due the lack of knowledge sharing during project development. Therefore, 
KM processes become a strategic resource to reduce organizations’ risks (Karadsheh et al., 2008; 
Nehari Talet et al., 2018).

Jennex, & Durcikova (2014) noted that if knowledge management (KM) and information security 
are combined well enough to protect knowledge assets from the persistent threats of disclosure, 
modification, and destruction in order to support KM managers to be familiar with organizational 
Information Security

An effective RM process model can’t be completed without the support of a well-established KM 
process model Rodriguez-Montes & Edwards (2008). Then, a well-defined and designed integrated 
KM and RM framework is essential to improve decision-making in IT projects. Additionally, Aven 
& Kristensen (2019) mentioned that the RM is viewed as the procedure of making sure that the 
overall knowledge is adequately and professionally used, including the identification of the detailed 
knowledge needed, and guaranteeing sufficient specific knowledge and control when evaluating risk 
and decision-making. Therefore, partners in such relationships must continually assess collaboration 
risks and approach risk management depending on needs and resource endowments by shared, 
acquired, and deployed the knowledge (Singh et al., 2018). Durst et al. (2019) noted that the concept 
of risks related to knowledge would form an important fragment of any organization’s RM and 
therefore, knowledge. Also, Teklemariam & Mnkandla (2017) stated that there is limited knowledge 
on the part of project managers when it comes RM properly.

Additionally, the separation between KM and RM is part of current organizational reality by 
perceived quality of risk control to representing the operational level of RM; and perceived value 
of the Enterprise RM implementation to representing the strategic level (Rodriguez & Edwards, 
2014). Thus, organizations must minimize risk from managing Knowledge-Based risk Processes and 
Knowledge-Based risk Repository appropriately.

There was a significant lack of literature focusing on the Knowledge-Based risk Processes impact 
and risk analysis model. So, this study will seek to contribute to this area by providing a reliable 
technique of employing the risk analysis as an effective model.

This study first started with an overview of the literature review includes analysis of previous 
research, then followed by the proposed research model, hypotheses, the research methodology, 
results, and discussions. Finally, conclusions, limitations and possible directions for future research 
are highlighted.

LITERATURE REVIEW

Knowledge Management and Risk Processes
Today’s modern, industrialized society is based on globalization. Therefore, Dickinson (2001) 
presented knowledge as a reason to reduce the risk; for that reason risk modeling Knowledge is one 
of the pieces to make use of it. Zhang et al. (2018) classified the different types of risks and KM 
capabilities (Cultural, technological, and structural) level KM should be matched to achieve effective 
RM (Social system risk, Technical system risk, Project management risk. Be aware of knowledge risks 
and the effects of them eventually requires understanding real world incidents, but empirical work 
on the topic is limited; a lot of the work so far has been conceptual or theoretical in nature (Durst, 
2019). According to Durst & Zieba (2020) knowledge risk is a measure of the likelihood and gravity 
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of undesirable effects of any activities involving or associated somehow to knowledge that can have 
an effect on the performance of an organization on any level.

KM comprises a set of actions intended at designing and influencing processes of knowledge 
has become the most dominant new organization practice (Kautz & Mahnke, 2003). Knowledge 
management is defined as the practice of selectively applying knowledge from previous experiences 
of decision-making to current and future decision-making activities with the express purpose of 
improving the organization’s effectiveness (Jennex & Olfman 2005). (Holsapple & Joshi, 2004; Alavi 
& Leidner, 2001), mentioned that the main constituents of KM applying knowledge for managerial 
decision and processes for searching, capturing, storing, and retrieving knowledge. Eventually, KM 
needs to concentrate on transferring selected knowledge to where it can be relevant. KM is mission-
focused on using knowledge as an asset to get better processes (Keen & Tan, 2007).

Additionally, Au and Fung (2019) noted that KM helps organizations to knowledge centric 
information security to provide directions for developing a new and generic Information security audit 
model and investigate how IT governance mediates the influence of Information security knowledge 
on Information security audit, as well as a more solid foundation for adopting KM practices in 
Information security protection and audit.

Eventually, there are two major missions for KM: (1) Leveraging what the organization “knows” 
so that it can better utilize its knowledge assets. (2) Connecting knowledge generators, holders and 
users to facilitate the flow of knowledge through the organization (Jennex, 2014).

Recently, Jennex & Durcikova (2020) proposed in a template the risk assessment for KM/
knowledge systems, that identified all the different knowledge assets (knowledge from particular expert 
or knowledge worker), then categorized every threat (misuse, abuse, disclosure, and loss of knowledge) 
and grouped in (technical, behavioral, and legal threats). They suggested how to calculate the risk 
score by identifying possible impact areas (Financial, Productivity, Reputation, Legal, and Safety).

The importance of each area must be ranked as (low/medium/high), therefore, organization can 
pick from one to four risk control strategies (accept, mitigate, share, or defer) to allows organization 
for a faster documentation of assets/threats, their potential impact, and risk mitigation techniques.

Moreover, Durst & Zieba (2020) suggested six steps as a dynamic and ongoing process related 
to knowledge risks on business sustainability, namely: Identification of possible knowledge risks; 
Analysis of the potential impact; identified knowledge risks with the most probable and severe impact 
on sustainability; Identification and selection of ways to either eliminate of identified knowledge risks; 
Design and implementation of a knowledge risk management plan; finally, concurrently watching 
out for new risks and preventive actions.

RM is the identification, evaluation, and prioritization of actions taken to master risks (Stoneburner 
et al., 2007 followed by coordinated and economical application of resources to minimize, monitor, 
and control the probability or impact of unfortunate events (Douglas, 2009). Generally, four basic 
phases can be identified from risk management processes. These are for example (Lichtenstein, 
1996): Asset and risk identification; Risk analysis; Risk-reducing measures and Risk monitoring.

In the other hand, RM is perceived as a series of stages that assist a software team to identify 
and manage uncertainty (Bandyopadhyay et al., 1999).

Considering risk as somewhat more than a hazard is extremely relevant to risk management 
in KM (Jennex & Zyngier, 2007). Ilvonen et al. (2015) introduced a model to manage knowledge 
security risks in organizations by knowledge sharing to sense making process that should be carried 
out by managers.

Even though KM risks can direct to negative results, they can also represent considerable prospects 
for savings or business development (Jennex, 2014).

Effective RM process model cannot be achieved without the assistant of a well-established KM 
process model. Therefore a well-defined and design integrated KM and RM framework is essential 
to improve decision-making in IT projects (Rodriguez-Montes & Edwards, 2008). In fact, RM might 
be subjected to ineffectiveness and inefficiencies without KM as a communication tool risks among 
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the project team members.(Schwalbe, 2007). Moreover, there are numerous motivating reasons for 
a KM driven approach to RM for any company.

Relationship Between Knowledge-Based Risk and Risk Analysis
In fact, RM is a distinct discipline, which integrates knowledge from a variety of other business fields. 
It is a discipline in which a variety of methodologies are brought to stand on a specific problem. RM 
is very important and integral part of any business and well recognized by the project management 
institutions (Del Cano & Cruz, 2002; Alhawri et al, 2017).

Moreover RM has considerable implications for competitiveness and Business, Lima et al. (2020) 
noted that to overcome these challenges, companies must seek high standards to attend customers’ 
demands and to be well positioned in the market. To do that, every company has to hold a solid 
knowledge of its own business and its strengths, weaknesses, threats and opportunities.

Also, Lamine et al. (2020) noted that the risk manager will use the risk factors knowledge in the 
context of processes to better conduct risk analysis and handling identify the analysis step is based on 
the knowledge of risk analysis and risk assessment to leader the plan of a new target process based 
on the results of the process analysis to determine risk levels, or propose criteria for classification 
of risks in a risk map.

Cornford (1998) noted that risk analysis of the consequences of the possible risks by scoring 
their impact on the necessities should they occur. The result is a requirement-driven risk list where 
failures are listed based on their impact on weighted requirements. Comparable projects risk data may 
facilitate to the project manager during the estimates of existence likelihood and impact to analyze 
how this risk has behaved in comparable projects of the organization, verifying if it has become a 
problem, its consequences and impact it has caused. In the risk analysis phase, the detected risks are 
separately analyzed to understand what type of risks and how considerable effects they may cause. 
Ilvonen et al. (2015) provided a framework for the organization with situational awareness of the risk 
environment the organization is facing.

(Farias et al., 2003). Hock-Doepgen et al. (2020) hypothesize that the extent to which internal 
KM capabilities which includes the (KM structure, culture, Technology) and external KM capabilities 
which includes the (KM acquisition process, KM conversion process, KM application process) lead to 
business model innovation and how these effects are moderated by its risk-taking tolerance to enables 
the organization to identify new business model opportunities and potential threats.

Additionally, Dey et al. (2007) propose risk management as a framework designed from a 
developer’s perspective, which includes studying functional requirements, as an integrated way, 
therefore, functional people is needed for its success by a deep requirement analysis of risk. And the 
output of the Risk Analysis process is a detailed description of every confirmed risk, severity, impact, 
priority, probability and impact estimates. This phase provides the means to establish the needed 
security controls in order to reduce the impact of the risk to an acceptable level by the organization 
(Alhawari et al., 2008).

Padyab et al (2014) consider that the development an information asset profile with genre 
properties in order to gather information about risk analysis and defined by a risk analyst which refer 
to knowledge about security risks. Additionally

During the Risk Analysis, the data collected is being transformed into decision making information 
(Alhawari et al., 2008). Also, Risk Analysis will classified the risk based on the probability of 
occurrence, impact and extend of loss (Higuera & Haimes, 1996). These risks are subsequently 
recorded on a risk matrix by two dimensional plot of risks characterized by the corresponding 
probability and influence values for the sake of prioritization (risk analysis) and choosing risk 
mitigation actions (Qazi & Akhtar, 2020).

One more principal step is the sharing knowledge in the process is to break the planning team 
into subgroups and to give a portion master segment list to each subgroup. Additionally, KM as 
a discipline can certainly contribute to RM implementation in condition to data and information 
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management, risk-knowledge sharing, analysis consolidation and reporting, (Shaw, 2005). Software 
development projects are particularly requiring risk analysis, Roy (2004) in which they include an 
extensive risk factors multiplicity among stakeholders’ defined perceptions.

Research Model and Hypotheses Development
The proposed model incorporates five concepts of Knowledge-Based risk Processes impact Risk 
Analysis in this section. The hypothetical research model is prepared in terms of hypotheses, which 
can be tested, to check a causal relationship between direct and indirect constructs.

The authors proposed a model to represent the importance relationships between the Knowledge-
Based risk Processes to support successfully Risk Analysis based on prior studies. In this research, 
the Knowledge-Based risk Repository has a mediation role in the relation between Knowledge-Based 
risk Processes and Risk Analysis as shown in Figure 1.

Constructs Measurements
The research constructs were derived from existing literature on Knowledge-Based risk Processes, 
Knowledge-Based risk Repository and Risk Analysis and used scales used to measure them. 
Appropriate research variables have to be evaluated to analyze the research model. Measurement 
items were either developed or adapted from relevant prior research studies (Rodriguez-Montes & 
Edwards, 2008; Alhawari et al., 2012; Kautz & Mahnke, 2003; Farias et al., 2003). To suit the context 
of this study some measurement items were revised. They were adapted to particulars dimension and 
included in the final survey instrument. Table (1) shows the research constructs measurement and items.

Based on the confirmed risks identified in the previous stage, risk analysis will perform analysis 
on each risk. The team members will share their experience on confirmed risks based on probability 
of occurrence, impact and extend of loss. Many organizations generally incorporated Knowledge-
Based risk Repository and risk Analysis widely to enhance risk Analysis.

Figure 1. Model of Knowledge-Based risk Process impact on Knowledge-Based risk Repository and Risk Analysis
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Ten hypotheses describe all relations in the research model which are as followed: First of all, 
consider the direct effects of Knowledge-Based risk Processes (Knowledge-Based risk Identification, 
Knowledge-Based risk Examination, Knowledge-Based risk Sharing) and Risk Analysis in H0.1.

Three sub-hypotheses are presented as follows:

H0.1.1: There is no significant impact of “Knowledge-Based risk Identification” on “Risk Analysis” 
at (α < 0.05).

H0.1.2: There is no significant impact of “Knowledge-Based risk Examination” on “Risk Analysis” 
at (α < 0.05).

Table 1. Constructs Measurements

Variables Item Measure

Knowledge-Based 
Risk Identification

KBRID1 Risk Identification and Knowledge Capture are iterative processes

KBRID2 interviewing key personnel facilitate identifying the precise source of 
identified risk

KBRID3 common sense as a reliable source of risk identification

KBRID4 lessons learned reports may be considered as a reliable source for risk 
identification

Knowledge-Based 
Risk Examination

KBREX1 The purpose of Knowledge Examination is to carefully examine the list of 
risks against accuracy

KBREX2 Knowledge Examination attempts to filter the identified risks before feeding 
the information for risk analysis.

KBREX3 Knowledge Examination eliminates risk not related to the project’s progress

KBREX4 The techniques that may be used in Knowledge Examination are team 
discussion sessions to discover risks.

Knowledge-Based 
Risk Sharing

KBRSH1 Knowledge Sharing is the process in which explicit or tacit knowledge is 
communicated to other individuals.

KBRSH2 Knowledge Sharing is executed by the captured risks from the organization 
source

KBRSH3 Knowledge Sharing is viewed as an iterative process for both the risk analysis

KBRSH4 Knowledge Sharing attempts to assist project team work by accessing the 
knowledge repository of former projects

Knowledge-Based 
Risk Repository

KBRR1 All captured risks must be stored in a central knowledge repository, and made 
accessible to involved personnel

KBRR2 Knowledge discovery can facilitate and improve risk repository quality

KBRR3 Knowledge capture can facilitate and improve risk repository quality

KBRR4 Combining knowledge discovery and capture will enhance the risk repository 
quality

Risk Analysis RISKANA1 Risk analysis relies on having team working together, to share the risks 
associated with the IT project.

RISKANA2 Data mining software is an analytical tool for analyzing risk

RISKANA3 Risk analysis relies on communicating to share the risks associated with the 
IT project.

RISKANA4 Risk analysis examine the consequences of the possible risks by scoring their 
impact on the necessities should they occur
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H0.1.3: There is no significant impact of “Knowledge-Based risk Sharing” on “Risk Analysis” at 
(α < 0.05).

Then, two sub-hypotheses stated the direct effects of Knowledge-Based risk Processes 
(Knowledge-Based risk Identification, Knowledge-Based risk Examination, Knowledge-Based risk 
Sharing) and “Knowledge-Based risk Repository” in H0.2.

H0.2.1: There is no significant impact of “Knowledge-Based risk Identification” on” Knowledge-
Based risk Repository” at (α < 0.05).

H0.2.2: There is no significant impact of “Knowledge-Based risk Examination” on” Knowledge-
Based risk Repository” at (α < 0.05).

H0.2.3: There is no significant impact of “Knowledge-Based risk Sharing” on” Knowledge-Based 
risk Repository” at (α < 0.05).

Thirdly, we will examine the relationship between “Knowledge-Based risk Repository” and 
“Risk Analysis” in H0.3 will be tested.

H0.3.1: There is no significant impact of “Knowledge-Based risk Repository “on” “Risk Analysis” 
at (α < 0.05).

Lastly, the important perspectives for achieving Knowledge-Based risk Processes are the 
incidental effects between Knowledge-Based risk Processes mediation by “Knowledge-Based risk 
Repository”. The relationships between Knowledge-Based risk Processes impact on “Knowledge-
Based risk Repository” and “Risk Analysis” are examined in H0.4. The underlying assumptions are 
that Knowledge-Based risk Processes will improve “Risk Analysis” by mediation of “Knowledge-
Based risk Repository”. It is hypothesized (Knowledge-Based risk Identification, Knowledge-Based 
risk Examination, Knowledge-Based risk Sharing) with succeeding “Risk Analysis” by mediation of 
“Knowledge-Based risk Repository; therefore, H0.4 is tested based on three sub-hypotheses.

H0.4.1: “Knowledge-Based risk Repository” does not mediate the relation of “Knowledge-Based 
risk Identification” and “Risk Analysis” at (α < 0.05).

H0.4.2: “Knowledge-Based risk Repository” does not mediate the relation of “Knowledge-Based 
risk Examination” and “Risk Analysis” at (α < 0.05).

H0.4.3: “Knowledge-Based risk Repository” does not mediate the relation of “Knowledge-Based 
risk Sharing” and “Risk Analysis” at (α < 0.05).

RESEARCH METHODOLOGY

The Questionnaire
Measurement items were developed and tailored from appropriate previous research studies. A 
questionnaire was developed for this research study. The draft version of the questionnaire items is 
extracted from various previous research studies and adapted for this research (Rodriguez-Montes & 
Edwards, 2008; Alhawari et al., 2012; Kautz & Mahnke, 2003; and Farias, 2003). Some measurement 
items were rephrased or re-worded to suit the context of this study. The survey instrument consisted 
of two parts. Part one utilized to collect user information such as gender, age, area of specialization, 
years of experience in IT projects. The second part was designed to capture information on the main 
study See appendix (1).
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Sample Size
The target population was the individuals with experience in IT projects. The sample of the survey 
was distributed to ten Information Technology (IT) Companies in Jordan. Some questionnaires were 
distributed manually and others online, generating 135 usable responses

DATA ANALYSIS AND RESULT

Table 2 summarizes the demographic characteristics of the survey respondents. Most respondents 
were male about (77.8%). The respondents between (31 and 35 years old) are (33.33%), (25 and 30 
years old represent (27.4%), (more than 35) years old are (25.9%), and less than 25 years old are 
(13.3%), System analyst in the area of specialization is the highest with (36.3%), and the average 
year’s professional experience is 51.1% for people who have 7-13 years.

Test Hypotheses
The research model was tested using the partial least square (PLS) used to test the research model by 
applying the software application SmartPLS 2.0. (Ringle et al., 2005). PLS was selected primarily 
because it is mainly to demonstrate hidden hypotheses under non-normality and small to medium 
sample sizes. Based on the use of PLS, the research model follows a two-stage process (Chin et al., 
2010). The first stage is investigating the reliability and the convergent and categorize the constructs 
validity. The second stage is testing the significance of the coefficients path between the model 
constructs.

Table 2. Demographic data

Description Variable Result Percentage

Gender Male 105 77.8

Female 30 22.2

Total 135

Age Less than 25 18 13.3

25 to 30 37 27.4

31 to 35 45 33.3

more than 35 35 25.9

Total 135

Area of Specialization Hardware and software 39 28.9

System analyst 49 36.3

Risk management 30 22.2

Other 17 12.6

Total 135

Experience Less than 1 years 4 3

2-7years 37 27.4

7-13 years 69 51.1

More than 13 years 25 18.5

Total 135
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Path Loadings (Factors Analysis Result)
Based on the recommendations’ Falk and Miller (1992) the proposed model considered all variables 
related since the path loadings for all variables were above (0.55), (as shown in Figure 2.

The Measurement Model
Table 3 presents Cronbach Alpha (CA) and Composite Reliability(CR) and Average Variance 
Extracted(AVE) scores exceeded the recommended value of 0.70 (Nunnally & Bernstein; and 1994, 
Larcker, 1981), which indicates that all constructs possessed good reliability. AVE value of 0,500 or 
above demonstrates sufficient convergent validity as presented in Table 3.

R (Square) Test
R (Square) value for the variable (i.e. Risk Analysis) without mediation is (0.32) reveals an acceptable 
prediction level. On the other hand, the R (Square) value for the variable (i.e. Risk Analysis) with 
mediation is (0.85) is also acceptable (Gaur and Gaur, 2006). The increased percentage of Risk Analysis 
R (Square) value is (53%), (from 32% to 85%) when the Knowledge-Based risk Repository is used as 
the mediation variable in the relation between Knowledge-Based risk Processes and Risk Analysis.

Additionally, the principal focus variables are overall Risk Analysis shows R (Square) value above 
(0.85), (i.e., the model shows that risk analysis is 85%) which means is a valid model’s predictive 
(Hair et al., 2006).

Figure 2. Factors analysis result
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Testing Hypotheses
The researchers used the systematic analysis of the proposed model to present a complete explanation 
of the results and to test all hypotheses by using smart PLS to find (T value).

First of all, T value for Knowledge-Based risk Processes on Risk Analysis without mediation of 
Knowledge-Based risk Repository is illustrated in Figure 3.

Based on Figure 3; by using the Smart Partial Least Square (PLS) to test the hypothesis related 
to Knowledge-Based risk Processes on Risk Analysis without mediation of Knowledge-Based risk 
Repository. T value is (2.26) is between the Knowledge-Based risk Identification and Risk Analysis, 

Table 3. Reliability scores

Constructs CA (AVE) (CR)

Knowledge-Based risk Identification 0.75 0.50 0.78

Knowledge-Based risk Examination 0.80 0.62 0.86

Knowledge-Based risk Sharing 0.81 0.54 0.87

Knowledge-Based risk Repository 0.73 0.54 0.82

Risk Analysis 0.69 0.51 0.80

Figure 3. Bootstrapping (T value) for Knowledge-Based risk Processes on Risk Analysis without mediation of Knowledge-Based 
Repository
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is significant at level (0.05). Additionally, the value of (Beta) is (0.37), specifies the alteration of 
Knowledge-Based risk Identification will cause in an alteration of (0.37) in Risk Analysis. These 
results presented strongly do not support the hypothesis of H0.1.1.

T value is (0.66) is not significant at level (0.05) between the Knowledge-Based risk Examination 
and Risk Analysis. Additionally, the value of (Beta) is (0.02), indicates the alteration in Knowledge-
Based risk Examination and cause alteration of (0.02) in Risk Analysis. These results showed strongly 
support the hypothesis: H0.1.2.

Finally, T value is (4.45), is between the Knowledge-Based risk Sharing and Risk Analysis, and 
is also significant at level (0.05). In addition, the value of (Beta) is (0.41), identifies that Knowledge-
Based risk Sharing will cause in correction of (0.41) in Risk Analysis. These results do not support 
the hypothesis: H0.1.3.

Next: T value for research model is illustrated in Figure 4.
Based on Figure 4, Smart Partial Least Square (PLS) is used to test all hypothesis related to 

Knowledge-Based risk Processes (Knowledge-Based risk Identification, Knowledge-Based risk 
Examination, Knowledge-Based risk Sharing) and Knowledge-Based risk Repository.

T value is (3.1), between the Knowledge-Based risk Identification and Knowledge-Based risk 
Repository. It is significant at a level (0.05). Additionally, the value of (Beta) is (0.48), change in 
Knowledge-Based risk Repository which indicates the rejection of the hypothesis:

H0.2.1: There is no significant impact of “Knowledge-Based risk Identification “on” Knowledge-
Based risk Repository” at (α£ 0.05). T value is (0.57) is relating the Knowledge-Based risk 
Examination and Knowledge-Based risk Repository; it is not significant at a level (0.05). 
Additionally, the value of (Beta) is (- 0.06), which specifies the alteration of one amount in 

Figure 4. Bootstrapping (T value) for Knowledge-Based risk Process on Risk Analysis with mediation of Knowledge-Based risk 
Repository
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Knowledge-Based risk Examination will cause in an alteration of (- 0.06) amount in Knowledge-
Based risk Repository. These results are accepted in the hypothesis H0.2.2.

To conclude, T value between the Knowledge-Based risk Sharing and Knowledge-Based risk 
Repository is (6.0), at significant level (0.05). (Beta) is (0.85), identifies the adaptation in Knowledge-
Based risk sharing in Knowledge-Based risk Repository. The hypothesis H0.2.3 is rejected.

Besides to figure 4, the researchers use the (T value) test in the Smart Partial Least Square (PLS) 
to study the hypothesis related to Knowledge-Based risk Repository and Risk Analysis.

The T value of is (4.8) between the Knowledge-Based risk Repository and Risk Analysis, was 
significant at the level (0.05). Additionally, the value of (Beta) is (0.27), shows the alteration in Risk 
Analysis. It does not support the hypothesis H0.3.

To sum up T value test confirm that the Knowledge-Based risk Repository mediating the 
relationship between Knowledge-Based risk Processes (Knowledge-Based risk Identification, 
Knowledge-Based risk Examination, Knowledge-Based risk Sharing) on Risk Analysis. See table 
9, 10 and 11 respectively.

Referring to Table 9, T value is (3.1), was significant at a level (0.05), however T value is (4.8) 
between Knowledge-Based risk Repository and Risk Analysis, is not significant at a level (0.05), and 
the value of (Beta) for (Indirect Effect) is (0.129), specifies the alteration of Knowledge-Based risk 
Identification and Knowledge-Based risk Repository in Risk Analysis. Then the hypothesis H0.4.1is 
rejected at level (α < 0.05).

T value is (0.57), is between the Knowledge-Based risk Examination and Knowledge-Based risk 
Repository, is significant at a level (0.05), on the other hand T value is (4.8) between Knowledge-
Based risk Repository and Risk Analysis, is not significant at a level (0.05). (Beta) value for (Indirect 
Effect) is (-0.01), reflects the alteration of in Knowledge-Based risk Examination and in Risk Analysis 
as shown in Table 5. The hypothesis H0.4.2 is accepted.

Finally, referring to table 6, T value is (6.0), which is between the Knowledge-Based risk Sharing 
and Knowledge-Based risk Repository which it is significant at a level (0.05). On the other hand, the 
T value is (4.8) between Knowledge-Based risk Repository and Risk Analysis is not significant at a 
level (0.05) and (Beta) value for (Indirect Effect) is (0.59), shows the alteration in Knowledge-Based 
risk Sharing and Knowledge-Based risk Repository then the hypothesis H0.4.3 is rejected.

Model Implementation
To realize the projected model, the researchers will try to clarify how the model can be applied and 
show the usefulness of the projected model.

Table 4. Test results for Knowledge-Based risk Identification and Risk Analysis mediating by Knowledge-Based risk Repository

Relation Direct 
Effect

Direct 
Effect

Indirect 
Effect

Total 
Effect

Total 
Effect

T Value Beta Beta T Value Beta

Knowledge-Based risk Identification on 
Knowledge-Based risk Repository 3.1 0.48 3.1 0.48

Knowledge-Based risk Repository on Risk 
Analysis 4.8 0.27 4.8 0.27

Knowledge-Based risk Identification on Risk 
Analysis mediating by Knowledge-Based risk 
Repository

0.129

Knowledge-Based risk Identification on Risk 
Analysis 2.26 0.37 0.82 0.49
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Once the project was chosen, the project team will attempt to analyze the applicable risks for the 
project during risk analysis phase. The project team relies on collecting information on possible risks 
from different sources such as: brainstorming, experience, interviews and self-assessment, SWOT 
analysis, and/or scenario analysis. Another source is lesson learned, and/or a database of previous 
projects. Many companies rely on storing completed projects in a central database. This database is 
searchable using specific keywords, which helps project team to identify risk(s) to the new project.

Database is vital to the current and future project’s success. Therefore, the database should 
combine the knowledge from previous projects. Feeding the database should not be limited to one 
source. On the contrary, the database can be more affluent by utilizing multiple inputs such as risk 
identification, and risk sharing. Therefore, the proposed model permits to determine the risks captured. 
It is important to ensure that during, and after each project, the risks discovered or captured will be 
stored in the main repository for future retrieval. This helps to evaluate any similarity to the new 
project preserving time and money.

Findings Implications
This research paper originates significant importance of an effective Knowledge-Based risk Process, 
and Knowledge-Based risk Repository impact on the Risk Analysis. Then this paper comes to cover 
this gap in the literature through examining the impact of the Knowledge-Based risk Processes 
(Knowledge-Based risk Identification, Knowledge-Based risk Examination, and Knowledge-Based 

Table 5. Test results for Knowledge-Based risk Examination and Risk Analysis mediating by Knowledge-Based risk Repository

Relation Direct 
Effect

Direct 
Effect

Indirect Effect Total Effect Total 
Effect

T Value Beta Beta T Value Beta

Knowledge-Based risk Examination on 
Knowledge-Based risk Repository 0.57 - 0.06 0.57 - 0.06

Knowledge-Based risk Repository on Risk 
Analysis 4.8 0.27 4.8 0.27

Knowledge-Based risk Examination on 
Risk Analysis mediating by Knowledge-
Based risk Repository

-0.01

Knowledge-Based risk Examination on 
Risk Analysis 0.66 0.02 0.82 0.01

Table 6. Test results for Knowledge-Based risk Sharing and Risk Analysis mediating by Knowledge-Based risk Repository

Relation Direct 
Effect

Direct 
Effect

Indirect 
Effect

Total 
Effect

Total 
Effect

T Value Beta Beta T Value Beta

Knowledge-Based risk Sharing on Knowledge-
Based risk Repository 6.0 0.85 6.0 0.85

Knowledge-Based risk Repository on Risk 
Analysis 4.8 0.27 4.8 0.27

Knowledge-Based risk Sharing on Risk Analysis 
mediating by Knowledge-Based risk Repository 0.59

Knowledge-Based risk Sharing on Risk Analysis 4.45 0.41 0.82 1.0
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risk Sharing) on the Risk Analysis mediating by (Knowledge-Based risk repository) in the IT sector 
in Jordan.

Because there are several processes to risk Analysis, it is needed to identify certain characteristics 
for each of them, and uses the appropriate risk Analysis. We will obtain similar results if we do not 
consider the knowledge even with more processes in risk Analysis with the same major principles. 
This indicates that the management will have a clear vision into the overall process of risk Analysis, 
and will know how to predict shortcomings and manage risk Analysis in a more excellence approach 
within the project based on the knowledge process.

The other interesting aspect from a theoretical perspective is the variety of risk Analysis factors. 
Some of the risk Analysis factors identified do not consider the knowledge process role, which is often 
observed in risk Analysis measures such as: (Knowledge-Based risk Identification, Knowledge-Based 
risk Examination, and Knowledge-Based risk Sharing). In addition, the risk Analysis factors did not 
include any elements linked to the content of the knowledge (Knowledge-Based risk Repository). 
This causes the comparability issue of different knowledge risk management, which requires the 
contributions of practitioners, since, knowledge is growing to be a strategic asset of risk Analysis 
in IT projects.

The Knowledge-Based risk factors mediated by Knowledge-Based risk repository will permit to 
managers to consider the possible threats to their analysis initiatives. Additionally, the organization 
is allowed to estimate the consequences of risks.

The research attempted to find the direct, and indirect effect between the two domains: Knowledge-
Based risk Processes (Knowledge-Based risk Identification, Knowledge-Based risk Examination, and 
Knowledge-Based risk Sharing) and how they can be related with the mediation factor (Knowledge-
Based risk repository) to develop risk Analysis in IT projects. Risk management in IT projects one-
step further, and paving the path for future studies.

One practical view point of Project risk management is that all undesirable consequences belong to 
knowledge itself, which is close to the Project risk management principal. In the project risk Analysis, 
elements considered are time, cost, scope, quality and other functional. Therefore, these risks challenge 
directly our ability to represent Identification, Examination, Sharing and repository of knowledge to 
convey risk Analysis with IT project. Consequently, the estimation to quantify a conceivable schedule 
slippage if certain risk Analysis emerges into issues. Furthermore, Knowledge-Based risk Process 
currently gets more considerations because of it will generally support IT projects project Managers 
to take suitable decisions by using the knowledge in risk analysis, which includes the document that 
contains the results of various risk management processes, and that is often displayed as a table.

CONCLUSION

Risk significance in the business environment is becoming more and more competitive and 
unpredictable. This need has raised the incorporation of risk in KM. This paper attempted to identify 
and assess the risk Analysis through Knowledge-Based risk Processes and Knowledge-Based risk 
Repository. This paper pointed toward to improve performance and robustness of business process 
management by enabling a strong collaboration between Knowledge and risk process. Investigations 
and literature analysis conducted described and revealed a more valid process to identify how 
organization deals with risk. It has been concluded that Knowledge-Based risk Process (Identification 
and Sharing) and Knowledge-Based risk repository would give the broadest analysis to risk analysis.

This addition to the framework contributes to the current research and practice. Previous research 
that studied risk in KM did not specify such an approach about Knowledge-Based risk Process and 
Knowledge-Based risk repository as an integrated model to improve risk analysis that is appropriate 
to in any corporations.



International Journal of Knowledge Management
Volume 17 • Issue 1 • January-March 2021

47

Therefore, the paper provides coherent model key factors of the Knowledge-Based risk Processes 
and Knowledge-Based risk Repository analysis and the implications for applying Risk Analysis. 
Future research will apply the context first in organizations that have before carried out risk analysis 
through Knowledge-Based risk Processes and Knowledge-Based risk Repository to other different 
environment and the research model should be extended to other factors.
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