
  341

Index

A
Alternate Data Streams (ADS) 305, 307, 314
ANOVA (Analysis of Variance) 141

B
Basel Accords, The  65
 Basel II 116
Biometrics
 Cancelable 219
 Ear Recognition 212
 Face Recognition 211
 Fingerprint Recognition 212
 Gait Recognition 215
 Hand Geometry Recognition 213
 Identification 192
 Iris Recognition 213
 Keystroke Recognition 214
 Multibiometrics 216
 Multimodal Biometric System 217, 223
 Palmprint Recognition 213
 Signature Recognition 214
 System Technology 199
 Types of 201
 Voice Recognition 215

C
Central Bank of Egypt (CBE) 111, 115, 117, 127
Compliance Management 229
Computer Emergency Response Team (CERT) 6
Confidentiality, Integrity and Availability (CIA) 

Triangle 165
Control Objectives for Information and Related 

Technology (COBIT) 111-113, 116, 127, 130, 
155, 172, 230

 Framework 113
Cybercrime 158

D
Data Protection Directive 57

E
Electronic Banking (E-Banking) 14
 Outsourcing 27

F
Financial Sector Assessment Program (FSAP) 115
Fuzzy Logic 243

G
Governance Framework 5

I
Identity Theft Resource Centre 158
Indicators 259
 Basic Indicators 259
 Composite Indicators 259
Information and Communication Technology (ICT) 

76, 257
Information Auditing 233
 Enterprise Resource Planning (ERP) 235
Information Security Governance (ISG) 1-2, 13, 15, 

17, 191
 Comparative Analysis 6
Information Security (IS) 14, 17, 23, 48, 55, 165, 

231
Information Security Management 166
 Issues 161
 Requirements 164
Information Security Management System (ISMS) 

22, 102, 106, 132-133
Information Systems Audit and Control Association 

(ISACA) 4, 21, 112, 130, 166



342  

Index

Information Technology Infrastructure Library 
(ITIL®) 75, 78, 112, 155

 Central Computer and Telecommunications 
Agency (CCTA) 79

 Continual Service Improvement 100
 Service Design 84
 Service Operation 95
 Service Strategies 80
 Service Transition 89
Information Technology (IT) 2, 13-14, 35, 75-76, 

111-112, 114, 131, 166, 170, 191, 235
 Information Technology Maturity 113
Information Technology Security Governance 

(ITSG) 13-14
 Identity Management (IM) 192, 203
 Information Security Governance (ISG) 192
 Operationally Critical Threat, Asset, and Vul-

nerability Assessment (OCTAVE) 33
 Performance Measurement 20
 Risk Assessment 31
 Risk Management 14, 231
Intellectual Property Rights
 Trade-Related Aspects of Intellectual Property 

Rights (TRIPS) Agreement 50
Intellectual Property Rights (IPR) 47
International Organization for Standardization (ISO) 

132
 Cyprus Organization for Standardization (CYS) 

143
ISO 27001
 Advantages 133
 Cyprus Adaptation 145
 Cyprus Recommendations 147
 Disadvantages 133
ISO 27002 175
IS Security Governance (ISSG) 182
IT Governance Institute (ITGI) 5, 112-114, 129-130
IT Security Performance
 Common Configuration Enumeration (CCE) 39
 Common Vulnerabilities and Exposures (CVE) 

38
 CPE (Common Platform Enumeration) 39
 CVSS (Common Vulnerability Scoring Sys-

tem) 39
 eXtensible Configuration Checklist Description 

Format (XCCDF) 39
 OVAL (Open Vulnerability and Assessment 

Language) 40
 Security Content Automation Protocol (SCAP) 

15, 38, 45

IT Service Management (ITSM) 78, 175
 Qualifying System 107

M
Malware 294
 Detection 305
 Personal Computers 295
 Personal Digital Assistant (PDA) 295
 Smartphones 295
Malware Strategies
 Appending Infection 301
 Boot Sector Malware 303
 Companion Infection 301
 Compressing/Packing 303
 Encryption/Polymorphic Malware 303
 Macro Malware 304
 Overwriting Infection 300
 Prepending Infection 302
 Space Fill Infection 302
Master File Table (MFT) 302, 308, 314
Multi Agent System (MAS) 245

N
National Institute of Standards and Technology 

(NIST) 6, 25, 45, 171
NIST (National Institute of Standard and Technol-

ogy) 191

O
Ontology 238
 Target Ontology (TO) 246-247

P
Passenger Name Records (PNR) 62
Portable Executables (PE) 301

R
Regional Computer Forensics Laboratory (RCFL) 

293
Required Service Levels 258
Risk Management
 Technological Protection Measures (TPM) 55

S
Security Compliance 168
Security Governance 3
 Business Software Alliance (BSA) 3



  343

Index

 Information Systems Audit and Control As-
sociation (ISACA) 4, 21, 112, 130, 166

 International Organization for Standardization 
(ISO) 5, 44, 132-133, 154

Security Mechanism 168
Security Risks 258-259
Security Standards 133
Semantic-Based Robust Reasoning Framework 

(SemRRF) 240-241
 Interface 240
 Reference Knowledgebase (RefKB) 240-241
 Target Knowledgebase (TargetKB) 241-242
Semantic Web Technologies (SWT) 238

Signature Based Detection 296
 Drawbacks 298
Standard Compliance Certification 133
System of Systems (SoS) 257-258, 292

U
U.S. Privacy Act 60

W
World Intellectual Property Organization (WIPO) 50
 WIPO Copyright Treaty (WCT) 50, 56
World Trade Organization (WTO) 49


