264

Index

A

access code 13

active precipitation 41-42

adult dating sites 3, 77

adult nonconsensual pornography 45

adult pornography 61-62, 64, 75, 91, 100

anonymous blogger 17,47

Australia High-tech Crime Centre (AHTCC) 112

Australian Broadcasting Authority (ABA) 111

Australian Human Rights Commission Act, 1986
109

B

behavioral mistakes 45

blogs 3, 6,21-23, 26, 34, 42, 46-48, 50, 63, 70, 75,
80, 88,92, 108, 117, 131-134

Broadcasting Services Amendment (online services)
Act, 1999 110-111

C

Canadian human Rights Act (CHRA) 86-87, 91-92

Centre for Cyber Victim Counselling (CCVC) 3, 6,
11, 46, 50, 54, 116, 118-119, 127

chat rooms 1-3, 15, 18, 21, 23-26, 28, 41, 46-49, 63,
69-70, 73-74, 98, 116, 125-126, 132

child pornography 7, 13-15, 29-30, 37, 42, 44, 89-
90, 95, 100, 106, 110-111, 125, 134

child safety 96

Communications Act, 2003 98-100, 104

computer assisted crimes 12

Computer Misuse Act, 1990 97, 100, 103

computer network systems 45

computer password 13, 94

computer related forgery 13, 44

computer related fraud 14

computer related offences 13, 44

Convention on the Elimination of All Forms of Dis-

crimination against Women (CEDAW) 5, 55,
57-62, 65-67, 109

crime hubs 34, 40, 46, 48, 70

crimes against women 6-7,9, 12, 16, 18-22, 28, 40-
42,44-45,49-50, 56, 69, 83, 96-97, 114, 116,
126-127, 130, 134-135

criminology 7-8, 36, 51,79, 93, 112, 135

cyber activities 2,27, 99, 115

cyber-assisted attacks 14

cyber blackmailing 15, 17-18, 133

cyberbullies 47

cyber bullying 11, 15-18, 26, 32, 36, 46, 69, 73-74,
106, 116, 118, 132

cyber communications 3, 25, 45, 61, 73, 75, 133,
135

Cyber crime Act, 2001 107

cyber crime research 96

cyber crimes 1, 3-9, 12-20, 27, 32, 34, 36-42, 44-
54, 56, 60-65, 67, 69-70, 73, 78, 83-85, 91-92,
96-97, 106-108, 112, 114-119, 121-122, 125-
127, 130-132, 134-135

cyber culture 63-64, 134

cyber defamation 15, 17-18, 21-22, 26, 32, 73, 86,
111, 115

cyber defamatory libel 83, 86

cyber economic crimes 45

cyber era 3,6, 61, 102

cyber ethics 131

cyber flames 46

cyber grooming 111, 132, 135

cyber hangouts 74

cyber harassment 17, 19, 25, 27, 36, 42, 49, 65, 72,
78,108, 132

cyber hate propaganda 83, 86-87, 133

cyber hate speech 74-75, 86

cyber laws 4, 44, 83,114, 119, 122, 125

cyber murder 15

cyber-networking communities 117

cyber norms 131

Copyright © 2011, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



Index

cyber perpetrators 64, 131

cyber police cell 64

cyber pornography 15, 17-18, 28, 30, 37, 89, 115,
124

cyber privacy 76-77, 83, 88, 100, 114, 120-121,
132,134

cyber rights 8-9, 53-54, 62, 64-65, 130-131, 133

cyber sex trade 76

cyber socializing 1, 9-10, 35, 51, 62, 114, 119

Cyber Space Regulations 96

cyber stalking 4-5, 15-19, 23-26, 36, 38, 47, 51, 53,
60, 67, 69, 71-73, 79, 84-85, 93, 98-99, 108,
115,118, 126, 132

cyber stalking statutes 73

cyber technology 2, 86

cyber terrorism 14-15, 45, 135

cyber threatening 15

cyber veil 41

cyber victimization 4-5, 7-8, 10, 17-18, 34, 44, 46,
53-54, 62, 64, 69, 78, 84, 88,97, 107, 112, 114-
116, 126-127, 130, 135

D

data interference 44

Data Protection Act 100

defamation 4,9, 15, 17-18, 21-22, 25-28, 31-32, 34,
38,47, 50, 70-71, 73-75, 78, 81, 86-87, 97-98,
100, 106, 108-111, 113, 115, 117, 119, 121,
124,132

digital age 57, 61, 65, 100

digital contents 83, 85, 120, 132, 134

digital sexual abuse 61

digital technologies 2, 6

digital tricks 46, 91

E

e-commercial transactions 14
electronic data processing systems 16
electronic identity 13

e-mail harassment 15, 17-18

Equality Act, 2010 100, 104
erotomanic stalker 85

F

Facebook 31, 46-47, 68, 77, 118-119, 125

fear factor 2, 25, 59, 81, 84, 98-99, 109, 120-122,
132

Federal Criminal Code Act, 1995 107, 109

financial frauds 7, 70, 97

financial offences 44

First Amendment 11, 39, 47, 70-71, 74-79, 81, 93

forced pornography 28, 30-31, 46, 89-90, 100, 106,
110, 133

G

Garlik 67,97, 103

gender centric cyber crime preventive laws 62, 131

gender centric cyber harassments 96

gender harassment 2, 10, 35, 42, 51, 62, 65, 74, 99,
126

gender sensitive cyber crimes 96, 107

gender sensitive offensive communications 96, 109

globalization 45

Google 47,49, 54, 68,77, 118-119, 125, 127

grooming 7, 28, 36, 47, 99-100, 102, 107, 110-111,
126, 132, 135

H

hacking 8-9, 14-15, 17-20, 27, 32, 42, 44-46, 62,
70-71, 76, 81, 85,97, 106-107, 110, 113-115,
117-118, 120-121, 132-135

hate crimes 20-21, 26, 42, 102

Hate Crimes Prevention Act (HCPA) 20

hi-tech help 41

human rights 10, 12, 35, 51, 55-57, 59-60, 62-63,
65, 67,78, 86-87, 109

Human Rights Charter 109

illegal access 13, 44

illegal interception 13, 44

Indecent Representation of Women (Prohibition) Act
58,122

Indian Information Technology Act 114, 119

Indian Penal Code (IPC) 58, 66, 115-116, 119-122,
125

intentional pornography 124

internet identity 117

internet pornography 28, 51, 62, 103, 124

internet service providers (ISPs) 21, 41, 63-64, 70,
77-78, 83, 87,94, 106, 111, 118, 125-126, 131

internet voyeurism 17-18

Internet Watch Foundation (IWF) 6

K
Kharak Singh vs. State of UP 120

265



L

legal battles 43-44

legal debates 32, 57, 81
local police stations 42
love obsessional stalkers 85

M

Malicious communications Act, 1988 98-99
Maneka Gandhi vs. Union of India 120
message boards 3, 46, 69

Miller’s test 110

mob attacks 22,27, 41, 47, 87

model charter 7, 67, 130-132, 135

Model Law on Electronic Commerce 114
MySpace 31,37, 46-47, 52, 68, 77

N

national security 7, 14, 70
national security policies 14

O

obscene publication 15, 17-18, 91, 102, 115

offensive communications 48, 83, 86, 96, 99-100,
109, 114, 119-120, 133

offline stalkers 85

online chatting 1, 23

online defamation 17,27, 86, 132

online harassment 6, 9, 16, 22, 34-35, 45, 49, 79,
83-85, 93,97

online victimization of women 6-7, 18, 70, 76,
130-132

P

phishing 9, 15, 17-18, 23, 37

pre-internet era 2, 102

Privacy Act, 1988 107

private rooms 2

prostitution 76, 90

protected computers 70

Protection from Harassment Act 10, 98-100, 104
psychology 3, 7-8, 112

public chat 2,41

R

Race Discrimination Act 1975 109
Ranjit D. Udeshi vs. State of Maharashtra 123

266

Index

S

SecondLife 77

Sex Discrimination Act, 1984 59, 109

sexting 4, 10-11, 64, 66, 76, 81

sexual crimes 16, 19-20, 28, 31, 38, 40, 78, 89, 115-
116, 125

sexual discrimination 59, 92

sexual harassment 25-26, 28, 41, 51, 59-60, 74, 89,
109-110

sexual obsessions 46

sexual offences 60, 83, 88-89, 95-97, 100, 102, 116,
122

simple obsessional stalker 85

situational analysis of cyber crimes 114

situational analysis of cyber victimization 7, 114-
115

Skype 3

social networking 2-3,21-23, 25, 31, 41-42, 46-48,
63,70, 73-77, 85, 88,99, 108, 117-119, 125-
126, 131, 134

social networking profiles 70, 85, 108, 117

social networking sites 2-3,21-23, 25,31, 41-42,
46-48, 73-75,77, 88, 108, 117-119, 125-126,
131, 134

stalking related activities 71, 96, 98

Supreme Court 47, 67,70, 111, 120, 123

system interference 13, 44

T

Telecommunications Act, 1984 98-99
telecommunications media 72

Theft Act, 1968 100

Trojan attacks 14-15

Twitter 77, 125

U

unconsented sexual exposure 96, 100
unprotected speech 6, 81
US Department of Justice 13,72, 79, 93

\%

victimization 1-10, 12, 16-19, 24, 26-27, 30-36, 40-
46, 49-54, 58-60, 62, 64, 67, 69-71, 74-78, 81,
84, 86, 88-90, 92, 94, 97, 100-102, 104, 107,
109-112, 114-118, 125-127, 130-132, 134-135

victimization of children 97

virtual bargaining 76

virtual space 55-56, 62



Index

voyeurism 17-19, 30, 41, 46, 76, 81, 88-89, 91, 100, Working to Halt Online Abuse (WHOA) 3-7, 10-11,
111, 113-114, 122 25-26, 38-39, 46, 49-50, 53-54, 63, 67-69, 77-
78,81, 135
W
Y
Web 2.0 135
white collar crimes 13 Yahoo 34,47, 54,70, 77-78, 115, 125
women centric laws 44, 87, 96 YouTube 74, 77-78

267



	Index

