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ABSTRACT

Theelectricnetworkfrequency(ENF)isrecordedinthevideostakenunderthelightspoweredby
gridandcanbeusedfordigitalforensics.However,duetothelackofdatacausedbythelowframe
rateofthevideo,theENF-basedforensicsmethodsalwaysneedareferencesignalextractedfrom
thegrid,whichlimitsthepracticalapplicationofthesemethods.Inthisarticle,anewENF-based
timedomainvideoforgerydetectionalgorithmisproposedtosolvetheproblemofdatalack.The
cubicsplineinterpolationisusedtogeneratesuitabledatapointsoftheENFsignal,andthedetection
sequencegeneratedbasedonthecorrelationcoefficientbetweendatapointsinadjacentperiodsisused
tocatchthephasecontinuityinterruptionoftheENFsignalanddetecttheexactpositionofforgery.
Theproposedalgorithmcanbeusedindependentlywithoutanyreferencesignals.Theexperimental
resultsshowthat theproposedalgorithmhasgoodperformanceindetectingforgeryvideoswith
varyingdegreesofdeletion,duplicationandinsertionofframes.
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1. INTRoDUCTIoN

The electric network frequency (ENF) is the frequencyof thepowerdistributionnetworks.The
nominalvalueofthefrequencyis50Hzor60Hz,anditusuallyfluctuatesaroundthenominalvalue
becauseofthechangingloadinthegrid.Aresearchpointedoutthattherangeofthefluctuationis
±0.6Hz(Grigoras,2005).TheENFsignalwouldaffectalldevicesconnectingtothegrid,andthe
effecthasahighdegreeofuniformitywithinthesamegrid(Sanders,2008).

The ENF signal has been used in audio forensics in the latest years. The sound recording
equipmentpoweredbythegridwillrecordtheENFsignalintheaudiofile,andthissignalcanbe
usedasevidenceforaudioforensics.OneapproachofENFbasedaudioforensicalgorithmsisto
comparetheENFsignalextractedfromtheaudiowiththesignalextractedfromthegridtoidentify
thegenerationtimeandlocationofthesoundrecordingandtodetectanytamperingintheaudio
(Brixen,2008;Cooper,2008;Hajj-Ahmadetal.,2005;Hajj-Ahmadetal.,2013;Huijbregtseetal.,
2009;Kajsturaetal.,2005).Inordertousethesealgorithms,theENFsignalsreferencedatabases
needtobebuilt(Elmesalawyetal.,2014;Liuetal.,2012).Therearealsosomealgorithmsusingthe
continuityoftheENFsignaltodetectforgeryintheaudio(Nicolaldeetal.,2009;Rodríguezetal.,
2010).Thesealgorithmsareindependentofthereferencesignalandmoreflexibletouse.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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TheENFsignalhasalsobeenusedinvideoforensics.Inearlierwork,theENFsignalforvideo
forensicswasextractedfromtheaudiorecordedduringvideoshooting(Cooper,2011;Grigoras,
2007;Grigoras,2009),whilethesemethodscannotbeusedwhenthevideodoesnotcontainaudio
track.Later,somevideoforensicalgorithmsbasedontheENFsignalextractedfromvideohadbeen
proposed(Gargetal.,2011;Gargetal.,2013;Suetal.,2014a).Thesealgorithmsneedtomatch
theENFsignalfromavideotoaENFreferencedatabase,andrecentresearchefforthasfocusedon
findingnewmethodsforrapidandaccuratematching(Suetal.,2014b;Hajj-Ahmadetal.,2016).
However,thereferenceENFsignalextractedfromthepowergriddirectlyishardtobesatisfiedin
mostofthetime.Asaresult,thementionedmethodshaveseriouslimitationinpractice.

ItisnaturaltoconsiderusingthecontinuityoftheENFsignaltodetectvideoforgery.However,
itisverydifficulttousethecontinuityofENFsignalextractedfromvideosincethesamplingrateof
datapointsisnothighenough.Theframerateofthevideoisalwaysnotmorethan30fps,whichleads
tothelackofthedatapoints.Inordertosolvethisproblem,weanalyzetheENFsignalfromvideo
andemployaspecialmethodforENFsignalinterpolation.Asaresult,wecanusethereconstructed
ENFsignaltodetectforgerywithoutrelyingonareferenceENFdatabase.

Theproposedmethodfocusesondetectingthe inter-framevideoforgery,whichtampers the
wholeframeinsteadoftheregionintheframe.Framedeletion,duplicationandinsertionarethree
ofthemostcommonusedinter-framevideoforgerymethods,sothispapermainlyinvestigatesthe
detectionalgorithmtothesethreeforgerymethods.ThemaincontributionofthispaperisanENF
basedinter-framevideoforgerydetectionmethodwhichdoesnotneedthereferenceENFsignal
andcanbeusedtodetecttheaccurateforgerypositioninthesurveillancevideowithstaticscene.
TheproposedmethodismuchmorepracticalthanotherexistingENFbasedvideoforgerydetection
methodsinpractice.

Therestofthispaperisorganizedasfollows.Section2describestheprincipleandimplementation
ofouralgorithm.Section3discussesthepracticalproblemsinthealgorithm.Section4analysesthe
experimentalresults.Section5concludesthepaper.

2. THE PRoPoSED ALGoRITHM

2.1 Reconstruction of ENF Signal
ThemainsourceoftheENFsignalinvideoistheflickerofthelighting.InoneperiodoftheENF
signal,thevoltageamplitudewillreachitsmaximumvaluetwice,whichmakesthefrequencyofthe
flickertwicethepowergridfrequency.Asmentionedabove,thenominalvalueoftheENFfrequency
iscommonly50or60Hz,sotheflickerfrequencywillbe100Hzor120Hz.Theflickercannotbe
noticedbyhumanbecauseofitsfrequency,butitcouldberecordedinthevideostakenunderlighting.

Eachframeinthevideoisasampleoftheflickersignal.Thesamplingrate(thesameasthevideo
framerate)isusuallynomorethan30Hz,whichislowerthantheflickerfrequency.Fortunately,
boththeENFsignalandtheflickersignalarenarrowband.Accordingtothesamplingtheorem,the
samplingratefscanbeusedtocapturealltheinformationfromanarrowbandsignalifitsatisfies
theconditionbelow:
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whereBdenotesthebandwidthofthenarrowbandsignal,fHdenotesthehighfrequencyboundary
ofthesignal,⌊fH/B⌋denotestheintegerpartoffH/B,whichisapositiveinteger,andfH/B-⌊fH/B⌋denotes
thedecimalpartoffH/B,anditsrangeis[0,1).Thebandwidthoftheflickersignalisusuallyvery
narrow,whilethesamplingrateofthevideoisusuallynotlowerthan24.98Hz,whichmakesthe
accurateextractionofflickersignalfromthevideopossible.Asequencey(n),wheren∈[0,N-1],andN
denotesthetotalnumberofframesinthevideo,canbeobtainedbycalculatingtheaverageluminance
ofeachframe.Asuitablebandpassfiltercanthenbeusedtoextracttheflickersignalfromy(n).

Oneofthekeyprocedurestodesignasuitablebandpassfilteristodeterminethecenterfrequency.
WhentheflickersignalwithfrequencyfLightissampledbythevideowithframeratefs,itwillhave
periodictilinginthefrequencydomain.Inthissituation,thecenterfrequencyf0isgivenby:
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Inaddition,thesecondharmonicoftheflickersignalalsoneedstobeconsidered,whilethehigher
harmonicscanbeignoredduetotheirlowenergy.Thecenterfrequencyofthesecondharmonic,
denotedbyf0

’,isgivenby:
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Thefrequenciesofthefundamentaltoneandthesecondharmonicinvideoswithdifferentframe
ratesaffectedbythepowergridareshowninTable1.

Theframerateofthevideocanbeextractedfromthevideoheader,andtheENFcanbeconfirmed
bycheckingthevideoshootinglocation.Moreover,astheENFonlyhastwopossiblevalues,itis
fairlyeasytodesignthebandpassfilterusingarangeoffrequenciesandthenselecttheonewiththe
bestperformance.Thebandwidthofthebandpassfilterisalsoanimportantfactortoconsider,and
wewilldiscussitindetailinSection3.Anotherkeypointoffilterdesignisthatthefiltershould
bezero-phase,becausethephaseofthesignalextractedfromvideoisveryimportantforforensics.

Afterbandpassfiltering,thenextproblemneedstobesolvedisthelackofdatapointsinthe
extracted signal.Oneof theeffective solutions is interpolation.Therearedifferent interpolation

Table 1. The fundamental tone frequency and second harmonic frequency of the ENF signal in videos with different frame rate 
and power grid frequency

Power grid frequency 
(Hz) Video frame rate (fps) Fundamental tone 

frequency (Hz)
Second harmonic 

frequency (Hz)

50 24.98 0.08 0.16

50 25 0 0

50 29.97 10.09 9.79

50 30 10 10

60 24.98 4.9 9.8

60 25 5 10

60 29.97 0.12 0.24

60 30 0 0
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methods,andweexperimentallyevaluatetheireffects.WeuseaCannonA620digitalcamerato
shoota30minutesvideoindoorwithfluorescentlight.Thecameraisfixedinlocationtosimulatea
surveillancecameraandgeneratesavideowithstaticscene.Theframerateofthevideois30fps,the
totalframesnumberis54000.Bycalculatingtheaverageluminanceofeachframe,wecanobtainthe
averageluminancevectory(n),wheren∈[0,53999].TheENFintheshootinglocationhasafrequency
of50Hz,andfromTable1wecanseethatthecenterfrequencyofthebandpassfiltershouldbe10
Hz.Inthisexperimentweselecta0.6Hzpassbandtofiltery(n)andthenuselinearinterpolation,
nearest-neighborinterpolationandcubicsplineinterpolationtogeneratenewdata.Theresultsare
showninFigure1.Inthefigure,thesoliddotsaretheoriginaldatapoints,andthedottedlinesare
thegeneratedcurves.

TheENFsignalshouldbeclosetoasinewave.ComparingtheresultsinFigure1,wecanfind
thatthecurvegeneratedbycubicsplineinterpolationissmoothandismostsimilartoasinusoidal
wave.Therefore,usingcubicsplineinterpolationwillprovidemoreaccurateresultsandhelpthe
subsequentvideoforensicstask.Forthisreason,wechoosecubicsplineinterpolationintheremaining
experiments.

Cubicsplineinterpolationusesthepiecewisethird-degreepolynomialfunctionstofittheoriginal
curve.Forthedatapoints{(xi,yi)|i=0,1,2,…},eachcurvebetweenadjacenttwopointsis:

S x a x b x c x d
i i i i i i i i i i, , , , ,+ + + + +( ) = + + +

1 1
3

1
2

1 1
 (4)

Figure 1. The curves reconstructed by (a) linear interpolation; (b) nearest- neighbor interpolation; and (c) cubic spline interpolation
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whereSi,i+1(x)denotesthecubicpolynomialfunctionbetweenthedatapoints(xi,yi)and(xi+1,
yi+1),andai,i+1,bi,i+1,ci,i+1,di,i+1arethecoefficientsofthefunctionthatneedtobedetermined.

Using{(xi,yi)|i=0,1,2,…,n}todenotethesetofdatapoints,then+1datapointswillgenerate
ncurves.In(4)thereare4nunknowncoefficients.Fromthecontinuityandsmoothnessconditions
oftheentirecurve,wecanobtainthefollowingsimultaneousequations:
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whereS’
i,i+1andS’’

i,i+1arethefirstandsecondderivativeofSi,i+1respectively.Thesimultaneous
equationsin(5)have4n-2equationsintotal,andtwomoreequationsareneededtocalculatethe4n
coefficients.Weusethenot-a-knotendconditionstogettheremainingtwoequationssincethethird
derivativeofthefunctionshouldalsobecontinuous(asinewavehasthirdderivativecontinuity),
andwehave:
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Using(5)and(6),the4ncoefficientscanbedetermined.

2.2 Influence of Temporal Video Forgery to ENF
Videoswithlargepartofstaticcontentsuchassurveillancevideoshaveveryhighsimilaritybetween
adjacentframes.Whenthiskindofvideoisalteredwithinter-frameforgerymethodsitisverydifficult
forthenakedeyestodiscovertheabnormity.Moreover,becauseofthestaticcontent,theforgery
detectionalgorithmsbasedonvideocontentcannothavegoodperformanceeither.However,when
thevideoistampered,thecontinuityoftheENFsignalwillbebroken,whichindicatestheforgery
position.

Wedelete10frames(from20001stframeto20010thframe)fromthevideomentionedinSection
2.1togenerateatamperedvideo,andusethemethodmentionedinSection2.1toreconstructthe
ENFsignals.TheENFsignalsintheoriginalvideoandtamperedvideoareshowninFigure2,and
theforgerypositionisbetweenthe20000thand20001stframe.

FromFigure2wecanseethatinseveralperiodsneartheforgeryposition,theamplitudeofthe
curvesissignificantlydifferentbetweenthenormalandtamperedvideos,whilethephaseofthetwo
signalsarestillclosed.However,thedifferenceofphasebetweenthetwosignalsincreasessuddenly
intheperiodincludingtheforgeryposition.Thephaseinthenormalsignalshouldbecontinuous,
andthefigureindicatesthattemporalforgerywillinterruptthecontinuityofthephase.Therefore,
usingthecontinuityofphaseintheextractedENFsignaltodetecttemporalforgeryisareasonable
andeffectivemethod.

Inordertodetectthechangeincontinuityofthephaseandpreventthefalsealarmcausedbythe
amplitudeofthesignalatthesametime,correlationcoefficientisusedasameasure.Assumethat
twoadjacentperiodsinthereconstructedENFsignalareS1(n)andS2(n)respectively,eachperiod
containsN0datapoints,thecorrelationR(S1,S2)betweenthetwoperiodscanbecalculatedasfollows:
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AsthesinewaveisagoodapproximationoftheENFsignal,wecanassumethattheamplitude
ofS1(n)andS2(n)areA1andA2,theangularfrequenciesareω1andω2,andthephasesareφ1andφ2
respectively.Inthiscase,(7)canberewrittenasfollows:
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Because S1(n) and S2(n) are contiguous, their angular frequencies are approximately equal.
Substituteω1≈ω2into(8)wehave:
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Equation(9)showsthatthecorrelationsbetweenadjacentperiodsinENFsignalarerelatedto
thedifferenceofphasebetweenthem.Thesmallerthephasedifferenceis,thehigherthecorrelation
willbe,andviceversa.Therefore,thecorrelationbetweenadjacentperiodsinENFsignalcanbe
usedtodetecttheinterruptionofthephasecontinuity.

In(9),theamplitudeA1andA2stillaffectthevalueofcorrelation,whileFigure2showsthat
accuratedetectionneedstoavoidtheinfluenceofamplitude.Forthisreason,weusePearsoncorrelation
coefficienttomeasurethecorrelation.ThePearsoncorrelationcoefficientiscalculatedasfollows:

Figure 2. Comparison of ENF signals at frame deletion position
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whereE1andE2denotethemeanofthedatapointsinS1(n)andS2(n),respectively,thatis:

E
S n

N

E
S n

N

n

N

n

N

1
1 1

0

2
1 2

0

0

0

=
( )

=
( )











=

=

∑

∑
 (11)

ByusingthePearsoncorrelationcoefficient,thephasecontinuityinterruptioncanbedetected
effectivelywithoutbeingaffectedbytheamplitudeofthesignal.Usingthetamperedvideosample
mentionedabove,weinterpolate4datapointsbetweeneachtwooriginaldatapoints.Thatmeans
eachperiodintheENFsignalhas15datapoints.WecalculatethePearsoncorrelationcoefficient
betweeneachpairofadjacentperiods,theresultisshowninFigure3.

FromFigure3wecanseethatmostofthecorrelationcoefficientsareabove0.99,whileatthe
forgerypositionthecoefficientdecreasestobelow0.96suddenly,whichissignificantlydifferent

Figure 3. Correlation coefficients between adjacent periods of data in the ENF signal extracted from a forgery video
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fromnearbycoefficients.ThisexampleshowsthatPearsoncorrelationcoefficientcanbeusedto
detectforgery.

InFigure3thedecreaseofthecorrelationcoefficientsatthebeginningandtheendofthesignal
arealsosignificant.WeinvestigatetheENFsignalatthebeginningandtheendofthevideo.The
reconstructedsignalisshowninFigure4.

FromFigure4wecanseethatthephaseoftheENFsignalalsochangesatthebeginningandthe
endofthevideo.Thereasonforthisphenomenonisthatthefilteringattheboundaryofthefinite
signalisalwaysinaccurateduetowindowingeffect.Inactualcomputation,thefinitesignalneeds
tobepaddedatthebeginningandendwhenbeingfiltered,andthepaddingdatapointsarealways
differentfromtheactualones,whicharenotavailableinpractice.Inthissituation,theENFsignal
extractedbythefilteringmethodwillinevitablyalsohaveseveralincorrectperiodsatthebeginning
andtheend.Fortunately,thesurveillancevideoalwayshaslongduration,andthesuspiciousforgery
position is limited.Wecandivide thesurveillancevideo intosubsequenceswith50%overlap to
coverthesuspiciousforgeryposition,whichensurestheboundaryerrorsinonesubsequencewill
behandledbyitsadjacentsubsequences.Forthisreason,wedonotneedtodealwiththeboundary
errorsinpractice.

Ontheotherhand,somefluctuationsofthecoefficientvaluecanalsobeobservedinFigure3,
thoughthecoefficientsarestillabove0.99.Thefluctuationsarecausedbyfrequencyfluctuationof
theENFsignal,andwewillanalyzeitindetailinSection3.

2.3 The Detection Algorithm
Theprocedureofthetemporalforgerydetectionalgorithmforindoorsurveillancevideoisasfollows:

Figure 4. The reconstructed curves of the ENF signal at the (a) beginning; and (b) end of the video
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First,dividethelongdurationsurveillancevideointosubsequenceswith50%overlap,anddivide
eachframeintonon-overlapping,samesizeblocksbn,i,j,whichdenotestheblocklocatedatposition
(i,j)offramen.ToavideowithNframes,n∈[0,N-1].Calculatetheaverageluminanceoftheblock
yb

n,i,j.ForallNblocksinthesameposition,findtheminimalvalueyi,j
minandmaximumvalueyi,j

max,i.e.
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Indigitalvideo,theluminanceofapixelisbetween0and255.Whentheoriginalluminanceis
closeto0or255,thefluctuationofluminancemaybelimited.Inordertoensuretheaccuracy,these
blocksshouldnotbeusedinforgerydetection.Ontheotherhand,themovementsofobjectswill
alsocauseluminancechangeandreducethereliabilityofthedetectionalgorithm,sowewillonly
usethestaticblockstoextractENFsignal.WesetahighluminancethresholdThH,alowluminance
thresholdThL,andadifferencethresholdThD.TheblocksthatareusedinENFsignalreconstruction
shouldmeetthefollowingconditions:
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AllblocksusedtoextractENFsignalinoneframeconstituteasetB,andthenumberofelements
inBisNB.Theaverageluminanceofthenthframey(n)iscalculatedasfollows:
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 (14)

Afterobtainingtheaverageluminanceofallframes,azero-phaseFIRbandpassfilterisdesigned
accordingtotheframerateandpowergridfrequencyasmentionedinSection2.1,andthefilterwill
beusedtoextracttheENFsignal.

Then,cubic spline interpolation isused to interpolaten0newdatapointsbetweeneach two
adjacentoriginaldatapoints.Afterinterpolation,eachperiodofsignalhasN0datapoints,and

N
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0
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+( )  (15)

wheref0denotesthecenterfrequencyofthefilterandfsdenotestheframerateofthevideo.
AssumethattheinterpolatedENFsignalisS(n),wheren∈[0,Ntotal-1],andNtotalisthetotalnumber

ofdatapointsintheinterpolatedsignal.ThePearsoncorrelationcoefficientofeachtwoadjacent
periodsiscomputedtogetacorrelationcoefficientsequence,thatis:
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whereC(i)denotesthePearsoncorrelationcoefficientbetweenthedatapointsoftheithandthe
i+1thperiodintheENFsignalandEidenotesthemeanofthedatapointsintheithperiodwhichcan
becalculatedasfollows:
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WhenthetotalnumberofdatapointsintheENFsignalisnotdivisiblebyN0,consideringthe
boundaryerrorsmentionedinSection2.2,wecanjustdiscardtheexcessdatapointsattheendof
thesignal,andtherangeofishouldbe:
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Meanwhile,becauseoftheboundaryerrors,wesettwodiscardingthresholdThfrontandThback.
TheC(i)willbeusedforforgerydetectiononlywhenisatisfiesthefollowingcondition:

Th i Th
front back
< <  (19)

TheC(i)obtainedfromtheprocedureaboveisbetween-1and1,andthenormalvalueshould
becloseto1.Forconvenience,weintroduceadetectionsequenceCt(i),andlet

C i C i
t ( ) = − ( )1  (20)

TheCt(i) is in the rangeof [0,2]. Itwill be close to0 innormalposition andwill increase
significantlyatthepositionofsuddenphasechange.

Next,wesetathresholdTh1accordingtothemeanofCt(i)asfollows:
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wherea1isapositivenumbergreaterthan1selectedasneeded.WhenthevalueofCt(i)isgreater
thanTh1,itcanbeconsideredasacandidateofforgerypositionandwillbeinvestigatedfurther.

ThefluctuationsinFigure3mustbeprocessedinfurtherdetection.Assumethattheforgery
candidateisCt(Icheck),inordertopreventfalsealarmcausedbyfluctuations,weselectNcheckelements
beforeandaftertheIcheck

thelement,andsettheotherthresholdTh2basedonthemeanoftheselected
elementsasfollows:
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wherea2isalsoapositivenumbergreaterthan1.WhenCt(Icheck)isgreaterthanTh2atthesame
time,itcanbeassertedthattheabnormalvalueofCt(Icheck)iscausedbytemporalforgery.

Afterthat,weneedtodeterminewhichperiodtheforgerypositionislocatedin.Consideringthat
twoforgerypositionsshouldnotbeverycloseinpractice,wecanassumethatamongtheselected
2Ncheck+1elementsthereisonlyoneforgeryposition.Theforgerypositionperiodcanbeobtainedby
comparingthevalueofthetwoelementsbesidethepeakCt(Icheck).Assumethattheforgeryposition
isintheIforgery

thperiod,therelationbetweenIforgeryandIcheckis:
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Inpractice,theremaybemorethanoneforgeryinonevideo,sowediscardthe2Ncheck+1elements
whichhavebeenusedtodetermineaforgeryposition,andthenusetheremainingementstorepeat
theprocedureabove,untilalltheforgeryperiodshavebeenfound.

AfterconfirmingtheforgerypositionisinperiodIforgery,wecanverifythattheforgeryposition
is in the rangeof [N0×Iforgery,N0×(Iforgery+1)-1] to thedatapointsof the interpolatedENFsignal.
Accordingtotheinterpolationmethodmentionedabove,consideringthatthepreciselocationofthe
forgeryshouldbebetweentwoadjacentframes,theforgerypositionnintheoriginalvideowillbe
intherangeof

N I

n
n
N I

n
0

0

0

0
1

1
1

1

×

+
− < <

× +( )
+

forgery forgery  (24)

By(24)wecanobtaintherangeofthefinalforgerypositioninoriginalvideo.Theprecisionof
thedetectionresultisbasedontheframerateofthevideoandthepowergridfrequency.Whenthe
powergridfrequencyis50Hzandtheframerateis30fps,theprecisionofthedetectionresultwill
be3frames,or0.1seconds.

3. PRACTICAL PRoBLEMS AND ANALySIS

InSection2,weanalyzedtheinfluenceoftemporalforgeryontheENFsignalandproposedaforgery
detectionalgorithm.However,wealsoobservesomephenomenonthatmayweakentheperformance
ofthealgorithm,suchasthefluctuationsofthecoefficientsmentionedearlier.It isnecessaryto
analyze thesephenomena inorder tominimizedetectionfailure. In thissection,wewillanalyze
somephenomenawhichhavesignificantimpactonthedetectionresultsanddescribehowtheycan
beaddressed.

3.1 Influence of ENF Frequency Shifting
Consider the video taken by Canon A620 camera mentioned above as an example. We use the
proposedalgorithmtodetecttheforgery,andthePearsoncorrelationcoefficientsoftheENFsignal
areshowninFigure5.

Inordertoshowtherelationbetweenthevaluesofthecorrelationcoefficientandthefrequencyof
theENFsignal,weusetheENFsignalwithoutinterpolationtocalculateitsinstantaneousfrequency.
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Weuseawindowwithalengthof480toselectdatapointsfromtheENFsignalwhichhas54000
datapointsintotal.WecalculatetheFouriertransformofthe480datapointsusingaslidingwindow
withastrideof240,andobtaintheapproximateinstantaneousfrequency.Theresultisshownin
Figure6.InFigure6,thelightercolorrepresentshighervalue,andwecanseethattheinstantaneous
frequencyoftheENFsignalwavesisaround10Hz.

CompareFigure6withFigure5,thecorrelationbetweencoefficientsvaluefluctuationandENF
frequencyshiftingisobvious.WhenthefrequencyofENFsignaliscloseto10Hz,thecoefficient
valueiscloseto1,whereasthecoefficientvaluereduceswhenthefrequencydeviatesfrom10Hz.

Inpractice,allsignalsprocessedintheproposedalgorithmarediscrete,andthepicketfenceeffect
cannotbeavoided.Intheexampleabove,thecenterfrequencyofthefilteris10Hz.Itwillextract
theENFsignalmoreaccuratelywhentheinstantaneousfrequencyofENFsignaliscloseto10Hz
andislessaccuratewhenthefrequencyshifts.Thelessaccuratedatapointsinthesignalwillhave
lowercorrelationwiththedatapointsinadjacentperiod.Ontheotherhand,thefrequencyshifting
alsomeansthechangeininstantaneousphase,whichwillalsoreducethevalueofthecorrelation
coefficient.Becauseofthesereasons,thecorrelationcoefficientfluctuatesinvalue.Fuetal.(2013)
proposedamethodtoobtainaccuratespectrum,butthemethodwillalsosmooththechangecaused
byforgeryandthereforeisnotsuitableforourproposedforgerydetectionalgorithm.

CompareFigure5withFigure3,wecanseethatthechangeinvaluecausedbyENFfrequency
shiftingismuchsmallerthantheonecausedbyforgery.Moreover,thiskindofchangeinvalueis
alwayscontinuousinaperiodoftime,whiletheonecausedbyforgeryisalwaysabrupt.Forthese
reasons,wecanusethetwostepdetectionmentionedinSection2.3tohandlethisproblemandavoid
falsealarm.

Figure 5. Correlation coefficients between adjacent periods of data in the ENF signal extracted from an original video
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3.2 Influence of Frame Dropping
InFigure5thereisanabnormaldecreaseofcoefficientvaluenearthe11000thelement,whichis
differentfromthechangecausedbyfrequencyshifting.Weexaminethedataandfoundthattheexact
positionofthisabnormalchangeoccursatthe11101thelement.Accordingtothenumberofdata
pointsineachperiod,itcanbeinferredthattheabnormalpositionisbetweenthe33301thandthe
33306thdatapoint.Wechecktheaverageluminancesequencearoundthesuspiciousposition,and
thevalueofthedatapointsareshowninFigure7.

InFigure7itcanbeobservedthateverythreedatapointscomposeoneperiodapproximately,and
itisalsoconsistentwiththeframerateofthevideoandthefrequencyoftheENFsignal.However,the
33305thdatapointdoesnotsatisfythispattern.Byanalyzingthetrendofthedatapoints,wecaninfer
thattheoriginal33305thframehasbeendropped.Theframedropunderminestheperiodicityofthe
averageluminancesequenceandchangesthephaseoftheENFsignalextractedfromthesequenceat
thecorrespondingposition,whichcausestheabnormaldecreaseofthecoefficientvalueinFigure5.

Becauseofthelimitationoftheenvironmentandhardware,theframedroppingproblemcannot
becompletelyavoided.Theactualeffectofframedroppingissimilartotheframedeletingforgery,
andbothofthemwillinterruptthecontinuityofthevideo.Fortunately,framedroppingonlyinvolves
afewframes,whiletheframedeletingforgerywilldeleteaconsiderablenumberofframes.Forthis
reason,thisabnormalvaluechangecanbehandledbysettingsuitablethresholdsinthealgorithm.

3.3 Influence of Filter Bandwidth
WhenusingthebandpassfiltertoextracttheENFsignal,thebandwidthofthefilterhasasignificant
influenceontheresult.UsingthevideotakenbyCanonA620cameramentionedabove,changingthe
bandwidthofthebandpassfilterfrom0.6Hzto1.2Hz,andkeepingtheotherparametersconstant,
weobtainthecorrelationcoefficientvaluesasshowninFigure8.

Figure 6. The spectrum of ENF signal extracted from an original video
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InFigure8,wecanobservethatthereductionofcoefficientvaluecausedbyframedropping
mentionedinSection3.2becomesquitesignificantandisclosetothesituationcausedbyinter-frame
forgeryshowninFigure3.Wecanalsofindthatthechangeinvaluecausedbyfrequencyshiftingis
biggerthantheonementionedinSection3.1.Bothofthephenomenawillbringdeteriorationtothe
performanceoftheproposeddetectionalgorithmandmaygiverisetofalsealarm.

Asanalyzedabove,thedirectcauseofreductionincorrelationcoefficientvalueisthephase
differencebetweentheadjacentperiodsintheENFsignal.Whenthedifferenceincreases,thereduction
incoefficientvaluewillbecomemoresignificant.Moreover,thedifferenceofphasealwaysmeans
thedifferenceofinstantaneousfrequency.AssumethattheENFsignalisS(t)=Acos(2πf0t+φ),and
toaccountforthefactthatthephaseofthesignalwillchangeslowlywithtime,i.e.thephaseofthe
signalisafunctionoftime,theENFsignalcanberewrittenasfollows:

S t A f t t( ) = + ( )



cos 2

0
π ϕ  (25)

LetΦ(t)=2πf0t+φ(t),theinstantaneousfrequencyoftheENFsignalcanbecalculatedasfollows:
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Innormalsituation,thephasechangeswithtimeveryslowlyandthederivativeφ’(t)iscloseto
0,andtheinstantaneousfrequencyofthesignalisclosetothecentrefrequencyofthefilter.Inthis
situation,thecorrelationcoefficientvaluewillnotchangesignificantlywhenthefilterbandwidth
isincreased.Whenfrequencyshiftinghappens,thephasechangewillbecomefasterwithtimeand
thederivativeisgreaterthan0,whichcausestheinstantaneousfrequencytodeviatefromthecentre
frequency.Whenthefilterbandwidthbecomeswider,moreenergyinthesignalwithphasechange

Figure 7. The average luminance sequence around the suspicious position
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willbekept,andthecorrelationcoefficientwilldecreasecorrespondingly.Moreover,atthepositionof
framedropping,thedecreaseinvaluewillbecomemuchmoreserious.Theframedroppingwillbring
suddenchangetothephaseofthesignalandmakesthederivativeφ’(t)large.Whenthebandwidthof
thefilterbecomeswider,moreenergyfromthesignalwithphasechangewillbekept,andtheenergy
willbemuchstrongerthantheonecausedbyfrequencyshifting,whichleadstoasuddenreduction
inpeaksimilartothesituationofforgery.Insummary,inordertoavoidthefalsealarmandimprove
theperformanceoftheproposeddetectionalgorithm,apassbandwithnarrowbandwidthshouldbe
selectedwhendesigningthefilterforENFsignalextraction.

4. EXPERIMENTAL RESULTS AND ANALySIS

Toevaluatetheperformanceoftheproposedalgorithm,weusefixeddigitalcamerastoshootvideos
indoorunderfluorescent lightandobtain thevideoswhichcansimulate thesurveillancevideos.
Surveillance video forgery detection is one of the most important applications of our proposed
algorithm.Theoriginalvideosarealteredwithframedeletion,duplicationandinsertiontogenerate
theforgedvideos.Thentheproposedalgorithmisusedtodetectthepositionsofforgery.Thereare
nootherENFbasedinter-frameforgerydetectionmethodsusingENFsignalindependently,sowe
compareourmethodwithtwostate-of-the-artinter-frameforgerydetectionmethodsbasedonvelocity
fieldestimationandvariationofpredictionfootprint(Huangetal.,2017)andmulti-levelsubtraction
(Sitaraetal.,2017).WeabbreviatethetwomethodstoVFE-VPFandMLSforshort.Thesettingof
theexperimentsandtheanalysisoftheresultswillbeelaboratedoninthefollowingsub-sections.

Figure 8. Correlation coefficients between adjacent periods of data in the ENF signal extracted from an original video by a band 
pass filter with 1.2 Hz pass band
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4.1 Settings of the Experiments
ThecamerasusedintheexperimentsincludeCanonA620,CanonA710andCanonG12.Thepower
grid frequencyof theshooting location is50Hz.Theframerateof thevideos is30fps,and the
resolutionis320×240.Alltheoriginalvideosarecutto30minutes,contains54000framesintotal.
Duringthedetectionofstaticareainthevideo,theblocksizeissetto4×4.Thesmallblocksizewill
allowustoextractstaticareamoreaccurately.Accordingtothegeneralconditionofthevideos,the
thresholdsin(13)aresettoThH=235,ThL=20andThD=40.

Accordingtothepowergridfrequency,theframerateofthevideo,andtheanalysisinSection
3.3,wedesignabandpassfilterwithcentrefrequencyof10Hzandbandwidthof0.6Hztoextract
theENFsignalfromthevideos.Thisfiltercanpreventfalsealarmcausedbyfrequencyshiftingand
framedroppingduringdetectioneffectively.

Cubicsplineinterpolationisappliedtointerpolate4datapointsbetweeneachtwoadjacentoriginal
datapoints.InordertoavoidtheboundaryerrorshowninFigure4,wecontroltheforgeryposition
andensuretheforgerypositionwillnotbelocatedatthefirstorthelastsecondofthevideo.Inthe
experiments,1secondcontains10periodsofENFsignal,andtherangeofiinCt(i)is[0,17997].We
setthediscardingthresholdstoThfront=9andThback=17988.Basedontheinvestigationofnumerous
forgeryvideos,theNcheckusedforfurtherdetectionissetto10.

WhencalculatingthethresholdsTh1andTh2,theselectionofa1anda2isveryimportantandwill
affecttheperformanceofthealgorithmdirectly.Inordertoevaluatetheoverallperformanceofthe
algorithm,wefinetunea1anda2togetdifferentfalsepositiveratesandtruepositiverates,andplot
theROCcurveofthealgorithm.

Tothetwoalgorithmsforcomparison,alltheparametersexceptthresholdsaresetfollowing
thereferences.Thethresholdsinthetwoalgorithmswillbechangedinstepsinordertogetdifferent
falsepositiveratesandtruepositiveratesandplottheROCcurve.

4.2 Detection of Frame Deletion Forgery
Forvideowithlargepartofstaticscene,theframedeletionforgerycanhardlybenoticedbythe
nakedeye.However,thedetectionalgorithmbasedonENFsignalcansolvethisproblem.Inthis
experiment,the30-minutevideoswillbedeleted10,100or500framesatrandompositionbetween
01:00and29:00ofthevideotogenerateforgeryvideos.Thentheproposedalgorithmisusedto
detecttheforgerylocationinthevideos.

First,wewillexamineaspecificexample.Weselecta forgeryvideo takenbyCanonA620
anddeletethe20001stto20010thframesinthevideo.Theforgerypositioninthisvideoisbetween
the20000thandthe20001stframe.Usingtheproposeddetectionalgorithm,wehavethedetection
sequenceCt(i)showninFigure9(a).BycheckingthepositionofthepeakinFigure9(a),weobtain
thedetectionresultshowninFigure9(b).InFigure9(b),thesolidlinerepresentstheactualposition
offorgeryandthedottedlinesmarktherangeofthedetectionresult.Inthisexample,thedetection
rangeis(19997,20001),whichincludestheactualpositionofforgery.Itindicatesthattheproposed
algorithmiseffectiveinthisexample.

Thenwechangetheparametersa1anda2tocalculatethethresholdsTh1andTh2andusedifferent
thresholdstodetectthevideosinbatch.Intheexperiment,therangeincludingtheactualforgery
positionwillbeconsideredasapositivesample,andtheotherpartofthevideowillbeconsidered
asanegativesample.Whenthealgorithmdetectsapositivesamplesuccessfully,thenumberoftrue
positivesamplesincreasesby1.Whenthealgorithmdetectsanegativesampleasforgeryposition
wrongly,thenumberoffalsepositivesamplesincreasesby1.Thenumberoftruepositivesamples
dividedbythenumberofpositivesamplesisthetruepositiverate,andthenumberoffalsepositive
samplesdividedbythenumberofnegativesamplesisthefalsepositiverate.Fordifferenta1anda2
wewillhavedifferenttruepositiveratesandfalsepositiverates,andtheROCcurvecanbeobtained.
TheROCcurvesfordifferentlengthofdeletedframeareshowninFigure10(a).
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FromFigure10(a)itcanbeobservedthatwhenthefalsepositiverateislow,thetruepositive
rateof10framesdeletionforgeryvideosisthelowestamongthethreesituations.Thereasonisthat
whenthenumberofdeletedframesissmall,thedifferencebetweentheframesattheforgeryposition
isalsosmall,andthesuddenchangeofphaseinthesignalisnotassignificantaswhenthenumber
ofdeletedframesislarge.Asaresult,thepeakinCt(i)islowerwhenthenumberofframedeletion
issmall.Lowfalsepositiveratemeanshavingahighdetectionthreshold,andthepeakinCt(i)ofthe
10framesdeletionforgeryvideosmaynotbedetectedbyusingthesethresholds,sothetruepositive
rateof10framesdeletionforgeryvideosisthelowestinthissituation.

Compare100framesdeletionforgeryvideosand500framesdeletionforgeryvideos,Figure10
(a)showsthattheperformanceoftheproposeddetectionalgorithmto100framesdeletionforgeryis
betterthantheperformancetothe500framesdeletionforgery.Thereasonforthisphenomenonisthe
accumulationofphasechange.AstheanalysisinSection3.1showed,thefrequencyshiftwillcause
thephasetochangefasterthannormal.Althoughtheproposedalgorithmcanavoidthefalsealarm
causedbyfrequencyshift,theabnormalchangeofphasecannotbeeliminatedandwillaccumulate
alongthetime.Thelongerthedeletedsequenceis,thehigherthechancethatthedifferenceofphase
attheforgerypositioniscloseto2π.Whenthedifferenceofthephaseiscloseto2π,thecorrelation
coefficientvaluebetweenthetwoperiodswillbecloseto1,andthepeakinCt(i)woulddisappear,
whichmakesitimpossibletodetecttheforgery.Forthisreason,theproposedalgorithmhasbetter
performanceforthe100framesdeletionforgeryvideosthanthe500frames.

Withtheincreaseofthefalsepositiverate,thetruepositiverateofthe10framesdeletionforgery
videosgrowsmuchfasterthantheothertwoforgeryvideos.Thisisalsocausedbytheaccumulation
ofphasechange.Whenthelengthofthedeletedsequenceisshort,thedifferenceofthephaseatthe
forgerypositionwillbefarfrom2π.ThepeaksinCt(i)maynotbeveryhighduetotheshortdeletion
length,buttheywillnotdecreaseto0either.Whenthefalsepositiverateincreases,thedetection
thresholddecreases,andmorepeakswillbedetectedbyouralgorithm.Ontheotherhand,whenthe
peaksinCt(i)disappearbecauseofthephasechangeaccumulation,theforgerywillnotbedetected
nomatterwhatthethresholdsareset.Forthisreason,theperformanceofthe10framesdeletion
forgeryvideosbecomesthebestwiththeincreaseofthefalsepositiverate.

Insummary,whenthelengthofthedeletedsequenceisshort,thephasedifferenceoftheperiods
attheforgerypositionisnotverybig,andthecorrespondingpeakinCt(i)isnotveryhigh,which
willreducethetruepositiveratewhenthefalsepositiverateislow.Ontheotherhand,theshort
lengthofthedeletionsequencewillnotproduceaphasedifferenceof2π.Incontrast,along-deleted
sequencewillgiveahighpeakinCt(i),butwillalsoincreasethepossibilityofpeakdisappearance

Figure 9. (a) The detection sequence used in the frame deletion forgery example; (b) the forgery position detection result of this 
example.
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causedbyphasechangeaccumulation.Overall,theproposedalgorithmiseffectivetodetectframe
deletionforgery.

Wealsocomparetheperformancesoftheproposedalgorithmonthethreecameramodels.To
the100framesdeletionforgeryvideos,theROCcurvesfordifferentcameramodelsareshownin
Figure10(b).FromFigure10(b)itcanbeobservedthattheproposedmethodhasveryclosedetection
abilitytotheforgeryvideostakenbythethreedifferentcameramodels.Thatistosay,theproposed
methodhasrobustnesstodifferentcameramodels.

TocompareouralgorithmwithVFE-VPFandMSL,weusethethreemethodstodetectthesame
videoswith100framesdeletionforgeryandgettheROCcurves.TheresultsareshowninFigure10
(c).Thefigureindicatesthattheproposedalgorithmhasmuchbetterperformancethantheothertwo
algorithmswhendetectingtheforgeryinsurveillancevideoswithalargepartofstaticscene.The
VFE-VPFalgorithmtriestodetecttheabnormalmotionsinthevideo,soitsperformancedecreases
seriouslywhenmostoftheframesinvideoarestatic.TheMSLalgorithmusestheluminancedifference
betweenframestodetecttheforgery,soitcancatchthefluctuationofENFsignaltosomedegreeand
hasbetterperformancethanVFE-VPF.However,thestaticcontentcoverstheweakENFsignalmost
ofthetime,andMLScannotworkwellinthissituation.Ontheotherhand,theproposedalgorithm
extractstheENFsignalandeliminatestheinterferenceofcontent,soitsperformanceexceedsthe
othertwo’ssignificantly.

Figure 10. (a) The ROC curves of forgery videos deleted different number of frames; (b) the ROC curves of 100 frames deletion 
forgery videos taken by different camera models; (c) the ROC curves of 100 frames deletion forgery videos detected by different 
methods.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

149

4.3 Detection of Frame Duplication Forgery
Theframeduplicationforgeryonlyinvolvesonevideo,whichissimilartotheframedeletionforgery.
Whenthevideohasalargepartofstaticscene,theframeduplicationforgeryisalsohardtobenoticed
bythenakedeye.Inthissituation,theproposedalgorithmbasedonENFsignalwillbeeffectiveto
detecttheforgery.Inthisexperiment,asequenceof100frames,500framesor1000frameswillbe
selectedatarandompositionbetween01:00and29:00ofa30minutesvideo.Theselectedsequence
willbecopiedandusedtoreplaceanothersequenceatanotherrandompositiontogeneratetheforgery
video.Thetwosequencesdonothaveanyoverlap.Wehaveseveraloriginalvideos,andeachofthem
canbeusedtogenerateseveralforgeryvideos.Theproposeddetectionalgorithmisusedtodetect
theforgerylocationsoftheforgeryvideos.

WeselectavideotakenbyCanonA620andgenerateaforgeryvideobycopyingits10001th
to10100th framestoreplaceits40001th to40100th frames.In thisforgeryvideowith100frames
duplicationtherearetwoforgerypositions,oneisbetweenthe40000thandthe40001stframe,i.e.at
thestartoftheduplication,andtheotherisbetweenthe40100thandthe40101thframe,attheendof
theduplication.Usingtheproposeddetectionalgorithm,wehavethedetectionsequenceCt(i)shown
inFigure11(a).BycheckingthepositionsofthepeakinFigure11(a),wehavethedetectionresult
showninFigure11(b).ThelinesinFigure11(b)havethesamemeaningastheonesinFigure9(b).In
thisexample,thedetectionrangesare(39998,40002)and(40097,40101),andbothoftheminclude
theactualpositionofforgery.Itshowstheeffectivenessoftheproposedalgorithmindetectingframe
duplicationforgery.

Thenthethresholdsarechangedtocalculatedifferenttruepositiveratesandfalsepositiverates
togeneratetheROCcurve.Itshouldbenotedthatinaframeduplicationforgeryvideotherearetwo
forgerypositions,sothenumberofpositivesamplesistwicethenumberofnegativesamples,and
itmustbeconsideredduringthecalculationoftruepositiveratesandfalsepositiverates.TheROC
curvesfordifferentlengthofduplicatedsequenceareshowninFigure12(a).

Compare Figure 12 (a) with Figure 10 (a), it can be observed that the performance of the
proposeddetectionalgorithmtoframeduplicationforgeryvideosissimilartotheperformancefor
theframedeletionforgeryvideoswithlongdeletedsequence,andtheirROCcurveshavesimilar
shape.Thereasonforthisisrelatedtotheprocessofframeduplicationforgery.Anexampleofframe
duplicationforgeryisshowninFigure13.ThesourcesequencecontainsKframesandbeginsfrom
theIC

thframeinthevideo,andthereplacedsequencebeginsfromtheIP
thframe.Inthissituation,the

twoforgerypositionsinthevideoarebetweentheIP-1thandtheIP
thframe,theIP+K-1thandtheIP+Kth

framerespectively.WeassumeIC>IP+K-1inthisexample.Forthefirstforgeryposition,theframe
behinditistheIC

thframefromthesamevideo,sothesituationofthisforgerypositionisthesame
asdeletingthesequencefromtheIP

thframetotheIC-1thframe.Thesituationofthesecondforgery
positionissimilar,andtheframesbesideitaretheIP+KthframeandtheIC+K-1thframeinthevideo.
Becausetheframeduplicationforgeryonlyinvolvesonevideo,itsforgerypositionsalwayshavethe
samesituationastheforgerypositioninframedeletionforgery,sotheperformanceoftheproposed
algorithmforframeduplicationforgerycanbeanalyzedinthesamewayasinSection4.2.

MostofthetimethenumberofframesbetweentheIP
thandtheIC

thframeismuchlargerthan
K,sotheperformanceforframeduplicationforgeryissimilartotheperformanceforframedeletion
forgerywith longdeletedsequence.The truepositiverate reachesacertain levelwhen thefalse
positiverateislowandincreasesslowlywiththeriseofthefalsepositiverate.Inafewcasesthe
positionsofthesourceandreplacedsequenceareclose,andthedifferencebetweenIPandICisclose
toK.Inthissituationthenumberofduplicatedframeswillbegintoaffectthedetectionperformance.
WhenKislarge,thedetectionresulthashigherprobabilityofbeenaffectedbytheaccumulationof
phasechange.SoitcanbeseeninFigure12(a)thattheproposedalgorithmhasbetterperformance
forthe100framesduplicationforgerythantheothertwosituations.Overall,theproposedalgorithm
iseffectivetodetectframeduplicationforgery.
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SimilartoSection4.2,wecomparetheperformancesoftheproposedalgorithmtothe100frames
duplicationforgeryvideostakenbythethreecameramodelsandgivetheROCcurvesfordifferent
cameramodelsinFigure12(b).Thefigurealsoshowstherobustnesstodifferentcameramodels
whenusingtheproposedalgorithmtodetectframeduplicationforgery.The100framesduplication
forgeryvideosarealsousedforcomparisonofthethreealgorithms,andtheROCcurvesareshown
inFigure12(c).CompareFigure12(c)withFigure10(c),theproposedalgorithmstillhasagreat
advantageindetectionperformance,andtheMLSalgorithmhasalittlebetterperformancethanthe
VFE-VPFalgorithm.ThereasontothisphenomenonisdiscussedinSection4.2.Moreover,aswe
analyzedinthissectionearlier,boththeVFE-VPFmethodandMLSmethodhavesimilarperformance
whendetecting100framesduplicationforgeryand100framesdeletionforgery.

4.4 Detection of Frame Insertion Forgery
Theframeinsertionforgeryinvolvesatleasttwovideos,soitisgenerallyeasiertobedetectedthanthe
framedeletionandduplicationforgery.However,whenthevideosareshotatthesameplaceandhave
alargepartofstaticscene,theforgeryisalsohardtobenoticedbythenakedeye,andtheproposed
algorithmbasedonENFsignalwillbeusefulinthissituation.Inthisexperiment,severalvideosare
selectedasthefundamentalvideos.Foreachfundamentalvideo,anothervideowithsimilarcontent
isselectedasamaterialvideo.Arandomsequenceiscopiedfromthematerialvideoandinserted
intothefundamentalvideoatarandompositionbetween01:00and29:00ofthe30minutesvideo
togeneratetheforgeryvideo.Thelengthoftheinsertedsequencecanbe100frames,500frames

Figure 11. (a) The detection sequence used in the frame duplication forgery example; (b) the forgery position detection result 
of this example
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or1000frames,onefundamentalvideocangenerateseveralforgeryvideosusingdifferentmaterial
videos.Thentheproposeddetectionalgorithmisusedtodetecttheforgerylocations.

Onceagain,wewillexamineaspecificexample.WeselectavideotakenbyCanonA620asa
fundamentalvideo,andselectavideotakenbythesamecameraatthesameplacebutatadifferent
dateasamaterialvideo.Asequencefromthe10001sttothe10100thframeinthematerialvideois
copiedandinsertedintothefundamentalvideoafterthe10000thframetogenerateaforgeryvideo.In
thisforgeryvideotherearetwoforgerypositions,oneisbetweenthe10000thandthe10001stframe,
theotherisbetweenthe10100thandthe10101thframe.Usingtheproposeddetectionalgorithm,we

Figure 12. (a) The ROC curves of forgery videos with different number of duplicated frames; (b) the ROC curves of 100 frames 
duplication forgery videos taken by different camera models; (c) the ROC curves of 100 frames duplication forgery videos 
detected by different methods

Figure 13. A frame duplication forgery example
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havethedetectionsequenceCt(i)asshowninFigure14(a).Bycheckingthepositionsofthepeak
inFigure14(a),wehavethedetectionresultasshowninFigure14(b).ThelinesinFigure14(b)
alsohavethesamemeaningastheonesinFigure9(b).Inthisexample,thedetectionrangesare
(10019,10023)and(10082,10086),whichdeviatebynearly20framesfromtheactualpositionof
forgery.Insummary,theproposedalgorithmcandetecttheexistenceofframeinsertionforgerybut
givessomedeviationinthedetectionofforgerypositions.

Thereasonforthedeviationisthattheaverageluminanceofthefundamentalvideoandthe
materialvideoaresignificantlydifferent,whichcanbeobservedinFigure14(b).Thesuddenchangeof
theaverageluminancecanbeconsideredasastepsignalsuperposedontheoriginalsignal.Becauseof
thesignificantdifference,theaccuracyofENFsignalextractedbythebandpassfilterwillbereduced
attheboundaryofthestepsignal,andtheadditionaldatapointsgeneratedbycubicsplineinterpolation
willalsobelessaccurate.Asaresult,thecorrelationcoefficientsvaluewillalsobeincorrect.The
boundaryofthestepsignalisalwaysattheforgeryposition,sotheincorrectlyextractedENFsignal
willcausethedeviationwhendetectingtheforgeryposition.Althoughtheforgerypositionsdetected
bytheproposedalgorithmarenearly20framesawayfromtheactualpositions,thealgorithmcanstill
detecttheexistenceoftheforgery.Inotherwords,theproposedalgorithmcanbeusedtoconfirm
theauthenticityofthevideosforframeinsertionforgery.

Similartothetwoexperimentsmentionedabove,thethresholdsarealsochangedtocalculate
different truepositive ratesand falsepositive ratesand togenerate theROCcurve.As in frame
duplicationforgery,inframeinsertionforgerytherearealsotwoforgerypositionsintheforgeryvideo,
sothenumberofpositivesamplesisalsotwicethenumberofnegativesamples.Ontheotherhand,
consideringthedeviationcausedbythestepsignaleffect,thedetectionrangeshouldbeextended.

Figure 14. (a) The detection sequence used in the frame insertion forgery example; (b) the forgery position detection result of 
this example
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Basedontheexperimentresults,wefindthatthedeviationwillnotexceed30frames,whichis1
secondintime,soweextend30framesbeforeandafterthedetectedrangerespectively.TheROC
curvesfordifferentlengthofinsertedsequenceareshowninFigure15(a).

CompareFigure15(a)withFigure12(a),itcanbeobservedthattheshapeoftheROCcurvesof
theproposeddetectionalgorithmforframeinsertionforgeryvideosissimilartotheframeduplication
forgeryvideos.Moreover,becausetheinsertedvideosequenceisfromanothervideo,thedifference
betweentheframesatbothsidesoftheforgerypositionismoresignificantthanthatintheframe
duplicationforgeryvideos,sothetruepositiverateishigherfortheframeinsertionforgeryvideos.
TheENFsignalisalwaysassociatedwithtime,soeventhoughthefundamentalvideoandthematerial
videoaretakenbythesamecameraandatthesameplace,thedifferentshootingtimewillproduce
differentENFsignals.Whenthefundamentalvideoandthematerialvideoaretakenbythesame
cameraatthesameposition,suchasinsurveillancevideos,theframesbesidetheforgerypositionhave
similarcharacteristicsastheverylongsequencedeletionforgery,sotheirpropertiescanbeanalyzed
inthesameway.Similartothesituationinframeduplicationforgeryvideos,thetruepositiverateis
highwhenthefalsepositiverateislow,butincreasesslowlywiththeriseofthefalsepositiverate.
Thelengthoftheinsertedsequencealsohasthesameinfluenceasanalyzedearlier.Themoreframes

Figure 15. (a) The ROC curves of forgery videos with different number of inserted frames; (b) the ROC curves of 100 frames 
insertion forgery videos taken by different camera models; (c) the ROC curves of 100 frames insertion forgery videos detected 
by different methods
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areinserted,thehighertheprobabilitytheperformancewilldeclinebecauseoftheaccumulationof
phasechange.ThepeakinthedetectionsequenceCt(i)willdecreasebecauseoftheaccumulation,
whichhasnegativeimpactonthetruepositiverate.Forthisreason,itcanbeobservedfromFigure
15(a)thattheperformanceoftheproposedalgorithmtothe100framesinsertionforgeryvideosis
betterthantheperformanceofthe500framesand1000framesinsertion.Theperformanceofthe
proposedalgorithmisalsoaffectedbythefluctuationofENFsignalinthefundamentalandmaterial
videos,andtheperformancehassomerandomnesswhentheforgeryvideosaregeneratedrandomly.
However,Figure15showsthattheoverallperformanceoftheproposedalgorithmisstillgoodand
iseffectiveforframeinsertionforgerydetection.

Figure15(b)showstheROCcurvesoftheproposedalgorithmdetectingthe100framesinsertion
forgeryvideos takenby the threedifferentcameramodels,and it indicates therobustnessof the
proposedalgorithmtodifferentcameramodelsagain.Wealsousethemethodsforcomparisontodetect
the100framesinsertionforgeryvideos,andtheROCcurvesareshowninFigure15(c).Becauseof
themoresignificantdifferencebetweentheframesatbothsidesoftheforgerypositionintheframe
insertionforgeryvideosmentionedearlierinthesection,theVFE-VPFandMLSalsohavemuch
betterperformancewhendetectionframeinsertionforgery.However,asweanalyzedinSection4.2
and4.3,theproposedalgorithmstillhasthebestdetectionperformancetoframeinsertionforgery.

5. CoNCLUSIoN

Aninter-framevideoforgerydetectionalgorithmisproposedinthispaper.Thealgorithmextracts
theENFsignalfromthesuspectedvideobybandpassfilteringandusescubicsplineinterpolation
tohandletheproblemoflackofdata.Intheproposedalgorithm,thecorrelationcoefficientbetween
eachpairofadjacentperiodsintheinterpolatedENFsignalisfirstobtained,andthesuddendecrease
inthecorrelationcoefficientvalueisusedtodetecttheexistenceandtheexactpositionoftheforgery.
DifferentfromotherENFsignalbaseddetectionalgorithms,theproposedalgorithmusesonlythe
extractedENFsignalforforgerydetectionanddoesnotneedareferenceENFsignalfromthepower
grid.Nowadays,therearefewENFsignaldatabasesavailable,andthissituationmakesthereference
neededforgerydetectionalgorithmsunabletobeusedmostofthetime.Moreover,buildinganENF
databasewillcosta lotof resources.Theproposedreferencefreealgorithmcanovercome these
shortcomingsandismoreconvenienttobeusedinpractice.Theresultsoftheexperimentsshowthat
theproposedalgorithmhasgoodperformanceforinter-framevideoforgerydetection,suchasframe
deletion,frameduplication,andframeinsertion.Theexperimentsalsoindicatethattheproposed
algorithmhassuperiorperformancecomparedwithsomestate-of-the-artinter-frameforgerydetection
algorithmswhendetecting thesurveillancevideoswithstaticscenes. In future research,wewill
extendtheapplicationscopetoothertypeofvideoforgery.
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