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ABSTRACT

This article explores the usage of decentralised identity (DID) management using blockchain 
in global organisations to support secure usage of information resources. Blockchain as 
technology was initially introduced as a cryptocurrency and there have been challenges in its 
adoption for enterprise applications such as identity management. DID is emerging as one of 
the strong blockchain adoption use cases. Industry pioneers and users across domains have 
started exploring DID use cases, which help better protect their personal data and application 
access control as compared to traditional, central, or federated identity management models. 
In this exploratory work, the authors employ qualitative secondary case-based study research 
methodology to understand the challenges of the current digital identity management landscape 
and explore the possible benefits of DID as an emerging identity management paradigm. They 
propose a conceptual cube framework for analysing and studying various DID platforms thereby 
contributing to both the theory and practice of digitally secure identity.
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INTRODUCTION

Proving one’s digital identity has become crucial when accessing government and commercial 
services or participating in the digital and mobile economy (Rannenberg, 2009; Wang et al., 2020). 
The criticality of establishing digital identity varies by context. For example, minimal verification is 
needed when establishing identity for an e-commerce transaction than a passport or social benefits 
by a government agency. Still, authentication of digital identity is necessary for initiating most digital 
transactions (Madon & Schoemaker, 2021).

In the current paradigm of the Internet, digital identity services are provided to users by 
organizations that capture and store personal and confidential information in central databases 
supported by either inhouse or third-party data protection mechanisms. Examples of digital identity 
issuers include government entities (for example, Aadhar in India) and non-government entities (for 
example, Google Id or OAuth). These entities capture users’ personal sensitive information like date 
of birth, gender, address, mobile number, and biometric information (i.e., eye retina scan, thumb and 
finger scan, or face scan).

Research has shown that securing centralized databases is a costly and challenging task for 
most organizations (Ngwenyama et al., 2021; Wang, 2021). Due to paucity of appropriate security 
mechanisms, it is common for personal information stored in central databases to get compromised 
through security breaches. Such incidents cause financial and reputational loss for organizations 
(Bose & Leung, 2019; Juma’h & Alnsour, 2021; Sen & Borle, 2015). A breach can also have adverse 
consequences for individual users (Karwatzki et al., 2017; McKnight et al., 2002). In 2014, hackers 
ransacked the population identification (ID) codes of almost 20 million South Koreans, including 
the country’s president (Thomson, 2014). In March 2017, personally identifying data of hundreds 
of millions of people, including 147 million names and dates of birth, 145 million social security 
numbers, and 209,000 credit and debit card numbers and expiration dates (Fair, 2019), were stolen 
from Equifax, a credit reporting agency that assesses the financial health of nearly every person in 
the United States (Fair, 2019). These are only a few examples of the large number of ID security 
breaches across the globe.

The phenomenon of identity theft has also become embedded in popular culture. The popular 
Netflix show, “Jamtara – Sabka Number Aeyga” (Padhi, 2020), showcases how miscreants run 
phishing operations that target those who are digitally illiterate or less tech-savvy.

Research has shown that a limited understanding of digital systems that are used to offer 
digital services is likely to make large populations, including old, young, and illiterate, vulnerable 
to cybercrime (Cruz-Jesus et al., 2018; Lee, 1999; Niehaves & Plattfaut, 2014; Reaves, 2017). This 
situation has also drawn the attention of regulatory agencies. In May 2018, the European Union 
(EU) enforced the new General Data Protection Regulation (GDPR), which aims to protect users by 
giving them greater control over their personal online data (Voigt & Von dem Bussche, 2017). Similar 
regulatory attempts are also being undertaken elsewhere, such as the Health Insurance Portability 
and Accountability Act (HIPAA) of 1996 in the U.S. (Annas, 2003) and the Personal Data Protection 
Bill (PDPB) of 2018 in India (Prasad & Menon, 2020).

Despite regulatory efforts, the proliferation and ubiquity of digital services calls for the provision 
of reliable frameworks for managing the digital identity of individuals in digital ecosystems (Höller 
et al., 2022). Cameron’s (2005) seminal work on digital identity proposed the “laws of identity” 
for successful management of digital identity. However, most centrally managed digital identity 
infrastructures (for example, Aadhar, Google Id, etc.) are not compatible with these laws. Cameron 
(2005) recommended that digital identity be coupled with its human user, allowing the human user to 
control their digital identity and associated personal data. It is also suggested that the digital identity 
be managed through a system that allows scaling across identity providers and service providers, 
while revealing minimal information to ensure security. Most digital identity systems, however, 
neither allow the users to control their digital identity information nor scale across services. This, in 
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turn, leads to balkanization of digital identity as users create multiple digital identities for different 
digital contexts (Allen, 2016).

Nonetheless, with the development and commercialization of distributed and decentralized 
information infrastructures like blockchain, alternatives to a centrally issued and controlled digital 
identity have emerged in the form of decentralized identity (DID) or self-sovereign identity (SSI) 
(Mühle, 2018). SSI relies on the user to maintain and manage their digital identity in a secure data 
store and present it for verification when prompted by a verifier (Chango, 2022). In this way, SSI 
enables full control of the digital identity to the holder of the identity (Allen, 2016). SSI is managed 
and maintained in a decentralized manner over a blockchain that reduces the possibility of catastrophic 
cybercrime, such as a data breach, identity theft, or misuse by mitigating the risk of a single central 
database being exposed to miscreants (Soltani, 2021). For instance, eIDAS (Cuijpers, 2014) enables 
access to basic services for individuals in countries they do not normally live in. Such systems of 
digital identity are valuable for individuals and beneficial to perspective of service providers because 
they can easily ascertain the validity of identifying information to initiate a transaction without having 
to act as a custodian of the sensitive information. Important implications of reduced data custody are 
lower costs for infrastructure, security, and regulatory compliance and the reduced privacy burden 
for business activities (Lesavre, 2019).

It is expected that DID will ease the provision of a range of private and public sector services that 
rely on accurately linking individuals with personal information (Barnard, 2022). It is also purported 
to enable users to monetize their identity (Harvey et al., 2018) rather than having a third-party like 
Facebook monetize their identity (Andrews, 2012). Given the emerging importance of establishing 
and securing digital identity, many frameworks and protocols claiming to address this pursuit are 
being developed under the broader umbrella of Web 3.0 (Davis, 2020). However, the extent to which 
these frameworks establish a robust, scalable, trustworthy, and secure digital identity remains an 
underexplored question (Rudman & Bruwer, 2016). Hence, this study is motivated to understand 
the facets that are critical and resonant with the “goal of establishing digital identity” and robust, 
scalable, trustworthy, and secure information system(s). The following research questions (RQ) are 
explored to pursue the overarching research objective:

RQ1: How does a decentralized identity framework differ from centralized and distributed identity 
frameworks? How do stakeholders interact in decentralized identity management?

RQ2: What are the essential characteristics of existing DID platform architectures?
RQ3: How can the various DID platforms be classified according to the identified essential characteristics?

This study’s approach to addressing these research questions is summarized in Figure 1. Research 
motivation guides the overarching methodology. It has already been mentioned that digital services 
are ubiquitous in contemporary times; efficient consumption and delivery of the same require constant 
verification of digital identities (Höller & Mayrhofer, 2022). Digital identities must be reliable in 
terms of strong coupling between the digital identity and physical individual (Chango, 2022). For 
stakeholders to trust the digital identity, the establishment of digital identity must be driven by robust, 
scalable, trustworthy, and secure information systems (Gavrilova, 2022; Seltsikas & O’Keefe, 2010).

Given the emergent nature of information systems and the available technological frameworks 
of DID, this work is an exploratory study encompassing theoretical logic established through extant 
literature and empirical logic through secondary cases analyzed using multiple case study methods 
(Eisenhardt & Graebner, 2007). The literature review helped establish the scope and boundary of the 
key concept central to this article, namely digital identity information systems (for establishing the 
digital identity). This part of the literature review encompassed discussion and intellectual debate 
from an abstract level to the respective specific level (Van Fenema & Keers, 2018). Literature from 
academia and industry was explored to understand the nuances of centralized, decentralized, and 
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distributed identities and information systems. This helped in addressing RQ1. A literature review 
also spotlighted three key facets of decentralized identity management through blockchain-based 
information systems, namely: (1) proof of stake; (2) interoperability; and (3) state of governance.

Using purposive sampling and expert advice, seven leading platforms that offer DID services were 
identified. Their features were studied to understand their characteristics and use cases, considering 
theoretical grounding that was established in terms of proof of stake, interoperability; and state of 
governance. These three facets acted as axes in space, wherein each axis has two possible states of 
existence (values) to consider. Two possible values for each of the axes meant the study could imagine 
the space as an ensemble of 23 (equal to 8) small cubes. The proof of stake values were absent or present, 
the values for interoperability were low or high, and the values for state of governance were low or 
high. This paved the way for cross case analysis, wherein each of the seven DID platforms acted as a 
case. Through cross case analysis (Yin, 2014) and discussions with experts, the research meaningfully 
distilled and formulated characteristics of each of the eight cubes. This analysis process was enriched 
by studying the DID issuance, usage, and governance user diagrams for the DID platforms. The eight 
cubes that emerged, resultant of this activity, form an operational DID taxonomy that helps to classify 
and arrange the seven platforms. At the same time, it leaves room for work-in-progress DID platforms. 
These cubes and associated characteristics were then linked with a use case to enable practitioners 
and future scholars in seeing the utility and possibilities of extension of the proposed cube framework.

Figure 1. Overarching Approach of the Research Article and Evolution of Cube Framework by Intertwining of Theoretical and 
Evidence-Based Methods
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The current study contributes to both theory and practice. From a theoretical perspective, it 
brings together disparate threads of identity management, secure identity, and distributed logic to 
offer a holistic picture of contemporary DID. It also documents a process overview and stakeholder 
interaction for digital identity management to clarify the utilization of contemporary architecture. 
Further, the study brings together DID use cases to identify three key facets of DID architecture 
and establish an operating taxonomy for studying DID. Finally, the research utilizes a taxonomy to 
establish mapping between DID facets and possible industry use cases. To the best of the researchers’ 
knowledge, none of the above activities have been brought together in the form of a cube framework. 
This work offers scholars in the field an interesting pivot to explore the evolving domain of DID. It 
also offers a working guide for practitioners in making technology choices for identity management.

The article’s remaining sections are structured as follows. The next section presents the related 
literature on digital identity, drawing out the essential aspects of decentralized digital identity. 
Thereafter, the study presents a brief overview of the technology infrastructure used to manage digital 
and, specifically, decentralized digital identity. This is followed by an explanation of decentralized 
identity management. Then, the study specifies the research methodology, presenting the current state 
of art of decentralized identity management with an overview of seven prominent platforms that offer 
DID services. Through cross-case comparison, the researchers arrive at the essential characteristics 
of DID platforms. These are used to create a DID typology that classifies DID platforms according 
to their architecture. The article concludes with a discussion on the findings, scope for future work, 
and limitations of the study.

IDENTITY

Identity literature has developed not only as a philosophical topic (for example, exploring questions 
like “Who am I?”), but also as a psychological, sociological, and economic construct (Akerlof & 
Kranton, 2000; Hammack, 2008; Lawler, 2015; Quine, 1950). In common parlance, identity implies 
the essential and/or distinguishing characteristics of an individual. Identity is used to refer to an 
individual’s traits, beliefs, and personality attributes, as well as race, ethnicity, gender, religion, etc. 
Even in a literary sense, “identity” as a construct has taken different contextual meanings (Brubaker 
& Cooper, 2000), ranging from identity as the foundation of social or political action to implying 
sameness among members of a group, a core condition of “selfhood,” and the product of social or 
political action.

Identity can broadly be understood along the two dimensions of “sameness” and “selfhood” 
(Ricoeur, 1992). Sameness relates to characteristics that are persistent; selfhood relates to 
characteristics that ascribe uniqueness. Over time, identity has also come to be understood in a post-
modernist and post-structuralist sense as the fluctuating, multiple, and fragmented nature of “self” 
(Brubaker & Cooper, 2000).

Information systems research has built on the traditional notions of identity to propound the 
notions of digital identity and information technology (IT) identity. While digital identity deals with 
the unique representation of an entity in a digital context (Allison et al., 2005; Camp, 2004; Soltani 
et al., 2021), IT identity signifies “the extent to which an individual views use of an IT as integral to 
her sense of self” (Carter & Grover, 2015, p. X). This research draws on the former notion of digital 
identity, which establishes a digital object as being the object it purports to be (Allison et al., 2005).

Digital Identity
According to the National Institute of Standards and Technology (NIST), digital identity refers to the 
“unique representation of a subject engaged in an online transaction” (Grassi et al., 2020, p. X). Here, 
digital identity pertains to the online persona of a subject or a partial identity. It consists of a subset 
of identity attributes of an entity (Soltani, 2021). A digital identity is a machine-readable form of 
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human identity that uniquely identifies an individual in the context of a focal digital service, enables 
authenticated access to the service, and authorizes certain actions by the individual (Nyst et al., 2016).

Digital identity models have advanced from centralized to distributed and decentralized identity.

Centralized Identity
Centralized identity is issued and authenticated by a centralized authority or third-party service 
provider like Amazon for a specific purpose (Allen, 2016; Stockburger et al., 2021). Centralized 
identity ascribes more power to the issuing authority than the individuals associated with the identity. 
The central authority can deny the individual’s identity or confirm a false identity. Furthermore, 
centralized identity entails the balkanization of identity as users are forced to create separate identities 
for different websites and online services. Centralized identity proliferates the current Internet. It 
has resulted in users having to maintain multiple digital identities without having complete control.

Federated Identity
Federated identity is a centralized identity that enables users to use the same credentials to access 
multiple digital services within a federation via single sign-on services. For example, Google account 
credentials can be used to log in to other services like YouTube, Gmail, and Google Docs. Federated 
identity reduces the problem of balkanization of identity; however, control over identity persists with 
the federation and not the individual.

User-Centric Identity
Another type of centralized identity, user-centric identity, delegates greater control over digital identity 
to individual users. User-centric identity is issued by a digital identity service, such as OpenID or 
OAuth. It allows users to independently manage and maintain their identity. Users can authorize 
these services to verify their identity to other third parties without disclosing users’ confidential 
information. User-centric identity enables greater portability. Still, it does not provide full control to 
the user because the ownership and control of the user’s digital identity remains with the centralized 
digital identity service provider.

Distributed Identity
Distributed identity refers to digital identity that is managed through a network of peers (Kruk et al., 
2006). In this case, identification, authorization, and access rights are delegated through a community 
of individuals or nodes (for example, a social network or a federation of organizations). The participants 
in a distributed identity system are considered equal, with any of them acting as the issuer of digital 
identity that may be used to access services offered by other participants (Koshutanski et al., 2007). 
Furthermore, verification is local (between two nodes). A third party cannot track the use of the 
digital identity (Höller et al., 2022).

Decentralized Identity
Decentralized identity give the user full control over their digital identity. It is fully autonomous and 
decoupled from any centralized digital identity issuing or managing authority. A centralized authority 
is often responsible for exposing users to the risk of data breaches, identity misuse, and identity theft. 
Without this, users can gain sovereignty over their digital identity (Stockburger et al., 2021).

Self-Sovereign Identity
Decentralized identity over a blockchain is referred to as a self-sovereign identity or SSI (Kubach et 
al., 2020). The SSI uses decentralized, distributed identity management systems to enable the user to 
exist independent of a service (Mühle, 2018). Here, decentralization refers to the removal of a central 
identity management authority. Distribution refers to redundancy or the utilization of the exact copy 
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of the user’s identity across all components of the identity management system (Mulaji & Roodt, 
2021). In this case, the user holds their digital identity in a secure data store, such as a digital wallet 
or vault. It is used to prove an identity to legitimate verifiers (Chango, 2022).

Allen’s (2016) prescribed guiding principles for SSI can be categorized along the dimensions of 
security, controllability, and portability (Stockburger et al., 2021). The security dimension requires 
that the SSI management system enables a persistent digital identity for the user as it minimizes data 
exposure and protects the rights of the user. The control dimension grants full control over digital 
identity to a user who must exist independently of the digital identity. Any data of this user must 
be shared with their consent. The portability dimension implies that the digital identity must be 
transportable to another system. This ensures that the user retains access and control over their identity 
and data. In addition, the system must operate and manage identities in a fully transparent manner.

Identity Management
With the proliferation of digital services, digital identity has become the backbone for the provision 
of most commercial and government services. This includes universal health and education services, 
targeted social security nets for the vulnerable, and emergency services for those impacted by a natural 
or man-made calamity (Masiero & Bailur, 2021). Digital identity, especially that managed by a central 
agency, is prone to leakage and theft.1 This creates problems in digital identity for service providers 
and beneficiaries. As a result, organizations and governments should manage the digital identity of 
their customers and beneficiaries.

Identity management deals with the oversight of all aspects related to digital identity, 
including creating, using, and destroying records associated with a specific identity (Windley, 
2005). Many organizations use identity management to protect data, control authentication, and 
manage access to digital applications and other resources (see Figure 2). Identity management 
provides dynamic authorization to grant or restrict access to an organization’s resources, share 
specific pieces of data, authorize sensitive actions, and manage access privileges (i.e., assigning, 

Figure 2. Identity Management Services (Digital Identity, 2020)
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removing, or suspending user privileges). Hence, security and access management are essential 
aspects of identity management (Windley, 2005).

Digital identity management occurs through information systems. The following section discusses 
specific characteristics of information systems that manage a digital identity.

INFORMATION SYSTEMS

Information systems have many exemplary definitions. From the technology standpoint, the 
system utilizes computer hardware and software, a database, manual procedures, and models for 
analysis, planning, control, and decision making (Symons, 1991). From a socio-technical view, the 
information systems field examines more than just the technological system or social system. It 
investigates the phenomena that emerge when the two interact (Land, 1985). Process view defines 
it as a work system whose activities are devoted to processing data by capturing, transmitting, 
storing, retrieving, manipulating, and displaying information (Alter, 2008). They are further divided 
into centralized, decentralized, and distributed information systems. Centralized systems handle 
all external requests. Decentralized systems manage the decisive power, which is divided among 
many. The information systems ecosystem is owned by many (Peng et al., 2021). A distributed 
system refers to the location and components of the ecosystem (i.e., database, servers). These are 
also found at different locations (Lehmann, 2003).

Decentralized Ledger Technology
Nakamoto (2008), the mysterious person behind Bitcoin, described blockchain (or distributed/
decentralized ledger technology [DLT]) as a distributed network that could be used for maintaining 
the order of transactions, trust, and transparency. Profound changes were introduced to traditional 
business processes. Business applications that needed trusted third parties or central solution 
architecture for verification could now operate in a decentralized manner and with the same level 
of certainty. In essence, it is a distributed transactional database shared among multiple parties that 
support decentralization. Advantages of blockchain include:

1. 	 Decentralized Management: Data is stored in multiple nodes (computers), improving control 
of user data. Each node maintains a replicated copy of the same data. The nodes may not know 
the identity of the other nodes. Nodes are controlled by many entities, some of which may be 
anonymous (Buthelezi et al., 2021).

2. 	 Immutable Audit Trail: Data can be updated but not deleted. Hence, data audit trails are 
easy to verify. Transactions on a blockchain ledger are immutable; therefore, every party can 
be confident they are dealing with the same data. One version of the truth is transparent to all 
parties. Therefore, there are no reconciliations. This enables faster settlement times and lower 
transaction costs (Raddatz et al., 2021).

3. 	 Data Provenance: Data is signed by the source party while updating to the blockchain. This 
promotes the legitimacy of the records. This meta-data describes where the data of interest 
originated, who owns the data, and what transformations were done to the data. Data provenance 
facilitates the integration of data from diverse sources, as well as provides verifiability of the 
sources (Lacity & Van, 2021).

4. 	 Robustness/Availability: Data is stored on a decentralized network. Thus, there is no single 
institution to rob or hack. Blockchain ensures that all stakeholders have the availability of tamper-
proof data from each stage of production (Hossain et al., 2022).

5. 	 Security/Privacy: Data is encrypted within the blockchain. It can only be decrypted with the 
user’s private key. There is no practical way to read user data even if the network is infiltrated 
by a malicious party. The security and privacy of blockchain technology can protect private 
information and prevent its loss (He et al., 2022).
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A blockchain presents various ways to build consensus as it addresses finality for the group of 
transactions and adds to the next block. These include proof of work (PoW) and proof of stake (PoS). In 
a PoW, miners in the blockchain network compete by solving mathematical problems computationally. 
PoS uses network participant stakes in the blockchain to define the next valid block (Pedersen et 
al., 2019). Emerging areas in blockchain include interoperability (the ability to see and access data 
across multiple blockchain systems) and scalability (Buthelezi et al., 2021; Lacity & Van, 2021).

DID Management
DID management involves the issue, verification, and use of user-generated, self-owned, globally 
unique identifiers rooted in decentralized systems. They possess unique characteristics like greater 
assurance of immutability, censorship resistance, and tamper evasiveness. These attributes, which are 
critical for any ID system, are intended to provide self-ownership and user control (Microsoft, 2022). 
Prominent use cases of DID management systems are Zug digital identity (Young & Verhulst, 2018), 
Credit Union (CU) ledger (Hyperledger Foundation, 2015), British Columbia OrgBook (Columbia, 
2019), Traveler Digital Id (KTDI, 2018), NHS Health ID (Alamango, 2021), European Blockchain 
Services Infrastructure (EBSI), and digital credential on blockchain (BC Diploma, 2018).

We are in the early stages of adopting DID management systems through proof of concepts 
and pilots within organizations. DID management systems foster user control over digital identity 
and minimize the quantum of information collected and stored by service providers. This, in 
turn, reduces the monetization of personal data by companies and data breaches by hackers. 
By enabling people to own their identity as a sovereign identity, DID management systems can 
achieve the goal of the United Nations to “provide [by 2030] legal identity for all, including 
birth registration” (United Nations, 2015).

Building Blocks of Decentralized ID (DID)

1. 	 Verifiable Credentials: These digital or paper-based methods provide user identity via birth 
certificate, educational degree, passport, driving or pilot license, utility bill issued to customer, 
and power of attorney. The public key, a cryptographically generated key, helps in DID public 
validation. It is stored on blockchain. The private key is also a cryptographically generated key 
used to verify the DID of the user. It is specific to the user and stored in the user’s wallet via a 
mobile application (Vescent, 2019).

2. 	 DID Trust Parties: Trust parties in DID include the issuer of the identity, holder of the identity, 
and verifier of the identities (see Figure 4).

3. 	 Digital Wallets: These mobile-based apps store digital identity credentials like the private key 
of DID. It helps in the identity verification for the users.

4. 	 Decentralized Identifiers: This is the address of a public key on a blockchain or decentralized 
network. It helps locate an agent for the DID (the entity identified by the DID) using W3C DID 
Working Group recommendations (W3C, 2021). For example, did:example:3k6dg356wdcj5gf2k9.

5. 	 Blockchain: Blockchains is a globally distributed database that serves as a source of truth 
for DID public keys. It is not subject to single points of failure or attacks for decentralized 
identity management.

6. 	 Governance Framework: Standards and unequivocal definition of regulations for 
varied roles and functions are encompassed in the overarching DID platform framework 
(W3C, 2021). See Figure 3.

DID Creation
Parties involved in DID creation include blockchain service provider, issuer, users, and blockchain 
on which public keys are stored (see Figure 4). The service provider selects the blockchain and 
provides an identity issuer with an application to support creation-related functionalities. In addition, 
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Figure 3. DID issuance, usage, and governance

Figure 4. Decentralized Identity Creation Process
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it generates their public key to store on the blockchain for validations. They provide mobile apps to 
users with a digital wallet to store private keys of their identity. Identity issuers store their public 
key on the blockchain for their identity verification, generate private and public key for the users, 
support storing identity public key on the blockchain for the users, and support storing their private 
key to user’s mobile app-based wallet. Users install identity mobile apps from the app store and visit 
identity issuers online/offline for their identity verification. Based on the identity verification, the 
verifier issues them a public and private key for their identity document. A private key is stored in 
the user’s wallet; a public key is stored on the blockchain (Preukschat & Reed, 2021).

Decentralized Identity (DID) Usage and Associated Benefit
Parties involved in DID usage include: (1) blockchain service providers; (2) users; (3) service providers 
or verifiers; and (4) the blockchain on which public keys are stored (see Figure 5). Service providers 
create verification applications via a governance framework. They also provide the same to other 
service providers or verifiers. Individual users may want access to finance, health, government, or 
other services using DID-based identity verification.

Consider the example of availing a mortgage loan from a financial institution. In the 
present scenario, it takes multiple iterations of identity document verifications to prove user 
identity and credit history. This results in considerable time to release funds to the customer. 
The primary reason for this high turnaround time is the know your customer (KYC) compliance 
requirement by financial institutions. Current KYC systems have multiple checks in place and 
require many manual interventions. Using DID, financial institutions can verify customer 
identity and KYC requirements via identifiers that share the user’s private key (stored in their 
wallet) and public key (from the blockchain).

The governance framework allows the verifier to trust identity issuers and service providers. 
The blockchain stores the public keys of identity users and issuers, which can be retrieved by the 
verifier while ensuring they are not compromised or hacked (Preukschat, 2021). Additionally, DID 
augments the institution’s risk management by ensuring that genuine customers receive loans. This 
is an important factor in minimizing defaults (Arner, 2019).

Figure 5. Decentralized identity usage process
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METHODOLOGY

Research Design
This study uses an exploratory case-based qualitative methodology, guided by Yin (2014) and 
Eisenhardt (1989). The case study approach is suggested to be appropriate for developing an in-depth 
understanding of contemporary, real-life phenomena in which limited control can be exerted as the 
phenomenon is embedded in the context (Yin, 2014). Case study research is also suitable for research 
in novel areas, especially information systems, where limited research has taken place (Benbasat et 
al., 1987). Hence, this approach is aligned with the focus of the research, aiming to understand the 
characteristics and features of the emerging context of DID.

Multiple cases provide a strong foundation to build the theory (Eisenhardt & Graebner, 2007) 
because they allow generalizability and grounding as compared to a single case study (Davis et 
al., 2007). Therefore, seven cases were developed with the goal of reaching generalizability. The 
investigation was guided by thematic analysis, axial coding, and a rigorous process of validation that 
focused on consensus among fellow researchers. This enabled the current study to achieve precision, 
reliability, and validity of its findings (Miles & Huberman, 1994).

The case study design followed replication logic. Each case was first individually analyzed. 
Then, the researchers conducted a cross-case analysis to identify emerging, common theoretical 
patterns across each case (Yin, 2014). As opposed to pure grounded theory-related work, this 
research strategy follows Eisenhardt (1989). It does not, therefore, start off with a clean theoretical 
slate. Instead, it relates the cross-case analysis to existing theoretical constructs when possible 
and furthers the theoretical linkages by identifying novel relationships between and within the 
constructs. The back-and-forth feature in the building of the qualitative theory is apparent in 
the research design.

Case Selection and Data Collection

The empirical foundation of this research includes seven case studies of leading decentralized 
identity management platforms that were developed for this research using secondary data 
sources. The researchers contact experts in the fields of privacy, security, and DID to 
help in the identification of DID platforms that possessed varied characteristics and were 
leading the development of DID design. Guided by expert advice, they followed purposive 
sampling to select cases so they could unravel attributes that were essential to understanding 
decentralized identity management (Yin, 2014). The researchers knew that the cases must 
enable them to achieve saturation; therefore, they did not finalize the number of the cases 
at the beginning of the work. Instead, they were guided by emergent patterns. By the time 
the researchers documented and analyzed the seventh case, they could sense theoretical 
saturation in the form of no new insights and a high level of replication. The confidence 
in the findings allowed the researchers to stop looking for new data points. Finally, they 
closed with seven polar DID management platforms that possessed diversity in underlying 
operating rules, attributes, and use cases.

Data collection was challenging. The idea of DID was rather novel; therefore, most 
applications were experimental or proof of concept (PoC) in nature. Based on the advice of 
experts, the researchers began searching for documentation related to the projects of importance. 
They proceeded to dig deeper on projects in which they could seek rich data in the form of white 
papers, details of experiments, and general testimonials. For seeking triangulation, the researchers 
regularly sought out newspaper articles and specialized blogs on blockchain technologies to 
reaffirm the data. The presence of use-case across multiple platforms, blogs, and forums was 
used as a proxy for veracity of the data.
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Data Analysis

One of the researchers compiled separate descriptive case studies on the seven DID management 
platforms based on the study’s data collection. These were systematically and iteratively analyzed by 
the first author. The data was continuously compared with emerging categories. The extant literature 
guided this comparison (Miles & Huberman, 1994). The focus was on identifying patterns of similarity 
and variance among the cases with respect to the salient characteristics of DID management platforms.

New themes were added as the first researcher iteratively mapped the characteristics observed 
through case analysis onto prespecified conceptual categories derived from extant literature (Yin, 
2014). Some identified lower-level themes were regrouped into more appropriate concepts (Cassell & 
Symon, 1994). The researchers met every other day to reanalyze and discuss each case as categories 
emerged. The meetings focused on comparing DID platforms to identify concepts that can explain their 
salient characteristics. Disagreements with respect to the concepts being derived and categorizations 
being made were resolved in these meetings. The researchers also met with experts in five meetings 
to discuss privacy, security, and DID. They vetted and critiqued emergent categories and their 
relationships. This ensured generalizability and strengthened explanations (Miles & Huberman, 1994).

The next section presents seven caselets for each of the seven DID platforms explored in this 
research. The caselets are purposefully written to describe the salient characteristics of the DID 
platforms. They will help in building a conceptual framework for categorizing DID platforms.

LEADING DID PLATFORMS

uPort
uPort is an open source, self-sovereign, distributed identity management system (Naik & Jenkins, 2020). It 
works on Ethereum as a set of smart contracts (Szabo, 1997; Wood, G., 2014). uPort’s process of identity 
creation and verification is driven by its mobile app. Public DIDs, which are unique and immutable IDs for 
each user, are stored on a blockchain without confidential data. Personal data is stored in the digital wallet 
associated with the private key of the user. Users control the identity. They also have the option to share full 
credentials, partial credentials, and zero-knowledge proofs, as well as a period for which the identity is to 
be maintained. The recovery of credentials is based on a social recovery method. Friends and family play 
the role of recovery delegates. The uPort scalability is a function of the underlying Ethereum blockchain.

European Blockchain Services Infrastructure (EBSI)
The European Blockchain Services Infrastructure (EBSI, 2022) is a peer-to-peer network of 
interconnected nodes. It runs a blockchain-based services infrastructure with the 27 EU countries, 
Norway, Liechtenstein, and the European Commission, which will run at least one node of the 
blockchain. The transactions are validated by approved accounts. It aims to put blockchain technology 
at the service of public administrations to verify information and create trustworthy services. It is 
an open source blockchain developed through Ethereum and Hyperledger (Hyperledger Foundation, 
2015; Wood, 2014). Interfaces of the core services can support business applications. Use cases are 
available for managing user self-identity and educational diplomas.

Everest
Everest Foundation (https://everestfoundation.net) is a non-profit that is governed as a decentralized 
autonomous organization (DAO). It aims to give every human on the planet a biometric digital identity 
and wallet. These wallets will be prefunded with an ID token so basic services on the blockchain can 
be utilized by the users. The system utilizes the Everest blockchain and its protocols to implement 
DID. The system, which is built with deduplication features, gives users the choice to share zero 
knowledge proof of their specific information.

https://everestfoundation.net
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Hedera and Earth ID
Hedera is described as a third-generation public ledger (Baird et al., 2019). Unlike other mainstream 
blockchains, Hedera utilizes a proof-of-stake public network powered by hash graph consensus. It is 
owned and governed by a global consortium of public and private entities. It claims to be faster and 
cheaper than alternates. It is also carbon negative. HBAR is its native crypto currency.

EarthID (2018) is a self-sovereign identity and decentralized identity management platform. It 
utilizes the Hedera blockchain. Biometric information is used in the form of facial recognition. Liveness 
detection protects against spoofing. It does not use a password. There is an implementation of zero 
knowledge proof technology. Services provided by Earth ID are compliant with GDPR and PDPB 
(Prasad & Menon, 2020; Voigt & Von dem Bussche, 2017). They are available across 200 countries.

Hyperledger Indy and Sovrin
The original source code for Hyperledger Indy (Aggarwal & Kumar, 2021) was developed by 
Evernym (2012), which was donated to Sovrin Foundation (https://sovrin.org/). It formed the basis 
for Hyperledger Indy, which was supported by Linux Foundation (https://www.linuxfoundation.org/). 
The Hyperledger Indy Node project and Hyperledger Indy Agent project form the base for stewards 
of the Sovrin network and the Sovrin Trust Framework. Like other self-sovereign distributed identity 
products, decentralized identifiers or DIDs, together with associated public keys and Sovrin protocol, 
are the primary components of Indy. Sovrin registry and protocol are responsible for the creation, 
verification, and revocation of related activities. The Sovrin framework supports both private and public 
DIDs, enabling off-ledger peer-to-peer encrypted communication between any two agent endpoints. 
The Sovrin registry enables an interoperable exchange of credentials by allowing the storage of schema 
definition and credential definitions. The same schemas can be used by multiple credential issuers. 
At the same time, credential definitions can draw from multiple schemas. The Sovrin revocation of 
credential is based on a decentralized and asynchronous revocation registry process. The revocation 
registry utilizes zero knowledge proof of revocation to establish validity. The same process is utilized 
for agent authorization policies. As a result of the above framework, Hyperledger Indy and Sovrin 
are among the most famous DID implementations across the globe.

Microsoft Entra Verified ID
This is based on a decentralized blockchain electronic ledger approach. It gives control to individuals 
or organizations on the submission of their identity information, including the ability to revoke it 
(Microsoft, 2022). This open standard DID was developed while working with the Decentralized 
Identity Foundation (https://identity.foundation), W3C Credentials Community (W3C, 2021), 
and the wider identity community. It uses a W3C DIDs standard and is developed via an identity 
overlay network (ION) blockchain (https://identity.foundation/ion/). The Blockchain Layer 2 open, 
permissionless network is based on the purely deterministic side tree protocol. This requires no special 
tokens, trusted validators, or other consensus mechanisms due to a linear progression of Bitcoin’s 
time chain. Launched in August 2022, it helps to customize and configure verifiable credentials 
for individuals through a pre-built template with user rules and design files. It promises to reduce 
organizational risk by simplifying the identity audit process, empowering users to own and control 
their digital identity for improved privacy. It helps in verifying and issuing user credentials, education 
status, certifications, or any unique identity attributes using Azure Active Directory (https://azure.
microsoft.com/en-in/services/active-directory/).

Polygon
Polygon (https://polygon.technology/) is a decentralized Ethereum-based (Wood, G., 2014) 
interoperable blockchain platform that enables developers to build scalable user-friendly distributed 
apps with low transaction fees. It is a self-sovereign and decentralized identity management system 

https://sovrin.org/
https://www.linuxfoundation.org/
https://azure.microsoft.com/en-in/services/active-directory/
https://azure.microsoft.com/en-in/services/active-directory/
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developed by Polygon ID. Zero knowledge protocols have been implemented to secure user data 
and identity. Smart contracts can verify identity via the system. It is expected to fully launch by 
the end of 2022.

DID Cross Platform Comparison
It is necessary to anchor a comparison of DID platforms by a defining criterion. The researchers based 
their work on a critical analysis of the seven platforms in this study, thematic content analysis, and 
discussion with leading experts in the domain. They identified block creation (proof of stake, proof 
of work), state of governance (W3C Standards and unequivocal definition of regulations for varied 
roles and functions encompassed in the overarching DID platform framework), and interoperability 
(ability of two DID platforms to exchange information seamlessly) as the defining criteria for building 
a taxonomy for DID platforms. This enabled the researchers to capture fundamental nuances and 
provide sufficient discriminatory power to represent most existing DID platforms comprehensively. 
These criteria have been envisaged as orthogonal to each other, with two possible states on either 
axis (see Figure 6).

The three axes form a larger cube, creating eight smaller cubes. The smaller cubes have specific 
values for each of the three dimensions: (1) proof of stake (two levels, present or absent); (2) state of 
governance (two levels, high or low); and (3) interoperability (two levels, high or low). An example is 

Figure 6. DID Comparison Cube Framework
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used to demonstrate how levels of the axes converge into a specific cube. Cube 1 is positioned at the 
intersection of the three axes. The value of proof of stake is absent (in the case of DID infrastructure, 
proof of work is dominant). Interoperability is low and state of governance is low in Cube 1. From 
a use case perspective, this kind of infrastructure has a use case in company/town identity solutions. 
An example would be uPort ID (Ethereum based). A close review of Figure 6 shows that a clockwise 
movement across the plane formed by the intersection of the x axis (state of governance) and y axis 
(interoperability) will move from Cube 1 to Cubes 2, 3, and 4, respectively. Moving higher up the 
x-y plane across the z-axis results in Cubes 5, 6, 7, and 8, respectively. Details of these eight cubes, 
along with specific details of elements (i.e., level of the axes, use case, and available DID framework 
in the international market for each of the cubes) is presented in Table 1.

Next, the study presents an overview of zones in the primary cube. These are identified as sub-
cubes. The details are summarized in Table 1. Further, the cube framework identifies a minimal 
infrastructure or necessary and sufficient identity infrastructure required to host a specific kind of 
application. The exposition of infrastructure to application mapping may be looked upon from the 
lens of the application of technology-task fit framework.

Cube 1: This cube represents an absence of proof of stake, minimal governance, and low-to-no 
interoperability between peer blockchain types. Absence of proof of stake translates into lower 
total number of transactions per unit time. This will impact scalability negatively, making the 
entire application energy intensive. Absence of governance framework renders the system of 
limited usage for richer credential exchange or evaluation. Lastly, absence of interoperability 
negatively impacts the diversity of end-user applications and scalability, as well as forces long-
term commitment from end users in terms of choice of blockchain infrastructure. Overall, this 

Table 1. DID Comparison Cube Enabled Classification of DID Frameworks and Use Cases

Description 
of Axes

State of 
Governance 

(X-Axis)

Proof of Stake 
(Z-Axis)

Interoperability 
(Y-Axis) Use Case DID Framework

Cube 1 Low Absent Low Company/Town 
Identity Solutions uPort ID (Ethereum)

Cube 2 High Absent Low BC University 
Diploma

European 
Blockchain Services 
Infrastructure 
(EBSI)

Cube 3 High Absent High Metaverse X

Cube 4 Low Absent High Digital Physical 
Mashup Polygon ID

Cube 5 Low Present Low Virtual World, 
Loyalty Card Earth ID (Hedera)

Cube 6 High Present Low

National Identity 
Solution, CU 
Credit Union, NHS 
Healthcare

Sovrin + Indy 
(Hyperledger), 
EverID (Everest), 
Microsoft Entra 
Verified ID

Cube 7 High Present High
Financial (KYC) 
and Critical 
Identity Solutions

X

Cube 8 Low Present High Multi-mode 
Transportation X
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cube fits applications like city/state identity cards because they work on a smaller scale and do 
not require a defined governance framework (the only objective is ordinary secure authentication).

Cube 2: This cube improves on Cube 1 by bringing in a comprehensive governance framework and 
keeping the other two dimensions unchanged. The presence of a rich governance framework is 
associated with defined roles and responsibilities, as well as a hierarchy of stakeholders that can 
establish credibility and a working network to approve or evaluate a set of standard documents. 
This cube fits with the requirements of hosting college degrees or diplomas, as well as other 
formal documents, that may require regular, secure access.

Cube 3: This cube adds a layer of interoperability over Cube 2 (in addition to an existing governance 
framework). Interoperability enables a wider reach and easier exchange of tokens (for example, 
between gamers and niche e-commerce portals). The existence of a governance framework 
allows for the implementation of rules and regulations specific to certain virtual environments 
not limited to transactions. This cube fits with the requirements of authentication and control 
across various forms of metaverse.

Cube 4: This cube offers only a layer of interoperability with no governance framework and no 
proof of stake validation. While interoperability enables a wider reach, as explained in Cube 3, 
the lack of governance and absence of proof of stake makes the platform proprietary in nature. 
This reduces the scalability in terms of transactions per unit time. The interoperability in such 
cases is likely to be utilized for pure exchange of tokens. However, it could enable multiple 
end use applications that may not require a high level of credibility, such as the uploading of 
sensitive documents. This cube fits with the requirements of simple (but secure) transactions 
on a limited scale.

Cube 5: Cube5 offers a proof of stake as the validation mechanism. There is no benefit of either 
interoperability or a governance framework. Cube 5 is suited for a sustainable high rate of 
transactions per unit time. However, lack of interoperability reduces the reach and diversity. 
The lack of governance makes credibility dependent on the players who are participating as 
stakeholders in the proof of stake system. It is close to a centralized clearing house that operates 
in a blockchain environment. It can offer a suitable infrastructure for loyalty cards for a brand 
or a large retail store with multiple branches.

Cube 6: Cube 6 offers a solid governance framework and presence of proof of stake. It does not 
offer interoperability. A good governance framework ensures higher credibility. This is further 
bolstered by the possibility of a high transaction rate per time, making the system amenable for 
higher loads from varied applications with the caveat that they are hosted on a single chain-based 
infrastructure. This cube represents the most market-ready infrastructure for applications like 
national- or health-based identity cards.

Cube 7: This cube offers an ideal scenario with all three dimensions (governance, proof of stake, and 
interoperability). It adds to Cube 6 in terms of interoperability, offering the potential for diverse 
applications and widespread use. It, thereby, overcomes the need for implementation on a single 
chain. The Cube 7 infrastructure is suitable for very critical identity use cases. However, it can 
also be utilized for other services.

Cube 8: Cube 8 represents the presence of dimensions of interoperability and proof of stake. This 
cube offers a suitable identity solution for pre-filled cash cards or specialized cards for access 
to varied infrastructure across geographies, such as metro railways or multi-mode transportation 
access cards.

The study presented eight sub-cubes; however, a higher cube or cube with higher attributes 
(e.g., Cube 7 has all three attributes as compared to Cube 6 or Cube 8) can be used for the same 
application or purpose as a cube with lesser attributes. It may be interesting to note that the first four 
cubes represent a pure distributed application. The last four are proof of stake-based, representing 
semi-distributed solutions.
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CONCLUSION

Extant academic and practitioner literature is explored to understand and differentiate between 
centralized and decentralized identity management. Seven leading platforms with DID services are 
identified and evaluated via purposive sampling. A taxonomy of DID services is created, which 
follows the researchers’ methodology. The seven platforms are categorized on the taxonomy with 
three orthogonal criteria (represented as the three axes of a cube): (1) state of governance; (2) proof 
of stake; and (3) interoperability. A good state of governance creates credible, robust deployments and 
supports a community of developers and users to augment the use of the DID framework. A proof of 
stake (or a similar approach for enabling new block creation) can mitigate the time needed to create 
a new block, introducing energy efficiency into the system. Interoperability enables a disjointed (but 
compatible) DID infrastructure to exchange information. The researchers utilize their taxonomy to 
map the three attributes to possible end-user requirements. This establishes a baseline infrastructure 
for varied contexts. In the process, the study identifies and establishes Cube 6 as the most market-
ready and contemporary implementation in the field.

This work offers unique contributions to both theory and practice. To the authors’ knowledge, this 
study is one of a few scholarly works that presents existing DID use cases and in-depth architectural 
and procedural overviews of distributed identity management. In addition, it establishes an operating 
taxonomy. From a theoretical perspective, this work represents early theory-building efforts that align 
identity and distributed logic to achieve a value-adding service.

This work also presents obstacles in the adoption of a blockchain-based infrastructure, as well as 
a framework for overcoming challenges. This research can be utilized by academicians as a roadmap 
for future research in the field of DID. Still, many questions remain unanswered. For example, what 
are the characteristics of a global DID? What are the potential pitfalls of DID compared to traditional 
centralized ID? Does DID lead to truly decentralized ID if driven by POS? How does it help the end-
user? Is blockchain the only core infrastructure option available to implement DID (or are there other 
alternatives)? How will DID work in areas with low or no network coverage? How will it support 
users who do not have smartphone access? How will DID governance evolve? Would governments 
enact applicable laws? How will layer 2 blockchain help in growth of DID?

Practitioners are often given ways to conceptualize and identify the right infrastructure for 
identity solutions. This study also highlights a vital characteristic that is missing from the existing 
DID platforms. It emerged that “interoperability,” which is critical for financial services, was a low-
ranking criterion on most existing platforms. The study, therefore, claims that current platforms and 
services are operating within silos, and future DID platforms should focus on being interoperable 
among themselves and across institutions. Interoperability will ensure that a single ID can be used 
across government services and financial services, providing users with a significant incentive to create 
a DID using such a platform. Cube 7 and Cube 8 point in the direction of what could be expected 
from the DID infrastructure industry in the future.

This work, like any other scientific endeavor, suffers from several limitations. First, is usually 
advised that primary data be the basis for case-based research. The researchers have tried to capture 
the nuances of the context, especially given the novel technology scenario and constraints of travel 
imposed by limited funding within the research team. Second, regarding the nature of the research 
team’s training in the information science domain, this analysis and presentation may suffer from 
inherent bias. The researchers have tried to mitigate the effect by bringing in a wider, more diverse 
perspective through researchers from other areas. However, it is difficult to establish that such a bias 
does not exist. Third, given the changing nature of technology, certain aspects of the analysis may 
be rendered obsolete. Irrespective of constraints, the analysis represents the next step in DID, as well 
as the adoption of a blockchain infrastructure for business across the world.
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