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ABSTRACT

A new era of connectivity has begun with the introduction of the Internet of Things (IoT), which 
has altered how we perceive and interact with technology. Concerns regarding data security have been 
significantly heightened as IoT ecosystems continue to grow and generate an unprecedented volume 
of data from interconnected devices. It is of the utmost importance to protect sensitive data within 
these extensive networks to guarantee the dependability and credibility of IoT applications. This 
article investigates the quantification of IoT data security metrics in literature. This paper evaluates 
current metrics, including their merits and practicality, while also considering emerging trends and 
advancements that will shape the trajectory of IoT security metrics in the future.
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INTRODUCTION

Network automation has been a popular topic and trend for a while now. Internet of Things (IoT) 
technology complements it and makes it possible to supply that component (Rachit et al., 2021). The 
broad use of IoT technologies relies heavily on trust (Malarvizhi et al., 2024; Tewari & Gupta, 2020). 
The majority of people are using these gadgets and equipment because they are easily accessible and 
within a normal price range, making them extremely cost-effective in terms of development costs 
(Montenegro-Marin et al., 2017). Since more industries are using IoT apps, there will be a rise in the 
quantity of IoT devices and apps (Lata & Kumar, 2021; Taherdoost, 2023b). IoT studies show how 
the technology is being used more and more in business analytics (Gupta et al., 2020), healthcare 
(Goyal et al., 2021), education (Belkeziz & Jarir, 2020; McRae et al., 2018), and other areas.

The IoT has also demonstrated its value and promise in a developing nation's industrial 
and economic development. In the world of commerce and the stock market, it is also seen as a 
groundbreaking development. Data and information security, however, is a big problem that needs 
fixing because it is both desirable and crucial (Minoli et al., 2017). IoT devices frequently collect 
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sensitive and private data, such as user behavior patterns (Porambage et al., 2016) and health 
information (Shahid et al., 2022). Unauthorized access to this data may lead to privacy violations, 
which may result in financial fraud, identity theft, or, in some cases, bodily harm (Guerbouj et al., 
2019; Stoyanova et al., 2020).

The complexity of interconnected systems and the abundance of insecure IoT devices increase 
the attack surface, making security a major concern (Axon et al., 2022; Stellios et al., 2021; M. U. 
Tariq, 2024). Financial losses and service disruptions are just a few of the far-reaching economic 
consequences that can result from security breaches in IoT systems (Khanam et al., 2020; Kinnunen 
et al., 2018; Masoodi & Pandow, 2021). The interconnectedness of systems and the knock-on effects 
on reliant industries make it difficult to quantify the economic consequences of security breaches in 
the IoT (Clim et al., 2022; George et al., 2024; Sagay & Jahankhani, 2020).

There is now a larger attack surface to work with thanks to the IoT's rapid expansion and integration 
with other technologies (Anand et al., 2020; Malhotra et al., 2021). Furthermore, because of the 
limited resources and unattended environments inherent in IoT nodes, it is difficult to maintain the 
security requirements of an IoT system (Rana et al., 2021). There can be serious repercussions from 
manipulating or tampering with data transmitted by IoT devices, such as compromised decision-making 
processes (Akbar et al., 2021), operational disruptions (Vetrivel et al., 2024), and safety risks (Estrada, 
2022; Wolf & Serpanos, 2020). Data integrity in IoT ecosystems is vulnerable due to a lack of strong 
encryption methods and secure communication protocols (Abosata et al., 2021).

Owing to the quick development of IoT ecosystems and the exponential rise in data produced 
by connected devices, it is critical to evaluate and improve the security protocols used in these 
networks. The purpose of this paper is to examine the state of IoT security metrics at the moment, 
assess their effectiveness, and pinpoint new developments and trends that will influence IoT security 
measurement going forward.

This work advances the field of IoT security in several ways:

•	 it provides a review of existing IoT security metrics, highlighting their practical implications;
•	 it develops a taxonomy of IoT security metrics and evaluation approaches, providing a structured 

framework for understanding and categorizing these measures;
•	 it proposes an evaluation for assessing the effectiveness and practicality of IoT security metrics, 

facilitating informed decision-making by IoT stakeholders; and
•	 it analyzes emerging trends and advancements in IoT security, offering insights into potential 

future directions for research and development in this area.

Following an introduction to the IoT and an emphasis on the significance of data security 
within it, the paper defines key terms and classifies existing security metrics. The paper assesses 
the aforementioned metrics, analyzes emerging trends, and provides implications and suggestions 
for future research.

Recent research has provided additional perspectives on IoT security and performance metric 
evaluation. Patel et al. (2023) conducted a systematic review on the selection methods for performance 
evaluation metrics in IoT applications, offering insights into criteria prioritization. Similarly, Harbi 
et al. (2021) presented a comprehensive survey on emerging IoT security trends, highlighting key 
challenges and countermeasures. In the industrial context, Dhirani et al. (2021) mapped out the 
cyber threat landscape and standards for IIoT systems, while Darabkh et al. (2022) and Al-Amiedy 
et al. (2023) focused on RPL protocol vulnerabilities and defense mechanisms. Moreover, several 
works have emphasized the role of IoT in domains, such as smart agriculture and vertical farming, 
integrating artificial intelligence and SDN to enhance performance and security (Banitalebi Dehkordi, 
2024; Rathor et al., 2024; Wakili & Bakkali, 2024). These studies further enrich the landscape of IoT 
research and reinforce the necessity for robust and context-aware security metrics.
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Despite the growing relevance of security in IoT ecosystems, the academic discourse remains 
fragmented in terms of how security metrics are defined, evaluated, and applied. Most studies 
emphasize individual dimensions, such as authentication or encryption, without offering a holistic 
view of how these metrics function together in real-world applications. Furthermore, while taxonomies 
of metrics exist, there is a lack of standardized frameworks for comparing their effectiveness or 
applicability across different IoT use cases. This study aimed to address that gap by analyzing 
how IoT security metrics have evolved in the literature, identifying areas of overemphasis and 
underrepresentation, and offering a conceptual taxonomy that highlights future opportunities for 
balanced and standardized metric development.

IOT METRICS

The utilization of IoT systems to efficiently assist diverse enterprise domains is on the rise, as 
well (Ahmed et al., 2019; Lampropoulos et al., 2019). A notable characteristic of contemporary IoT 
systems is the considerable potential heterogeneity of the employed technologies, which may have 
adverse effects on the system's interoperability, seamless integration, overall dependability, and 
security (Bures et al., 2021; Hassan & Madani, 2017; Marinissen et al., 2016).

Several concerns are associated with the assessment of IoT systems. Certain formulas that are 
allocated to the metrics are occasionally lacking in efficiency. Certain suggestions may be in opposition 
to others; to address this concern, certain scholars have suggested weighting factors of significance 
that are applied to each specific metric; performance metrics about security and privacy threats; and 
energy efficiency-related metrics (Moulla et al., 2023).

Functional domains, like security, performance, and dependability, can be used to categorize 
IoT metrics. Features, like intrusion detection systems, and network anomaly detection are examples 
of security metrics that identify and detect cyberattacks on IoT devices (Cvitić et al., 2021; Li et al., 
2024). Performance metrics, which include response time, throughput, and resource usage, are used 
to evaluate the efficacy and efficiency of IoT devices (Cvitić et al., 2021; Seba et al., 2024). IoT 
device dependability and resilience, including fault identification and categorization and predictive 
maintenance, are the main topics of reliability metrics (Seba et al., 2024).

Before feeding data to models, these approaches frequently employ feature reduction techniques, 
like feature selection or extraction, which helps make detection effective for real-time requirements. 
Given the small number of features, feature extraction generally provides better detection performance 
than feature selection for IoT network intrusion detection in machine learning-based systems, according 
to a study comparing feature extraction and selection (Li et al., 2024).

Regarding performance, research highlights the role of sensors in the IoT ecosystem and the 
significance of reliable and accurate sensor data for the caliber and dependability of IoT systems. 
For IoT sensor fault prediction and classification, in the study by Seba et al. (2024), a hybrid 
convolutional neural network (CNN)-MLP classification model outperformed CNN and MLP in 
terms of accuracy, precision, recall, and F1-score. With a 98.21% accuracy rate, the study suggested 
a hybrid CNN-long short-term memory (LSTM) as a regression model that performed better for IoT 
sensor fault prediction than a gated recurrent unit, LSTM, bidirectional LSTM, CNN-gated recurrent 
unit, and CNN-bidirectional LSTM.

We can group IoT metrics according to functional domains, like security, performance, and 
dependability. We can further divide these groups based on particular characteristics, such as device 
availability and data confidentiality (Figure 1).
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Figure 1. Key Internet of Things (IoT) Metrics

Security Metrics
Security metrics include the following:

•	 data confidentiality, which are metrics related to ensuring the confidentiality of data transmitted 
and stored by IoT devices;

•	 device authentication, which are metrics focusing on verifying the identity of devices to prevent 
unauthorized access; and

•	 integrity assurance, which are metrics ensuring the integrity of data to prevent tampering or 
unauthorized modifications.

Performance Metrics
Performance metrics include the following:

•	 response time, which are metrics measuring the time taken for IoT devices to respond to requests;
•	 throughput, which are metrics evaluating the amount of data transferred by IoT devices within 

a given timeframe; and
•	 scalability, which are metrics assessing the ability of IoT systems to handle increasing numbers 

of devices and data.

Reliability Metrics
Security metrics include the following:

•	 device availability, which are metrics indicating the percentage of time IoT devices are operational 
and accessible;

•	 fault tolerance, which are metrics measuring the system's ability to continue functioning in the 
presence of faults or failures; and

•	 redundancy, which are metrics evaluating the presence of backup systems to ensure 
continuous operation.
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TAXONOMY OF SECURITY METRICS

Because the IoT is made up of electronic devices, it is made up of software that manages the 
operations of the electronic devices and hardware that is made up of electronic circuits, sensors, and 
occasionally actuators. As such, a thorough evaluation of each product's performance to confirm 
quality is not possible. Items describing the design, development, and support phases of the product 
lifecycle should be included in the process outline for security development. Static and/or dynamic 
security testing of IoT devices should be reflected in the aforementioned items to demonstrate IoT 
cyber-security performance (primarily in software) (Ito et al., 2021).

A high-level abstraction of security metrics can be obtained through a taxonomy, which offers 
an organized method for contrasting and analyzing different strategies. A more thorough grasp of 
security performance can be attained by classifying metrics, which makes it feasible to identify issues 
and common strategies across various security disciplines (Savola, 2007). A taxonomy can assist in 
identifying and categorizing security metrics in the context of the information and communication 
technology industry based on several variables, including vulnerabilities, defense mechanisms, and 
security incidents (Bhol et al., 2023).

Philippou et al. (2020) pointed out that defining standard security metrics is a difficult task. They 
offer a fresh approach to closing this gap, highlighting its potential for more accurate results even 
though it will take a lot of work to make the connections between metrics and corporate objectives. 
Studies, such as that of L. Wang et al. (2017), concentrated on network security metrics, while 
Longueira-Romero et al. (2020) filtered metrics for embedded systems. Contextualization differs 
depending on the domain. In a survey comparing security metrics in system security, Pendleton et 
al. (2016) found discrepancies between the intended metric properties and research findings. A range 
of techniques are used in the literature to evaluate and quantify the security of cloud services when 
choosing security metrics, as shown in Table 1.

Table 1. Research Methods for Evaluating Cloud and Network Security

No. Research Method Description Source

1 Quantitative framework 
for security assurance

Evaluates cloud service security assurance using a quantitative 
framework. Provides a concise summary of compliance with 

security standards and vulnerabilities.

(Shukla 
et al., 2023)

2 Qualitative 
research method

Utilizes qualitative research to examine cloud security metrics. 
Compiles reliable data from research articles to offer in-depth 

understanding.

(Ahmadi, 2023)

3 Thematic 
analysis approach

Categorizes data related to cloud security metrics and measures. 
Identifies patterns using thematic analysis, methodically coding 

and categorizing data.

(Ahmadi, 2023)

4 Identification of 
security controls

Focuses on selecting information security controls using 
techniques, like AHP, ANP, VIKOR, and GRA. Aids in 
evaluating and enhancing security control assessment.

(Diéguez 
et al., 2023)

5 Network 
analysis metrics

Various metrics are used in network analysis to characterize 
networks locally, focusing on nodes or edges. Understanding 

network composition and behavior relies heavily on 
these metrics.

(Morrison 
et al., 2022)

These methods offer insights into the various techniques used to improve cloud security and give 
a thorough understanding of how security metrics are chosen and assessed in the literature. Table 2 
lists the various methods for choosing security metrics that have been used in the literature.
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Table 2. Approaches for Selecting Security Metrics in Literature

Approach Description Reference

Multivocal literature 
review (MLR)

Employs a snowballing method to investigate scholarly 
and gray literature, subsequently filtration them through a 

multistep procedure.

(Fernández-Alemán 
et al., 2013)

Automatic generation A framework is employed to produce precise security metrics after 
an examination of the field's context and security objectives.

(Ani et al., 2018)

Classification 
and selection

Defines a domain-aligned classification of metrics and then selects 
those that adequately address all necessary security aspects.

(Morrison 
et al., 2018)

Note. MLR = multivocal literature review.

The suggested criteria include classification based on security objectives, measurement techniques 
(qualitative or quantitative), contextual relevance to IoT environments, granularity, scope, and 
practicality to effectively categorize security metrics within IoT. Metrics are categorized based on 
particular security objectives, like availability, confidentiality, and integrity, taking into account how 
well they apply to different kinds of devices, communication protocols, and deployment situations. 
Metrics range in scope and granularity, offering insights into everything from individual devices 
to entire ecosystems. Their actionability and practicality guarantee that they can be measured and 
applied in real-world IoT implementations feasibly.

EVALUATION OF IOT SECURITY METRICS

The objective of this section is to systematically evaluate the current state of IoT security metrics 
in academic literature by identifying which metrics are most studied, analyzing trends over time, and 
classifying them by core security objectives (confidentiality, integrity, availability, authentication, and 
nonrepudiation). This analysis provides insights into the relative emphasis of each metric, highlights 
underexplored areas, and informs future research priorities.

To achieve this, a structured literature search was conducted using the Scopus database for articles 
published between 2019 and April 2024. The following queries were used:

•	 TITLE (“Internet of Things” OR “IoT”) AND TITLE-ABS-KEY (“Security”) AND TITLE 
(“Confidentiality”)

•	 TITLE (“Internet of Things” OR “IoT”) AND TITLE-ABS-KEY (“Security”) AND TITLE 
(“Integrity”)

•	 TITLE (“Internet of Things” OR “IoT”) AND TITLE-ABS-KEY (“Security”) AND TITLE 
(“Availability”)

•	 TITLE (“Internet of Things” OR “IoT”) AND TITLE-ABS-KEY (“Security”) AND TITLE 
(“Authentication”)

•	 TITLE (“Internet of Things” OR “IoT”) AND TITLE-ABS-KEY (“Security”) AND TITLE 
(“Nonrepudiation”)

The search results were analyzed by document count per metric, citation performance, and 
publication trends. Metrics were also categorized by security dimension and evaluated. As shown 
in Figure 2, authentication is the most researched metric, significantly outpacing others, such as 
confidentiality and availability. This suggests a heavy research focus on verifying identity in IoT 
systems. Although essential, this focus risks overshadowing other equally important dimensions, 
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such as integrity, availability, and especially nonrepudiation, which remain underrepresented for 
research intensity.

Figure 2. Total Number of Documents of Each Metric

Table 3 summarizes the top 20 most cited papers and the security metrics they address. Notably, 
80% of the highly cited articles relate to authentication, with fewer addressing integrity and availability. 
Nonrepudiation and confidentiality are seldom focal points in high-impact studies.

Table 3. Top 20 Papers Based on Citation

Study Year Source Title Cited 
by

Security Metric

(El-Hajj et al., 2019) 2019 Sensors 292 Authentication

(Gope & Sikdar, 2019) 2019 IEEE Internet of Things Journal 254 Authentication

(Esfahani et al., 2019) 2019 IEEE Internet of Things Journal 213 Authentication

(Shen et al., 2020) 2020 IEEE Journal on Selected Areas in Communications 203 Authentication

(Jamil et al., 2020) 2020 Sensors 194 Integrity

(Wazid et al., 2020) 2020 Journal of Network and Computer Applications 178 Authentication

(Khalid et al., 2020) 2020 Cluster Computing 177 Authentication

(B. Chatterjee et al., 2019) 2019 IEEE Internet of Things Journal 176 Authentication

continued on following page
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Study Year Source Title Cited 
by

Security Metric

(Hang & Kim, 2019) 2019 Sensors 174 Integrity

(U. Chatterjee et al., 2019) 2019 IEEE Transactions on Dependable and 
Secure Computing

172 Authentication

(Xiong et al., 2019) 2019 IEEE Internet of Things Journal 164 Availability

(Zhou et al., 2019) 2019 Future Generation Computer Systems 154 Authentication

(Fotouhi et al., 2020) 2020 Computer Networks 134 Authentication

(Hamidi, 2019) 2019 Future Generation Computer Systems 131 Authentication

(Zhao et al., 2020) 2020 Information Processing and Management 130 Integrity

(Wazid et al., 2019) 2019 Journal of Systems Architecture 129 Authentication

(Aghili et al., 2019) 2019 Future Generation Computer Systems 126 Authentication

(Zhang et al., 2019) 2019 IEEE Wireless Communications 118 Authentication

(Alzubi, 2021) 2021 Computer Communications 110 Authentication

(Vijayakumar et al., 2020) 2020 IEEE Transactions on Industrial Informatics 106 Authentication

Note. IEEE = Institute of Electrical and Electronics Engineers.

This data highlights both the strength and the imbalance in current research: While authentication 
mechanisms have advanced, there is a lack of standardization or comparative frameworks for evaluating 
metric effectiveness across real-world IoT systems.

The analysis was limited to Scopus-indexed documents, which may have excluded relevant papers 
from other databases. Additionally, only title-based searches were used, which may not capture all 
relevant literature due to varying terminology. There was also no experimental or simulation-based 
validation in this study, which is acknowledged as a key area for future work. As shown in Figure 3, 
the conceptual framework for this study followed a four-step process encompassing security objectives, 
literature filtering, classification of metrics, and extraction of actionable insights.

Figure 3. Conceptual Framework for Evaluating Internet of Things (IoT) Security Metrics

A quantitative analysis of the number of articles published annually for each IoT security 
metric, as illustrated in Figure 4, identifies several noteworthy trends and patterns. Of all the security 

Table 3. Continued



9

International Journal of Service Science, Management, Engineering, and Technology
Volume 16 • Issue 1 • January-December 2025

metrics, authentication has been studied the most, as evidenced by the large number of articles it has 
consistently received. The importance of authentication protocols and mechanisms in maintaining 
the security and integrity of IoT ecosystems is highlighted by this constant attention. Ferdowsi and 
Saad (2019) introduced a new watermarking algorithm for authenticating IoT signals, essential for 
cyberattack detection. It used deep learning to embed stochastic features in signals for IoT gateway 
authentication. In massive IoT scenarios, a game-theoretic framework predicted vulnerable devices, 
improving gateway decision-making. Gateway decisions were also helped by a deep reinforcement 
learning algorithm predicting unauthenticated device states. Simulations showed nearly 100% message 
transmission reliability with an attack detection delay under 1 second.

Figure 4. Analysis of the Number of Articles in Research Output (2019–2024)

As concerns about data integrity and privacy within IoT systems continue, integrity and 
confidentiality metrics also show a significant amount of research activity, with several articles that 
have remained relatively constant over time. Each type of security attack is linked to one or more 
architecture layers, so proper authentication, confidentiality, and validity must be implemented for 
better protection (Doss et al., 2022).

Availability metrics are less common in the literature, but they are still present when it comes to 
authentication, integrity, and confidentiality metrics. These metrics are still acknowledged as essential 
elements of IoT security, even though their numbers are not as high as those of authentication, integrity, 
and confidentiality. Nonrepudiation metrics, on the other hand, are represented in a very different 
way; they are the least visible in the research output and have the fewest articles. This points to a 
possible area for further investigation and examination of new methods to deal with nonrepudiation 
issues in IoT settings.

The top-cited papers' heavy emphasis on authentication highlights how crucial it is to IoT 
security theory and practice. To effectively address security challenges in IoT ecosystems, 
researchers and practitioners should keep giving priority to authentication mechanisms and 
protocols. The increasing acknowledgment of integrity and availability metrics in IoT security 
is demonstrated by the existence of highly cited papers addressing these topics. To maintain 
data integrity and guarantee the continuous availability of IoT services and resources, more 
research and development work is necessary. The most cited area of research in IoT security is 
authentication, as shown by Table 3, which breaks down the total number of citations received 



10

International Journal of Service Science, Management, Engineering, and Technology
Volume 16 • Issue 1 • January-December 2025

by the top 20 papers based on citation count and categorizes them according to their respective 
security metrics.

While authentication metrics have been the most extensively explored in the literature, 
this emphasis risks overlooking other critical aspects, such as confidentiality, availability, and 
nonrepudiation. These dimensions are equally vital for a secure IoT environment, especially given the 
increased heterogeneity and resource constraints of IoT devices. For example, ensuring availability 
and integrity in battery-powered or latency-sensitive systems can be as crucial as authentication 
in certain applications, such as healthcare or industrial automation. Future research should seek 
to balance this emphasis by exploring lightweight mechanisms to enhance the coverage of these 
underrepresented metrics.

DISCUSSION

As illustrated in Figure 5, IoT security investigation metrics in this survey include confidentiality, 
integrity, availability, authentication, and nonrepudiation. Each security metric has subcategories for 
encryption, access control, data verification, and multifactor authentication. Evaluation approaches are 
aligned with security metrics to assess IoT security measures comprehensively, ensuring ecosystem 
robustness and reliability.

Figure 5. Taxonomy of Internet of Things (IoT) Security Metrics and Evaluation Approaches

Note. MTBF = mean time between failures; MTTR = mean time to recovery.

Confidentiality Metrics
The parameter regulates and safeguards confidential information against unauthorized parties 

(Ram et al., 2021). Given that IoT applications predominantly utilize wireless data transmission, the 
security of the information is comparatively higher than that of a wired network. The utilization of 
cryptography can be regarded as a highly effective approach to safeguarding the privacy of information 
(Hodgson, 2019).

When discussing IoT security, confidentiality pertains to safeguarding sensitive information 
against unauthorized access, disclosure, or alteration while it is being exchanged among IoT devices 
(Minh, 2019; Tawalbeh et al., 2020). It is an essential security prerequisite that safeguards the 
confidentiality and integrity of information transmitted throughout the IoT network. The following 
metrics are employed to assess confidentiality in IoT security (Minh, 2019):
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1. 	 Access control: It assesses the efficacy of access control mechanisms in mitigating unauthorized 
access to confidential information. The study by Selvan and Singh (2022) proposed a risk-based 
access control model for fog-IoT to address security concerns. It used fog-IoT environment 
features to calculate risk factors from real-time data requests, considering device context, resource 
sensitivity, action severity, and risk history. An adaptive security agent detected abnormal device 
behavior. Compared to existing models, risk assessment accuracy improved for various scenarios.

2. 	 Encryption strength: The robustness of encryption algorithms implemented to safeguard data 
was assessed while it was being transmitted. The IoT, or IoT, was a global network of physically 
connected objects that communicated with one another. With components, like smartphones, 
wireless sensor networks, and radio frequency identification, security was a big worry. Chanal 
and Kakkasageri (2021) suggested a hybrid algorithm that combines the advanced encryption 
standard, elliptic curve cryptography, and message digest algorithm (i.e., MD5) to address this. 
This method improved data confidentiality by preventing tampering and unauthorized access. 
Across a range of file sizes, their simulations showed better performance metrics when compared 
to conventional advanced encryption standard encryption.

3. 	 Securing communication: It evaluates how well secure communication protocols work to reduce 
the dangers of replay, tampering, and eavesdropping attacks. An affordable Raspberry Pi 3 smart 
meter for IoT applications was introduced by Tenório et al. (2019). It exceeded standard security 
protocols in three stages: secure data acquisition, encryption, and transmission, ensuring data 
integrity even in untrusted cloud environments or remote adversary access. This solution was 
flexible, simple, efficient, and affordable, making it suitable for IoT applications.

Integrity Metrics
Integrity ensures the information is accurate, relevant, consistent, and reliable throughout all 

operational procedures involving data (Reilly et al., 2019), including data transfer, updating, retrieval, 
storage, and capture. Ensuring integrity in IoT security is of the utmost importance to preserve the 
trustworthiness and genuineness of data transmitted among IoT devices and to thwart unauthorized 
alterations that may compromise the functionality and security of the system (Abosata et al., 2021). 
These metrics aid in validating the consistency and dependability of data by providing a quantitative 
evaluation of its integrity. IoT systems can bolster the overall security and dependability of the system 
by verifying the authenticity and consistency of information over its entire lifecycle via data integrity 
measurement. Integrity metrics are an indispensable instrument for the surveillance and assessment 
of data integrity. They empower IoT systems to promptly identify and address any unauthorized 
modifications (Nazir et al., 2024).

Data integrity stands as a cornerstone in IoT's evolution, fueling decision-making in critical 
domains. However, the ubiquity of edge devices renders them vulnerable to cyber-attacks. Given the 
safety-critical nature and commercial value of IoT-generated data, threats, like data tampering and 
malicious infusion, loom large (Garagad et al., 2020). BalancePIC's solution balances user privacy, 
data integrity, and computational cost. It uses balanced truth discovery and biometric elliptic curve 
cryptography authentication for privacy. Processing data in zones reduces computational costs and 
protects against threats. Simulations show it maintains balance in these areas (T. Wang et al., 2020).

Availability Metrics
Availability, as it pertains to IoT security, denotes the capacity of IoT systems and devices to 

consistently function, be accessible, and react to authorized users and devices (Kumar et al., 2019; 
Rachit et al., 2021; Tawalbeh et al., 2020). Cybersecurity incidents disrupt the availability of data in 
IoT applications, thereby impeding access to IoT devices. By implementing equipment maintenance, 
up-to-date operating software, system redundancy, system backups, enhanced system resiliency, and 
proactive recovery strategies from unforeseen incidents, one can guarantee the accessibility of the 
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information. High availability, defined as the agreed-upon level of operational performance that 
minimizes system unavailability to the greatest extent possible, is critical in IoT applications 
(Abdul-Ghani et al., 2018). The reliability block diagram, fault tree, and continuous time Markov chain 
used by Nguyen et al. (2020) showed the overall architecture, system architectures, and operative states. 
They used this framework for a smart factory IoT infrastructure with cloud, fog, and edge computing. 
Analysis showed that cloud failures reduced availability, while edge computing helped recover. Cloud 
servers' virtualization and fog servers' operating systems were also vulnerable to cyberattacks.

A variety of metrics are frequently employed to assess availability (Mazhar et al., 2023):

1. 	 the “uptime/downtime ratio” evaluates the proportion of total time observed during which a 
device or system is operational to the time it is non-operational, and an increased uptime ratio 
indicates enhanced availability;

2. 	 mean time between failures (MTBF) provides an estimation of the system's availability and 
reliability by calculating the average time between system failures;

3. 	 mean time to recovery (MTTR) indicates the system's responsiveness and recovery capabilities 
by quantifying the average time required to restore a system to its operational state following a 
failure; and

4. 	 availability percentage quantifies the extent of availability about the overall time observed; to 
illustrate, a system that maintains an availability of 99.9% experiences an approximate annual 
downtime of 8.76 hours.

Authentication Metrics
The process of authentication verifies the legitimacy of a message, transmission, originator, or a 

person's permission to receive a specific kind of data (Cambou et al., 2018). In terms of IoT security, 
authentication is the process of confirming users' and devices' identities before allowing access to 
resources or services (Ito et al., 2021).

There are several methods of IoT authentication, including one-way, two-way, three-way, 
distributed, and centralized authentication (Agrawal & Ahlawat, 2020). Sun et al. (2019) addressed 
the challenge of maintaining gait recognition performance in WIoT devices. The proposed approach 
improved gait recognition and user authentication rates to 96.9% and 91.75%, respectively, by 
using speed-adaptive gait cycle segmentation and individualized matching threshold generation. 
Gait recognition improved by 25.8% and user authentication by 21.5% over existing methods. 
For IoT network security, Qaisi et al. (2022) proposed tag-embedding message authentication to 
improve authentication rates and tag confidentiality. The scheme reduced resource consumption 
but needed improvement against nearby eavesdroppers. In contrast, Mahbub et al. (2020) proposed 
three authentication levels to improve IoT network security. Performance was evaluated using an 
ANFIS-based authentication model, analyzed by successful authentication rate, and simulated with 
fuzzy logic in MATLAB. Simulations showed that successful authentication should be at least 70% 
for any two levels and 30% for any individual level. Although numerical results beyond these criteria 
are not provided, the study found that the proposed mechanism improves IoT network security.

Nonrepudiation Metrics
Nonrepudiation is the capacity to guarantee that a party to an IoT transaction cannot contest the 

transaction's validity (Das et al., 2018). Both the sender and the recipient of the data will be notified 
when the information has been delivered; the sender will receive proof of delivery, while the recipient 
will receive identification proof of the sender (Fang et al., 2020). The ability to confirm the identity 
of communicating peers and guarantee that devices or users with legitimate credentials are granted 
access to services and resources is among the metrics used in IoT security to measure nonrepudiation 
(Li et al., 2019). Divya et al. (2023) suggested a novel multiparty computation framework to improve 
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nonrepudiation, especially in IoT networks. The framework minimized computation overhead while 
guaranteeing strong security by introducing novel encryption and split key management techniques. 
Compared to existing schemes, simulation results showed a significant improvement with 48% less 
overhead, 54% less delay, and 58% faster processing.

Challenges Unique to IoT Environments
IoT environments present distinct challenges that complicate the implementation and evaluation 

of security metrics. Resource constraints, such as limited processing power, memory, and energy 
capacity, make it impractical to deploy computationally intensive encryption and authentication 
algorithms. For example, many low-power nodes in sensor networks cannot support traditional 
public key cryptography. Additionally, the increasing use of edge computing introduces security 
vulnerabilities at the network perimeter, which are not adequately addressed by cloud-based models.

Privacy concerns in smart home and healthcare settings add another layer of complexity, where 
sensitive data transmission requires both confidentiality and regulatory compliance. The dynamic 
and decentralized nature of IoT systems means that static security models are often inadequate. These 
challenges underscore the need for tailored metrics and lightweight, context-aware security solutions 
specific to IoT systems.

Practical and Managerial Implications
The findings of this review offer several implications for IoT system designers, managers, 

and policymakers. First, the imbalance in research attention, particularly the overemphasis on 
authentication, suggests that decision-makers may be relying on uneven security strategies. Managers 
should aim to integrate underutilized metrics, like nonrepudiation and availability, into IoT risk 
assessments to ensure comprehensive protection.

Second, the absence of standardized evaluation frameworks hinders consistent policy 
benchmarking. Regulatory agencies and corporate cybersecurity teams should advocate for and adopt 
flexible scoring or ranking methodologies to assess the maturity of IoT security deployments across 
industries. Lastly, the study highlights the urgent need for lightweight security solutions suitable 
for low-resource environments, a crucial insight for vendors targeting smart cities, agriculture, and 
healthcare sectors.

FUTURE TRENDS

It is challenging to guarantee the security of the heterogeneous IoT ecosystem in the absence 
of standard security protocols and a common taxonomy. To address vulnerabilities across hardware, 
software, and data, standardization is required at the manufacturing, communication, and data audit 
levels (U. Tariq et al., 2023). One major security issue that needs to be addressed is ensuring the 
availability, confidentiality, and integrity of IoT data. Another is securing the communication between 
IoT devices (AlSalem et al., 2023; U. Tariq et al., 2023). To stop illegal access and data misuse, more 
research is required on access control methods and anomaly detection strategies for IoT systems (U. 
Tariq et al., 2023). The IoT's integration with other technologies, such as software-defined networking, 
presents new security issues that require attention (Rachit et al., 2021; Taherdoost, 2023a).

Organizations implementing IoT solutions need to comply with strict compliance requirements 
due to the growing emphasis on data protection and privacy regulations (such as the CCPA and 
GDPR) (Aljeraisy et al., 2021; Sirur et al., 2018). To ensure compliance, security strategies must be 
continuously monitored and adjusted due to the dynamic nature of IoT technologies and the constantly 
changing regulatory landscape (Brass & Sowell, 2021; Schiller et al., 2022).

By 2025, there will be over 30 billion IoT devices. People were previously aware of the IoT 
project, but they disregarded it because it appeared difficult to execute and complicated. With the 
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advancement of technology, people are realizing that this is not unachievable, as the IoT is developing 
at an increasingly rapid pace (Tawalbeh et al., 2020).

Future research should focus on the development and empirical validation of standardized security 
metric frameworks that are scalable across diverse IoT environments. This includes introducing 
scoring systems or ranking methodologies to evaluate and compare metric effectiveness under varying 
operational constraints. Simulations, testbed environments, or real-world case studies would greatly 
strengthen the assessment of these metrics.

Moreover, there is a need to design lightweight, adaptive security protocols tailored for constrained 
devices, and to explore novel applications of blockchain, federated learning, and explainable 
artificial intelligence in securing distributed IoT networks. Emerging areas, such as energy-aware 
authentication and privacy-preserving data aggregation, represent promising research frontiers that 
remain underexplored.

Future research should address several key priorities. First, there is a need to develop and validate 
standardized frameworks for comparing security metrics under different IoT conditions, including 
edge computing, smart cities, and health monitoring systems. Second, the creation of lightweight 
security protocols that balance performance and power consumption remains an underdeveloped but 
critical area of study.

Third, future work should explore cross-metric interaction effects, for example, how enhancing 
integrity may impact availability or device latency. Finally, researchers should pursue case study-based 
validations and simulation modeling to test the practical utility and trade-offs of security metrics in 
real deployments.

LIMITATIONS OF THE STUDY

While this study provides a comprehensive analysis of IoT security metrics and emerging trends, 
it is not without limitations. First, the scope of the literature review was restricted to articles indexed 
in the Scopus database, which may have excluded relevant studies published in other databases or 
gray literature. Second, the classification and evaluation of metrics focused on five main security 
dimensions, confidentiality, integrity, availability, authentication, and nonrepudiation, which, while 
fundamental, may not encompass all nuanced security concerns in diverse IoT applications. Third, 
the fast-evolving nature of IoT technologies means that new metrics and security frameworks may 
emerge rapidly, potentially limiting the long-term applicability of the findings. Finally, the study did 
not empirically validate the practicality of each metric through case studies or simulations, which 
could be explored in future research.

Additionally, the current study does not include experimental validation, benchmark comparisons, 
or simulation-based testing of the reviewed metrics. As a result, while the theoretical foundation is 
robust, the practical performance and feasibility of these metrics in operational IoT environments 
remain untested. This limits the immediate applicability of the findings and underscores the importance 
of future work involving empirical studies or deployment-specific evaluations.

In addition to the scope and data limitations discussed earlier, the absence of practical validation 
means that the findings cannot be directly generalized to operational environments. While the literature 
analysis provides valuable mapping of trends, without benchmarking or real-world testing, the relative 
effectiveness of one metric versus another remains speculative. As such, conclusions should be viewed 
as directional rather than prescriptive, pending further empirical research.

CONCLUSION

This study presented a structured review and evaluation of IoT security metrics across five key 
dimensions: confidentiality, integrity, availability, authentication, and nonrepudiation. Through an 
analysis of recent literature indexed in Scopus (2019–2024), the work identifies authentication as 
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the most extensively researched metric, followed by integrity, while confidentiality, availability, and 
nonrepudiation remain underexplored. The findings reflect patterns already noted in the literature, 
reinforcing rather than challenging the prevailing focus on identity verification. Although this may limit 
the novelty of our conclusions, the study makes a useful contribution by consolidating, classifying, 
and visualizing metric usage trends. It also highlights substantial research gaps in real-world 
benchmarking and evaluation practices, especially in relation to resource-constrained environments. 
A major limitation of this study is the absence of empirical simulations or case studies to validate the 
discussed metrics. Consequently, this work should be seen as a foundation for future research rather 
than a definitive framework. It invites further studies that (1) empirically test the proposed metrics, 
(2) develop standardized evaluation frameworks, and (3) design balanced security strategies across 
all metric dimensions. Addressing these gaps will be essential to building resilient and scalable IoT 
security systems.
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