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ABSTRACT

Companiesrequireinformationaboutcustomerstounderstandthem,knowtheirpreferences,and
developrelationshipswiththem.Companiesemployanumberofdirectanddigitalmarketingchannels
tocollectinformationandintelligenceaboutcustomers.Marketersadoptanumberofunfairpractices
forcollectinginformationthroughdirectanddigitalmarketingandthisraisesconcernsaboutconsumer
privacy.Thearticlediscussesthevariousaspectsofconsumerprivacyandtheneedforprotecting
consumerprivacy.Thearticlefurtherfocusesonthevariousregulationsenforcedbyregulatorybodies
andgovernmentsofcountriestoprotectcustomers.Variousinitiativestakenbycompaniestoprotect
customersarediscussed.Directanddigitalmarketingchannelsallowcompaniestocollectinformation
andintelligenceaboutcustomersandtoinfluencethem.However,companiesshouldbesensitiveto
customerconcerns.Thiswillhelpcompaniesinbuildinglong-termcustomerrelationships.
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1. INTRoDUCTIoN

Companies require collecting information and intelligence about customers for analyzing,
understanding their requirements and preferences, and targeting them (Stone & Jacobs, 2007).
Successinbusinessdependstoalargeextentonthemutualrelationshipsbetweencustomersand
companies.Companiesunderstandtheimportanceofcustomersatisfactionanddevelopingcustomer
relationships(Martin&Murphy,2017).Again,companiesalsoneedtobeaggressivetoperformand
sustaininthecompetition.Thisbecomesevenmoreimportantindirectanddigitalmarketingwhere
thecompetitionisintense.Indirectmarketingandindigitalmarketing,companyemployeesorpeople
appointedbycompaniesmaintaindirectrelationshipswithcustomers(Duhigg,2007).Companies
collectinformationandintelligenceaboutcustomersthroughdifferentdirectanddigitalmarketing
channels.Sometimes,directanddigitalmarketersmayadoptaggressiveapproacheswhichmaynot
be likedbycustomersormayevenbotherorharmcustomers.Consequently, customersbecome
suspiciousandspeculativeabouttheintentionsofdirectanddigitalmarketersandthepoliciesadopted
bythem(Appuzo&Perlroth,2014).Thismayalsoaffectthereputationforthecompanyandforthe
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industryasawhole(Asllani&Halstead,2015).Customersmaygetirritatedandfrustratedbecause
oftheactionsofdirectanddigitalmarketers(Moraes&Michaelidou,2017).Theactionsofdirect
anddigitalmarketersmayinextremecasesresultininstancesofunfairpracticesorevenoutright
deceptionandfraud(Bonfrer&Dréze,2009).Criticsaccusetheindustryofinvadingtheprivacy
ofcustomers,breachingthecodesofconducttobemaintainedwhiledealingwithcustomers,and
threateningthesecurityofcustomers(Hamidi&Moradi,2017).Theissuesofprivacyandsecurity
ofcustomerinformationareofprimeimportanceespeciallyinonlineanddigitalmarketing.Critics
accuse that marketers violate the codes of conduct for customer privacy and security in digital
marketing(Ikonen,Luoma-aho,&Bowen,2017).

Direct marketers and digital marketing are convenient and beneficial for customers (Martin
&Murphy,2017).Direct anddigitalmarketersusuallyenjoymutuallybeneficial and rewarding
relationships. However, although customers mostly benefit from direct and digital marketing,
likevariousotheraspectsofmarketing,theyhaveadarksideaswell.Marketerssometimesadopt
aggressiveandshadytacticsfortheirselfishmotivesandthesemotivescanharmcustomers(Ikonen
et al., 2017). Such actions result in a bad reputation for the entire industry. Abuses range from
simpleexcessesthatirritatecustomerstoinstancesofunfairpractices.Sometimes,toovercomethe
competition,directanddigitalmarketersadoptcertainpracticeswhichresultinoutrightdeception
andfraud.Thedirectmarketingindustryhasalsofacedgrowingprivacyconcerns.Digitalmarketers
mustdealwithinternetandmobilesecurityissues(Martin&Murphy,2017).Itistheresponsibility
ofbothmarketersandcustomerstoguardagainstirritatingandharmfuleffectsofdirectanddigital
marketingpractices(Singer,2012).Thepaperfocusesonvariouspublicpolicyissuesindirectand
digitalmarketing,responsibilitiesofdirectanddigitalmarketersandcustomers,andvariousinitiatives
taken by companies to protect customers against such issues. The discussions in the paper are
importantfromtheperspectiveofpublicadministrationbecausethepoliciesadoptedbycompanies,
governments,andregulatorybodiesandagencieswillhaveimmediateeffectonconsumerswhichin
turnwillaffectthegeneralpublic.Thepoliciesimplementedrequiretoberegulated.So,thepolicies
willhavedirecteffectsonpublicadministration.Also,consumershaveaccesstotheinternetandall
typesofinformationaltechnologiesinthisdigitalage.Consumersareactiveonthesocialmedia,
browsethroughcompanywebsites,domuchoftheirshoppingonline,andaccesstheinternetontheir
mobilephones.Becauseofallthesereasons,thetopicisofrelevanceinthedigitalage.

Thepaperisstructuredasfollows.
Section2focusesontheissuesofirritation,unfairness,andfraudcreatedbydirectanddigital

marketers.Sub-section2.1focusesontheconcernsofconsumerswithrespecttoprivacyandsecurity
inthedigitalage.Section3discussesthevariousunfairpracticesfollowedbymarketersincollection
ofinformationfromcustomers.Section4focusesontheimportanceofprivacyofconsumerswith
sub-sections4.1 and4.2. focusingon invasionof consumerprivacyandprotectionof consumer
privacy respectively. Remedial actions are required and the necessity is discussed in section 5.
Differentinitiativestakenbycompaniesarediscussedinsection6withafocusondifferentforms
ofcommunications–directmail(discussedinsub-section6.1),telephonemarketing(discussedin
sub-section6.2),mobilemarketing(discussedinsub-section6.3),internetmarketing(discussedin
sub-section6.1),ande-mailmarketing(discussedinsub-section6.1).Section7focusesonthekey
pointsdiscussedinthepaper.Managerialimplicationsandcontributionofthepaperarehighlighted
insub-sections7.1and7.2respectively.Section8concludesthepaperwithsub-section8.1focusing
onfutureresearchdirections.

2. IRRITATIoN, UNFAIRNeSS, AND FRAUD

Directmarketers,digitalmarketers,andtheiraggressivemeasuressometimesirritateoroffend
customers(Atsmon,Child,Dobbs,&Narasimhan,2012).Forexample,customersgetoffended
whenTVcommercialsaskfordirectresponses,aretooloud,long,andinsistent.Emailssentby
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directmarketersaredelivereddailyandsuchemailsfilltheinboxesofindividuals.Mostofthose
emailsareunwantedjunkmailsorspammails.Similarly,mobilephonesandtabletscreensof
individualsflashwithunwantedonlineormobiledisplayadvertisements,pop-ups,orpop-unders
(Moraes&Michaelidou,2017).

Direct marketers take undue advantage of the ignorance of individuals. They target those
individuals who can be influenced easily. They target impulsive and less-sophisticated buyers.
Criticsaccusetelevisionshoppingchannels,enticingwebsites,andprogram-longinfomercialswhich
targetindividualswhoareaddictedtowatchingtelevisionandbrowsingontheinternet(Hamidi&
Moradi,2017).Directmarketerscapture theattentionof individualsbyfeaturingsmooth-talking
hosts,elaboratelystageddemonstrations,“whiletheylast”timelimitations,claimsofdrasticprice
reductions,andunequalledeaseofpurchaseforindividuals.Throughsuchtactics,directmarketers
trytoinfluencethoseindividualswhohavelowsalesresistance(Martin&Murphy,2017).

Nowadays,directanddigitalmarketersaretargetingindividualswithfraudulentschemes,such
asinvestmentscams.Collectionsinthenameofcharityhavealsomultipliedinrecentyears(Sullivan,
2010). The internet has allowed direct marketers to carry out scams swiftly, conveniently, and
sometimeswithoutthefearofgettingidentifiedandcaught.Internetfraudhasbecomeaseriousissue.
AccordingtotheInternetCrimeComplaintCenter,since2005,internetscamcomplaintshavetripled
andhavecrossed275000peryear(InternetCrimeComplaintCenter,2016).In2017,thefinancial
lossincurredduetoscamsamountedtomorethan$800million(Moraes&Michaelidou,2017).

Phishingisoneinternetfraudwhichresultsinhugelossforindividuals.Itisatypeofidentity
theftthatusesdeceptivee-mailsandfraudulentonlinewebsitestofoolusersintodivulgingtheir
personaldata(Ikonenetal.,2017).Phishingisnotadirectmarketingactivity.Itisanactivitywhich
urgesindividualstorevealpersonalinformation.Althoughitisnotamarketingactivity,itisrelatedto
thewelfareofconsumerswhosepersonalinformationiscompromisedwith.Forexample,individuals
receivee-mailsfrombanks,creditcardcompanies,andotherfinancialinstitutionsstatingthattheir
personalinformationhasbeencompromisedandtheyneedtoupdatetheirinformationimmediately
tokeeptheiraccountssafeandsecured.Theyarerequestedtoshareinformationlikeusernames,
passwords, and perhaps even their Social Security Number (Martin & Murphy, 2017). Those
individualswhosharesuchinformationbecomevulnerablebecausethesharedinformationmaybe
misusedbyscamartists.Althoughnow-a-daysindividualsareawareofsuchscams,itisdifficultto
detectsuchscamsontheinternet.Italsodamagesthereputationoflegitimateonlinemarketerswho
workhardtodevelopandbuildtheirbrandimage.Scamsdamagetheconfidenceofindividualsin
web,e-mail,andotherdigitaltransactions(Sullivan,2010).

2.1. Concerns of Consumers in the Digital Age
Customersareconcernedandworriedaboutonlineanddigitalsecurity.Customersfearthatdirect
marketerswillkeeptrackoftheironlinetransactionsandsocialmediapostingswithouttheirknowledge
andconsent(Ikonenetal.,2017).Directmarketerscollectinformationlikebankaccountdetailsand
creditanddebitcardnumbers.Onlineshoppingiscommonandconvenientnow-a-days.However,
studiesrevealthatmorethan70percentofindividualsarestillconcernedaboutsafetyandsecurityof
onlinetransactions.Theyfearaboutidentitytheftsandmisuseoftheiridentitiestosatisfytheselfish
requirementsofcompanies.Databreachesarehappeninginindustrieslikeretailing,telecommunication
services,andbanks tohealthcareprovidersand thegovernment (Moraes&Michaelidou,2017).
Studiesshowthatin2017alone,therewere781majordatasecuritybreachesintheUnitedStates
(Moraes&Michaelidou,2017).

Critics are concerned about vulnerable and unauthorized groups accessing their sensitive
informationsharedontheinternet(Moraes&Michaelidou,2017).Anyformofinformationisreadily
availableontheinternet.Itbecomesdifficultforcompaniestorestrictgroupsofindividualsfrom
viewingcontentonseveralwebsiteswhichtheyarenotauthorizedtoaccess(Ikonenetal.,2017).
Forexample,marketersofadult-orientedmaterialsandsitesfinditdifficulttorestrictminorsfrom
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accessingcontents.SocialnetworkingsiteslikeFacebook,Instagram,Twitter,andSnapchatdonot
allowchildrenunderage13toopenaccounts.However,itbecomesdifficultforsuchsitestoenforce
thecriteriaandallthesiteshavememberswhoaresignificantlyunderaged(Moraes&Michaelidou,
2017).Similarly,itbecomesdifficultforchildrentodetectissueslikeidentitytheftschemes,revealing
personalinformation,negativeexperiences,andotheronlinedangers.Theybecomevulnerableto
suchfrauds.Criticsandnationallawmakersaredebatingaboutrulesandregulationswhichshould
beenforcedtobetterprotectchildrenonline.Thisrequiresthedevelopmentoftechnologysolutions
whichisdifficult.AsFacebookputsit,“That’snotsoeasy.”(TheDrum,2016)

3. UNFAIR PRACTICeS FoR INFoRMATIoN CoLLeCTIoN 
IN DIReCT AND DIGITAL MARKeTING

Directandonlinemarketersmayadoptunfairpracticesforcollectinginformationandthismightcause
irritationandconcernforcustomers.Someofthosepracticesareperceivedasdeceptive.Marketers
maybecomeaggressiveanddesperatewhilecollectingcustomerinformation.Suchactionsmayresult
infraud(Moraes&Michaelidou,2017).

Sharingofinformationandintelligencebycustomerswithdirectanddigitalmarketersbenefits
bothcompaniesandcustomers(Byron,2006).Itresultsinawin-winsituation.However,sometimes
customersdonotfavortheaggressiveapproachesadoptedbydirectanddigitalmarketers.Buyersfall
preytomarketerswhentheymakeimpulsivebuyingdecisions.Marketerstargetvulnerablegroupsof
buyerstocollectinformationandtogettheirproductssold.Theyapproachlesssophisticatedcustomers
likekids,children,andtheelderly.Itiseasytoapproachandinfluencesuchgroupsofcustomers.
Criticsfeelthatsuchmarketingpracticesareunethical(Wilbur&Zhu,2009).

IndividualsdislikeTVcommercialswhich try to force theproductson tocustomers.Direct
anddigitalmarketersalsosendunsolicitede-mailstoindividuals.Manyindividualsperceivesuch
communicationsasunwantedjunkmailsandspammails.Marketerscauseirritationtopeoplewhen
promotionsarecommunicatedintheformofdisplayorpop-upadvertisements.Peoplemightget
irritatedbecausetheymightbeengrossedinsomeimportantwork.Criticsfeelthatsuchpractices
areunfair(O’Leary,2010).

Itiseasierformarketerstocollectinformationfromimpulsiveorlesssophisticatedbuyers.Inthe
process,theysometimesviolatethelineofethicswhiletargetingthem(Sullivan,2010).Theytarget
individualswhoareaddictedtowatchingtelevisionbyshowingcommercialsontelevisionshopping
channelsandprogram-longinfomercials.Theprogramsattracttheattentionofviewerswiththehelpof
smooth-talkinghostsandelaboratelystageddemonstrations.Viewersareinfluencedbyofferingdrastic
prizereductions,excellentproductquality,andfreeoffers.Theyalsotrytoinfluenceviewerstoact
instantlybymentioning“whiletheylast”limitations(Lohr,2010).Theyassureconvenientshopping
andproductswithlowprices.Marketersofsuchcommercialspreparepersuasivecommunications
andwritecopyintendedtomisleadbuyers(Sullivan,2010).

Customersaremostlyunawarethattheirpersonalinformationisgettingstoredwithcompanies.
Companiesmaintaincustomerdatabasestostoretheinformation.Everytimeacustomerordersa
productbymailortelephone,applyforacreditcard,ortakeoutamagazinesubscription,theirdetails
likenames,addresses,andpurchasingbehaviorarerecordedinthecompanydatabases(Moraes&
Michaelidou,2017).Criticsworrythatcompaniesmaycollectandstorealotofinformationabout
customerswithouttheknowledgeandconsentofcustomers(Michaels&Lunsford,2006).Critics
alsoworrythatcompaniesmaycometoknowalotabout thepersonal livesofcustomerswhich
companiesarenotsupposedtoknow(Neff,2006).

Criticsaccusethatbothdirectanddigitalmarketersmakefalseclaimsabouttheirofferings(Wilbur
&Zhu,2009).Directmarketersdesignmailersandwritecopyintendedtomisleadorexaggerate
productsize,productperformance,ortheretailprice.TheFederalTradeCommission(FTC)has
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tohandlethousandsofcustomercomplaintseveryyearregardingfraudulentinvestmentscamsand
phonycharities(FTC,2009).

Directmarketersareinvolvedinanumberofinvestmentscams(Wilbur&Zhu,2009).Direct
marketerspersuadecustomerstodonateforcharity.Themoneycollectedisinvestedinfraudulent
schemes.Thesetypesofmisleadingcommunicationshavemultipliedrecently.Theincreasingusage
andpopularityoftheinternetandtheadvancementininformationtechnologyallowdirectanddigital
marketerstodosuchcommunications(Hauser,Urban,Liberali,&Braun,2009).Someofthemost
seriousissuesinrecenttimesincludeinternetfraud,identitytheft,andfinancialscams(Wilbur&
Zhu,2009).Intheyear2010alone,theFBI’sInternetCrimeControlCenter(IC3)receivedmore
than336650complaintsrelatedtointernetfraud.Thisresultedinamonetarylossof$560millionto
theU.S.Government(Lohr,2010).

Consumerssharealotofinformationontheinternet.Theyfearaboutthesafety,security,and
privacyofthesharedinformation.Theyfearthatdirectanddigitalmarketerswillgainaccesstothe
informationandusetheinformationunethicallywithouttheirknowledge.Marketersmaycometoknow
alotaboutconsumersincludingtheirpersonalandsensitiveinformationlikecreditanddebitcard
numbers,onlinetransactionpasswords,bankaccountdetails,andmobilenumbers(Swartz,2010).The
internetisbecomingpopularnow-a-daysbecausemoreandmorecustomersaretechnology-oriented.
Onlineshoppingisalsobecomingpopularbecauseofconvenience(Clifford,2010).However,survey
suggeststhat75%oftheparticipantsstilldonotliketheirpersonalorcreditcardinformationtobe
sharedontheinternet(Vega,2010).Individualsalsoworryaboutsecurityissuesandidentitythefts
whichmayhappenbecauseofattackbyannoyingandharmfulviruseslikeTrojan,spyware,and
othermalwareandmalicioussoftware.

Theinternethelpsinreducingbarrierstocommunication.Althoughtherearechecks,itisdifficult
torestrictindividualsfromviewingcontentswhichtheyarenotauthorizedtoaccess.Forexample,itis
difficultforcompaniesmarketingadult-orientedproductstomonitorandrestrictminorsfromvisiting
theirwebsites(Lohr,2010).Inasurvey,outoffourchildrenagedbetween8and12yearsadmitted
tohavinganaccountonasocialnetworkingwebsitesuchasFacebookorMyspace.Althoughsuch
websitesdonotallowaccesstochildrenwhoarelessthan13yearsold,itisdifficultforwebsitesto
monitortheactivitiesofchildren(Steel,2009).Duetoopenandunrestrictednatureoftheinternet,
itbecomesdifficulttoenforcesuchregulationsinpractice.Sometimes,parentsmaybeunawarethat
theirkidsareaccessinginformationwhichtheyarenotsupposedtoaccess.Onesurveyfoundthat
17%oftheparentsdidnothavetheknowledgethattheirkidsarehavingaccountsonsocialmedia
andthattheyareaccessingthemregularly(Learmonth,2009).

Theaboveexamplesuggeststhatitisdifficulttomonitorandcontroltheactivitiesofdirectand
digitalmarketers.Suchactivitiesofdirectanddigitalmarketersmayresultinincreasinglynegative
customerattitudesandlowerresponserates.Theyalsoresultinstateandfederalregulations(FTC,
2009).Marketersshouldtargettheirpromotionsonlytoindividualswhoareinterestedintheiroffers
andwhowillrespondpositivelytosuchoffers(Ransom,2010).

4. PRIVACy oF CoNSUMeRS

Consumersareconcernedabouttheprivacyandsecurityoftheirpersonalinformation.Thisisthe
toughestpublicpolicyissuewhichthedirectmarketingindustryneedstoaddress(Asllani&Halstead,
2015).Directmarketerscollectinformationaboutcustomersandstoresuchinformationincustomer
databases.Bothdirectmarketersandcustomersbenefit fromthemaintenanceofsuchdatabases.
Customersreceiveofferswhichmatchtheirrequirementsandpreferences.However,criticsworry
thatcompaniesmayhaveaccesstomoreinformationthanisactuallyrequired.Companiesmayknow
alotaboutthepersonallivesofcustomers.Theymayusetheknowledgetotakeunfairadvantage
ofcustomers.Customersfearthatexcessiveusageofcustomerdatabasesmayresultinintrusionon
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consumerprivacy(Verhoef&Lemon,2013).Customers,now-a-days,sharealotmoreinformation
about themselves than they used to do previously. However, they are nervous about personal
informationandpreferencessharedwithmarketersviadigitalandsocialmedia.Onerecentsurvey
foundthat92percentofU.S.internetusersworryabouttheirprivacyonline(Miners,2014).Another
studyrevealedthat90percentofAmericansfeelthattheyhavelostcontrolovertheinformation
sharedbythemwithcompaniesonsocialmediasites(Malcolm,2013).

Theadventofbigdatahasmadeitpossibleforcompaniestocapturepersonalinformationabout
customersindatabasesthemomentsuchcustomerspostsomethingonsocialmediasites,entera
sweepstakes,visitawebsite,applyforacreditcard,ororderproductsonlineorbyphone.Companies
maythenemploydatamininganddataintelligenceforanalysisandto“microtarget”theirselling
efforts(Rafaelietal.,2012).Directmarketershavebecomeproficientincollectingandanalyzing
detailedconsumerinformationbothonlineandoffline.Evenexpertsaresurprisedatandworried
abouttheamountofinformationcollectedbycompaniesandwhattheycandowiththecollected
information(Rafaelietal.,2012).OneAdvertising Agereporterstates(Bush,2010):

I’m no neophyte when it comes to targeting – not only do I work at Ad Age, but I cover direct marketing. 
Yet even I was taken aback when, as an experiment, we asked the database-marketing company to 
come up with a demographic and psychographic profile of me. Was it ever spot-on. Using only publicly 
available information, it concluded my date of birth, home phone number, political-party affiliation. 
It gleamed that I was a college graduate, that I was married, and that one of my parents had passed 
away. It found that I have several bank, credit, and retail cards at “low-end” department stores. It 
knew not just how long I’ve lived at my house but how much it cost, how much it was worth, the type 
of mortgage that’s on it, and – within a really close ballpark guess – how much is left to pay on it. It 
estimated my household income – again nearly perfectly – and determined that I am of British descent.
But that was just the beginning. The company also nailed my psychographic profile. It correctly 
placed me into various groupings such as someone who relies more on their own options than the 
recommendations of others when making a purchase; someone who is turned off by loud and aggressive 
advertising; someone who is family-oriented and has an interest in music, running, sports, computers, 
and is an avid concert-goer; someone who is never far from an internet connection, generally used to 
peruse sports and general news updates; and some who sees health as a core value. Scary? Certainly.

Consumersmaybehighlyvulnerableandopentoabuseifinformationisreadilyavailable.Critics
arguethatcreditcardcompaniesshouldnotbeallowedtomakethedataofmillionsoftheircustomers,
public.Theyshouldalsonotsellthedatatomerchantswhoaccepttheircards(Verhoef&Lemon,
2013).Similarly,statesshouldalsonotsellthenamesandaddressesofdriver’slicenseholders,along
withheight,weight,andgenderinformation.Thismayallowapparelretailerstotargetindividuals
withcustomizedclothing.Also,companiesinthetelecommunicationssectorshouldnotsellmobile
phoneusagedatatodataanalyticsfirms.Thefirmsmaysellsuchdatatomarketers.Marketersmay
getcustomerinsightsfromsuchdatawhichhavenotbeenapprovedforusagebycustomers.SAP’s
CustomerInsight365unitgleansandsellscustomerinsightsfromupto300mobilecalls,websurfing,
andtextmessagingeventsperdayforeachof20millionto25millionmobilesubscribersfromdata
suppliedbymobileoperators(Kane,2015).Suchactionsbymarketersareclearlyunethical.

4.1. Invasion of Consumer Privacy
Directanddigitalmarketersareaccusedofinvadingconsumerprivacyandcausingsecuritythreats.
Thisisthemostimportantpublicpolicyissuewhichneedstobehandledbythedirectanddigital
marketing industry (Lohr, 2010). Marketers collect information about customers by applying a
numberoftechniques.Theythenstoretheinformationincustomerdatabases.Companiesanalyze
thestoreddatatounderstandcustomerlikesanddislikes,preferences,andpsychology.Anumberof
advancedstatisticaltoolslikeclusteranalysis,factoranalysis,andpredictiveanalysisareemployed
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tounderstandcustomersandtheirrequirements.Companiesthentargetindividualsbasedonanalysis
withthehelpofsophisticatedtoolslikeRFM(R–recency,F–frequency,M–monetaryvalue).
BasedonRFManalysis,RFMscoresarecalculatedforindividualcustomersorcustomergroups.
CompaniestargetthosecustomersorcustomergroupswhohavethehighestRFMscores(Asllani&
Halstead,2015).Maintainingcustomerdatabaseshasitsownbenefits.Customersreceiverelevant
offers fromcompaniesbasedon their requirementsandpreferences.Companiesalsounderstand
customerrequirementsbetterandthishelpsthemtotargetcustomersbetter.Althoughmaintenance
ofcustomerdatabaseshasitsownadvantages,criticsfeelthatmarketersmaycometoknowalot
aboutcustomerswhichtheyarenotsupposedtoknow.Companiesmaytakeunfairadvantageof
thisknowledge.Someof thestored informationmaybesensitive.Customer informationmaybe
storedwithouttheknowledgeandconsentofcustomers.Usageofcustomerinformationwithoutthe
knowledgeandtheexplicitconsentofcustomersintrudesonconsumerprivacy(Ikonenetal.,2017).

Privacyandsecurityissuesofcustomerinformationareseriousconcernsbecausemarketersmay
conductbusinesseswiththeinformation.Customersswappersonalinformationwithcompaniesfor
customizedproducts(Martin&Murphy,2017).Customerssharepersonalandsensitiveinformation
withthebeliefandtrustthatcompanieswillnotmisusetheinformation.However,atthesametime,
customersworrythatprivateinformationmaybeusedagainstthemforrobbingandcheating.They
dislikebeingbombardedwithunwantedcommunications.Theyalsofearthattheirchildrenmaybe
targetedwithpromotions(Ohm,2012).Theissuesofonlineprivacy,safety,andsecurityareofgreat
concernsforbothcustomersandregulators.Technologyallowsmarketerstocollectandanalyzeall
kindsofinformation(Sullivan,2012).

Criticshavethefollowingcommentstomakeondataprivacy:

Make no mistake, your personal data isn’t your own. When you update your Facebook page, ‘Like’ 
something on a website, apply for a credit card, click on an ad, listen to an MP3, or comment on a 
YouTube video, you are feeding a huge and growing beast with an insatiable appetite for your personal 
data, a beast that always craves more. Virtually every piece of personal information that you provide 
online (and much that you provide offline) will end up being bought and sold, segmented, packaged, 
analyzed, repackaged, and sold again. (Sullivan, 2012)

Companiesareabletostore,retrieve,andanalyzeanyinformationsharedbycustomerswith
developmentsininformationtechnology(Martin&Murphy,2017).Theinformationmayinclude
detailsaboutvisitingawebsite,applyingforacreditcard,ororderingproductsbymail,telephone,
orontheinternet.Theinformationisstoredincustomerdatabasesfromwheredirectanddigital
marketers retrieve the information.With thehelpof the informationandsophisticatedanalytical
tools,directmarketerscan“micro-target”theirsellingefforts.Consequently,customersareconcerned
aboutonlineprivacyandsecurity.Withtheadvancementofwebtrackingtechnology,digitalprivacy
expertsbelievethatdirectmarketerswillbeabletoknowalmostanythingaboutcustomerswithout
theirknowledge(Moraes&Michaelidou,2017).

Marketersprovidealotofinformationontheirwebsites.Itbecomesdifficultforcustomersto
assimilatealltheinformationprovidedonwebsites(Bussey,2013).Customersareaskedtoshare
theirowndetailsafterassimilatingtheinformationprovided.Consequently,someoftheinformation
providedbyconsumersonlinemaymakethemvulnerable.Companiesmaytakeunfairadvantageof
thesharedinformation(Appuzo&Perlroth,2014).Criticsandpolicymakersworrythattheready
availabilityofinformationmayleavecustomersopentoabuse.Companiescollectinformationfrom
customersthroughanumberoftechniquesandwithouttheknowledgeofcustomers.Cookiesmay
beinstalledonwebsitesandcustomersmaybeabletoaccessthewebsitesonlyaftertheyenablethe
cookies.Customersareunawareabouttheinformationwhichgetscapturedbecauseofcookies.Many
criticsareoftheopinionthatitisunfairtocollectinformationaboutcustomersthroughsuchtechniques.
Theyalsoquestionwhethercompaniesareauthorizedtotracktheonlinebehaviorofcustomers.They
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feelthatitisunethicalforcompaniestodevelopcustomerdatabasesbasedonsuchinformationand
tosell the information to thirdpartieswithout theknowledgeofcustomers.Becauseofall these
issues,criticsvoicetheirsupportforprivacyandsecurityofcustomerinformation(Dumenco,2013).

Informationsharedbycustomerswithcompaniesmaybecollected,bought,andsoldby the
personal data economy, including advertisers, ad networks, website publishers, social networks,
marketers,databrokers,andonlinetrackingandtargetingcompanies(Best,2013).Companiesbecome
awareaboutpersonalinformationofindividualslikeage,race,gender,height,weight,maritalstatus,
educationlevel,politicalaffiliation,buyinghabits,hobbies,health,financialstatus,vacationdreams,
andmore(Best,2013).

Theinformationsharedbycustomerstodirectanddigitalmarketersistransparentanditisa
matterofconcernforcustomers(Lilien,2011).Becauseofalltheseconcerns,individuals,especially
oldercustomersarereluctanttosharetheirinformationonline(Ohm,2012).However,itisdifficult
forcustomerstopreventintrusionsintotheirprivacy.Theyarecompelledtoaccepttheintrusions,
willinglyorunwillingly.Customersareunawareaboutwhatinformationtheyaresharing.Theyalso
feelthattheydonothaveanychoicebuttosharetheinformation.Someothersfeelthattheinformation
sharedwillnotreallymatter.Forexample,whilebuyingaproductlikesmartphone,customerssharea
lotofprivateandpersonalinformation.Theysignanagreementgivingconsenttocompaniestokeep
trackoftheireverymove(Goldfarb&Tucker,2012).CarrierIQisafirmwhichreceivedpermission
fromanypurchaserofanEV03DHTCsmartphonetokeeptrackofeveryphonecallmade,text
messagessentandreceived,andwebsitesvisited(Acquisti,John,&Loewenstein,2012).Oncethe
informationissharedonline,customersdonothaveanymorecontrolovertheinformationshared.
Thesharedinformationmayendupinunexpectedplacesresultinginspamorworse.

Itistherightofconsumerstoknowhowcompanieskeeptrackoftheironlineactivities.They
shouldbeawareaboutwhere,when,how,andwhytheyarebeingwatchedonline.Acxionisadata
trackingfirmwhichmaintainsadatabaseofabout190millionU.S. individualsand126million
households(Sullivan,2012).Thefirmisabletoanalyze50trilliondatatransactionsperyearwiththe
helpofits23000servers.Basedontheanalysis,Acxionisabletounderstandandhavea360-degree
viewofcustomersbycapturingdatafromoffline,online,andmobilesources.Thecustomersof
AcxionincludebankslikeWellsFargoandHSBC,investmentserviceslikeE*TRADE,automakers
likeFordandToyota,anddepartmentalstoreslikeMacy’s(Duhigg,2012).

Itissometimesunethicalforcompaniestodoonlineprofilingofcustomers.Companiestarget
parentsofnew-bornswithanumberofbabyproducts.Suchcustomersarelucrativeforcompanies
becausetheypurchaseavarietyofbabyproductsoveraperiodof time.Companiescollectbirth
recordswhicharepublictotargetsuchparents.Forexample,Targetanalyzedthebuyingbehaviorof
womenwhosignedupfornew-babyregistriesatitsstores.Itwasrevealedthatsuchwomenbought
largeamountsofvitaminsupplementsduringtheirfirsttrimesterandunscentedlotionatthestart
oftheirsecondtrimester(Singer,2012).Targetwasabletoidentifypregnantwomenandsendthem
offersrelatedtobabyproducts.Theofferscontainedcouponstimedtothestagesofpregnancyand
laterbabyneeds.Criticsandanalystswereconcernedaboutsuchunethicaltargetingofcustomers
(Goldfarb&Tucker,2012).

4.2. Protection of Consumer Privacy
Consumerprivacyisimportant,andcompaniesshouldstrivetoprotectit.Lawsandregulationsare
enforcedtoprotectconsumerprivacy.Governmentsofcountriestakeinitiativestocurbandcontrol
unethicalpracticesbycompanies.Governmentagencieskeepaclosewatchonnotonlydo-not-call
listsbutalsoondo-not-maillists,do-not-tracklists,andcanspamlegislation.Thefederalgovernment
oftheUSAenforcesanumberoflegislativeactionsfromtimetotime.Suchactionsaretakento
regulate and control the aggressive actions which companies adopt to collect information from
customers(FTC,2009).Theactionsalsoaddresstheprivacyandsecurityconcernsofcustomers.
Forexample,theCongressisdraftinglegislationwhichwillenablecustomerstodecidehowthe
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informationsharedbythemonlinewillbeusedbycompanies.FTCisalsotakingactiveinitiatives
indevelopingpoliciesforonlineprivacy(FTC,2009).

Several companies adoptmeasures toprotect consumerprivacyevenbefore legislators take
preventive actions (Ikonen et al., 2017). Four advertiser groups, the American Association of
AdvertisingAgencies,theAssociationofNationalAdvertisers,theDirectMarketingAssociation
(DMA),andtheInteractiveAdvertisingBureaufromtheUSAissuedguidelinesforwebsites(Magill,
2009).Theguidelinesareissuedforcompaniessothattheyfollowthegovernmentregulations.This
willensureprotectionofconsumerprivacy.Theguidelinesrequirecompaniestoinformcustomers
whethertheironlineactionsarebeingmonitored.Theguidelinesalsorequirecompaniestoprovide
customerswithanoptionofoptingoutfromviewinganadvertisementandalsotoinformwhythe
advertisementisshowntotheviewer(Magill,2009).Thisisespeciallyapplicableforbehaviorally
targetedonlineadvertisements.

Vulnerablegroupsofcustomersareeasiertotargetandtogetproductssold.Themostcommon
vulnerablegroupsarechildrenandkidsbecausetheycanbeinfluencedeasily.Childrenandkids
finditdifficulttoresisttheirtemptationwhentheyseeattractiveoffers.In2000,theCongress
passed in Children’s Online Privacy Protection Act (COPPA) (Kang, 2013). COPPA makes it
mandatoryforcompaniestargetingchildrenandkidstoindicatetheirprivacypoliciesclearlyon
theirwebsites.Marketersalsorequireinformingtheparentsofthosechildrenandkidsthattheir
wardsarebeingtargeted.Itrequiresparentalconsenttotargetandcollectinformationfromchildren
whoarebelow13.Marketersdoonlinepromotionsonmobilephonesandothernewtechnologies.
Suchpromotionsarebecomingpopularwiththeadventofnewtechnologiesandincreasingusage
ofsmartphones.ExpertsandprivacygroupsurgetheU.S.SenatetoextendCOPPAandinclude
bothnewtechnologiesandteenagers.Theinformationwhichissharedbyteenagersonlineisreadily
availabletothirdparties.Intheageofseamlesstechnologies,thisisthemainconcernregarding
privacybecause thirdpartiesmayuse the information for theirownselfishmotives.Also, the
privacyandsecuritypoliciesofmostofthesocialnetworkingwebsitesareambiguous,unclear,
confusing,andnotverystringent(Moore&Rideout,2007).

Digitalanddirectmarketers targetcustomersonlinebyprovidingonlineadvertisementsand
othermeansofcommunications.Directanddigitalmarketing industryalsoneeds toaddress the
publicpolicyissues(Magill,2009).Marketersrequireassuringcustomerswhoshoponlinethattheir
transactionsaresafeandsecured.Towardsbuildingtheconfidenceofcustomers,initiativesaretaken
byDMAwhichisthelargestassociationofbusinessespracticingdirect,database,andinteractive
marketing.DMAmembersincludenearlyhalfoftheFortune100companies.DMAlaunched“Privacy
PromisetoAmericanCustomers”whichrequiresthatallDMAmembersadheretoaspecifiedset
ofconsumerprivacyrules.Therulesrequirethatcustomersshouldbeinformedabouthowtheir
informationisbeingused.Permissionshouldbeobtainedfromcustomersbeforetheirpersonaland
privateinformationismadepublicbyselling,renting,orbyexchangingwithothers(Magill,2009).
Therulesallowcustomerstooptoutfromreceivingfurthercommunicationsfromcompanies.Personal
informationofcustomersshouldnotalsobesharedwithotherswithoutobtainingexplicitpermission
oftheconcernedcustomers.Therulesrequirecompaniestorespectconsumerprivacyandtoremove
thedetailsofthosecustomerswhodonotwishtobecontactedfurtherthroughe-mails,phonecalls,
oranyothermeansofcommunication(Dumenco,2013).

Thesuccessofdirectanddigitalmarketersdependsonwinningcustomerfaithandmaintaining
customerrelationships.Ontheotherhand,ifmarketersareinsensitivetothewishesandrequests
ofcustomers, suchactionsmayresult in increasinglynegativecustomerattitudes,negativeword
ofmouth,lowerresponserates,andcallsformorerestrictivestateandfederallegislation(Hamidi
&Moradi,2017).Directanddigitalmarketersshouldtargetcustomerswithproductsandservices
whicharehonest,well-designed,andwhichsatisfycustomerrequirements.Theofferingsshould
alsobetargetedonlytotheinterestedindividualsandwhopreferreceivingsuchcommunications
fromcompanies.Directanddigitalmarketingiscostlyandrequiresinvestmentsintermsofmoney,
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manpower,andotherresources.Marketersshouldnotwastetheirresourcesforthosecustomerswho
arenotinterestedintheofferings(Clifford,2009).

5. NeCeSSITy FoR ReMeDIAL ACTIoNS

Customersdonotencouragedirectmarketingexcesses.Governmentsandagenciesappointedby
themtakeinitiativestocurbunwantedintrusionsbydirectmarketersintothelivesofindividuals.
Governmentsareintroducingdo-not-calllists,do-not-maillists,do-not-trackonlinelists,andCan
Spamlegislation(Moraes&Michaelidou,2017).Thefederalgovernmentisseriousaboutonline
privacyandsecurityconcernsofcustomers.Ithasintroducedseverallegislativeactionstoregulate
howonline,socialmedia,andmobileoperatorsobtainandusecustomerinformation.Congressis
evendraftinglegislationwhichwillallowcustomerstohavemorecontrolonhowtheinformation
sharedbythemonlineisused(Moraes&Michaelidou,2017).Inaddition,theFTCistakingamore
activeroleinpolicingonlineprivacy.

Directmarketersneedtobecautiousabouttheiractivitiesandshouldtakeremedialactions.They
shouldmonitorandpreventprivacyabusesbeforelegislationstakeactions.Forexample,beforethe
government issuedregulations,sixadvertisergroups– theAmericanAssociationofAdvertising
Agencies,theNetworkAdvertisingInitiative,theInteractiveAdvertisingBureau,theDirectMarketing
Association, the Association of National Advertisers, and the American Advertising Federation
issuedasetofonlineadvertisingprinciplesthroughtheDigitalAdvertisingAlliance(Advertising
Age,2013).Regulationsalsorequirethatonlineandmobilemarketersbetransparentintheiractions.
Permissionshouldbeobtainedfromconsumersbeforetheironlineviewingdataarecollectedand
usedfortargetinginterest-basedadvertising.Followingtheregulations,theadvertisingindustryuses
anadvertisingoptionicon–alittle“i”insideatriangle.Theiconinformsconsumerswhytheyare
seeingaparticularadvertisement.Theiconalsoallowsconsumerstooptout(AdvertisingAge,2013).

Directmarketerstargetvulnerablegroupslikechildren.Regulatorsarestrictinprotectingprivacy
rightsofchildren.In2000,CongresspassedtheChildren’sOnlinePrivacyProtectionAct(COPPA).
Theactrequiresmarketerstargetingchildrenonlinetopostprivacypoliciesontheirwebsites.Such
marketersshouldnotifytheparentsofchildrenwhoarebeingtargetedandobtainparentalconsent
beforecollectinganyinformationfromchildrenunderage13(Kang,2013).Withthesubsequent
adventofmobilephones,socialmedia,andotherdigitaltechnologies,in2013,Congressextended
COPPAtoinclude“identifierssuchascookiesthattrackachild’sactivityonlineaswellasgeolocation
information,photos,videos,andaudiorecordings”(Kang,2013).Criticsareconcernedaboutthe
amountofinformationobtainedfromsocialmediabythirdpartiesandthemannerinwhichsuch
informationisused.Criticsarealsoworriedabouttheambiguousprivacypoliciesbyvarioussocial
mediawebsites(Hamidi&Moradi,2017).

Manycompaniesaretrulyconcernedabouttheprivacyandsecurityissuesofconsumersand
haveformulatedregulationsoftheirown.Someothercompaniestakeanindustry-wideapproach.
For example, TRUSTe is a non-profit self-regulatory organization which works in collaboration
withmultinationalslikeYahoo!,Facebook,Apple,Microsoft,AT&T,andDisneytoauditprivacy
andsecurityconcernsofcustomers(Clifford,2009).Ithelpscustomerstosolvetheirprivacyand
securityconcerns.ThewebsiteofTRUSTesays,“TRUSTebelievesthatanenvironmentofmutual
trustandopennesswillhelpmakeandkeeptheinternetafree,comfortable,andarichlydiverse
communityforeveryone”(Clifford,2009).TRUSTealsoprovidesitsprivacysealtothosewebsites,
e-mailmarketing,mobileapps,andotheronlineandsocialmediachannelsthatsatisfyitsprivacy
andsecuritystandards(Clifford,2009).

The direct marketing industry understands the public policy issues and is trying to address
them (Singer, 2012).For example, it is trying tobuild confidence about online shopping in the
mindsofcustomers.TheDirectMarketingAssociation(DMA)whichisthelargestassociationfor
businessespracticingdirect,database,andinteractivemarketing,includingnearlyhalfoftheFortune
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100companies,launcheda“PrivacyPromisetoAmericanConsumers”.Itmakesmandatoryforall
DMAmemberstoadheretoasetofconsumerprivacyrules.Themembersrequireinformingtheir
customerswhencustomerinformationisexchanged,rented,orsoldwiththirdparties.Theyshould
alsohonorthedecisionofconsumerstooptoutofreceivingsolicitationsinfuture.Theyshouldnot
revealcontactinformationofcustomerstothirdpartieswithouttheconsentofcustomers(Magill,
2009).Finally,theyshouldabidebytheDMA’sPreferenceServicewhichrequiresthemtoremove
thedetailsofcustomerswhodonotwishtobecontactedordonotwishtoreceivephone,e-mail,or
mailoffers(Magill,2009).

Direct marketers realize that customer concerns should be addressed before it is too late.
Otherwise,suchconcernswillleadtoincreasinglynegativecustomerattitudes,frustration,andlower
responseratesinfuture.Inextremecases,suchnegligencemayresultinmorerestrictiveandstrict
stateandfederallegislation.Directmarketersshouldrealizethatcustomerswanthonestandwell-
designedmarketingoffers.Suchoffersshouldbetargetedonlytothosecustomerswhoappreciate
receivingthem.Directmarketingeffortsmaybetooexpensiveiftheyarewastedoncustomerswho
donotwantthem.

6. INITIATIVeS TAKeN By CoMPANIeS

Effectivedirectmarketingchannelsincludetelemarketing,mobilemarketing,andotherformsofdirect
marketing.Effectivedirectmarketingchannelsincludesocialmedia,companywebsites,andother
formsofdigitalmarketing.Directanddigitalmarketersshouldusetheircommunicationchannels
effectively.Otherwise,suchmarketersmayexperienceresentmentandbacklashfromthosecustomers
whoviewsuchcommunicationsasathreatandaninvasionoftheirprivacy(Ikonenetal.,2017).
Marketersshouldusetheirmarketingcommunicationchannelsjudiciouslytoaddrealvaluetothe
interestedcustomerswithoutunwantedintrusionsintotheirsecurityandprivacy.

6.1. Direct Mail
Directmailsmaybeviewedasspamorjunkbythoseindividualswhodonothaveinterestindirectmails
(Lohr,2010).Marketersshoulddesigncommunicationsfordirectmailscarefullysothattheydonot
wastetheirownmoney,energy,resources,andtheirrecipients’time.Directanddigitalmarketersdesign
communicationsforsendingcommunicationsforsendingmails,e-mails,andmobileadvertisements.
Thosedirectanddigitalmarketersaresuccessfulwhodopermission-basedcommunicationsonlyto
thosecustomerswhoexpressconsentinreceivingthem(Hamidi&Moradi,2017).

6.2. Telephone Marketing
Directmarketersprefertelephonemarketingasacommunicationchannelbecauseofitslowcost
(Sullivan, 2010). Telephone marketing provides customers with benefits including purchasing
convenience and increased information about different offerings. However, telemarketers should
designtheircommunicationswell.Themessagesshouldbecrispandtothepoint.Telemarketerscause
customerresentmentwhentheycallcustomerswithoutpriorappointmentorconsentandwhenthey
callcustomersatinconvenienttimes.Alltheseresultinunsolicitedoutboundtelephonemarketing
(FTC,2009).Manycustomersviewsuchcommunicationsasjunkphonecalls,intrusionsintotheir
privacy,andgetannoyed.

Manycountriestakeinitiativesincurbingunwantedtelemarketingeffortsofdirectmarketersby
enforcingregulations.Suchregulationsprotecttheprivacyandsecurityofcustomers(Clifford,2009).
Forexample,in2003,USArespondedwiththeNationalDoNotCallRegistrywhichismanaged
bytheFTC(2009).Theregistryallowsindividualsnotinterestedinreceivingandrespondingto
unsolicitedphonecallstooptout.Thelegislationbansmosttelemarketingcallstotheregisteredphone
numbers.IndividualscanregisterthemselvesforDoNotCallRegistryathttp://www.donotcall.gov
orbycallingthehelplinenumber888-382-1222.Finesof$11000perviolationareimposedonthose
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companieswhodonotcomplywiththeregulations(FTC,2009).Theinitiativehasbeensuccessful
sinceitsinceptionandhasgeneratedresults(Wasserman,2009).

ThetelemarketingbusinessgetshurtbyDoNotCallRegistry.However,twoformsoftelemarketing
– inbound consumer telemarketing and outbound B-to-B telemarketing are strong and growing
(Sullivan,2010).Non-profitandpoliticalgroupsemploytelemarketingeffectivelyforcommunicating
andforraisingfunds.Theregulationshaveforceddirectmarketerstochange,refine,andinnovate
theircommunications.Now-a-days,ratherthanpracticingpushmarketing,directmarketerspractice
pullmarketing.Directmarketersprovideopt-incallingsystemsfromwhereindividualscangetuseful
informationaboutofferings.Individualsinterestedinreceivingsuchinformationmayopttoreceive
communicationsthroughphoneore-mail.Sinceoptionsareprovidedtoindividuals,theinitiative
isnot consideredas intrusive.The initiativegeneratesbetter returns todirectmarketersbecause
individualscommunicatewithmarketerswillingly(Hamidi&Moradi,2017).Ontheotherhand,
directmarketerswhopracticepushmarketingandviolatedo-not-callregulationsexperiencebacklash
fromcustomeractivistgroups.Suchgroupsmayfloodtheviolatingcompany’sphonesystemwith
returncallsandmessages(Hamidi&Moradi,2017).

Governmentsofcountriesenactbusiness legislations toprotectcustomers.Such regulations
penalize marketers who follow unfair business practices. Otherwise, unethical marketers would
manufactureshoddyproducts,invadeconsumerprivacy,misleadconsumersintheiradvertising,and
deceiveconsumersthroughtheirpackagingandpricing(Levy,2011).Variousagenciesdefinerules
andregulateunfairbusinesspracticestoprotectcustomers(Klie,2012).

Governmentregulationslookafterthewelfareofthesocietyatlarge.Suchregulationsprotect
individualsagainstunrestrainedbusinesspractices.Profitablebusinessactivitiesofdirectmarketers
arenotalwaysbeneficial for thegeneralpublicanddonotalwayscreateabetterqualityof life.
Regulatorstrytoensurethatdirectmarketerstakeresponsibilitiesfortheirownactions.Marketers
shouldalsobeawareofthesocialcostsoftheirproductionandproducts(Birkner,2011).

Directmarketersshouldbeawareofthevariousagenciessetuptoensuresafetyandsecurity
ofconsumersandshouldabidebytheregulationsenforcedbysuchagencies.IntheU.S.,Congress
hasestablishedfederal regulatoryagencies like theFTC, theFDA, theFederalCommunications
Commission, the Consumer Product Safety Commission, and many others (Napolitano, 2012).
Governmentagenciesareauthorizedtoformulateandenforcelawsanddirectmarketersshouldabide
bythelawswhichcanhaveamajorimpactontheoperationsandconsequently,marketingperformance.

6.3. Mobile Marketing
Directmarketersusemobilemarketingextensivelynow-a-daysasaneffectivecommunicationchannel.
Thisismadepossibleduetothepopularityandwidespreadusageofmobilephones.However,direct
marketersshouldactresponsiblywhilecommunicatingthroughmobilephones.Consumersview
mobilemarketingwithsuspicion(Glanz,Larson,&Lehren,2014).Wearycustomersmaybecome
frustratedandirritatedbecauseofirresponsibleandunwantedmobilecommunications.Onemobile
marketingexpertcomments,“Ifyouare interruptedevery twominutesbyadvertising,notmany
peoplewantthat.Theindustryneedstoworkoutsmartandcleverwaystoengagepeopleonmobile”
(Miller&Sengupta,2013).

6.4. Internet Marketing
Companywebsitesarestorehousesofinformationfordirectanddigitalmarketers.Consumerprivacy
andsecurityareofprimeimportanceininternetmarketingbecauseinformationisreadilyaccessible
ontheinternet.Somecompaniesareconsciousabouttheapprehensionsofconsumers.Theyshow
genuineconcernandrespondwelltoconsumerprivacyandsecurityissues(Martin&Murphy,2017).
Manycompaniesareproactiveintakinginitiativeswhileothersarereactiveandfollowregulations
formulatedbythespecificindustry.TRUSTeisanon-profit,self-regulatoryorganizationwhichworks
withothercompaniesandaudittheprivacyandsecurityissues.SomeofitsclientsincludeYahoo!,
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Apple,Facebook,Disney,Microsoft,andAT&T(Clifford,2009).TRUSTeprovidesitsprivacysealto
thosecompanieswhichcomplywithitsprivacyandsecuritystandards.CertificatesissuedbyTRUSTe
arerecognizedbecausesuchcertificatesprovideassuranceandbuildconfidenceforconsumers.

Consumers dislike their online activities being tracked by direct and digital marketers. So,
governments,arealsoconsideringimplementingadonottrackoptionforconsumersonlinelikethe
donotcalloptionforunsolicitedphonecalls(Singer,2012).

6.5. e-Mail Marketing
E-mailmarketingisusedasacommunicationchannelextensivelybydirectanddigitalmarketers
becauseofitslowcost.However,thereareissueswiththeusageofe-mailmarketing(Magill,2009).
Individualsviewunwantedandunsolicitede-mailmessagesasspame-mails.Unsolicitede-mails
floodtheinboxesofindividuals.Thiscausesirritationandfrustrationforindividuals(Magill,2009).
Researchshowsthatspame-mailsaccountformorethan90percentofalle-mailswhichgetdelivered
totheinboxofanindividual(Trosclair,2010).Althoughsometimesintrusiveinnature,directand
digitalmarketersaimataddingvaluetoconsumersthroughe-mailmarketing.

E-mailmarketingisintrusiveinnatureandmarketersshouldpracticepermission-basede-mail
marketing.Companiesshouldsendpromotionale-mailsonlytothoseindividualswhoexpressexplicit
interestinreceivingsuche-mails.Manycompaniesunderstandtherequirementsandpreferencesof
theircustomersandconfiguretheire-mailsystemsaccordingly.Forexample,Amazon.comsuggests
anumberof“wethoughtyouwouldliketoknow”messagestocustomersbasedontheirpreferences
andpastbuyingbehavior(Trosclair,2010).Marketersdelightcustomersbydeliveringtherequired
products even before customers show explicit interest. Similarly, StubHub redesigned its e-mail
communicationsystem.Itwasdonesothatonlythosecustomerswhoexpressexplicitinterestreceive
promotionaloffers(Tsai,2008).

Onlineticketmerchant,StubHubstartedbuildingawarenessamongpeoplewithitsbatch-and-
blaste-mailcampaigns.ThecampaignshelpedStubHubtounderstandtheimportanceandvalueof
targetingitscustomerswithrelevante-mails.StubHuballowsitscustomerstoopt-inforreceiving
e-mailsduringregistration,purchases,andwhilesigninginonStubHubwebsite.Suchinitiatives
allowStubHubtotargetappropriatecustomerswithrelevantoffers.Thisrequiredaligningcustomer
data with the communications done. Such messages yielded immediate, positive, and stunning
resultsforStubHub(Tsai,2008).Becauseofsuchmeasures,e-mailclick-throughratesjumped30
percentandticketsalesincreasedby79percentevenwhenStubHubsentfewerpromotionale-mails
torelevantcustomers.OneStubHubmarketercommented,“Theresultsspeakforthemselves.These
newtargetedcampaignsaredriving2500percentmorerevenuepere-mailthanouraveragemarketing
campaign”(Tsai,2008).

7. DISCUSSIoNS

Thepaperfocusedonthevariouspublicpolicyissuesindirectanddigitalmarketing.Companies
adopt a number of unfair direct and digital marketing practices in collecting information and
intelligencefromtheircustomersandalsotoattracttheircustomers.Directanddigitalmarketersand
theircustomersusuallyenjoymutuallyrewardingrelationships.However,sometimestheactivities
ofmarketerspresentadarkerside.Theaggressiveandsometimesshadytacticsofafewdirectand
digitalmarketerscanbotherorharmcustomersandgivetheentireindustryabadreputation.Abuses
rangefromsimpleexcessesthatirritateconsumerstoinstancesofunfairpracticesorevenoutright
deceptionandfraud.Directanddigitalmarketershavebeenaccusedofinvadingconsumerprivacy
andinternetsecurityissues.Suchconcernscallforstrongactionsbymarketersandpublicpolicy
makerstocurbdirectmarketingabuses.Bothdirectanddigitalmarketersandcustomerswantthe
samethings–honestandwell-designedmarketingofferstargetedonlytowardcustomerswhowill
appreciateandrespondtothem.



International Journal of Public Administration in the Digital Age
Volume 6 • Issue 4 • October-December 2019

67

7.1. Managerial Implications
Unethicalandinappropriateactionscannotbecontrolledonlybydevelopingandenforcingregulations
andcodesofethics.Companiesandmanagersareresponsibleforprotectionofconsumers.Theyshould
understandandrealizetheethicalissuesandthesecurityandprivacyconcernsofcustomers.Each
companyanditsmanagersmustacceptresponsibilityforpolicingtheconductandreportingofits
ownmarketingresearchtoprotecttheinterestsofcustomersandalsoofitsown.Companiesshould
takepreventivemeasuresagainstmisuseofconsumerinformation.Variousorganizations,agencies,
andgovernmentsdevelopcodesofconductandethicsformarketingpracticestobefollowedbydirect
anddigitalmarketers.Theyalsotrytoensurethatmarketersabidebycodesofconduct.Newlawsand
theirenforcementstorestrictunethicalandillegalactivitiesofmarketerswillcontinuetoincrease.
Directanddigitalmarketersshouldbeawareoftheregulationswhenplanningfortheirproductsand
marketingprograms.Companymanagersshouldalsobeconversantwiththemajorlawsprotecting
consumers,competition,andsociety.Theyshouldunderstandtheimplicationsofthelawsatthelocal,
state,national,andinternationallevelsandshouldabidebythoselaws.

7.2. Contribution of the Paper
Thecontributionof thepaper lies in thefact thatanin-depthdiscussionof thevariouspractices
adoptedbydirectanddigitalmarketerswasdone.Thediscussionshaveboththeoreticalandmanagerial
implications.Academiciansmayconductacriticalanalysisofthevariouspracticesfollowed,laws
andregulationsenforced,andsuggestimprovedstrategiestoimplementthebestethicalpractices.
Thediscussionswillsensitizemanagersinanorganizationabouttheimportanceofbeingethical
while dealing with customers. The discussions will also sensitize both practicing managers and
academiciansabouttheinitiativestakenbygovernmentsofdifferentcountriesandregulatorybodies
toprotectconsumerrights.Effortsweremadetoincludetherelevantandthelatestliteraturerelated
tothemarketingpracticesadoptedbydirectanddigitalmarketers.However,thefieldofformulating
publicpoliciesandethicalpracticesforcustomersisanevolvingfieldwithdevelopmentshappening
regularly.Researchersandpracticingmanagersrequirekeepingthemselvesupdatedaboutthelatest
trendsanddevelopmentsinthefieldofpublicpolicyandtherolesplayedbyethicalpracticesin
directanddigitalmarketing.

8. CoNCLUSIoN

Thepaperdiscussed thevariousaspectsofdirect anddigitalmarketing, collectionofmarketing
information,generationofmarketingintelligence,andtheethicalissuesrelatedtodirectanddigital
marketing.Thepaperfocusedonprivacyofconsumers–concernsofconsumerswithrespect to
privacyandsecurityinthedigitalage,invasionofconsumerprivacyandprotectionofconsumer
privacy.Itfocusedonthevariousethicalissuesrelatedtoconsumerprivacy.Remedialactionsshould
beadoptedbymarketers toensure thesafetyandsecurityofcustomers. Itdiscussed thevarious
preventivemeasuresadoptedbydifferentauthoritiessothatconsumerprivacyismaintained.Finally,
thepaperfocusedontheinitiativestakenbycompaniestoensureprivacy,safety,andsecurityof
customers.Therolesofgovernmentsanddifferentregulatorybodiesarediscussed.Companieswill
beabletowincustomerbeliefandtrustiftheyimplementcodesofethicsproperlyandassurethe
safetyandsecurityofcustomers.

Companiescapturealotofinformationaboutcustomersandtrytoinfluencetheircustomers
throughvariousdirectanddigitalmarketingchannels.Customershaveconcernsaboutthesecurity
andprivacyoftheirpersonalinformationshared.Again,companieshavetocollectinformationand
intelligencefromcustomerstogainacompetitiveedgeoverothers.Thisisinevitablewithcompetition
getterintenseandtougher.Allorganizationsshouldactresponsiblytomajorpublicpolicyandethical
issuesconcerningdirectanddigitalmarketingpractices,issuesofintrusiononconsumerprivacy,and
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toenforcingandabidingbytheregulationsdevelopedtoprotectcustomers.Thiswillhelpmarketers
inbuildingtrustandbeliefinthemindsofcustomersandindevelopingcustomerrelationships.

8.1. Future Research Directions
Researchersmaystudytheinitiativestakenbygovernments,regulatorybodiesandagencies,anddirect
anddigitalmarketersandtheethicalissuesrelatedtothepracticesadoptedincapturingmarketing
informationandcollectingmarketingintelligence.Basedontheanalysisoftheexistingpoliciesand
initiatives, researchersmight suggestnewpolicies.Practitionersandmarketersmayevaluate the
variouspracticesadoptedbydirectanddigitalmarketers,understandthenegativeimpactcreatedon
customers,andsuggestcorrectivemeasures,andrulesandregulationswhichneedtobeincorporated
bymarketerstoensurethatthebestethicalpracticesarefollowed.Thiswillhelpcompaniesinbuilding
anddevelopingtrustinthemindsofconsumersandservethembetter.
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