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ABSTRACT

Tamperingwithimagesmayinvolvethefieldofcrimeandalsobringproblemssuchasincorrect
valuestothepublic.Imagelocaldeformationisoneofthemostcommonimagetamperingmethods,
wheretheoriginaltexturefeaturesandthecorrelationbetweenthepixelsofanimagearechanged.
Multiplefusionstrategiesbasedonfirst-orderdifferenceimagesandtheirtexturefeatureisproposed
tolocatethetamperinlocaldeformationimage.Firstly,texturefeaturesusingoverlappingblockson
onecolorchannelareextractedandfedintofuzzyc-meansclusteringmethodtogenerateatamper
probabilitymap(TPM),andthenseveralTPMswithdifferentblocksizesarefusedinthefirstfusion.
Secondly,differentTPMswithdifferentcolorchannelsanddifferenttexturefeaturesarerespectively
fusedinthesecondandthirdfusion.Theexperimentalresultsshowthattheproposedmethodcan
accuratelydetectthelocationofthelocaldeformationofanimage.
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INTRoDUCTIoN 

Therapiddevelopmentofimageprocessingsoftwaremakesiteasyforpeopletousetheretouching
softwaretotamperwiththeimageaccordingtotheirwishes.Tamperingimagesmaybeusedby
criminalstopublishfalseinformation,andwidespreaddisseminationoffalseinformationmaycause
socialpanic.Tamperingwith imagescanalso involveareasofcrimesuchaspublicopinionand
violationsofportraitrights.Thepurposeofnewsworkistopublicizethetruth,nottomentionthe
useoftamperedimagestoattractpeople’sattention.Forentertainmentorbeauty,peoplewillmodify
photosbeforepostingthemonsocialnetworks.Manymagazinesandbusinessesalsouseunrealistic
imagestoattractconsumers.Forexample,manyphotosofthestarswesawinmagazineshavebeen
modifiedwithretouchingsoftware.Thismodifiedbeautywillattractthepublic’sattentionandcause
thepublic’spursuitofthisbeauty,butthisbeautymaynotbeinlinewiththehealthofthehuman
body.Excessivepursuitof thisunhealthybeautywillaffectpeople’sphysicalandmentalhealth.
Inaddition,adssuchasfitnessandweightlossoftenusefalseinformationtoattractconsumersto
buytheirproducts,whichisunfair toconsumers.Peoplehavelong-termseenthisover-modified
“beautiful”images,whichmakespersonmistakenlybelievethatthismodifiedfigureis“normal”.
Thismisunderstandingmayaffectpeople’svalues,andatthesametime,thepursuitofsuchexcessive
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“beauty”willaffectpeople’sphysicalandmentalhealth.Therefore,itisnecessarytoforensicthe
authenticityoftheimage.

Imagelocaldeformationisoneofthecommonmethodsofimagetampering,includingthree
basicoperationsoflocaltranslation,localscaling,andlocalrotation(AndreasGustafsson,1993).
ThroughtheuseofLiquefyToolslikePhotoshop,peoplecanfreelydistortanyareaoftheimageand
changetheshapeofobjectsintheimage.Peoplealsousethistooltomakethepeoplewhominthe
figurelookthinnerandsoon,anexampleisshowninFigure1.Figure1showsthatForwardWarp
ToolintheLiquefyToolisusedtoachievetranslationaldeformation,Figure1(a)istheoriginalimage
withoutdeformation,Figure1(b)showstheprocessofusingtheForwardWarpTool,andFigure1(c)
showsthetamperedimageofdeformation.Itcanbeseenthatthearmsofthewomanintheimage
aredeformed.Theliquefactiontooltamperstheimagethroughacircularselection,whichmakesthe
pixelvaluesinthemiddleoftheselectedareaagreatchangewhilethepixelvaluesattheedgeofthe
selectedareaalmostunchanged.Multiplebasicdeformationswillbeappliedinpracticalapplications.

Thesecharacteristicsofthedeformationmethodbringgreatdifficultiestoforgerydetectiontask.
Firstly,thiskindofdeformationinvolvesinterpolationoperation.Manystudiesonimagewarpingfocus
onthegeometricdeformationoftherotationandscalingclasses.Thesegeometrictransformations
introduceperiodicvariationsinpixelsintotheimagewheninterpolatingtheimage.Somepapers
(Popescu&Farid,2005;Mahdian&Saic,2008;Cao,2012;Birajdar,2014)usethisperiodicvariation
todetect theauthenticityof images.PopescuandFarid (2005)analyzed thecorrelationbetween
resampledsignalsandadjacentpixels,andproposedanexpectationmaximization(EM)method,
whichusesE-stepandM-stepiterativecalculationstodeterminewhetherapixelhasbeenresampled.
MahdianandSaic(2008)studiedtheperiodicityofthecovariancestructureoftheinterpolatedsignal
anditsderivatives.Cao(2012)usedfirst-orderderivativesignalstodetectimageshorizontallyand
vertically.Birajdar(2014)usedtheseconddifferencezero-crossingauto-covariancesequencetodetect
theresampleofanimage.However,thisperiodicvariationisnotintroducedinlocaldeformation.
Secondly,thesemethodsalsocannotdetecttheresamplingareaaftermultipleinterpolationoperations,
andthelocaldeformationinactualapplicationistheresultofmultipledeformations,whichbrings
difficultiestothelocaldeformationmethodofdetectingimages.Finally,thelocaldeformationis
performedinacirculararea.Thistamperingmethoddoesnotuniformlyaffecttheentireimage.Bharati
(2016)proposedanewalgorithmusingasuperviseddeepBoltzmannmachine,whichselectedfour
partiallearningfeaturesinthefaceimageandusedtheproposedalgorithmtodeterminewhetherthe
faceimageswereretouchedororiginalimages.Thismethodrequiresmanypicturesfortraining,and
couldunabletodetectthelocationofthetampering.FaridandKee(2011)proposedametric(range
1-5)toquantifychangesinmarkupdigitalimages.Theyusedfourstatisticvariablestocalculatethe
geometricchangesofthesubject’sfaceandbody.However,theirmethodneedstobecomparedto
theoriginalimage,andcannotlocatewherethedeformationoccurs.

Figure 1. An example of local deformation
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Hwang MG (2016) tried to detect the local image deformation in 2016. Firstly, they used
interpolationforimages,thencreatedadetectionmapinthefrequencydomainusingthere-interpolated
image,andfinallyintuitivelyidentifiedthetamperingregion.However,theydonotlocatethelocal
deformationoftheimage.Itisonlyaroughviewofthelocationofthetamperingbythehumaneye,
andeasytomisjudge.

Inordertodetectthelocationoflocaldeformationofatamperingimage,multiplefusionstrategies
areproposedinthispaper.Theauthorsusethefirst-orderdifferenceimageanditstexturefeatures
toextractthefeaturesoftheimagetamperingtrajectory,andthensendthefeaturesintothefuzzy
c-meansclusteringmethodtoobtaintheTPM.SinceeachTPMwithdifferentblocksize,different
colorchannel,differenttexturefeaturecanroughlydetectthetamperingoftheimageandthedetection
resultisnotveryideal,apluralityoffusionstrategymethodsareproposedandthedetectionresult
canbeimprovedbyfusingdifferentTPMstodetectthedeformationposition.Ourproposedmultiple
fusionstrategiescandetectthelocationoflocaldeformationanditiseasytojudgethelocationof
thetamperingbythehumaneye.

MULTIPLe FUSIoN STRATeGIeS FoR LoCAL DeFoRMATIoN DeTeCTIoN

Thelocaldeformationoftheimagecausesthepixelvalueofthetamperingpositionintheimage
tochange,whichcausesthecorrelationbetweenthepixelstochange.Theauthorbelievesthatthe
first-orderdifferenceimageandthetextureimagecandetectthechangeofthecorrelationbetween
thepixels,andproposeamultiplefusionstrategiesmethodbasedonfirst-orderdifferentialimage
andtexturefeature,whichisshowninFigure2.

Firstly,afirst-orderdifferenceimageforonecolorchannelofthetestingimageisobtained,and
onetextureimageisgeneratedfromthefirst-orderdifferenceimage.Secondly,somefeaturesare
extractedbyusingoverlappingblocksandfedintoafuzzyc-meansclusteringmethodtogeneratea
tamperprobabilitymap(TPM).Thirdly,severalTPMswithdifferentoverlappingblocksizesinone
colorchannelisfusedinthefirstfusion.ThesecondfusionistofusetheTPMsobtainedbydifferent
colorchannelswiththemeanvaluemethodtogetthebinaryimage,andusemorphologicaloperationto
removetheincoherentareas.Lastly,Differenttexturefeatureswillleadtodifferentdetectionbinaries,
andthethirdfusionusesthevotingmethodtofusedifferentdetectionbinariestogetthefinalresult.
Themultiplefusionstrategieswithdifferentblocksizes,differentcolorchannels,differenttexture
featurescangreatlyimprovethedetectioneffect.

Differential Image
Thelocaldeformationoftheimagewillchangethecorrelationbetweenthepixelsoftheimage.The
differenceimageoftheimagecanprovidetherelationshipbetweentheimagepixelanditsneighbors.
The authorsextractthedifferenceimagebetweenthehorizontalandverticaldirectionsoftheimageto
extractthesubtlehiddeninformationbetweenthepixels.Firstly,fortheinputcolorimageIwiththe

Figure 2. Flowchart of the proposed method
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sizeofM×N,horizontalandverticaldifferenceimages(LiWeihai,2009)ofdifferentcolorchannels
areextracted,showasEq.(1)andEq.(2):

d x y S x y S x yc c c
→ = −( , ) | ( , ) ( , ) |+1  (1)

d x y S x y S x y
c c c
↓ = − +( , ) | ( , ) ( , ) |1  (2)

Thispaperusesthesymbol{→,↓}denotethedifferenceinhorizontalandverticaldirections.
S x yc ( , ) isthevalueatpixel( , )x y inthetamperingimageofthecchannel,wherec R G B∈ { , , } ,
d x y
c
→( , ) isthevalueofthepixelinthecorrespondinghorizontalabsolutefirst-orderdifferenceD

c
→

ofthecchannel,andd x y
c
↓( , ) isthevalueofapixelintheabsolutefirst-orderdifferenceD

c
↓ inthe

verticaldirection.
Then,theEq.(3)isusedtocombinethedifferenceimagesinthehorizontalandverticaldirections

togetthefinaldifferenceimage:

d x y d x y d x y
c c c
( , ) ( , ) ( , )= +→ ↓  (3)

whered x y
c
( , ) isvalueatpixel ( , )x y inthefirst-orderdifferenceimageDc .

Texture Features

Inthispaper,texturefeaturesareextractedfromthefirstorderdifferenceimagesDc .Twotexture
featuresareusedinthispaperasdescribedbelow.

LBP Texture Feature

LocalBinaryPattern (LBP) (Ojala,1994) is theearliestproposed texture feature.Let ic  be the
intensityofanimageDc atthepixel( , )x yc c incchannelofthecolorimage,wherec R G B∈ { , , } ,
and i nn ( ,..., )= 0 7 betheintensityofapixelinthe3×3neighborhoodof ( , )x yc c excludingthe
centerpixel ic .TheLBPvalueforthepixel ( , )x yc c isgivenby:

LBP x y F i i
c c c c n c

n

n

( , ) ( ).= −
=
∑ 2
0

7

 (4)

where:

F x
if x

otherwisec
( )=

≥






1 0

0
 (5)

TheLBPimageofcchannelisobtainedbyfindingthe LBPc valueofthepixelsoftheentire
image.
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LOOP Texture Feature
ThemaindisadvantageofLBPandLDP (Jabid, 2010) is the arbitrary sequenceofbinarization
weightsthatadddependencetoorientation.LDPsuffersfromtheempiricalassignmentofvalueto
thethresholdvariable,whichputsanadhocrestrictiononthenumberofbitsallowedtobe1,thus
reducing thenumberofpossiblewords.Chakraborti (2017)proposedaLocalOptimalOriented
Pattern(LOOP).LOOP is anonlinear fusionofLBPandLDP topreserve the advantageswhile
removingthedisadvantagesofboth.

SimilartotheequationforcalculatingtheLBPvalue,theequationforLOOPis:

LOOP x y F i i
c c c c n c

w

n

n( , ) ( ).= −
=
∑ 2
0

7

 (6)

where:

F x
if x

otherwisec
( )=

≥






1 0

0
 (7)

The eight responses of the Kirsch masks are mn  corresponding to pixels with intensity
i nn , ,...,= 0 7 .Eachofthesepixelsisassignedanexponentialwn (adigitbetween0and7)according
totherankofthemagnitudeofmn amongthe8Kirschmaskoutputs.

Image Tampering Probability Map
Afterextractingthetextureimage,threefeaturesofmean,standarddeviation,variance(Eq.8-10)
andhistogramfeaturesextractedbyusingslidersofdifferentsizesareusedinthispaper:
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where wl  represents the sliding window, where l l={ ,.., }1 represent the lth  sliding window,
T i jc ( , )  is thevalueat thepoint ( , )i j  inthetextureimageofcchannelincolorspace,where
c R G B∈ { , , } . f1 definestheaverageofalltexturefeaturevaluesintheslidingwindow. f2 and f3 
definethestandarddeviationandvarianceintheslidingwindow,respectively.

Then,threefeaturesandhistogramfeaturesarefedintothefuzzyc-meansclusteringmethodto
obtainedTPMs Pc

l ,where Pc
l representstheTPMcorrespondingtothe lth windowofccolor

channel.
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Multiple Fusion Strategies
Fusion of Different Size Blocks
Forslidingwindowanalysis,largewindowsareexpectedtoprovidereliableclassificationaccuracy,
yetwithlimitedlocalizationresolution,whilesmallwindowscouldpotentiallyyieldmuchbetter
localizationcapability,butareexpectedtobeimpracticallypronetoerrors(P.Korus&J.Huang,
2016).Inordertomakebetteruseoftheadvantagesofthesetwowindows,amulti-mapfusionmethod
(P.Korus&J.Huang,2017)isusedinthefirstfusion.

TheTPMs Pc
l ∈[ , ]0 1 isobtainedbyslidingwindows wl ofdifferentsizes.Theprocessof

fusionistogenerateaprobabilitymapfromthedifferentPc
l .UsethefollowingEq(11)toindicate:

t
l

Pc c
i

i

l

=
=
∑1
1

( )  (11)

AsimpleaveragefusionmethodisusedtofusetheTPMsobtainedbydifferentslidingwindows
incchannel,whereTPMs Pc

l( ) [ , ]∈ 0 1 identifyitsunreliableregions,wherecloseto1represents
thehighestprobabilityoftampering,andcloseto0isthehigherprobabilityoftampering.And tc 
istheprobabilitymapobtainedbyfusingdifferentwindowsofcchannel.

Color Channel Fusion
Theexistedstudies(Johnson&Farid,2006;Zhao,2010;Muhammad,2013)havefoundthatcolor
channelsratherthangraybrightnessenhancetheperformanceoftheassay.Theaveragefusionis
alsoused,asshowninEq.(12),wheredifferentcolorspacesaremergedintoabinaryimageinthe
secondfusion:

C tc
i

c

=
=
∑13 1

 (12)

where c R G B∈{ , , } ,representsthedifferentcolorspacechannel.Cistheresultofcolorspace
fusion.

Thechoiceofcolorspacewillbeexplainedintheexperimentalsection.Afterusingtheaverage
fusion,athresholdvalueof0.6issettotransformtheprobabilisticmapintoabinaryimage,and
incoherentareasareremovedusingfirstdilationandthenerosion(Serra,1983)inthispaper.

Fusion of Different Texture Features
Differenttexturefeaturescanbringdifferentdetectionresults,andusingmultipletexturefeatures
canimprovetheaccuracyoflocaldeformationdetection.Inthethirdfusion,thedetectionresultsof
differenttexturefeaturesarefusedbythevotingmechanism,ANDoperator[18]isusedforvoting,
shownasEq.(13):

R C CLBP LOOP= ∧  (13)

whereCLBP andCLOOP arethesecondfusionresults,thedifferenceisthatLBPandLOOPtexture
featuresareusedinthefirstfusionrespectively.
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eXPeRIMeNTS

This paper randomly downloaded some images from the image library (Linda G. Shapiro) for
experimentation.TheauthorsusetheForwardWarpToolintheLiquefyToolofPhotoshoptoperform
localdeformationoperationson thedownloaded image.The tamperingposition in the tampered
imageisarbitrarytoprovethatourmethodcanbefreefromtheinfluenceoftheobjecttextureinthe
image.Theprogramisbuiltinmatlab2016.Texturefeaturesareextractedusingdifferentsizessliding
windowswithwl ∈{ , , , }16 32 64 96 ,central-pixelattributionisusedfordifferentslidingwindows,
andrepeatedpaddingisusedforunclassifiedpixelsatimageboundaries.

experiment Results with Different Size Blocks
Inthissection,theauthorsshowthetamperprobabilitymap(TPM)extractedfromthetamperimage
ofFigure1usingdifferentsizedwindowstoverifythefirstfusionmethod.Theexperimentalresults
areshowninFigure3.

Figure3(a)-(c)showsanoriginalimage,tamperedimage,anditsgroundtruth.Figure3(d)-(g)
shows theTPMsobtainedbyusing thewindowof32×32px, 48×48px, 64×64px, and96×96px
respectively.Figure3(h)showsthefirstfusionresultwithdifferentsizeofwindows.Thepixelin
thelightpartmeansthattheprobabilityoftamperingiscloseto1,whilethedarkpartmeansthat
theprobabilityofunalteredpixeliscloseto1.Itshouldbenotedthattheuseofalargerwindow
canroughlydetectthelocationwheretamperingoccurs,whilethesmallerdetectionwindowcan
moreaccuratelylocatethetamperinglocation,butsmallwindowscontainmorenoisyanduncertain
displays.Itcouldbeabletoachievebetterperformancebycombiningtheresultofdifferentscales.

experimental Results with Different Color Space
ThreecommoncolorSpacesarecomparedinthissection,includingRGB,HSV,andYCbCr.The
authorsshowtheresultsofusing the first fusionmethod todetect the tamperingpositionof the
tamperingimageinFigure1indifferentcolorchannels,andusethesecondfusionmethodtofusethe
resultsofdifferentcolorspaces.TheexperimentalresultsareshowninFigure4-Figure6.

Figure4(a)-(c)showtheresultsofthefirstfusionofeachchannelinRGBspace.Figure5(a)-(c)
showstheresultofthefirstfusionofeachchannelinHSVspace.Figure6(a)-(c)showstheresultof
thefirstfusionofeachchannelinYCbCrspace.Figure4(d),Figure5(d)andFigure6(d)showthe
secondfusionresultofthedifferentcolorchannel.ThelightpartinFigure4-6representthelocation

Figure 3. Tampering probability map of different size detection window
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wherethedetectionistamper,andthedarkpartrepresentstheuntamperedareaintheimage.Itis
clearlyseenthatthetamperingareacanbedetectedineverychanneloftheRGBspace,whilethe
misdetectionareaisdifferent.Intheothertwocolorspaces,notallthreechannelscandetecttampering
areas.BycomparingtheresultsofthefusionofthesethreedifferentcolorSpaces,itcanbeclearly
seenthatRGBspaceprovidesbetterdetectionresults.

experimental Results with Different Texture Features
Inthissection,theauthorscomparedthreetexturefeaturesofLBP,LOOPandLDP.Theexperimental
resultsareshowninFigure7-Figure9,wherethetamperingimageisshowninFigure1.

Theimages(a)inFigure7-Figure9respectivelyrepresenttheresultsofdifferenttextureimages
extractedfromfirst-orderdifferenceimages.Theimages(b)inFigure7-Figure9showtheresult
obtainedbyfeeding threefeaturesofmean,standarddeviation,andvariance intofuzzyc-means
clusteringmethod.Theimages(c)inFigure7-Figure9showtheresultwhichusedhistogramfeature.
Moreover,theimages(d)inFigure7-Figure9showtheresultswhichcombinethreefeaturesand
histogramfeaturetogether.

Itcanbefoundfrom(a)infigure7-figure9thataftertheimageisprocessedbytheLBPmethod
andtheLOOPmethod,aslightchangeatthetamperingpositioncanbeseenfromtheuntampered

Figure 4. Fusion result of one channel in RGB space and fusion result of RGB color space

Figure 5. Fusion result of one channel in HSV space and fusion result of HSV color space

Figure 6. Fusion result of one channel in YCbCr space and fusion result of YCbCr color space
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position,andthechangeisdifficulttolocatebythehumaneye,sotheauthorsextractthefeatures
ofthetamperingtolocatethetamperinglocation.Fromtheobservationoftheimages(c)inFigure
7-Figure9,thetextureimageusingtheLBPmethodcanseechangesinthetamperregionthatare
significantlydifferentfromtheuntamperedregion.TheLOOPmethodisnotwellobservedbecause
itstextureimageisbright.SuchchangesareunablyseenwiththeLDPmethod.Ascanbeseenfrom
(b)(d)inFigure7-Figure9,fortheLBPandLOOPmethods,thetamperingregioncanberoughly
detectedbyusing the threefeaturesand thehistogramfeatures,while theLDPmethodcouldbe
unabletodetectthetamperingarea.Similarly,inFigure(d),theLBPandLOOPmethodsarecapable
ofdetectingtamperingbycombiningtheuseofthreefeaturesandhistogramfeatures,whileLDP
cannotdetect.So,theauthorschoseLBPandLOOPtodetectthetampering.Regardingfeatures,we
usemeanvalue,variance,standarddeviationandhistogramfeatures.

experimental Results Compared with the existed Method
Inorder toverifyourmethod iseasier to judge the locationof the tamperingby thehumaneye
comparedwiththeexistedmethod(HwangMG,2016), theexperimentsaredone,andthepartial
resultsareshowninFigure10.

Figure 7. The experiment of LBP texture feature

Figure 8. The experiment of LOOP texture feature

Figure 9. The experiment of LDP texture feature
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Thefirstrowshowstheoriginalimage,thesecondrowshowsthetamperedimage,thethirdrow
showsthegroundtruthimage,thefourthrowshowstheresultofHwang’smethod,andthefifthrow
showsthedetectionresultsofourmethod.

ItcanbeseenfromtheexperimentalresultsthattheHwang’smethodcouldunablymarkthespecific
locationoflocaldeformationandrequiresthehumaneyetoobservethedeformationposition.Ourmethod
couldbettermarkthelocationoflocaldeformationandiseasiertojudgewhereisthetamperingarea.
Ourresultsarealmostthesameasgroundtruth,butHwang’sresultsaredifferentfromthegroundtruth.
However,ourmethodstillhascertaindefects,anditiseasilyaffectedbybrightness.Highbrightness
orlowbrightnesswillcausefalsedetection,asshownintheredcircleofexample2and4infigure10.

CoNCLUSIoN

Thispapermainlystudiestheblinddetectionmethodforthelocationoflocaldeformationoftheimage.
Theauthorsextractedthetrajectoryofthelocaldeformationbyusingthefirst-orderdifferenceimage
andthecorrespondingtexturefeatures,andlocatethepositionofthelocaldeformationbyusingthe
proposedmultiplefusionstrategies.Theexperimentalresultsshowthatourproposedmethodcan
notonlydetectwhetheranimagehasbeentampered,butalsolocatethespecificlocationofthelocal
deformation.However,itcanbeseenthatourmethodwillcausefalsedetectionwherethebrightness
oftheimagechangesdrastically,whichisaproblemthatneedstobesolvedinfuturework.The
directionoflocaldeformationoftheimageisalsothefocusoffutureresearch.
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