International Journal of Healthcare Information Systems and Informatics
Volume 15 - Issue 3 « July-September 2020

Blockchain in Healthcare
Opportunities, Challenges, and Possible Solutions

Cornelius Chidubem Agbo, University of Ontario Institute of Technology, Canada
Qusay H. Mahmoud, University of Ontario Institute of Technology, Canada

ABSTRACT

Blockchain, an immutable ledger or database shared by peers in a network, is comprised of records
of events or transactions that are appended chronologically. Introduced via Bitcoin to the world,
blockchain is increasingly being accepted and adopted in different industries and for diverse use cases.
Among key industries, health care offers several significant opportunities for applying blockchain
conceptualization. Chief areas for health care blockchain applications include electronic medical
records management, pharmaceutical supply chain management, biomedical research and education,
remote patient monitoring, health insurance claim processing, and health data analytics. Even so,
applying blockchain concepts in health care is not without challenges, including interoperability,
security-privacy, scalability-speed, and stakeholders’ engagement issues. While these challenges
may militate against blockchain applications in health care, there are possible countermeasures
and implementation techniques, which if adhered to, can reasonably contain many aspects of such
challenges.

KEYWORDS

Blockchain, Challenges and Solutions, Distributed Ledger, Electronic Medical Records (EMR), Health Care,
Health Data Analytics, Healthcare Opportunities

1. INTRODUCTION

In advocating personalized and proactive care, healthcare services today must leverage the knowledge
hidden in massive data that are generated from various medical monitoring devices and patient medical
records (PMRs). The transformation of data into knowledge is the hallmark of modern medicine. Such
knowledge offers significant potentials to be utilized for promoting personalized treatments (Shae &
Tsai, 2018) and for early disease detection in predictive analytics (Agbo, Mahmoud & Eklund, 2018a;
2018b). Yet, efforts to derive knowledge out of data may be futile if these data are siloed in different
databases with little or no interoperable capabilities; moreover, such data may be stored in formats
that make data sharing difficult. Also, the collected data may be incomplete, unreliable or potentially
compromised (Mettler, 2016). Meanwhile, access to the medical data by the healthcare stakeholders
must still be controlled, as the security and privacy of patient data must be protected. Hence, modern
healthcare services must be designed to be collaborative, open and transparent, without compromising
the integrity of the data or the privacy of patients, the ultimate owners and providers of these data.
Current health data management solutions do not sufficiently address many of these critical data
requirements. For example, PMRs are usually held by healthcare providers such as hospitals without
the patients having full access to the data (Engelhardt, 2017). Accordingly, patients cannot examine
their medical data or even share these with new providers to create a complete medical history. This
made it difficult for new healthcare providers to construct a patient’s medical history. They sometimes
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rely on a patient’s recollection of their medical history by querying the patient. Yet, this approach
is rudimentary and may not result in a complete medical history as the patient may have forgotten
details of his past medications and/or may not be able to recount them comprehensively due to lack
of knowing proper medical terminologies. Incomplete medical history, as stated earlier, will make
it impossible to realize the full potentials of the emerging database technologies for health care. It
may also affect the provider’s ability to conduct accurate diagnosis and to proffer the right medical
intervention. To facilitate the creation and sharing of the complete medical history of patients, care
providers should be able to collaborate and exchange patients’ information among each other.

With cloud computing (CC), healthcare providers, including hospitals, now make use of patient
portals (PP) to connect and exchange data among themselves and with patients. Even so, the cloud-
assisted health data exchange environment has drawbacks with respect to data security and privacy.
First, hosting patients’ data on the cloud exposes them to security vulnerabilities, which could result
in data loss or manipulation. Although there exist countermeasures such as cryptographic techniques,
which can be employed to protect the data on the cloud, the fact that the cloud storage is centralized
still retains some vulnerabilities, for example, the ransomware attack (McCarthy, 2016). Second, to
safeguard patient privacy, the patients themselves must be involved and actively participate in the
creation, management and sharing of their personal medical data (Kitson, Marshall, Bassett & Zeitz,
2013). Patient-centric medical data management ensures that patients have access to their complete
medical history and can decide when, how and with whom to (or not to) share the data.

The blockchain technology, along with the application layer services it supports, promises to
offer a distinct solution to address the multiple challenges faced by the current healthcare systems.
Blockchain can, in a collaborative and open atmosphere, enable the patient-centered medical data
management. Without violating the privacy of the patients, other stakeholders are able to contribute,
and to have some level of access, to the medical data. Introduced via Bitcoin to the world (Nakamoto,
2008), blockchain is a distributed ledger technology that has the peculiar advantage of being able
to connect distributed stakeholders directly without the need for a trusted third party (TTP). This
blockchain characterization will promote low-cost, rapid, and more efficient means of data sharing
and collaboration among distributed stakeholders. With its successful application in Bitcoin and other
cryptocurrencies, the utility of blockchain can now be exported to non-financial use cases (Burniske,
Vaughn, Cahana & Shelton, 2016).

Health care, in fact, represents a significant area where several opportunities exist for the
application of blockchain concepts. In biomedical research and education, blockchain has been
successfully applied in several use cases. In clinical trials, for instance, blockchain can be applied
to prevent the manipulation of clinical research outcomes (Radanovi¢ & Liki¢, 2018). Indeed, as
blockchain allows for health data anonymization, patients can be encouraged to make their health
data available for clinical studies (Boulos, Wilson & Clauson, 2018) and the integrity of these data
can be certified on the basis of the immutability of blockchain. Moreover, given the transparent
and open nature of blockchain, research generated from blockchain-based data would be easier to
replicate. There is also the potential for blockchain to revolutionize peer-review process for clinical
research publications based on its properties of transparency, immutability and decentralization
(Roman-Belmonte, De la Corte-Rodriguez, Rodriguez-Merchan, la Corte-Rodriguez, & Carlos
Rodriguez-Merchan, 2018). Similarly, Funk, Riddell, Ankel & Cabrera (2018) make a case for the
potential use of blockchain in health professions education (HPE).

Given the novelty of blockchain, uncertainties remain in future healthcare applications. Hence,
it is paramount for both healthcare researchers and practitioners to understand the opportunities
that blockchain presents, the challenges that militate against the development of blockchain-based
healthcare applications and how these challenges may be mitigated. In light of this, and based on recent
studies in related subject areas, this paper presents the opportunities, challenges and possible solutions,
for promoting the use of blockchain in health care. The remainder of this paper is organized as follows.
Section 2 provides a brief background of the blockchain technology. In section 3, opportunities for
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the application of blockchain in health care are presented. Section 4 discusses the challenges and
possible solutions. Finally, section 5 concludes the paper.

2. BACKGROUND

As noted, the fact that blockchain removes the need for a centralized TTP in distributed applications is
why and what made blockchain unique. By using distributed consensus protocols such as the proof of
work (PoW) protocol (Nakamoto, 2008), blockchain makes it very easy for participating stakeholders
to verify its cumulative contents while ensuring great difficulties for anyone trying to alter any part of
the previously added contents. Along with decentralization, blockchain also features other interesting
properties that are useful in developing healthcare services and applications. This section overviews
the peculiar blockchain properties and explains how they can benefit healthcare applications.

Decentralization, as a property of blockchain, ensures that every party in a distributed network has
an identical copy (or ledger) of complete records of events or transactions, without any single entity
having a singular authority over the true state of the records. Traditionally, distributed applications
have relied on a TTP, for example, a bank in financial transactions or the Regional Health Information
Organization (RHIO) (Adler-Milstein, Bates & Jha, 2009) in the case of health care, to exchange
information and to maintain the true state of the distributed ledgers. The distinction between the
centralized system that relies on TTP and the blockchain-based decentralized system that relies on
distributed consensus protocol is illustrated in Figure 1. Decentralization removes the need for a
TTP, thereby eliminating the single point of failure. This improves transactions speed, and reduces
transaction costs by the removal of the TTP-charged transaction fees.

Immutability, which ensures that data saved on blockchain cannot be modified without being
detected, is another interesting property of blockchain. Adding records to the blockchain involves the
use of a cryptographic hash function. A hash function takes a message of arbitrary length to produce
a unique output of a fixed length, thus, no two different messages can produce the same output. To
add records to the blockchain, the set of records or transactions that are created within a period are
put together into a block and appended to the blockchain. After the first block has been created, every
subsequent block must contain, in addition to the transactions, the hash output of the previous block,

Figure 1. Centralized vs decentralized ledger. In (a), there are multiple ledgers but all records are held in the TTP (bank), whereas
in (b), there is only one ledger, but every node has some level of access to that ledger.

Centralized Ledger Decentralized Ledger

(a) (b)
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as shown in Figure 2. By embedding the hash value of a block in the subsequent block, it ascertains
that any modification to the content of the block can be detected using the hash value saved on the
subsequent block.

Further, each participant in a blockchain network has a pair of public and private keys (Housley,
2004). With these keys, it is possible to encrypt the data on the blockchain in such a way that only
the users with the right access permissions can decrypt the data. Hence, even though users in a
blockchain network can verify algorithmically that they have the true copies of the distributed
ledger, for privacy reasons, they may not have access to all the records in the ledger. Importantly,
blockchain has the property of transparency and openness but at the same time provides data privacy
and security. Additionally, when records are created in a blockchain, they are time-stamped, and
appended sequentially to the blockchain, thereby creating an audit trail of who did what and when.

Altogether, how do these blockchain properties align with the requirements for healthcare
applications? The benefits of decentralization to health care are obvious —health care, by its very nature,
involves distributed stakeholders that operate independently, including the patients, providers, insurers,
other payers (e.g., assigned government agencies) and more. Blockchain-based decentralization would
simply ensure all of these stakeholders are directly interconnected with everyone having access to the
same health records of patients, without any third-party intermediary. This would facilitate medical
data sharing among healthcare stakeholders at reduced costs. There would also be cost savings
from, for example, duplicate testing that would be carried out when patients’ test results are stored
separately in different provider databases without any interoperability. Decentralization allows every
stakeholder to have a copy of the complete medical records of the patients. It offers verification via
data redundancy created while helping to protect the medical data from accidental losses, corruption
and malicious attacks on the data such as the ransomware attack (McCarthy, 2016).

The immutability property of blockchain guarantees the integrity of the medical records since
data, once saved on the blockchain, cannot be modified or deleted. The need to protect the integrity
of medical records cannot be over-emphasized. Combined with decentralization, transparency and
auditability, immutability creates trust among collaborating stakeholders. Trust in the integrity of data
is essential for many healthcare use cases such as diagnostics and other clinical research conducted on
available and accessible databases. The strong cryptographic protocols employed in blockchain also
increase the confidence of the stakeholders in the security and privacy of the health data stored on
the blockchain. The cryptographic protocols are used to anonymize the data stored on the blockchain,
which further helps to safeguard the needs for data security and privacy.

Finally, blockchain supports the definition of rules, known as smart contracts (Swan, 2015), that
can be used to set the rules about how the health data can be used by the different stakeholders. Smart
contracts are not integral attributes of the blockchain, but they come handy in developing complex
blockchain applications, such as for health care. Smart contracts are based on the properties of the
blockchain, so they are immutable, once set and can be trusted by the stakeholders to perform reliably
throughout its lifetime.

Based on these peculiar properties and features of blockchain and their potential benefits to
health care, it is time to examine some specific opportunities for the applications of blockchain in
the different domains of the healthcare industry. This is followed by a discussion of the challenges
and the possible solutions as summarized in Figure 3.

3. BLOCKCHAIN OPPORTUNITIES IN HEALTHCARE

Based on the special properties of blockchain, it can be seen that blockchain is applicable in use cases
that have any of the following characteristics: (a) two or more collaborating stakeholders exist; (b)
there are intermediaries that could be removed to improve the security and/or the efficiency of the
system: (c) trust among the collaborating entities is needed; (d) data integrity must be maintained,
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Figure 2. A simplified example of how blocks are chained to form a blockchain. Notice that each block contains a header and several
transactions. The transactions in a block are hashed to generate a fixed-length hash output which is added to the block header.
After the creation of the first block, every subsequent valid block must contain the hash output of the previous block header.

Block 1

Block 2

Block 3

Block 1 Header

Hash of Block O

Block 2 Header

Hash of Block 1

Header

Hash of Block 1
Transactions

Block 3 Header

Hash of Block 2

Header

Hash of Block 2

Transactions
A

Header

Hash of Block 3

Transactions
A

Block 1 Transactions

| Transaction 1 |

| Transaction 2 |

| Transaction n |

Block 2 Transactions

| Transaction 1 |

| Transaction 2 |

| Transaction n I

Block 3 Transactions

| Transaction 1 |

| Transaction 2 |

| Transaction n |

and (e) there is a need for openness and transparency and/or there is a need to promote trust among
the collaborating entities.

In the following sub-sections, several healthcare use cases representing opportunities for
blockchain applications are discussed. In each case, the healthcare problem is captured and how
the blockchain concepts can address the problem is illustrated. While it is not possible to cover an
exhaustive list of all the potential areas of blockchain applications in health care, the review should
cover those most often considered to be critically relevant.

3.1 Patient-Centric EMR Management

Electronic medical records (EMRs) management is concerned with the electronic creation, storage and
management of patients’ personal, medical and other health-related data. Capturing clinical interactions
between patients and their care providers (as well as health data collected through medical sensors),
provide a rich source of information, which can be harnessed to improve healthcare decisions. Yet,
as Figure 4 (a) depicts, the current practice in which EMRs are stored across the different providers’
databases with little or no interoperability makes it very difficult to take full advantage of these data
in improving care delivery. Moreover, there is growing consensus that health data and information
related to a patients’ health should be readily available to the patients so that they can be active
participants in their own care (Kitson et al., 2013). Other healthcare stakeholders also require different
levels of access to the medical data and information; nonetheless, there is an increasing agreement
that patients should be in control of what information they want to share with other stakeholders and
under what conditions. Put simply, the desired solution should be one that is patient-centric, providing
the right data to the right stakeholders (patients and authorized care providers) at the right time while
guaranteeing the needed security and privacy of the healthcare data being accessed.
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Figure 3. Summary of the opportunities, challenges, and possible solutions
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Blockchain potentially offers the best opportunity to realize such a solution — a solution that can
put patients at the centre of managing their own health data, improve privacy and regulate access
to the medical records while guaranteeing availability, and ultimately ensure data completeness by
facilitating the linking and sharing of EMRs among different healthcare stakeholders, as shown in
Figure 4 (b). Blockchain, with its unique properties of decentralization, immutability, auditability,
reliability, and redundancy, offers many of the key features that make this technology very suitable
for realizing the above objectives (Radanovi¢ & Likic¢, 2018).

At this point, key examples of how blockchain is being employed by the emerging blockchain
startups to address the management of EMRs will be highlighted. One such example is Guardtime, a
blockchain-based platform to secure over 1 million patients records in Estonia (Angraal, Krumholz
& Schulz, 2017). Another example is MedRec (Azaria, Ekblaw, Vieira & Lippman, 2016), which
aims at giving patients the ability to control who can access their medical record through some fine-
grained access permissions built onto the blockchain. The Gem Health Network (GHN) (Mettler,
2016) is yet another example, which is developed by the US company, Gem, using the Ethereum
blockchain platform. GHN allows different healthcare practitioners to have shared access to the
same data. Healthbank, a Swiss digital health company, is similarly working on empowering patients
to be in full control of their data using the blockchain platform (Mettler, 2016). There is also the
MedicalChain project (Engelhardt, 2017), whose blockchain-based platform will facilitate the sharing
of patients medical records across international healthcare institutions, and the Healthcoin initiative
(Engelhardt, 2017), which aims at constructing a global EMR system. Other recently developed
blockchain-based EMR applications include the Ancile (Dagher, Mohler, Milojkovic, Marella &
Marella, 2018), MedBlock (Fan, Wang, Ren, Li & Yang, 2018), BlockHIE (Jiang, Cao, Wu, Yang,
Ma & He, 2018), and FHIRChain (Zhang et al., 2018).
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Figure 4. Comparison of existing EMR system with blockchain-based patient-centric EMR system. 4 (a) shows a case where a
patient is seeing three different providers. Provider #1 and #3 can share data through a trusted third-party (TTP), e.g., Regional
Health Information Organization (RHIO) with the limitations of TTP as discussed in section 2. Alternatively, two providers can
exchange data if they are on the same network, i.e., have some business relationships, as in #1 and #2. Providers #2 and #3 may
not be able to exchange data because they are not connected through a TTP and they are not on the same network. 4 (b) shows
how this problem is resolved with blockchain which allows the patient to retrieve his data from all the three providers whenever he
wants and to authorize the sharing of the data with anyone he chooses through the blockchain-enabled smart contracts. Therefore,
data can be exchanged between #2 and #3 even though they do not have a business relationship, and without going through a TTP.
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3.2 Pharmaceutical Supply Chain Management (SCM)

Pharmaceutical supply chain management (SCM), particularly in drug production and distribution, is
a domain ripe for applying blockchain conceptualization. The delivery of counterfeit or substandard
medications can have dire consequences for patients. Yet, this is a common problem faced in the
pharmaceutical industry. According to the World Health Organization (WHO) data, up to ten percent
(10%) of drugs in circulation worldwide are counterfeit, and this number is said to be even much
higher (up to 30%) in developing countries (Barbereau, 2010).

The unique properties of transparency, openness, immutability, data provenance, time-stamping
and auditability inherent in blockchain come handy in ensuring that the counterfeiting problem in the
drug manufacturing and distribution industry can be contained. Once a drug is produced, it is marked
and recorded on the blockchain with a timestamp, which in turn creates an irrefutable and immutable
proof of who produced the drug, when and where the drug was produced. The distribution and the
transfer of ownership of the drugs from the point of production through the distribution chains to
the final consumers (the patients) can then be tracked on the blockchain in a way that is transparent
to all stakeholders. With this approach, it is impossible to produce and distribute counterfeit drugs.
Poor quality drugs can always be traced back to the producer and even stolen drugs can be tracked
provided the drugs are registered on the blockchain upon production. Figure 5 illustrates how the
blockchain technology can overcome the drug-counterfeiting challenge.

The Counterfeit Medicines Project (Mettler, 2016) focuses on using blockchain to fight counterfeit
medications. Modum.io AG is a company that has developed a blockchain-based application for
pharmaceutical SCM. The application uses blockchain to achieve data immutability while creating
public accessibility of the temperature records of pharmaceutical products during their transportation so
that their compliance to quality control temperature requirements may be verified (Bocek, Rodrigues,
Strasser & Stiller, 2017). Discussion of emerging prototypes and research initiatives related to the
application of blockchain in the area of pharmaceutical SCM may be found in Mackey & Nayyar
(2017).
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Figure 5. An illustration of how blockchain can solve the drug counterfeiting problem. In (a), as the drug flows from the manufacturer
to the patient through the distributor and the pharmacist, there is the possibility of counterfeiting the original drug at any stage
of the process by changing the labels, the expiry date, etc. Without a feedback system, there is no way any modification can be
detected. Similarly, there is no mechanism for the pharmacist to know that the prescription given to the patient by the doctor has
not been altered. In (b), the blockchain is used to overcome these potential loopholes. Every drug is registered to the blockchain
and all the stakeholders are connected to the blockchain and can confirm the validity of any product or information they receive.
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3.3 Remote Patient Monitoring

Remote patient monitoring (RPM) involves the collection of biomedical data through body area
sensors via the Internet-of-Things (I6T) and mobile devices. RPM can remotely monitor the status of
a patient outside traditional healthcare environments such as hospitals. As RPM has to do with remote
collection and transmission of sensitive health data, a major challenge for RPM applications is how
to collect and transmit the data securely while preserving the privacy of patients concerned. Here,
blockchain has been proposed as a means to achieve the secure transmission, storage, sharing and
retrieving of the remotely-collected biomedical data (Dey, Jaiswal, Sunderkrishnan & Katre, 2017).

To date, some authors have demonstrated how smart contracts on the Ethereum blockchain
platform can support real-time patient monitoring application with the capability to provide automated
interventions in a secure environment (Griggs et al., 2018). Similarly, blockchain is employed to
develop SMEAD, a mobile-enabled assisting device for monitoring diabetes patients (Saravanan,
Shubha, Marks & Iyer, 2017). Uddin, Stranieri, Gondal & Balasubramanian (2018) developed a
blockchain-based patient-centric agent (PCA) to achieve end-to-end data security and privacy in
a continuous RPM application. Additionally, Ji, Zhang, Ma, Yang & Yao (2018) have proposed a
scheme known as BMPLS (Blockchain-based Multi-level Privacy-preserving Location Sharing) for
realizing privacy-preserving location sharing for RPM application.

3.4 Health Insurance Claim Processing

Insurance claims processing in health care can benefit from blockchain’s unique features of
transparency, decentralization, immutability and auditability of records storage (Boulos et al., 2018).
Many authors identify insurance claim processing as a very promising area for the application of
blockchain technology (Angraal, Krumholz & Schulz, 2017; Gordon & Catalini, 2018; Boulos et
al., 2018; Roman-Belmonte, Corte-Rodriguez, Rodriguez-Merchan, Corte-Rodriguez & Rodriguez-
Merchan, 2018). However, specific instances of prototype implementations of such systems are
still very limited. One good example is the MIStore (a blockchain-based medical insurance storage
system) which is deployed on the Ethereum blockchain platform (Zhou, Wang & Sun, 2018). Also,
Engelhardt (2017) highlights an initiative by a company named Pokitdok that aims to partner with
Intel to build a blockchain-based system that will facilitate insurance claim resolution in health care.
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3.5 Health Data Analytics

Blockchain provides a unique opportunity to harness the power of other emerging technologies such
as deep learning and transfer learning techniques to realize predictive analytics of healthcare data
and advance the research in the area of precision medicine (Shae & Tsai, 2018).

Boulos et al. (2018) and Roman-Belmonte et al. (2018) also noted such a use case for blockchain
application in health care whereas Mamoshina et al. (2017) provides a comprehensive roadmap on
how the use of blockchain in health data analytics can be realized in an intelligent fashion. Juneja and
Marefat conducted experimental research in which blockchain is used in a deep-learning architecture
for arrhythmia classification (Marefat & Juneja, 2018).

4. CHALLENGES AND POSSIBLE SOLUTIONS

Despite the attractiveness of blockchain-associated properties and potential benefits in blockchain-
based healthcare applications, it is important to note that the technology is not without limitations.
Challenges exist that militate against the successful use of blockchain technology in health care.
Some of these challenges are discussed here, with suggested potential solutions to overcome them.

4.1 Interoperability

The interoperability challenge stems from the fact that there is not yet a universal standard for
developing blockchain-based healthcare applications; for example, applications developed by different
vendors or on different platforms may not be interoperable. Consequently, there is a need to develop
protocols that would ensure interoperability between blockchain networks and that would facilitate
consistent storage of medical records and the seamless transfer of such records across different
platforms. Current efforts are focused on developing prototypes and proofs-of-concept with less
attention paid to the need for interoperability. The resulting systems are disparate blockchain-based
healthcare platforms with varying levels of smart contract functionality, transaction schemes, and
consensus models.

Compare and contrast, for example, HealthChain (Ahram, Sargolzaei, Sargolzaei, Daniels
& Amaba, 2017) which is an EMR application developed as a permissioned, private blockchain
network via the IBM Blockchain’s Hyperledger Fabric (Androulaki Artem Barger Vita Bortnikov et
al., 2018) v. the Ancile blockchain framework (Dagher et al., 2018), which similarly utilizes smart
contracts to control EMR management, but is built on the Ethereum (Ethereum, 2015) blockchain
platform. These two systems manage EMRs on very different platforms; as such, without a well-
defined standard, it is difficult to transfer a patient’s record from one platform to the other. As data
sharing is at the heart of the design of modern EMR management systems, the whole advantage of
blockchain is lost if disparate blockchain networks cannot interoperate among each other in order to
exchange critically stored data.

One possible solution to the interoperability problem is to develop standard protocols that can
guarantee interoperability between different blockchain products. For blockchain technology to be fully
adopted and deployed in operational healthcare environments, open standards for interoperability need
to be defined. Importantly, researchers should start collaborating on overcoming the interoperability
issues and the standardization processes. A standards group (ISO/TC 307) currently exist to which
researchers can send in their contributions (ISO, 2018). Some early research into the interoperability
of blockchain has produced two broad categories of interoperability solutions, namely open protocols
and multi-chain frameworks (Curran, 2018). On the one hand, the open protocols are standards
that define how blockchains can interoperate and exchange data among themselves, for example,
Interledger (https://interledger.org/). Multi-chain frameworks, on the other hand, are open environments
that different blockchain networks can plug into and be able to exchange information, for example,
Polkadot (https://polkadot.network/) and Cosmos (https://cosmos.network/).
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4.2 Security and Privacy

When it comes to security, it is evident that no one system is perfectly secure. So, even though state-
of-the-art encryption techniques are employed in the blockchain, there are still potential security
breaches that may be exploited to compromise the data stored on the blockchain. One famous security
threat in blockchain is the 51% attack, which happens when the malicious nodes in a blockchain
network outnumber the honest nodes (Kalis, Leong, Mitchell, Pupo & Truscott, 2016). Under such a
circumstance, the malicious nodes may be able to modify the data on the blockchain by undermining
the distributed consensus mechanism, thereby nullifying the immutability property of blockchain.

Another security challenge is the fact that information access in the blockchain is via the private
keys, which are prone to potential security breaches. On the one hand, if these private keys are stolen,
it could result in unauthorized access to the stored health data; on the other hand, if the keys are lost,
the stored data cannot be accessed. There is also the concern on the emergence of future technologies
such as quantum computing that will be able to break the current encryption technologies upon which
the blockchain is based (Engelhardt, 2017).

On privacy, the blockchain promotes transparency at the expense of confidentiality. Here, there is
a concern that despite the anonymity introduced by using hashed values as public addresses, it is still
possible to unveil the identity of a patient in a public blockchain by linking together sufficient data
that are associated to that patient (Radanovié & Likié, 2018). Moreover, there is also the potential risk
of security breaches that could arise from intentional malicious attacks to the healthcare blockchain
by criminal organizations or even government agencies that could compromise the privacy of the
patients. Indeed, several cases of reported attacks on the blockchain-based cryptocurrencies have
been reported to date (Yli-Huumo, Ko, Choi, Park & Smolander, 2016). Given the sensitive nature of
healthcare data, any viable solution for managing EMRs must ensure both the integrity of the stored
data and the protection of the patient’s privacy.

Potential solutions to the aforementioned security and privacy-related challenges consist in
following a careful design and implementation techniques for blockchain-based healthcare applications
to mitigate the identified challenges. For example, through the adoption of a permissioned blockchain
network such as the private or consortium blockchain like ModelChain (Kuo & Ohno-Machado, 2018)
instead of the public blockchain like Bitcoin, the problem of 51% attack is reasonably overcome and
contained because arbitrary malicious nodes cannot hijack the network as only the authorized (honest)
nodes can participate in the ModelChain network.

Similarly, another technique to mitigate the privacy issue is to store only the encrypted pointers
to the real data on the blockchain, while storing actual data off-blockchain, and using the smart
contracts (Swan, 2015) to automate the data management protocols as exemplified in HealthChain
(Ahram et al., 2017) and Ancile (Dagher et al., 2018). Moreover, following a rigorous software
development process and applying all known security measures during code development go a long
way in containing most of the security threats.

In the end, blockchain cannot fully stop all the potential attacks in healthcare cybersecurity,
basically because the healthcare data would still have to be accessible and readable by the healthcare
stakeholders. Accordingly, known security challenges of authentication, authorization, sniffing
of credentials and data theft will continue to persist. Nonetheless, blockchain will prove to be
very effective in addressing most, if not all, integrity-based attacks because of its immutability
characteristics.

4.3 Scalability and Speed

Scalability of blockchain-based healthcare solutions is a well-known challenge especially occasioned
by the volume of data involved. It is not optimal, or even possible in some cases, to store the high-
volume biomedical data on blockchain as this is bound to cause serious performance degradation.
The scalability problem is directly related to the processing speed. Depending on the protocol in
use, the blockchain-based processing can introduce some significant latency, which in turn limits
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the scalability of the system. For example, the validation mechanism in the current set-up of the
Ethereum blockchain platform necessitates all the nodes in a network to participate in the validation
process (Yli-Huumo, Ko, Choi, Park & Smolander, 2016). This incurs considerable processing delay,
especially if the data load is significant.

Similarly, the Bitcoin-based PoW protocol executes on average 288,000 transactions per day,
which is very small when compared to Visa credit card that can execute up to 150 million transactions
per day (Kuo, Kim & Ohno-Machado, 2017). Hence, for real-time and scalable healthcare applications,
such as continuous RPM, blockchain may proof inefficient. Possible solutions to the scalability and
speed problem include the use of blockchain merely as an index for healthcare data, containing only
some condensed information about the data and how they can be accessed, while the actual healthcare
data is stored off-blockchain (Esposito, De Santis, Tortora, Chang & Choo, 2018; Kaur et al., 2018).
However, this countermeasure removes the benefits of redundancy and continuous availability that the
blockchain should ordinarily provide for the healthcare data. Further, the speed problem associated
with consensus algorithms such as PoW used in some public blockchains can be mitigated by using
the permissioned blockchain in which only some nodes are permitted to participate in the consensus
and validation processes (Ahram et al., 2017).

4.4 Stakeholders Engagements and Lack of Incentives

Engelhardt (2017) noted that “Blockchain technology is only as good as its users”. The technical
complexity of blockchain is one of its limitations as some stakeholders may find it difficult to grasp how
to use the technology. Despite its many promises, if the blockchain technology is misused, the outcome
will be undesirable. For instance, if some invalid or inaccurate data are stored on the blockchain, the
immutability property of blockchain will only ensure that the inaccurate data are immutable, which is
of no real value in this case. The vision of blockchain in healthcare is to transfer control and ownership
of healthcare data to the patients; however, the patients especially the elderly and the young may be
unable or unwilling to participate in the management of their health data (Radanovi¢ & Liki¢, 2018).
This problem is echoed in Engelhardt (2017) where it is noted that if patients are unaware of what to
do with their health data and how to manage them using the blockchain, they will invariably involve
others to manage the data for them, which eventually nullifies the whole idea of using blockchain to
empower the patients in the control of their personal health data.

A possible solution to stakeholder engagement is to engage in stakeholder education, simplifying
the concept of blockchain and how it can be used to better manage healthcare resources. Also, the
design and implementation of blockchain-based healthcare applications should then take into serious
consideration the utility as well as usability of the system, and the integrity of the data before and after
it is stored on the blockchain. Clear incentives should exist to encourage healthcare stakeholders to
adopt blockchain-based solutions. There should also be ways to mask the complexity of the underlying
blockchain technologies, for example, the private keys should be easy-to-use by the stakeholders but
not become easily compromised.

5. CONCLUSION AND FUTURE WORK

In summary, the basic conceptualization of the blockchain technology in terms of its various unique
properties and how these blockchain technological features can create opportunities for improvement
in different domain of healthcare applications, notwithstanding the inherent challenges to be addressed,
have been highlighted here.

Notably, blockchain has the potential to facilitate efficient sharing of healthcare data among
stakeholders while guaranteeing the integrity of the medical data and the privacy of the patients.
Blockchain has interesting properties that enable it to achieve these objectives, making it useful in the
management of EMRs, pharmaceutical SCM, biomedical research and education, RPM applications,
health insurance-claim processing, health data analytics and more. However, considerable challenges
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and risk factors exist that must be taken into consideration in the application of blockchain technology
in health care. These challenges include interoperability, security and privacy, scalability and speed, and
stakeholders’ engagement. While these challenges may militate against the application of blockchain
in health care, there are possible solutions and implementation techniques that, if properly adhered
to, can mitigate most of the challenges. As blockchain is a relatively new technology, it suffices to
note that the long-term issues associated with the technology have not yet been evaluated.

Areas for future work will consist of developing more proofs-of-concept of blockchain-based
healthcare applications to develop a deeper understanding of the strengths and weakness of the
systems. Also, further research should be conducted to develop robust solutions to the identified
challenges. Finally, the integration of blockchain technology with deep-learning and other emerging
artificial intelligence (AI) solutions will ensure that our healthcare systems will be able to interoperate
more successfully in a highly secure and private environment to yield meaningful information and
knowledge for personalized medicine.
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