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The Last Word

Richard Baskerville, Georgia State University, Atlanta, GA, USA & Curtin University, Perth, Australia

Asresearchersininformationsystems,weareaccustomedtothinkingofboththephysicalandthe
socialconstructionofreality.Butingeneral,wesubconsciouslyconsiderourphysicalrealitytobe
physicallyconstructed,andoursocialrealitytobesociallyconstructed.Lyingsomewhereinbetween
wenestourconceptsofsociotechnical,actornetworktheory,andsocio-materiality.Butmorerecent
advancesindigitaltechnologymaydriveustorethinksuchtraditionaldistinctions.

Digitalmachinery,includingcomputingandcommunicationsdevices,havebecomeinvolved
inconstructingourphysicalworld.Togetherwithrobotics,digitalmachineryiswell-establishedas
atoolinmanufacturingallsortsofotherphysicalproducts,includingmoredigitalmachinery.For
example,thepathsalongwhichwetravel,innearlyanymode,areoftenconstructedbyavionics,
autotronics,shipboardandhand-heldGPSguidanceandonboardfly/sail/drive-by-wirecomputers.

Concomitantly,boththedigitalandthesocialareoperatingwithmutualautonomyinconstructing
ourphysicalandsocialreality.Thisdigitalautonomyisalgorithmic.Nowhereisthisautonomyclearer
thaninthevariousmobileappsthatinhabitourdailylivesanddirectustodestinationslikehotels
andrestaurants,nottomentionarrangingforustheconveyancestobringuswheretheywishusto
go.Thisprogressionenablesustoseemoreclearlythatthereisadigitalrealitythatoverlaysare
physicalandsocialreality.Thisdigitalrealityisexcitingbecauseitishelpingtoshapeourphysical
andsocialrealities.

Theparticipationofthedigitalinconstructingourphysicalrealityisundeniable.Itispresentin
thealgorithmictradingthatnowdominatesthefinancialmarkets.Itispresentinautonomouscars
andclick-and-collectshopping.Itispresentintheprocesscontrolthatdrivestheincreasingubiquity
ofroboticssmallandlarge.Robotsstockandpickproductsandpartsinourwarehouses.Robotsnow
dominatethebodyshopsinautomobilefactories.Robots(intheformofautonomousfarmvehicles)
areplantingandharvestingourcropsand(intheformofroboticbutchers)packingourmeats.This
isnotastatebutatrend.Thetrendisunstoppable,norshoulditbe.Itholdswonderfulpromisefor
thefutureworldofconvenienceandaccesstogetherwiththereleaseofhumanlaborfromrepetitive
andprogrammabletasks.

Theimplicationsforouralreadyshakygraspofinformationsecurityaresettoshatterprevious
strategiesforprotectingtheprivacyandsafetyofpeopleinthepresenceofadigitallyconstructed
reality.Previouslyinformationsecurityfocusedonprotectingadigitalrepresentationofreality;these
representationswerefoundindatabasesandfilessurveilledbyaccesscontrolandintrusiondetection.
Thesedigitalrepresentationsreflectedreality.However,inaworldinhabitedbyprocesscontroland
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robotics,theserepresentationsdeterminereality.Informationsecurityprovidesstrategicprotection
fortheproductionofreality,notjusttherepresentationofreality.

Thecurrentstrategicgoalforinformationsecurityisquitenaturallyfocusedonprotectingthe
information.However,whentheinformationencodesafuturereality,informationsecuritymustexpand
strategicallytoincorporatethegoalofprotectingnotjustinformation,butfuturereality.Forexample,
anautonomoustractorwilldrawfarmingimplementscarefullyandassiduouslythroughoutafieldof
crops.Thetractorhascomputers,sensors,anetworkconnection,andradiodirectioncontrolsuchas
GPS.Ininformationsecurityweareaccustomedtoastrategicgoalofprotectingcomputers,sensors,
thenetworkconnection,anddetermininghowthesystemwillsafelybehaveifdirectioncontrolislost.

Insuchascenarioastheoneabove,modifyingthedatawillmodifythefuture.Suchanantiquated
strategicgoalastheoneaboveisadequateinthenewdigitalsituation.Thestrategicgoalofinformation
securityinadigitalworldisnolongertheprotectionoftheinformation;itistheprotectionofthe
crops.Inthepast,thestrategicgoaloftheflightcomputeristosafelyguideanairplanethroughout
itsjourney.Inadigitalworld,thestrategicgoalofinformationsecurityinaflightcomputersetting
istheprotectionofthepassengersandcrewintheairplane.

Digital securityanddigital safety isnowsecurityof the firstkind. It isgrowing impossible
fortheretobeanysecurityorsafety,eitherphysicalorsocialinthepresenceofdigitalinsecurity
ordigitallyunsafesituations.Thewonderfulpromiseofthefuturebeforeushaschangedthegoal
ofinformationsecurity.Itisnowamuchgranderchallengethaneverbefore.Oursecuritymodels,
theories,andparadigmswillinevitablychangeaccordingly.


