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Book Review

ThisbookisreviewedbyArthurSo,doctoralcandidate,SchoolofElectricalEngineeringandComputer
Science(EECS),UniversityofOttawa,Ottawa,Canada.

EditedbyMehdiKhosrow-Pour, theEncyclopedia of Criminal Activities and the Deep Web
contains79chapters,dividedintofivesectionsoverthethreevolumes.MehdiKhosrow-Pourreceived
his Doctorate in Business Administration from Nova Southeastern University (Florida, USA).
ThenMehdiKhosrow-Pourtaughtundergraduateandgraduateinformationsystemcoursesatthe
PennsylvaniaStateUniversity–Harrisburgforalmost20years.HeisnowtheExecutiveEditorat
IGIGlobal(www.igi-global.com).HealsoservesasExecutiveDirectoroftheInformationResources
Management Association (IRMA) (www.irma-international.org) and Executive Director of the
WorldForgottenChildrenFoundation(www.worldforgottenchildren.org).AccordingtoIGIGlobal
(www.igi-global.com/affiliate/mehdi-khosrow-pourdba/346853),heisalsoauthorandeditorofover
100booksininformationtechnologymanagementand50articlespublishedinvariousconference
proceedingsandscholarlyjournals.

Thiscollectionincludesperspectivesfrominformationtechnologiststoillustratetheshortcomings
oftechnologiesandtheexploitationsoftoolsusedinelectronicfraudscommittedontheWorldWide
Web(WWW).TheEncyclopediaalsocontainsinformationonresourcesthatarenotsearchableby
aconventionalsearchengine,whichisreferredtoastheDeepandDark Web,ortheyarecalledthe
Invisible Webs.Thethreevolumescontainmultidisciplinaryresearchandexpertinsightsprovidedby
130leadingresearchersfrom30countries,includingtheUnitedStates,theUnitedKingdom,Australia,
NewZealand,Germany,Finland,SouthKorea,Malaysia,andmore.Theentriesarepresentedinan
encyclopedia-style,providingdiversemethodologiesofmonitoringandregulatingtheuseofonline
tools inbothopenand invisibleweb.Hence, thisworkprovidesacomprehensiveunderstanding
oftheuseofonlinetoolsandexistingsoftwareandhardwarevulnerabilitiesusedforcyberattacks.
Consequently,itisessentialreadingforpolicymakers,lawmakers,cyberusers,andotherstakeholders
wishingtodevelopstrategiesforthepredictionandpreventionofonlinecriminalactivity.

CyberusersevolvefromusinginformationalWeb1.0totransactionalWeb2.0websites,resulting
fromtherapidgrowthofthedevelopmentofe-Businessande-Commerce,andchangingbrick-and-
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mortarbusinessestoonlineoperations(Aghaei,Nematbakhsh,&Farsani,2012).TheEncyclopedia 
of Criminal Activities and the Deep Webdescribesmajorapproachesfacilitatingbusinesstransactions,
e-commerce, banking, and social media communications that change the lifestyle of a society.
Furthermore,theEncyclopediaexamineshowthesedevelopmentshavealsoresultedinasignificant
riseinonlinecriminalactivities,likeidentitytheftandcyberattacks,whichareconductedoverthe
Deep Web.

Thepreface,writtenbytheeditorKhosrow-Pours,providestheoverallcontentofanencyclopedia-
likestructureofthebook.Khosrow-Poursdescribeshowcybercrimesarecommittedoverdifferent
typesofwebpages(surface,deep,anddarkweb),andtheenablersaretechnologiesandsocialmedia
networksaccordingtothecontentsinthethreevolumes.Thebookcontainsvaluablediscussions
ofthewaysthatcybercriminalsexploitthevulnerabilitiesoftechnologyandhumanbehaviour.The
harmfuloutcomescauseathreattoorganizations,businesses,governments,andothercyberusers,as
illustratedbythearticlesinthebook.Thediverseandcomprehensivecoverageofthisbookcontributes
awarenessandunderstandingofcriminalactivitiesandtheDeepWeb.Thefollowingbookreview
describessomeoftheessentialcontentsinaselectedorgroupofchaptersofsimilarresearchthat
readersmightfindthemusefulandinformativeinthiscyberworld.

Thefirstvolume(Chapters1–15)establishes thefoundationof thesubsequentresearchby
definingandidentifyingvarioustypesofcybercrimesthataffecttypesoforganizationsandpersons.
ReadersmayneedtoreadChapter1(Thangamuthu,Rathee,Palanimuthu,&Balusamy)indetailto
understandhowcyberattacksareconductedandwhichstepsarerecommendedtopreventcybercrimes.
Additionally,thefollowingdiscussionsshowsomeofthethrillingchaptersinthisvolume.Someof
thechapterscoverparticularlyexcitingtopics.Forexample,Chapter3(Hoanca&Mock)describes
theuseofArtificialintelligence’scapabilitiesforcyberattacksandclearlydemonstratestheissues
that security professionals should be aware of regarding the involvement of AI used in various
cybercrimes.AIhasresurgenceitsimportancesinceitsfoundingin1956atDartmouthUniversity
duetotherecentincreaseincomputingprocessingpower.

Chapter8(Elangoven)effectivelyillustratesthedifferencebetweenthethreetypesofwebservices
(p.129).TheSurfaceWebisidentifiedashavingregularwebpagesrepresenting4to6%oftheentire
webpages;theyareindexedinsearchengines,suchasGoogle,Yahoo,etc.Incontrast,theDeepWeb
representsapproximately90%ofthewebpages,whicharenotindexedinsearchengines;theyinclude
itemssuchasmedicalrecords,governmentdocuments,andfinancialrecords(p.129).Thethirdweb
serviceistheDarkWeb,whichcontains6%ofthewebpages,andincludesactionableinformation,
drugtrafficking,andpoliticalprotests(p.129).Thischapterraisedthealarmthatmoststakeholders
areonlyawareoftheSurfaceWebandnottheDeepWebortheDarkWeb.Thefollowingchapter,
Chapter9(Herschel),examinestheimpactsofDarkWebactivitiesonsociety.Thischapterincludes
adiscussionoflegislation,including”theEuropeanUnion’sGeneralDataProtectionRegulation
[GDPR]andtheCaliforniaConsumerPrivacyAct”(p.140).Theserulesgovernhoworganizations
mustconformtotheprivacyofpersonaldatacollectedonline,andtheauthorofthischapterusesthe
ethicaltheorytoaddresstheethicalissuesoftheDarkWeb.

Thefirstsectionofthesecondvolume(Chapters16-31)providesathoroughdiscussionof
regulatorypoliciesandsolutionsoncyberwarfare,cybersecurity,andspyware.Afewchaptersin
thisvolumealsoprovideanalysesofcyberespionage,cyber-attacks,orcyberwarfareovercomputer
networksinthe21stcentury.TheauthorsofChapter20(Singh&Ramdeo)andChapter21(Awofeso)
effectively discuss the management of whistleblowers and illustrate the whistleblower practice,
respectively,throughtheuseofvariouscasestudiesfocusedonuncoveringcriminalactivityinthe
healthsector.Then,hacktivismandmajorhackingactivitiesarediscussedindetailinChapter22
(McMurtry&Stewart).TheauthorsalsocomparetheUSComputerFraudandAbuseActof1986
(CFAA)withsimilarlawsinKorea,Germany,andChina.FromChapters25to31,theauthors(Tiwari;
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Wesley;Anglim;Rehman;Rehman;Tanetal.;Zaidenberg)respectivelyexaminethedifferentInternet
regulationsinvariouscountriesandexplorehowtheDeepWebbypassescensorshipwiththeuse
ofvirtualprivatenetworks(VPNs).Forexample,thechallengeinimplementingcybersecurityto
protectcyberspaceisdiscussedinChapter26(Wesley)andChapter27(Anglim).Still,thefocusis
mainlyontheDeepWebinthecontextoftheUSA.Chapters28(Rehman),Chapter29(Rehman),
and Chapter 30 (Tan et al.), the authors respectively discuss cybercrimes and cyber laws in the
internationalcontext.Allchaptersinthissectionprovideessentialinsightsintothetopicsandengage
closelywithcasestudiestodemonstratethereal-worldapplicationsoftheissues.

Thesecondsectionofthesecondvolume(Chapters32-48)containsausefuldiscussionof
a few cases of drug and human trafficking and sexual exploitation of children. The authors of
Chapters32(Kaur),33(Kejriwal)34(Whitney,Hultgren,Jennex,Elkins,&Frost)and35(Tanet
al.)discussdrugtraffickingandhumansmuggling,respectively.Theauthorsshow“variouscrimes
suchasidentitytheft,forgeries,childpornography,sexandhumantrafficking,terrorismanddrug
traffickingamongothersgetefficientlyplannedandexecutedoveraspecialandsmallpartofthe
Internet,calledtheDarkWeb”(Chapter32,Kaur,p.473).Anonymouswebpagesareusedalong
withothertechnologies,suchasTOR(TheOnionRouter),encryption,andcryptocurrencies.Sexual
exploitationofchildrenisdiscussedinChapters36(Wallace),37(Crowelletal.)and38(Domfeld),
reviewingmostly“childpornography,andmoreharmonizationisrequiredonbothinternationaland
regionallevels”(p.575).TheremainingChapters39to48focusonhatecrimesagainstwomenand
hatespeech,darksiteswithsocialnetworkingsites,cyberbullyingandcyberstalkingconductedon
webpagesandtechnologicaltools.ThearticlescovermostlyUSincidentsandafewinternational
cases.Thesearticlescorrectlypresentthosecybercrimesashavingnoboundaryandassertthatmore
futureresearchontheeliminationofsuchpracticesusingtheDarkWebmaybeneeded,especially
inthelegalsystem.

Thefirstsectionofvolume3(Chapters49-64)containsdetaileddiscussionsoffinancialfraud,
identitytheft,andsocialmanipulationthroughsocialmedianetworks.TheauthorsofChapters49to
54discussthethreatandpreventionofprivacydisclosureovertheInternet.Theyalsohighlightthe
challengesofsafeguardingprivacywhenoperatingontheenvironmentoftheInternetofThings.Those
articlesthatcontributedetailsofpersonalinformationarenotadequatelyprotectedintheDarkWeb.
IagreewiththeauthorinChapter54(Marmo)intheidentificationofthecybercrimesconductedon
commonlyusedcyberactivities,likesocialnetworksandemail.Whiletheinformationprovidedwas
significant,theauthorsofthissectiondidnotdiscusstheneedforchangestointernationallawsbecause
oftheglobalizationcharacteristicoftheInternet.TheauthorsofChapters55to61effectivelyillustrate
differentmethodsinidentitytheftviaemailspam,phishing,socialmedia,andsocialengineering.
Thosearticlesprovideafullguideforthetypesoffrequentcyberattacks.TheauthorsofChapter62
(Parthasarathi&Kaushal),Chapter63(Chea),andChapter64(Broni,Boateng,&Owusu)review
variousfinancialfraudsandthechallengesandinsightsinmanaginge-WalletandBitcoin.Fraudulent
inbitcoinsandransomwareisaparticularlycomplexareathattheabovearticlessimplifyorexplain
inaclearway.Inthesecondsectionofvolume3(Chapters65to79),theauthorsdiscusssecurity
toolsandsolutionsdeployedincyberdefenceandthesocialunderstandingofthreats.Theauthorsof
thissectionprovideinnovativesolutions,includinghuman-basedmethods,tomitigatecyberriskand
cybercrimeactivitiesontheworldwideweb.Thissectionalsohighlightsthefast-growingtechnology
causingsocietalproblemsandprovideafullinvolvementofhumanbehaviour.

WhiletheEncyclopediacoveredawidearrayoftopics,Ithinkitwouldhavebeenappropriate
forKhosrow-Pourtoincludeanothersectionconcerninginfrastructuressuchaselectricitygridsand
atomic plants. Because cyber criminals could compromise data produced from those automated
operationsandcouldcausedisasterinsociety,includingadiscussionofthesepotentialissues,would
havehelpedtodemonstratethenecessityofprotectingtheseenvironments.Mostofthereadersbelieve
technologiesusuallytriggercyberattacksoncomputingsystemsandnotrealizethatautomatedpower
gridsarepronetoattackstoo.Still,thesecondsectionofVolume3providessomemorein-depth
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analysesofhumanbehaviourandethicsdiscussionofindividualresponsibilityinVolume1while
usingtheInternet.

Furthermore,thistextmadethecriticalpointthattheSurfaceWebisthetipoftheicebergin
comparisontotheDeepandDarkWeb.Therearemanyarticlesinthisbookexploringtheinvisible
partoftheweb,butthereshouldbemoreresearcharticlesonexposingtheDeepandDarkWeb.
ImprovementinexploringtheDarkWebcouldbeassistedbyproperidentificationofencryption
methodsandthecapabilityofavoidinganonymity.ThisapproachwouldexposetheDeepWebto
ordinarycyberusers.

TheEncyclopedia of Criminal Activities and the Deep Webcontainsplentifulexamplesofarticles
illustratingtechnicalterminologiesanddefinitions, typesofcyberattacks,variouscyberlaws,and
potentialsolutions.TheirfindingsledthemtoconfirmthattheDeepWebiscausingmorecyber
vulnerabilitiesandpersonal informationdisclosure.However, since then,blockchain adoption in
protectingdataandtransactionshasbecomea“newkidin theblock,”Thisbookshouldinclude
thediscussionofsuchaninnovativedigitaltransactionalstructureineCommerce,securingfuture
financialtransactionsincloudcomputingwithbitcoin.

Nevertheless, themainobjectiveof thisbook is tohighlight theeditors’concernsabout the
existence of the Deep and Dark Web and the awareness of cybercriminals using these invisible
webstopreyoncyberusers.Thearticlesinthisbookhavesuccessfullyillustratedthedeficiencies
oftechnologiesandhowcybercriminalsexploitthevulnerabilities.Thebookhaspresentedinan
encyclopedia-likestructuresothatreaderscanreviewthecybercrimessystematicallyconductedon
theinvisiblewebsandthehumanresponsibilityinusingtheInternet.Istronglyrecommendthisbook
tocyberusers,policymakers,lawmakers,andtechnologydevelopers.
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Arthur So is a PhD student at the University of Ottawa in the E-Business Technologies program, which is a multiple 
disciplinary endeavour between the Telfer School of Management, the School of Information Technology and 
Engineering, and the Faculty of Communication. Arthur has a Bachelor of Applied Science in Cybernetics and 
Computer Science from Reading University, UK; a Master in E-Business Technologies and a Master in Education, 
both from the University of Ottawa. He has worked in four different Departments of the Canadian federal and Quebec 
government and in the University of Ottawa, in technical areas including information technology security, mapping 
applications and network implementation. Arthur’s research aims to acquire a more complete understanding of 
technoethics. The research will illustrate what happens when technology advances without any consideration for 
ethics and standards, as though technology, ethics and standards were unrelated elements. Arthur’s major research 
attempts to achieve a better understanding of cyberbullying, as a subset of technoethics.
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