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Today’snetworkhasquicklygrowntobeacriticalresourceforavarietyofservicesasnetworksophis-
ticationhasbecomeincreasinglycomplexthanever.Userdependencyandacceptanceledtomanynew
softwarepacketsandembeddedapplicationshavebecomethemostextensivelyusedtoolfordeliveryof
dataservicesallovertheWWW.Aslargedataisbeingusedinmoreimportantservices,implementation
anddesignoftheseapplicationsisgettingmoreandmorecomplex.Theseactivitieshasalsoinduced
manymischievousactivitiesthattrytotakeadvantageofeasyaccesstotheInternetandassociateduser-
centricsolutions.User-centricsolutionscantargetawiderangeofapplications,rangingfromindividual
devices communicating with other connected devices, through to data-sharing in cloud computing
andopengridsonverypowerfulcomputingsystems.Thekeyfactorinmakinguser-centricsolutions
successfulisensuringpeaceofusers’mind.Toachievethis,thesecurity,privacyandtrustoftheuser-
centricecosystemmustbeensured.ThisissueprimarilyconcernswithsecurityissuesintheInternetand
considerscryptographicapproachesthattrytotakeadvantageoftheframeworksforeverydaypersonal
computingdevices,includingsmartphones,smartcardsandsensors.

InternetsecurityhasbecomeanindependentbranchofcomputersecuritydealingwiththeInternet,
andofteninvolvesapplicationsoroperatingsystemsonawholebesidesbrowsersecurity.Thesoleobjec-
tiveistoestablishrulesthatcanbeusedagainstpotentialattacks(Gralla,2007).AstheInternetoffers
aninsecurechannelforswappinginformation,leadingtoagreatriskofinvasionorscam(Rhee,2003).
RecentintroductionofIoT(InternetofThings)hasfurtherenhanceditsusefulnessaswelladdednew
waysofattackingdistributedstoragesysteminthecloud.Themainobjectiveofthebookistoprovide
relevanttheoreticalframeworksandlatestempiricalresearchfindingsinthearea.Ithasbeentargeted
forprofessionalswhowanttoimprovetheirunderstandingofthebasicprinciples,underlyingchallenges
andpotentialapplicationsofcomputerandcybersecurity.Thebookishelpfulinidentifyinginterest-
ingandexcitingareaswherethesetechniquescanbeappliedforfutureresearch.Inaddition,itisan
excellentreferencebookinteachingacourseoncomputerandcybersecurity.Thematerialisexpected
topreparestudentsintermsofunderstandingthemotivationoftheattackers,exercisingschemesfor
enhancedprotection,andhowtodealwithandmitigatethesituationinanefficientandeffectiveway.

Ineachcommunicationsessionbetween twoentities, InternetProtocolSecurity (IPsec)protocol
suite(Thayer,Doraswamy,&Glenn,1998)isusedforauthenticationandencryptionofeachIP(Inter-
netProtocol)packet.IPsecsupportsnetwork-levelpeerauthentication,dataoriginauthentication,data
integrity,dataencryption,andreplayprotection.IPsecusesthefollowingprotocolstoperformvarious
functionssuchasAuthenticationHeaders(AH),EncapsulatingSecurityPayloads(ESP),andSecurity
Associations(SA).AHguaranteesconnectionlessreliabilityanddataoriginconfirmationofIPpackets
andprotectsagainstreplayattacksbydiscardingoldpackets.ESPprovidesoriginauthenticity,integrity
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andconfidentialityprotectionofpackets.SAservesasthebasisforbuildingsecurityfunctionsintoIP
bybundlingalgorithmsandparametersusedforencryptionandauthenticationofaparticularflow.IPsec
canbeincorporatedbothinahost-to-hostpassagemode,aswellasinanetworktunnelingmode.In
transportmode,theIPheaderisneithermodifiednorencryptedandonlythepayloadoftheIPpacketis
usuallyencrypted.Intunnelmodeusedtocreatevirtualprivatenetworks,theentireIPpacketisencrypted
andencapsulatedintoanewIPpacket.Security-attackisanytypeofunfriendlyexerciseemployedby
individualsthattargetsInternetorIoT(https://en.wikipedia.org/wiki/Cyber-attack)byvariousmeansof
nastyactsusuallyoriginatingfromananonymoussourcethateithersteals,alters,ordestroysaspecified
targetbyhackingintoasusceptiblesystemandcanbelabeledaseitheraCybercampaign,cyber-warfare
orcyber-terrorism.Cyber-attackscanrangefrominstallingspywareonaPCandhavebecomeincreas-
inglysophisticatedanddangerous(Karnouskos,2011).

Anumberofdifferenttechniquescanbeutilizedincyber-attacksandarebrokendownintoSyntac-
ticandSemanticattacks.Syntacticattackscontainmalicioussoftwareincludingviruses,worms,and
Trojanhorsesandcanbehandledinastraightforwardmanner.Semanticattackinvolvesvariationand
propagationofimproperinformation.Onceacyber-attackisinitiated,certaintargets(Linden,2007)
suchascontrolsystems,energyresource,finance,telecommunications,transportation,andwaterfacili-
tiesarecrippledbytheopponent.Varioussusceptibilitiesarepossibletocompromiseanindividual’s
delicatedataandexcellentstepshavebeensummarizedasfollows(https://msdn.microsoft.com/en-us/
library/cc750215.aspx):

• Monitornetworksboundariesforattacks.
• Ensurethatroutersarenotconvertinglayer3broadcastsintolayer2broadcasts.
• Restrictrouterstoallowonlytheuseofportsthatarenecessaryforthesitetofunction.
• Disableunnecessaryoroptionalservices.
• EnableTCP/IPfilteringandrestrictaccesstoonlynecessaryports.
• UnbindNetworkBasicInput/OutputSystemoverTCP/IPwhereitisnotneeded.
• ConfigurestaticIPaddressesandparametersforpublicadapters.
• Configureregistrysettingsformaximumprotection.
• FollowthestepsforconfiguringWindowsNTandInternetInformationServices.

Inspitetheseexcellentsuggestions,intruderalwaysfindtheirwaytocreateproblemsforageneric
user.Thisbookcontainschaptersdealingwithdifferentaspectsofcyber-security.Theseincludefun-
damentals,overviews,andtrendsinCyberSecurity,IoTandbothwiredandwirelesssystems,Security
andprivacyinadhocnetworks,SecurityandprivacyinwirelesssensornetworksCyberriskandvulner-
abilityassessment,Business&Management,Medicine&HealthcarePublicAdministration.Security&
ForensicsSocialScience,Visualanalyticsforcybersecurity,Securityandprivacyinsocialapplications
andnetworks,Criticalinfrastructureprotection,Securityandprivacyinindustrialsystems,Securityand
privacyinpervasive/ubiquitouscomputing,Intrusiondetectionandprevention,Botnetdetectionand
mitigation,SecurityandprivacyusingDNAsequence,Biometricsecurityandprivacy,Securityand
privacyincloudcomputing,Humanfactorsinsecurityandprivacy,Cybercrimeandwarfare,Security
andprivacyincloudcomputing,Networksecurityandmanagement,Cyberthreats,SecurityinIoT,and
socialmediaSecurity.
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InChapter1,authorspresenttheissuesofsecurityandprivacyofanetworkingreatdetailbydiscuss-
ingcountermeasuresfordifferentkindsofattacks.Theyseparatelydiscussprivacyanditsimportance
alsoknownasnetworkanonymitythatisusuallyachievedbyemployingredundancyatthecostofsome
associatedoverheads.Theystartoffwiththeintroductionofthebasicideaindatasecurity,thendiscuss
availablestandardsfordifferenttypesofnetworksandpowerfultoolslikeEncryption.Fromthere,they
builduptoknowntypesofattacksandabriefstudyofmajordatabreachesofrecenttimes.Theyalso
discussvariousexperimentalmeasuresandproposedsolutions.Theyendthechapterwiththeirprojec-
tionsondatasecurityandthesummarizewhattoexpectinfuture.

InChapter2,authorsstudytheprivacy-preservingdatapublishingproblemonamobilesocialnet-
work.Alongapropagationpath,aseriesoftableswillbelocallycreatedateachparticipant,andthe
tables’privacy-levelsshouldbegraduallyenhanced.However,thetradeoffbetweenthesetables’overall
utilityandtheirindividualprivacyrequirementsarenottrivial:anyinappropriatesanitizationoperation
underalowerprivacyrequirementmaycausedramaticutilitylossonthesubsequenttables.Forsolving
theproblem,theauthorsproposeanapproximationalgorithmbypreviewingthefutureprivacyrequire-
ments.Extensiveresultsshowthatthisapproachsuccessfullyincreasestheoveralldatautility,andmeet
thestrengtheningprivacyrequirements.

InChapter3, authorspresent a surveywhichanalyzesandcompares themost important efforts
carriedoutinanapplication-baseddetectionareaandextendedtocoverthemitigationapproachesfor
theBotnet-basedDDoSfloodingattacks.Itaccomplishesfourtasks:first,anextensiveillustrationon
InternetSecurity;second,anextensivecomparisonbetweenrepresentativedetectionmechanisms;third,
thecomparisonbetweenthemitigationmechanismsagainstBotnet-basedDDoSfloodingandfourth,
thedescriptionofthemostimportantproblemsandhighlightsinthearea.Theyconcludedthatthearea
hasachievedgreatadvancessofar,buttherearestillmanyopenproblems.

Chapter4focusesonthecyberriskissue.Theauthorsaimtodescribetheglobalstateoftheartand
pointoutthepotentialnegativeconsequencesofthistypeofsystemicrisk.Cyberriskincreasinglyaf-
fectsbothpublicandprivateinstitutions.Someoftherisksthatentitiesfacearethefollowing:computer
securitybreaches,cybertheft,cyberterrorism,cyberespionage.Developednationsbutalsoemerging
marketssufferfromcyberrisk.It is thereforeimportant toexaminethedifferentsecurityregulation
implementedacrossdifferentmarkets.Moreover,cyberriskisaconcernforalleconomicsectors.In
particular,itisacrucialissueinbankingsectorbecauseofthenegativeeffectsofcyberattacks,among
others,thefinanciallossesandthereputationalrisk.However,theawarenessisincreasingandcyber
insuranceisgrowing.

Chapter5illustratesthegeneralcharacteristicsofadhocnetworksandcomputingmodelsthatmake
obligatorytodesignsecureprotocolsinsuchenvironments.Further,authorspresentagenericclassifi-
cationofvariousthreatsandattacks.Intheend,theydescribethesecurityinMANETs,VANETsand
cloudcomputing.Thechapterconcludeswithadescriptionoftoolsthatarepopularlyusedtoanalyze
andaccesstheperformanceofvarioussecurityprotocols.

InChapter6,authorsproposeahybridneuraltreemodeltoenhancetheperformanceoftheAQM
steganalyser.Practically,falsenegativeerrorsaremoreexpensivethanthefalsepositiveerrors,since
theycauseagreaterlosstoorganizations.Theproposedneuralmodelisoperatingwiththecostratio
offalsenegativeerrorstofalsepositiveerrorsofthesteganalyserastheactivationfunction.Empirical
resultsshowthattheevolutionaryneuraltreemodeldesignedbasedontheasymmetriccostsoffalse
negativeandfalsepositiveerrorsprovestobemoreeffectiveandprovideshigheraccuracythanthe
basicAQMsteganalyser.
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Chapter7presentsanintroductionofPetrinets,itsapplicationsandsecuritychallenges.Petrinets
areagraphicalandmathematicalmodelingtoolavailabletomanysystems.Onceasystemismodeled
asaPetrinet,thebehaviorofthesystemcanbesimulatedbyusingtokensonthePetrinet.Petrinets’
abundanttechniquescanbeusedtosolvemanyproblemsassociatedwiththemodeledsystem.Moreover,
thischaptergivesformaldefinitions,propertiesandanalysismethodsofPetrinets,andgivesseveral
examplestoillustratesomebasicconceptsandsuccessfulapplicationareasofPetrinets.Furthermore,
thischapterpresentsPetrinetsbasedchallengestosecuritysuchasIntrusionDetectionSystem,security
policydesignandanalysis,andcryptographytool.

InChapter8,authorsdescribeamethodfordetectingperiodiccommunicationsbyanalyzingnetwork
flowsforsecuritymonitoring.Inparticulartheyuseaclusteringtechniquetoidentifyperiodiccommu-
nicationsbetweenhosts.Theyperformedvariousexperimentswithbothsimulatedandrealworlddata
toevaluatetheefficacyofmethod.

InChapter9,authorspresentathoroughsurveyonthesecureandprivacypreservingkeywordsearch
overlargescaleclouddata.Theyinvestigateexistingresearchartscategorybycategory,wherethecat-
egoryisclassifiedaccordingtothesearchfunctionality.Ineachcategory,theyfirstelaborateonthekey
ideaofexistingresearchworks,thentheyconcludesomeopenandinterestingproblems.

InChapter10,authorsdiscussthedetailedincidencesofXSSattacksintherecentperiodonthe
platformsofOSN.AhighleveloftaxonomyofXSSwormsisillustratedinthisarticlefortheprecise
interpretationofitsexploitationinmultipleapplicationsofOSNlikeFacebook,Twitter,LinkedIn,etc.
TheyhavealsodiscussedthekeycontributionsofcurrentdefensivesolutionsofXSSattacksonthe
existingframeworksofOSN.Basedonthisstudy,authorsidentifiedthecurrentperformanceissuesin
theseexistingsolutionsandrecommendfutureresearchguidelines.

InChapter11,authorsdiscussthebasicconceptsofdigitalwatermarkingtechniques,performances
parametersanditspotentialapplicationsinvariousfields.Inaddition,theyalsodiscussvariousspatial
andtransformdomaintechniquesandcomparetheperformanceofsomereportedwaveletbasedwater-
markingtechniques.Finally,thelatestapplicationsofwatermarkingtechniqueshavebeendiscussed.This
chapterwillbemoreimportantforresearcherstoimplementeffectivewatermarkingmethod.

InChapter12,authorsdiscussvarioussecurityissuesandcountermeasuresofonlinetransactionin
E-commerce.Moreover,E-commercesecuritymustensurethemajorsecurityfeaturesofcryptography:
privacy,authentication,accesscontrol,confidentialityandprotectdatafromun-authorizedaccess.In
addition,authorscoverallaspectsregardinge-commercefromitsintroductiontoitssecurity,counter-
measuresandanexampleofdoingsecurepaymentfromanywebsite.

InChapter13,authorsintroducestechniqueswhereinsecurecommunicationbetweenhumansand
theirsurroundingdevicescanbefacilitatedbyapplyinghumanphysiologicalinformationastheidenti-
fyingfactor.Differentbiometrictechniquesareinvestigated,andtherationalebehindtheirapplicability
isargued.Additionally,thebenefitsandpossibleuse-casesforeachtechniquearepresented,andthe
associatedopenresearchproblemsarebroughttolight.

InChapter14,authordiscussesprovablesecurityforpublickeycryptosystemsandexplainshow
toprovethatthecryptosystemissecure.Therearetwogeneralapproachesforstructuringthesecurity
proof.Oneisreductionistapproachandotherisgame-basedapproach.Intheseapproachesthesecurity
proofsprovidesthepolynomialtimealgorithmtoreduceawellknownproblem(suchasdiscreteloga-
rithm,RSA)toanattackagainstaproposedcryptosystem.Withthisapproachthesecurityofpublickey
cryptosystemcanbeproveformallyunderthevariousmodelsviz.randomoraclemodel,genericgroup
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modelandstandardmodel.Furthermore,authorsexplaintheseapproachesalongwiththesecurityproofs
ofwellknownpublickeycryptosystemsundertheappropriatemodel.

InChapter15,authorsdiscussthatCPShasbridgedthegapbetweenphysicalworldtothecyber
world.Itisenvisionedthatwirelesssensornetworks(WSN)playsanimportantroleintheactualityof
CPS.DuetowirelesscommunicationinWSN,itismorevulnerabletosecuritythreats.Keyestablish-
mentisanapproach,whichisresponsibleforestablishingasessionbetweentwocommunicatingparties
andtherefore,alightweightkeyestablishmentschemeisessential.Inaddition,authorspresentstateof
theartreviewofthesesolutionsbydiscussingkeyestablishmentinWSN.Also,adiscussionhasbeen
carriedouttocapturefewchallengesinimplementingtheminrealandfutureresearchdirectionsinthis
areaareexploredtotransportthefieldtoanimprovedlevel.

InChapter16,authorsproposeasecuritythreatclassificationmodelwhichallowstostudythethreats
classimpactinsteadofathreatimpactasathreatvariesovertime.Moreover,thischapterdealswiththe
threatsclassificationproblemanditsmotivation.Itaddressesdifferentcriteriaofinformationsystem
securityrisksclassificationandgivesareviewofmostthreatsclassificationmodels.Inaddition,inthis
paper,authorspresentrecentsurveysonsecuritybreachescosts.

InChapter17,authorsdiscussrecentdevelopmentsincloudcomputing,varioussecurityissuesand
challengesassociatedwithCloudcomputingenvironment,variousexistingsolutionsprovidedfordealing
withthesesecuritythreatsandprovideacomparativeanalysisoftheseapproaches.Thisprovidebetter
understandingofthevarioussecurityproblemsassociatedwiththecloud,currentsolutionspace,and
futureresearchscopetodealwithsuchattacksinbetterway.

Chapter18addressestheissuescausedbyhangingpagesinWebcomputing.ThisChapterhasfour
importantobjectives.First,authorscompareandreviewthedifferenttypesoflinkstructurebasedrank-
ingalgorithmsinrankingWebpages.PageRankisusedasthebasealgorithmthroughoutthisChapter.
Second,authorspresentstudyonhangingpages,exploretheeffectsofhangingpagesinWebsecurity
andcomparetheexistingmethodstohandlehangingpages.Third,authorspresentthestudyonLink
spamandexploretheeffectofhangingpagesinlinkspamcontributionandlastly,theydiscusstheir
studyonSearchEngineOptimization(SEO)/WebSiteOptimization(WSO)andexploretheeffectof
hangingpagesinSearchEngineOptimization(SEO).

InChapter19,authorspresentareviewofvariousfacerecognitiontechniquesinvideoforbiometric
securityanddiscusstheemergingtrendsoftheresearchinthisarea.Theprimaryfocusoftheauthors
istosummarizesomewell-knownmethodsoffacerecognitioninvideosequencesforapplicationin
biometricsecurityandenumeratetheemergingtrends.

Chapter20summarizesvarioussecuritymodelsandtechniquesthatarebeingdiscovered,studied
andutilizedextensivelyinordertoensurecomputersecurity.Italsodiscussesnumeroussecurityprin-
ciplesandpresentsthemodelsthatensurethesesecurityprinciples.Securitymodels(suchasaccess
controlmodels,informationflowmodels,protectionring,etc.)formthebasisofvarioushigherlevel
andcomplexmodels.Therefore,learningsuchsecuritymodelsisverymuchessentialforensuringthe
securityofthecomputerandcyberworld.

InChapter21,authorspresentaDNASequencebasedcryptographicsolutionforsecureimagetrans-
mission.TheconceptofusingDNACryptographyhasbeenidentifiedasapossibletechnologythatbrings
forwardanewhopeforunbreakablealgorithmsastraditionalcryptographicsystemsarenowvulnerable
tocertainattacks.Therefore,thischapteroutlinesahybridencryptionschemebasedonDNAsequences.
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