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Ubiquity and mobility have laid to a new era
of computer users (Higby & Bailey, 2008),
that use Internet to do a significant part of
their life’s activities. Furthermore, a growing
number of users are accessing the Internet
through wireless devices, from everywhere
(Yan, Abouzakhar, Xiao, & Qayyam, 2009).
This Internet growth has made itan integral part
of many businesses’ daily operations (Taylor,
2001). Users need both flexibility and mobil-
ity (Keshariya & Hunt, 2008). Moreover, the
growth in the popularity of “global” Internet
services, added to the increasing demands
of mobile users, demands integration and
inter-working of these heterogeneous access
networks (Keshariya & Hunt, 2008).

No surprise, the number of security inci-
dents also raised, not only due to the technical
vulnerabilities typically found in high complex
devices, but also due to misuse. Securing
wireless networks in an untrustworthy open
environment is always a challenging problem
(Boudriga, Baghdadi, & Obaidat, 2006). Even
with good internal security practices, such as
firewalls and virus protection, mobile devices
are still vulnerable to malware, since wireless

access allows the spread of computer viruses
and worms once accessing less-protected net-
works (Yan, Abouzakhar, Xiao, & Qayyam,
2009). In this environment Access Control and
Identity Management assume a very important
role being the first barrier to protect devices
and the information they carry. Within Access
Control, Authentication is a process of two
different actions: provision and verification
(Sklavos, Denazis, & Koufopavlou, 2007).
In a simple way, provision aims to generate
some sort of shared secret (e-identity), which
is stored on a device for later comparison with
data provided by a subject that claims to be
the same that have provided the secret. There
are different techniques available to imple-
ment these operations. Efficiency is critical,
as is acceptance, since even the most efficient
technology fails if users do not accept it and
find a way to misuse it.

Without a face to face interaction, stolen
or lost credentials can be easily abused to hide
many types of e-crimes. Besides, users can be
fooled to provide personal digital identity to
rogue sites, unless they are very well trained
(Madsen, Koga, & Takahashi, 2005). To il-



lustrate that, we will use this example: when
users visit a bookshop they do not need to
show their unique numbers or any other per-
sonal information; in contrast, when they visit
e-bookshop, they have to provide, at least,
their IP address but normally, sites are able to
capture more information (Sklavos, Denazis,
& Koufopavlou, 2007), which altogether set
up a digital identity. So, Identity Management
(IDM) becomes a very import function (Ahn
& Lam, 2005) and it seems essential to protect
the privacy of users in the electronic society
(Claup, Kesdogan, & Kolsch, 2005) and to
make them feel safe.

In order to better understand the existing
risks, it is useful to have a look in the typical
attacks effecting individuals in the e-world.
The typical attacker tries to capture informa-
tion that is confidential about a target, to gain
some kind of advantage. Some examples are:

»  Blackmailing: To extort money by threat-
ening to discredit or to personal injure
revealing sensitive information (Claup,
Kesdogan, & Kolsch, 2005).

»  Impersonate: Stealing the identity of the
victims and communicate with society
with their digital identity (Rashed, 2004).

*  Denying Access: When attackers obtain
the identity of the victims they might
change the credentials so the victims will
not be able to access their information
anymore (Rashed & Santos, 2012).

* Identity Attack by Phishing: The act of
luring the victims to provide their digital
identity torogue websites (Rashed, 2004).

»  Password Attack: Users have many ac-
counts (may reach 40) and frequently
use the same password or very simple
passwords, like “12345” (Imperva, 2010);
sousers may be fooled by simple guessing
the password, by brute force (Madsen,
Koga, & Takahashi, 2005).

*  PrivacyAttack: Attack may aim to disclos-
ing private information against user will-
ing (Claup, Kesdogan, & Kolsch, 2005).

»  Databases Attack: Attacking the database
to obtain sensitive information about

individuals or companies, e.g., personal
records, statistical databases, transaction
databases, and unstructured knowledge
bases (Clauf, Kesdogan, & Kolsch,2005)
and (Rashed, 2004).

* Disclose Network Anonymity: To gain
some information about users, attackers
could break the anonymity to attack sensi-
tive information or disclose the secrets.

Digital identity can be defined as the digital
representation of the known information about
a specific individual or organization (Squic-
ciarini & Czeskis Bhargav-Spantzel, 2008).
Being so, IDM is a set of business processes
and a supporting infrastructure for creation,
maintenance and use of digital identity. Besides
the identification and authentication opera-
tions, an IDM is supposed to support other
functions like: manage the identity information
workflows, provide services like Single Sign-
on (SSO); implement federation of several
identities of an entity, etc. (Yan, Abouzakhar,
Xiao, & Qayyam, 2009). An IDM System
(IDMS) is a system that provides the control
tools for managing the identity information and
the amount of it that should be available for
each interaction in electronic society (Claup,
Kesdogan, & Kolsch, 2005).

The context where an IDMS is imple-
mented depends largely on the set of networks
and Information Systems involved, which
naturally imposes different requirements. It
is frequent to identify at least the following
contexts: isolated, centralized, federated and
personal. The isolated and personal models
are very simple, but do not scale to distributed
environments like the ones we are addressing
here. The centralized model uses a single ser-
vice provider where all identity information
belonging to each entity is stored and veri-
fied; this type of control is usually efficient,
but considering large networks the service
provider it is a single point of failure, which
is a relevant drawback. Finally, the federated
model allows for several service providers to
store and manage application or service specific
user’s attributes, but maintaining them linked
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through an Identity Provider, where users can
keep and control personal information, giving
access tojustis needed by each service provider
(Yan, Abouzakhar, Xiao, & Qayyam, 2009).

Currently there are many IDM protocols,
systems, specifications and supporting lan-
guages. Among them it should be highlighted
(Yan, Abouzakhar, Xiao, & Qayyam, 2009):
SAML (Security Assertion Markup Language;
Liberty Alliance Specification, split by several
aspects of IDM application; XACML (Ex-
tensible Access Control Markup Language);
Shibboleth (animplementation of SAMLv1.1);
WS-Federation; OpenlD; LID (Light-Weight
Identity; XRIs (Extensible Resource Identi-
fiers; and Windows Cardspace.

Despite the benefits of each approach,
there is no one-size-fits-all solution and it still
remains difficult problems to solve. The first
one is the lack of interoperability of the above
platforms, which imposes serious limitations
to large scale adoption. Secondly, most of the
solution available performs well in a given
context, but not so well on others. This is
because the IDM functions are different in
different contexts, e.g., atthe network-level, or
at the service-level. Related with this, another
importantissue is the inexistence of acommon
identity model, which can be used at different
levels —for instances, we can easily envisage a
SSO solution for the Internet, where a given set
of system trust on a central Identity Provider,
but this is almost impossible to deploy at the
local network level, since there are a lot of lo-
cal services that will never recognize that same
mechanism for authentication. IDM systems
also deal with a large set of issues concerning
the privacy and other social values that are not
equal for everyone in the e-world. To figure
out the real extension of the IDM effect, it is
useful to list the identity management issues
by different dimensions (Madsen, Koga, &
Takahashi, 2005) and (Rashed & Santos,2012):

*  Technical issues: Concerning the infra-
structure to support an IDMS.

*  Legalsystem: Especial legislation for data
protection.

* Information police: For dealing with
identity theft.

*  Social and humanity: Dealing with issues
such as privacy.

*  Security components: Such as access
control.

»  Participating organizations.

But even with their limitations, IDM
frameworks can help users to mitigate the
risks associated with the attacks listed, or the
awful effects they may cause. The advantage
of this especial issue is that it covers differ-
ent aspects of IDM problems starting with
assessment and analysis. Thus the solutions
come in parallel with problems and suggest
frameworks protocols.
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