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ABSTRACT

Thisarticledescribeshowavisualcryptographyscheme,withoneprominentfeature—decrypting
simply, has attractedmuch research attention since itwas first proposed.However,meaningless
sharesremainacontinuingchallengeinthedevelopmentofVCS.Inthisarticle,anextendedvisual
cryptographyscheme(EVCS)basedonXORoperationisproposed,inwhichQRcodesareutilized
asthecoverimagesofshares.Bydesignation,allthesharesgeneratedintheschemecanbedecoded
bystandardQRcodereaderswithspecificmeaning.Inaddition,toachievehighsharingefficiency,
amethodofsimultaneouslysharingasecretQRcodeamongmultiplesubsetsispresented.Also,
sufficientandnecessaryconditionsofthemethodareanalyzedwithanintegerprogrammingmodel,
providingageneralconstructionapproachforEVCSunderarbitraryaccessstructures.

KEywoRDS
Error Correction Capacity, Extended Visual Cryptography Scheme (EVCS), General Access Structure, Multiple 
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1. INTRoDUCTIoN

Asanimportantbranchofsecretsharing,theconceptofvisualcryptographyscheme(VCS)wasfirst
proposedbyNaorandShamir(1995).Accordingtotheoriginaldefinitionofa(k,n)-VCS,asecret
imageisdistributedintonshares.Nosecretinformationwillberevealedwithpossessionoffewer
thankshares.Butwhenkormoresharesaresuperimposed,thesecretcanbeeasilydecryptedby
humanvision.Inthepastfewdecades,VCSdevelopedrapidlyandhasmadegreatprogressinmany
aspects(Liu&Yan,2014).Aschemeforgeneralaccessstructureswasgiventherewith(Ateniese,
Blundo,Santis,&Stinson,1996),gettingridofthresholdconstraintsonthequalifiedsubsets.Optimal
pixelexpansion(Shyu&Chen,2015)andcontrast(Lin,Chen,&Lin,2010)wereexploredlater.
Tofurtherimprovetheperformanceofrecovery,XORoperationwasintroducedintothestudyof
VCS(Shen,Liu,Fu,&Yu,2017;Yang&Wang,2014;Wu&Sun,2014).Forthesakeofflexible
sharingstrategies,effortshavebeenmadeformultiplesecrets(Jia,Wang,Nie,&Zhang,2016),cheat
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prevention(Chen,Tsai,&Horng,2013),regionorfullyincrementing(Hu,Shen,Fu,Yu,&Wang,
2016;Chen,2017)andprogressiveschemes(Hou&Quan,2012).

All studiesmentionedabovecontributea lot to thepracticalapplicationsofVCS.The
onlydownsideisthatthesharesintheseschemesaremeaninglessandeasilyarousesuspicion
of somepotential attackerswhendistributedviaapublic channel.Therefore, theextended
VCS(EVCS)seemsmoreattractivebecauseitgeneratesmeaningfulsharesinsteadofrandom
images(Naor&Shamir,1995).Byaddingsomeextracolumnsintothebasismatrices,Wang
etal.(Wang,Yi,&Li,2009)designeda(k,n)-EVCSwithpoorcontrastofshares.Toimprove
visualperformance,aschemewasproposedonthebasisofhalftoneimagetechnology(Kang,
Arce,&Lee,2011).Andotherstudieshavealsobeenattemptedwithbetterresults(Liu&
Wu,2011;Yang,Sun,&Cai,2016;Yan,Wang,Niu,&Yang,2015;Ou,Sun,&Wu,2015).
Nevertheless,thecamouflageeffectofsharesintheseschemeswasstillunsatisfactorysince
thereweremanynoisypointsvisible.Later,secrethidingtechniqueswereutilizedtogenerate
meaningful shares (Yan,Wang,El-Latif,&Niu,2015;Amiri&Moghaddam,2016;Yuan,
2014),butwithlargecomputationalload.

QuickResponse(QR)codeisatwo-dimensionalcodedevelopedbytheJapaneseDensoWave
Company,andnowhasbeenadoptedasauniversalspecificationperformedbyISO(2006).With
thepopularizationofintelligentterminals,QRcodeshavebeenwidelyusedinfieldssuchas
informationstorage,mobilepaymentandelectronictickets.ForagivenQRcode,wecanhardly
acquireitsmessagebyhumanvisionsincethedarkandlightmodulesarerandomlydistributed.
ThismeaninglessappearanceissimilartotheimagecharacteristicofVCSshares.Assuch,QR
codecanbeagoodchoiceforthemaskofVCSshare.Therefore,investigationsoftheVCSand
QRcodescombinationshaveattractedconsiderableattention.Atfirst,QRcodeswereembedded
assomepartsofsharestoauthenticateaVCS(Wang,Liu,&Yan,2014).Thismethodsought
thebest embedding regionof agiven share, thus reducing the influenceof secret revealing.
Later,acontinuous-toneVCS(Yang,Liao,Wu,&Yamaguchi,2016)wasdevelopedwherethe
colorofasecretmodulewasdeterminedbythegraynessofblackdots.Subsequently,aclass
ofEVCSsbasedonQRcodeswasproposed.Inviewofmachinerecognitioncharacteristic,an
EVCSwaspresentedfortwo-levelinformationstoragebyLiuetal.(Liu,Fu,&Wang,2016).In
thisscheme,aproperscanningdistanceandanglearestrictlyrequiredtodecodingtheshares,
whichsignificantlyincreasestheinconvenienceofpracticalapplications.Byexploitingerror
correctionmechanismofQRcodes,a(n,n)sharingmethodwasdesigned(Chow,Susilo,Yang,
Phillips,Pranata,&Barmawi,2016),andthen,a(k,n)schemeunderthetheoryofrandomgrids
werefurtherimplemented(Wan,Lu,Yan,Wang,&Chang,2017).Sometimes,thesecretimage
maybeaQRcode,andthenWanetal.’sschemebecomesinvalidbecausetheerrorscontained
intherecoveredsecretarebeyonderrorcorrectioncapability.Onesolutiontothisproblemis
thatrepeatedlyperformingChowetal.’smethodoneachminimalqualifiedsubset.Then,alarge
numberofsharinginstancesarerequired.

Inthispaper,anovelEVCSispresentedcombiningwithQRcodes.First,toreducethenumber
ofsharinginstances,weintroduceanideaofMSSandprovideitssufficientandnecessaryconditions
withanintegerprogrammingmodel.Andbasedonthismodel,wedividetheinitialaccessstructure
intoseveralcollections,eachofwhichcanachieveaMSSinstance.Further,detailedsharingalgorithm
ofMSSispresented.Experimentalresultsandcomparisonsshowthevalidityandadvantagesofthe
proposedscheme.

Theremainderofthispaperisorganizedasfollows.Section2introducessomepreliminaries
concerningourstudy.TheproposedschemeisdescribedinSection3whilesomeconditionsare
theoreticallyprovedinSection4.ExperimentsandanalysisarepresentedinSection5toillustrate
thefeasibilityofthisworkandhowitimprovesonpreviouswork.
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2. PRELIMINARIES

Inthissection,wewillgivesomebasicdefinitionsconcerningtheVCSandtheQRcode.First,the
denotationofsymbolsinourpaperisgiveninTable1.

2.1. EVCS
ExtendedXOR-basedVCS(EXVCS)isa typeofEVCS,inwhichtherecoveryprocessisbased
onXORoperation.BecauseXORoperationcanreverse1to0,recoveredcontrastissignificantly
improvedinEXVCS,especiallyin(n,n)-EXVCSthesecretiscompletelyreconstructed.

Definition 1 [3].SupposeallparticipantsconstituteasetP={1,2, ,n}.LetΓQ,ΓF⊆2PandΓQ∩
ΓF=∅.MembersofΓQandΓFaredefinedasqualifiedsubsetsandforbiddensubsets,respectively.
Thepair(ΓQ,ΓF)iscalledanaccessstructure.IfΓQismonotoneincreasingwhileΓFismonotone
decreasing,andΓQ∪ΓF=2P,then(ΓQ,ΓF)issaidtobestrong.Moreover,definethebasisΓ0=
{Q∈ΓQ|Q′∉ΓQifQ′⊂Q}.AllofthemembersinΓ0areminimalqualifiedsubsets.

Definition 2.LetΓ=(ΓQ,ΓF)beanaccessstructureonPanditsbasisΓ0={Q1,Q2, ,Qt}.An
EXVCSbasedonQRcodesisconstitutedunderΓifthreeconditionsaresatisfied.
(1) EachsharecanbedecodedbyastandardQRcodereaderanditsmessageismeaningful.
(2) AnyforbiddensubsetQf={i1,i2, ,if}∈ΓFisinaccessibletothesecretinformation.
(3) ForanyqualifiedsubsetQq∈ΓQ,∃Q’⊆QqandQ’∈Γ0,thesecretcanbereconstructedby

XOR-ingthesharesofQ’.

2.2. QR Code
QRcodesconveyinformationbasedonthearrangementofdarkandlightmodules.Thereare40
versionswithdifferentdatacapacities.Version1iscomposedof21×21modules.Eachsubsequent
versionincreasesbyfouradditionalmodulesperside,uptoversion40,whichiscomposedof177
×177modules.

Table 1. Denotation of symbols

Symbol Denotation

c thenumberofallcodewordsinablock

b thenumberofdatacodewordsinablock

r thenumberoferrorsallowableinablock

S thesecretQRcode

Tj theshareofthej-thparticipant

Cj thecoverQRcodeofTj

Qi thei-thminimalqualifiedsubset

R[Qi] theresultofT1⊕T2⊕⊕TmifQi={1,2, ,m}

D[Qi] theresultofR[Qi]⊕S

Tj(u,v) moduleofTjattheu-throwandv-thcolumn

Q1ΔQ2 thesymmetricdifferenceofQ1andQ2
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Figure1isthestructureofversion7.Asshown,aQRcodeincludestwoparts:functionpatterns
andencodingregion.Theformerarespecificstructuresdesignedforgeometriccorrectionandeffective
decoding,andthelattercontainsseveralQRblocksandsomeauxiliaryformatorversioninformation,
suchaserrorcorrectionlevels,maskpatterns,andsymbolversions.Theformatinformationisabinary
sequencewithfivedatabitsandtenerrorcorrectionbits.

Anothersignificant featureofaQRcode iserrorcorrection,whichallowsQRcodereaders
tocorrectlydecodedata, even ifpartsof the symbolaredirtyordamaged.Thereare fourerror
correctionlevelstoprovidedifferentcapabilities(L:7%,M:15%,Q:25%,andH:30%).Ahigher
levelcorrespondstoalargerdatapayload.Table2liststhecharacteristicofversion4∼7.

3. THE PRoPoSED SCHEME

Thissectionproposesaschemewithmeaningfulsharesforgeneralaccessstructures.Bytaking
fulladvantageof theerrorcorrectioncapacitiesofQRcodes, lessstoragespaceofshares is
requiredintheproposedscheme.AsshowninFigure2,thewholesharingprocessincludestwo
parts:collectiondivisionandMSS,withtheirdetailedalgorithmsillustratedinSection2.1and
2.2,respectively.

3.1. Collection Division
Bythe(n,n)sharingmethod(Chow,Susilo,Yang,Phillips,Pranata,&Barmawi,2016),foranyΓ0
={Q1,Q2, ,Qh},theEXVCSunderΓ0isconstructedasfollows.

InFigure3,aparticipantneedstsharesifitbelongstotsubsetsofΓ0,whichwouldcostmuch
spacetostoresharesastgrows.Toimprovesharingefficiency,weattempttodealwithmultiple
subsetsbyonlyone(n,n)-MSSinstance.

Differentfrompreviouswork,theproposedmethodillustratedinFigure4performsonlyone
MSSinstanceasn=|Q1∪Q2∪∪Qh|.Thenaparticipantneedsonlyoneshareevenifitiscontained
inmorethanonesubsets.However,therearesomeconstraintstotheexistenceofsuchaninstance.
Initially,weletTj=Cj(j=1,2, ,n).ToobtainthesecretmessageofS,differencesbetweenR[Qi]
(i=1,2, ,h)andSshouldbewithintheerrorcorrectioncapacityofS.Therefore,somecodewords
ofTj(j=1,2, ,n)needmodifyingtoadjustthevalueofR[Qi].WetakeeachQRcodeblockas
theresearchobjectforsubsequentanalysis.LetXbeathree-dimensionalmatrixwiththesizeofh×
(n+1)×c.Amathematicalmodelissetuptodeterminewhethera(n,n)-MSSinstanceofQ1,Q2,
 ,Qhcanbesatisfied.

Figure 1. The symbol structure of version 7



International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019

5

Table 2. Error correction characteristics of several versions

Version Error correction level Number of blocks (c, b, r)

4

L 1 (100,80,10)

M 2 (50,32,9)

Q 2 (50,24,13)

H 4 (25,9,8)

5

L 1 (134,108,13)

M 2 (67,43,12)

Q
2 (33,15,9)

2 (34,16,9)

H
2 (33,11,11)

2 (34,12,11)

6

L 2 (86,68,9)

M 4 (43,27,8)

Q 4 (43,19,12)

H 4 (43,15,14)

7

L 2 (98,78,10)

M 4 (49,31,9)

Q
2 (32,14,9)

4 (33,15,9)

H
4 (39,13,13)

1 (40,14,13)

Figure 2. The sharing process of the proposed scheme



International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019

6

X i h k c

X r j n

X

ijk
j

n

ijk
k

c

i

h

i n k
k

�

�

��

�

�

��

� � � � �

� � �

1

1

11

1

1 1 1

1

( , )

( )

( )

��
� � � �

� � � � � �
� � � �

1

1

0 1 1

0 1 1 1

c

ijk i

ijk

r i h

X i h j Q k c
X i h j

( )

( , , )

{ , }( , �� � � �

�

�

�
�
�
�
�

�

�
�
�
�
� n k c1 1, )

 (1)

Chooseanyt(2≤t≤h)subsetsfromQ1,Q2, ,QhandassumetheyareQp1
,Qp2

, ,Qpt
.

LetQa=Qp1
∪Qp2

∪∪Qpt
−Qp1

ΔQp2
ΔΔQpt

,then

X X X t v v v Q k cp v k p v k p v k t at t1 1 2 2 1 2 1� � � � � � � ( , , , , )  (2)

If(1)and(2)haveacommonsolution,Q1,Q2, ,Qhcanconstituteacollection,ofwhichall
subsetscanbesharedbyone(n,n)-MSSinstance.Xijk=1indicatesthatthek-thcodeword(1≤k
≤c)ofTjwouldbemodifiedtoletR[Qi]=S.AndXi(n+1)k=1denotesthatthek-thcodewordof
R[Qi]isdifferentwiththatofS.Insomecases,morethanonecommonsolutionto(1)and(2)are
possible,sowearesupposedtochooseaproperonefromthem.Generally,asolutionisgoodor
notdependsonthedifferencebetweenthenumberoferrorsinTj(j=1,2, ,n)andthatinR[Qi]
(i=1,2, ,h),namely

Figure 3. The previous method

Figure 4. The proposed method
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Withabovemodel,basisΓ0ofanyaccessstructurecanbedividedintoanumberofcollections
Γ1,Γ2, ,Γd.

3.2. MMS
Inthesharingprocedure,themodulesoffunctionpatternsandversioninformation,aswellasten
errorcorrectionbitsofformatinformation,arefixed.DetailedalgorithmisgiveninAlgorithm1.

Inordertorestorethesecret,wefirstobtainR[Qk](1≤k≤h)byXOR-ingsharesinQk.And
thenwecandeducesecretformatinformationaccordingtotheformatdatabitsofR[Qk].Finally,
thesecretmessageisreconstructed.Notethatthefixedmoduleswillnotbehandledwithduringthe
recoveryprocess.

4. THEoRETICAL PRooFS

Thevalidityoftheproposedschemeisanalyzedinthissectionfromtwoaspects.Oneprovesthe
securitythatforbiddensubsetsarehardlytoobtainsecretmessages;theotherillustratesthatacommon
solutionto(1)and(2)isthesufficientandnecessaryconditionsofaMSSinstance.

4.1. Security

Theorem 1.Anyindividualsharecannotobtainanyinformationaboutthesecret.
Proof: Because QR codes adopt a universal encoding standard, an adversary can easily decode

themessageofashare,furtherinferringtheknowledgeofitscorrespondingcoverQRcode.
Accordingtotheproposedscheme,nomorethanrcodewordsaredifferentbetweenashareand
itscover.Andthisdifferencemakesnosensebecausetheadversaryknowsnothingaboutother
shares.Therefore,reconstructingthesecretwithonlyoneshareisimpossible.

Algorithm 1. Sharing algorithm

Input:ThesetP={1,2, ,n}thatconsistsofallparticipantsfromQ1,Q2, ,Qh;ncoverQRcodesC1,C2, ,Cn;
asecretQRcodeS.(EachQRcodehasdblocksandthesymbolsizeisa×a.)
Output: nsharesT1,T2, ,Tn.
   Algorithm starts.
   Step 1:Leti=j=0andTk=Ck(1≤k≤n).GotoStep2.
   Step 2:Calculateacommonsolutionto(1)and(2)fortheu-thblock(1≤u≤d)anddenoteitbyXu.Moreover,a
commonsolutionXwhereXk(n+1)v=0(1≤k≤h,1≤v≤5)iscalculatedforsharingfiveformatinformationdatabits.
GotoStep3.
   Step 3:Leti=i+1.Ifi≤a,gotoStep4;else,gotoStep9.
   Step 4:Letj=j+1.Ifj≤a,gotoStep5;else,letj=0andgotoStep3.
   Step 5:IfS(i,j)isafixedmodule,skipandgotoStep4;elseifS(i,j)isamodulefromdataanderrorcorrectionblock,
gotoStep6;else,gotoStep7.
Step 6:SupposeS(i,j)isamoduleofthev-thcodewordoftheu-thblock.ForQk(1≤k≤h),findtheq-thelementthat

satisfies Xkqv
u =1 .Ifq=n+1,skipandgotoStep4;else,gotoStep8.

   Step 7:SupposeS(i,j)isthev-thbitofformatinformation.ForQk(1≤k≤h),findtheq-thelementthatsatisfiesXkqv
=1.GotoStep8.
   Step 8:AdjustTq(i,j)toletS(i,j)=R[Qk](i,j),andgotoStep4.
Step 9:OutputnsharesT1,T2, ,Tn.
   Algorithm ends.
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Theorem 2.Noknowledgeofthesecretcanbeobtainedwithsharesofanyforbiddensubset.
Proof: In terms of QR code specification, dark and light modules of a QR code are randomly

distributed.Therefore,thepossibilityofeachmodule’scolorisapproximately0.5.For∀Q∈Γ0
andQF⊂Q,supposeQ={a1,a2, ,ax,b1,b2, ,by}andQF={b1,b2, ,by}.Then,

T T T S T T Tb b b a a ay x1 2 1 2
� � � � � � � �   (4)

SinceT T Ta a ax1 2
⊕ ⊕ ⊕ arerandom,theinformationaboutSisinaccessible.

4.2. Sufficient and Necessary Conditions

Theorem 3.Thereisatleastonecommonsolutionto(1)and(2)ifaMSSinstancecanbesatisfied.
Proof:Ifamulti-subsetsharinginstancecanbeappliedonQ1,Q2, ,Qh,thereisR[Qi]⊕D[Qi]=

S(1≤i≤h).ConsideringthesharingofQ1andsupposeQ1={j1,j2, ,jm}.Inordertosatisfy
theresultR[Q1](u,v)⊕D[Q1](u,v)=S(u,v)(1≤u≤a,1≤v≤a),amodulefromT1(u,v),
T2(u,v), ,Tm(u,v)shouldbereversedorletD[Q1](u,v)=1.Thisstepisnotrequiredunless
T1(u,v)⊕T2(u,v)⊕⊕Tm(u,v)=S(u,v)underthepossibilityof1/2.Forthek-thcodeword
(1≤k≤c),thereis
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Similarly,theconclusionisappliedtoanalysisofQ2,Q3, ,Qh.Thus,foranysubsetQi(1≤i
≤h)andanycodewordk(1≤k≤c),thereis
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Sincetheprobabilityof255/256isfarlargerthan1/256,thuswecanapproximatelyconsider(6)

as Xijk
j

n

�
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� �
1

1

1 .Moreover,tokeepbothreadabilityofthereconstructedsecretandshares,thereare
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.Therefore,(1)canbeinferred.

ConsideringtheintersectionamongQ1,Q2, ,Qt,therelationshipXajk=Xbjk=1maynotalways
besatisfiedforanyaandb.Forexample,supposetwosubsetsQp={ja1,ja2, ,jat,jb1,jb2, ,jbx}
andQq={ja1,ja2, ,jat,jc1,jc2, ,jcy}.BecauseR[Qp]⊕D[Qp]=R[Qq]⊕D[Qq]=S,thereis
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T T T T T T D Q D Qj j j j j j p qb b bx c c cy1 2 1 2
� � � � � � � � �  [ ] [ ]  (7)

Tosatisfy(7),twoapproachesareprovidedinthefollowing.

1. ChangeacodewordfromTjb1
,Tjb2

, ,Tjbx ,Tjc1 ,Tjc2
, ,Tjcy ;

2. LetD[Qp]=1orD[Qq]=1.

Atthismoment,ifa∈Qp∩Qqandb∈Qp∩Qq,Xajk=Xbjk=1isalmostimpossible.So(2)can
beobtained.

Theorem 4.AMSSinstancecanbeconstructedif(1)and(2)haveacommonsolution.
Proof:If(1)and(2)haveacommonsolution,itmeansthereisanXthatsatisfies(1)and(2)atthe

sametime.Apparently,Xensuresthaterrorscontainedintherecoveredsecretandthesharesare
bothwithintheirerrorcorrectioncapacities.Supposeanyt(2≤t≤h)subsetsfromQ1,Q2, ,
QhareQp1

,Qp2
, ,Qpt

,thereis
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Undertherequirementsgivenby(2),wecanalwaysfindacodewordfromTi1 ,Ti2 , ,Tix ,or
letoneofD Qp[ ]

1
,D Qp[ ]

2
, ,D Qpt

[ ] be1.Then,(9)canbesatisfied.

5. EXPERIMENTS AND ANALySIS

In this section, the feasibilityof theproposed scheme is evaluatedbyexperiments.Suppose the
participantsetP={1,2, ,9}anditsbasisΓ0={{1,2,3,4},{3,4,5,6},{1,2,7,8},{5,6,8,
9}}.The secretmessage is “IJDCF-2017”and the first cover is “20170801|Beijing|123456789”.
Messageformatsofothercoversaresimilartothefirstcover,soweomitthedescriptionofthemfor
brevity.TheexperimentaldatasetisgiveninTable3.

Table 3. The experimental dataset

Data groups Secret QR code Cover QR code

1 version6-levelH version6-levelH

2 version6-levelM version6-levelH

3 version6-levelL version6-levelH
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First,weobtainasolutionto(1)and(2)underdatagroup1.Theresultisgotbytheoptimizer
“Lingo11”,asshowninFigure5.

Figure5declaresthatacommonsolutionto(1)and(2)exists,whichindicatesthataMSSinstance
canbeimplementedwiththesolvedX,anditsexperimentalresultisgivenbelow.Thedecodingtool
isthesourcedemoprovidedbyZXing.Net.

InFigure6,(a)and(e)aretheoriginalcoverandsecretQRcodes,respectively.Accordingto
theproposedmethod,(b)isgeneratedfrom(a)bychangingsomecodewordsshownbythewhite
regionsin(c).Moreover,(d)demonstratesthattheshare(b)isreadable.(f)isthereconstructedsecret
obtainedbyXOR-ingT1,T2,T3andT4,and(g)representstheerrorscontainedin(f)thatshouldbe
correctedbyitself.Becausethefaultcodewordsin(f)arewithintheerrorcorrectioncapacity,the
messageof(f)iscorrectlydecoded.HereweonlyexhibittheresultsofT1andR[Q1]forbrevity,
whicharesametothoseofothersharesandreconstructedsecrets,exceptthatthemessagesofcover
QRcodesaredifferent.Moreover,(i)-(l)demonstratethatnosecretinformationcanbeobtainedby
anyforbiddensubsets.

Next(1)and(2)aresolvedwiththedatasetofgroup2,andtheresultisshownbyFigure7(a).
Figure7clarifiesthatthemodelofMSSunderΓ0isunsolvable.Therefore,wedivideΓ0into

twocollectionsΓ1andΓ2,eachofwhichcansupportaMSSinstance.HerewesetΓ1={{1,2,3,
4},{1,2,7,8}}andΓ2={{3,4,5,6},{5,6,8,9}},andthesolutionofthemodelbuiltonΓ1is
displayedasFigure8.

Figure9isthesharingresultofdatagroup2.SinceΓ0isdividedintotwocollections,Γ1and
Γ2correspondtotworespectiveMSSinstances.Becauseparticipant3belongstobothofthetwo
collections,itneedstwoshares,whichisshowninFigure9(b)and(c).However,participant2is
onlycontainedbythesubsetsincollectionΓ1,therefore,participant2onlyneedsoneshare,asshown
inFigure9(a).Apparently,theMSSmethodisalsousefulinthisexperimentevenifthenumberof
sharesisnotreducedforsomeparticipants.

Figure 5. The solution of data group 1
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ProvidingthatΓ1={{1,2,3,4},{1,2,7,8}}andΓ2={{3,4,5,6},{5,6,8,9}},thereisno
solutiontodatagroup3.Sowere-divideΓ0intoΓ1={{1,2,3,4}},Γ2={{3,4,5,6}}andΓ3=
{{1,2,7,8},{5,6,8,9}}.Andatthistimeonlythenumberofsharesforparticipant8decreases.

Toshowtheefficiencyoftheproposedscheme,thedecreaseofsharinginstancesiscalculated
underseveralspecific(k,n)accessstructures,aslistedinTable4.(AllofthesecretandcoverQR
codesareofversion6andlevel’H’.)PartsofthecollectiondivisionresultaregiveninAppendix.

Figure 6. The MSS result of data group 1. (a) cover QR code C1; (b) share T1; (c) C1 ⊕ T1; (d) decoding of (b); (e) secret QR 
code S; (f) recovered secret R[Q1]; (g) S ⊕ R[Q1]; (h) decoding of (f); (i) T2 ⊕ T3; (j) T2 ⊕ T3 ⊕ T4; (k) T2 ⊕ T3 ⊕ T4 ⊕ T5; (l) 
decoding of (i) (or (j),(k))

Figure 7. Solution of data group 2 on Γ0
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Figure 8. Solution of data group 2 on Γ1

Figure 9. The sharing result of data group 2. (a) share of participant 2; (b) the first share of participant 3; (c) the second 
share of participant 3

Table 4. The decreasing number of sharing instances

k
n

3 4 5 6 7 8

3 1(1) 4(4) 5(10) 10(20) 12(35) 19(56)

4 — 1(1) 3(5) 8(15) 12(35) 24(70)

5 — — 1(1) 3(6) 7(21) 19(56)

6 — — — 1(1) 3(7) 10(28)

7 — — — — 1(1) 3(8)

8 — — — — — 1(1)
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AccordingtoTable4,thenumberofinstancesdecreasesatleast50%inourscheme,except
for(3,4)and(n,n)accessstructuressince(1)cannotbesatisfiedinthetwocases.Inaddition,the
difficultyofdecodingsharesinLiuetal.’s(Liu,Fu,&Wang,2016)schemeisillustratedinFigure10.

Liuetal.’sschemeisdesignedonthebasisofmachinerecognitioncharacteristicswhereeach
moduleofitsshareisdistinguishedbytakingeachblockconsistingof2×2sub-modulesasawhole.
Inthiscase,ZXing.NetdemocannotcorrectlydecodetheshareasshowninFigure10(b),which
meansthattheshareisunabletobeusedelectronically.Figure10(c)and(d)aredecodingresults
indifferentscanningdistancebyamobilereader“BarcodeScanner”.Apparently,aproperscanning
wayisakeyfactortocorrectlydecodetheshare.Then,decodingisinconvenient.Finally,functional
comparisonsofthispaperwithotherrelatedworkaregiveninTable5.

AsisexhibitedinTable5,theproposedschemehasamoreflexiblesharingstrategythansome
otherwork(Wang,Yi,&Li,2009;Yang,Sun,&Cai,2016;Yan,Wang,Niu,&Yang,2015;Ou,
Sun,&Wu,2015;Yan,Wang,El-Latif,&Niu,2015;Amiri&Moghaddam,2016;Yuan,2014;Liu,
Fu,&Wang,2016;Chow,Susilo,Yang,Phillips,Pranata,&Barmawi,2016;Wan,Lu,Yan,Wang,
&Chang,2017),becausetheproposedschemeisdesignedforgeneralaccessstructures.Forthe
sakeofvisualcharacteristic,theQRcodeisanexcellentchoicetocovertheshares.Therefore,the
camouflageeffectishighinthispaperandsomeotherworkrelatedtoQRcodes(Liu,Fu,&Wang,
2016;Chow,Susilo,Yang,Phillips,Pranata,&Barmawi,2016;Wan,Lu,Yan,Wang,&Chang,2017)
orstenography(Ou,Sun,&Wu,2015;Yan,Wang,El-Latif,&Niu,2015;Amiri&Moghaddam,
2016;Yuan,2014).Inaddition,thecomputationalcomplexityofVCSislowerthanthatofother
studies(Yan,Wang,El-Latif,&Niu,2015;Amiri&Moghaddam,2016).

Figure 10. The decoding results with different scanning ways. (a) share T1; (b) decoding of (a) by computer demo; (c) 
decoding of (a) by the mobile reader with the scanning distance of 6cm; (d) decoding of (a) by the mobile reader with the scanning 
distance of 12cm
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6. CoNCLUSIoN

ThispaperproposesanovelEVCSthatallsharesaremeaningfulQRcodes.Itreducesthelikelihood
ofbeingsuspectedbypotentialattackersifdistributedviapublicchannels.Moreover,theproposed
schemecanalsobeusedtoimprovethesecuritywhenQRcodesareappliedinsomesecretapplication
fields.ByfurtherutilizingerrorcorrectioncapacitiesofQRcodes,thispaperpresentsamethodto
sharemultiplesubsetssimultaneously,whichreducesthenumberofsharinginstancesonthebasis
ofpreviouswork.Asaresult,fewersharesofeachparticipantarerequired.However,ourpaperonly
providessufficientandnecessaryconditionsforaMSSinstance;findinganoptimaldivisionmethod
remainsanopenproblemtobesolved.
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Table 5. Functional comparisons of this paper with other studies

Paper Access 
Structure

Camouflage 
effect

Computational 
complexity

Wang,Yi,&Li,2009 (k,n) low O(1)

Kang,Arce,&Lee,2011 general low O(1)

Liu&Wu,2011 general low O(1)

Yang,Sun,&Cai,2016 (k,n) low O(1)

Yan,Wang,Niu,&Yang,2015 (k,n) low O(1)

Ou,Sun,&Wu,2015 (n,n) high O(1)

Yan,Wang,El-Latif,&Niu,2015 (k,n) high O(n)

Amiri&Moghaddam,2016 (n,n) high O(n2)

Yuan,2014 (k,n) high O(1)

Liu,Fu,&Wang,2016 (2,n)* high O(1)

Chow,Susilo,Yang,Phillips,Pranata,&Barmawi,2016 (n,n) high O(1)

Wan,Lu,Yan,Wang,&Chang,2017 (k,n) high O(1)

thispaper general high O(1)
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APPENDIX

1) Collectionsof(3,5)accessstructure:

Γ1={{1,2,3},{1,4,5}};Γ2={{1,2,4},{2,3,5}};Γ3={{1,2,5},{3,4,5}};
Γ4={{1,3,5},{2,3,4}};Γ5={{1,3,4},{2,4,5}}.

2) Collectionsof(4,6)accessstructure:

Γ1={{1,2,3,4},{1,2,3,5}};Γ2={{1,2,3,6},{1,2,4,5}};
Γ3={{1,2,4,6},{1,2,5,6}};Γ4={{1,3,4,5},{1,3,4,6}};
Γ5={{1,3,5,6},{1,4,5,6}};Γ6={{2,3,4,5},{2,3,4,6}};
Γ7={{2,3,5,6},{2,4,5,6}};Γ8={{3,4,5,6}}.

3) Collectionsof(5,7)accessstructure:

Γ1={{1,2,3,4,5},{1,2,3,4,6},{1,2,3,4,7}};
Γ2={{1,2,3,5,7},{1,2,3,6,7},{1,2,4,6,7}};
Γ3={{1,2,5,6,7},{1,3,4,5,6},{1,3,4,5,7}};
Γ4={{1,3,4,6,7},{2,3,4,5,6},{2,3,4,6,7}};
Γ5={{1,3,5,6,7},{1,4,5,6,7},{2,3,4,5,6}};
Γ6={{2,3,5,6,7},{2,4,5,6,7},{1,2,4,5,6}};
Γ7={{3,4,5,6,7},{1,2,4,5,7},{1,2,3,5,6}}.

4) Collectionsof(6,8)accessstructure:

Γ1={{1,2,3,4,5,6},{1,2,3,4,5,7},{1,2,3,4,5,8}};
Γ2={{1,2,3,5,6,7},{1,2,3,5,6,8},{1,2,3,4,6,7}};
Γ3={{1,2,3,5,7,8},{1,2,3,6,7,8},{1,2,3,4,6,8}};
Γ4={{1,2,4,5,6,7},{1,2,4,5,6,8},{2,3,5,6,7,8}};
Γ5={{1,2,4,5,7,8},{1,2,4,6,7,8},{1,3,4,6,7,8}};
Γ6={{1,2,5,6,7,8},{1,3,4,5,6,7},{1,3,5,6,7,8}};
Γ7={{2,3,4,5,6,7},{2,3,4,5,6,8},{1,3,4,5,6,8}};
Γ8={{2,3,4,5,7,8},{3,4,5,6,7,8},{1,3,4,5,7,8}};
Γ9={{1,2,3,4,7,8},{2,3,4,6,7,8},{2,4,5,6,7,8}};
Γ10={{1,4,5,6,7,8}}.


