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ABSTRACT

Digitalimagesmoothingfilteringoperations,includingtheaveragefiltering,Gaussianfilteringand
medianfilteringarealwaysusedtobeautifytheforgedimages.Thedetectionofthesesmoothing
operationsisimportantintheimageforensicsfield.Inthisarticle,theauthorsproposeauniversal
detectionalgorithmwhichcansimultaneouslydetecttheaveragefiltering,Gaussianlow-passfiltering
andmedianfiltering.Firstly,thehigh-frequencyresidualsareusedasbeingthefeatureextraction
domain,and then the featureextraction isestablishedon the localbinarypattern (LBP)and the
autoregressivemodel(AR).FortheLBPmodel,theauthorsexploitthatbothoftherelationships
betweenthecentralpixelanditsneighboringpixelsandtherelationshipsamongtheneighboring
pixelsaredifferentiatedfortheoriginalimagesandsmoothingfilteredimages.Amethodisfurther
developedtoreducethehighdimensionalityofLBP-basedfeatures.Experimentalresultsshowthat
theproposeddetectoriseffectiveinthesmoothingforensics,andachievesbetterperformancethan
thepreviousworks,especiallyontheJPEGimages.

KeywoRDS
Autoregressive Model, Digital Image Forensics, Local Binary Pattern, Smoothing Filtering

1. INTRoDUCTIoN

The increase of forged images on the Internet has attracted much concern from researchers on
multimediasecurity.Whenaforgercreatesaforgedimage,heoftenconductssmoothingfiltering
operationstobeautifytheforgedimageandmakeitlooklikeanordinaryone.Thus,theforensicsof
smoothingfilteringisabletoprovideauxiliarycluestoidentifytheforgedimages.Furthermore,the
smoothingfilteringhistoryofanimageisanessentialelementforstegography(Kodovský&Fridrich,
2014;Pevný,Bas,&Fridrich,2010)andsteganalysis(Barni,Cancelli,&Esposito,2010).Kodovský
etal.pointedoutthatitisnotsecuretoembedamessageintoasmoothingfilteredimage(Kodovský
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&Fridrich,2014).Therefore, theforensicsofsmoothingfiltering isofparticularsignificance in
multimediasecurity.

Therearesomeexcellentworksaboutthemedianfilteringforensics(Yuan,2011;Zhang,Li,
Wang,&Shi,2014;Chen,Ni,&Huang,2013;Cao,Zhao,Ni,Yu,&Tian,2010;Niu,Zhao,&
Ni,2017;Kang,Stamm,Peng,&Liu,2012;Yang,Ren,Zhu,Huang,&Shi,2017).Relatively,
onlyafewuniversalforensicmethodsaredevotedtodetectingcommonlyusedsmoothingfiltering
operations, such as the average filtering, Gaussian low-pass filtering and median filtering. Yu
(Yu&Chang,2005)proposedtodetectsmoothregionsviaDCTcoefficients,whichwasheavily
dependentonhigh-frequencycoefficientsandwasnotrobustagainstJPEGcompression.Bayram
(Bayram, Avcibas, Sankur, & Memon, 2006) employed a 188-D joint feature set composed of
threetypesofsteganalysisfeaturestodetectthesmoothingoperations.Theirmethodscanachieve
highdetectionaccuracy;however,theyaresemi-blindandarenotsuitabletobeusedintheblind
scenario.Recently,withtherapiddevelopmentofcomputationequipment,itispreferableforthe
forensictasktouselargedimensionalfeatureorpowerfuldeeplearningmodel,suchasrichmodel
steganalysisfeaturewith34671-D(Qiu,Li,Luo,&Huang,2014;Li,Luo,Qiu,&Huang,2016)and
deeplearningautomaticallylearnedfeatures(Bayar&Stamm,2016).Therichmodelbasedfeature
anddeeplearningmodelreallyhaveachievedgreatimprovements.However,theclassificationusing
largedimensionalfeaturesetandcomplicatedlearningmodelneedshighercomputationresources,
largernumberofimagesfortraining,longertimefortrainingandtesting,thusitisnotapplicableto
thelimitedcomputationandstorageresources(suchassensors,mobilephone).Moreimportantly,
theclassificationusingalargedimensionfeaturesetmaybeargreaterriskofover-fittingthanthat
whichusingsmalldimensionalfeatureset.

In thispaper,weproposeauniversal smoothing filteringdetectorwith the followinggoals:
(1) itcansimultaneouslydetect thecommonlyusedsmoothingfilteringoperationsincludingthe
averagefiltering,Gaussianlowpassfilteringandmedianfiltering;(2)itcanberobustagainstthe
commonlypostoperation-JPEGcompression;(3)itshouldhaveafeaturesetwithlowdimension.
Wehopetheproposeddetectorcansatisfytherequirementoflowcomputationalresource.Tothis
end,wefirstlyselecthigh-frequencyresidualselaboratelytoanalyzethefingerprintsleftbehindby
thesmoothingfilteringoperations,andthenconstructacompositefeaturesetwithsmalldimension
fortheforensictask.

2. THe PRoPoSeD MeTHoD

Inthissection,wefirstanalyzethestatisticaldifferencesbetweenoriginalimagesandsmoothing
filteredimagesinthehighfrequencyresidualdomain.Thenweemployautoregressivemodeland
localbinarypatternstoextractthefingerprintsleftbehindbythesmoothingfilteringoperationsin
theresidualdomain.WefinallyintroducehowtoensembleLBPandARfeaturesetforsmoothing
filteringforensics.

2.1. The High Frequency Residual
Howtoselectanappropriatedomaintoanalyzethefingerprintsofsmoothingfilteringisthefirst
criticalfactorforthesmoothingfilteringforensics.Generally,thediversityofnaturalimagecontents
andpostmanipulations(suchasthecommonlyusedJPEGcompression)alwaysinterfereswiththe
performanceoftheforensicdetector.Thehighfrequencycomponents,suchasimagedifferencesor
filteredresiduals,containveryfewimagecontents,sothattheyarealwaysemployedasbeingthe
analyzeddomaintoreducetheinterferencefromimagecontents(Chen,Ni,&Huang,2013;Cao,
Zhao,Ni,Yu,&Tian,2010;Kang,Stamm,Peng,&Liu,2012,Yang,Ren,Zhu,Huang,&Shi,2017).
Inspiredbyourpriorwork(Kang,Stamm,Peng,&Liu,2012),themedianfilteredresidual(MFR)
definedin(1)isemployedasbeingtheanalyzeddomain.Comparedwiththehorizontalorvertical
imagedifferences,MFRisabletorevealthestatisticalinformationinvariousdirections.
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r(i, j)=medw(x(i, j))- x(i, j) r i j med x i j x i jw, , ,� � � � �� � � � � =z(i, j)-x(i, j) (1)

Intheformula(1),x(i,j),z(i,j)andr(i,j)aretheoriginalpixel,medianfilteredpixelandMFR
residualpixel,respectively.

Anoriginalimage,thecorrespondingMFR,andMFRofits3×3averagefilteredversionare
showninFigure1respectively.Forthedisplaypurpose,theabsolutevalueofMFRpixelistruncated
within[0,50],wheretheresidualpixels(MFR=0)areshownbytheblackcolor,theresidualpixels
(|MFR|>=50)areshownbythewhitecolor.FromtheFigure1,itcanbeobservedthat:(1)Mostof
theMFRpixelsasshowninFigure1(b)andFigure1(c)areequalorclosetobe0,whichindicates
thatMFRcontainsonlyafewimagecontents.(2)MFRoftheaveragefilteredimageisblackerthan
MFRoftheoriginalimage.ItmeansthattheMFRoftheaveragefilteredimagehasmoreresidual
pixelswithsmallvalues.Thisphenomenoniscausedbytheblurringeffectoftheaveragefiltering.
(3)Figure1(b)andFib.1(c)displayobviousstatisticaldifferencesinthetextureandtheedgeregion.
That’sbecausethesmoothingfiltermakesthefilteredimagessmootherandlessnoisy.Fortheaverage
filteredimage,thefollowingmedianfilteringoperationintheformula(1)keepsmorepixelsinthe
textureoredgeregion,soMFRoftheoriginalimageandMFRofitsaveragefilteredimagebehave
statisticaldifferencesinthetextureandedgeregions.ThesepropertiesindicatethatMFRishelpful
toconstructaneffectiveandrobustsmoothingfilteringdetector.

2.2. The Composite Feature
2 2.1. AR feature
Theoutputsofsmoothingfilteringaredeterminedbytheneighborhoodpixelsandthefilterkernel.
Accordingly, it canbesupposed that the smoothing filteringoperationchanges the relationships
amongneighboringpixels.Tocapturesuchrelationships,wefittheMFRintoanARmodel,and
extractARcoefficientsasbeingafeaturesubsetFAR.

TheARcoefficientsareextractedfrombothoftheverticalandhorizontaldirections.Extracting
ARcoefficientsinthehorizontaldirectionisasfollows.First,concatenateallrowsofMFRmatrix
rtogeneratea1-Dsequencez=[r(1,:),r(LR)(2,:),r(3,:),r(LR)(4,:),…],where

r(LR)(m,:)(mistherowindex)isaleft-rightflippedversionofthemthrow.Then,inputzintoan
ARmodelas(2)tocalculateARcoefficients.

z t a k z t k t
k

p

( ) ( ) ( ) ( )� � � �
�
� �

1

 (2)

Figure 1. An original image: (a), the corresponding MFR (b) and MFR of its 3×3 average filtered version
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Intheformula(2), p a k t, ( ), ( )ε representtheorder,thecoefficientandpredictionerror,
respectively. Transposing the MFR matrix r, we can extract AR coefficients in the vertical
direction in thesameway.TheaveragevaluesofhorizontalandverticalARcoefficientsare
representedasFAR.

ThedimensionofFARisequaltotheorderp,whichisusuallysmall,e.g.,lessthan10.Hencethe
featuresetFARisabletorevealtheneighborhoodrelationswithalowdimension.However,wealso
findthattheARmodelisnotsuitableforexpressingotherdirectionalneighborhoodrelationships
exceptthehorizontalandtheverticalones.WewillemployLBPtorevealneighborhoodrelationships
intheotherdirections.

2.2.2. LBP-based Feature
Becauseofthelowpassfilteringproperty,thesmoothingfiltercausesobviousstatisticaldifferences
betweenoriginalimagesandsmoothingimagesintextureregionsasshowninFigure1(b)andFigure
1(c).Wesupposethatsomefingerprintsofsmoothingfilteringoperationmayhideinthetextureregion.
Tocapturethefingerprintsinthetextureregion,weemploytheLBPcalculator(Ojala,Pietikainen,
&Maenpaa,2002),whichisapopularusefultooltoclassifyimagetexturestoconstructafeatureset
FLBP.LBPhasalreadybeenusedintheimagesharpeningdetection(Ding,Zhu,&Shi,2013;Ding,
Zhu,Yang,Xie,&Shi,2014).

LBP exploits the neighborhood relationships through comparing a central MFR element rc
withitsneighboringelementsri(i∈Z).Forlneighboringelements,theLBPcalculatorcalculatesa
binarysequenceSl=s0s1s2…sl,wheresi=f(rc,ri).Ifri>=rc,f(rc,ri)isassignedwithabinarybit1;
otherwise,f(rc,ri)isassignedwithabinarybit0.ForafixedordersequenceSlasshowninFigure2,
itsdecimalnumberDisobtainedas(3).

D f r r where f r r
if r r
otherwisec i
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l
i

c i
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Figure 2. The neighborhoodR8 = r0 r1… r7 (pale green color), R16 = r8r9…r23 (golden color) and R24 = r24r25… r47 (gray color) using for 
calculating of LBP8, LBP16 and LBP24respectively
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TheinitialLBPfeatureset(Ojala,Pietikainen,&Maenpaa,2002)isnotsuitabletobetaken
directlyas the feature.That’sbecause: (1) thehistogramofD is sparse; (2) thedimensionsof
originalLBPgrowexponentiallywiththenumberofneighborhoodelements.Forexample,LBP
of3×3neighborhood(LBP8),5×5neighborhood(LBP16)and7×7neighborhood(LBP24)has28=
256,216=65532and224=16776192elementsrespectively.Inspiredbythemethodproposedby
Ojala(Ojala,Pietikainen,&Maenpaa,2002),wefirstdivideLBPpatternsintouniformpatternsand
non-uniformpatterns,andthenconstructthefeaturefrombothtwopatterns.ForaLBPsequence
Sl=s0s1s2…sl,ifthenumberofbinarytransitions(0→1or1→0)isnomorethan2,itistakenas
auniformpattern;otherwise,itistakenasanon-uniformpattern.Thefollowingfourpatterns:Sl
=000…0(all“0”),Sl=111…1(all“1”),Sl=001…0(onlyone“1”)andSl=110…1(onlyone
“0”)aretypicaluniformpatterns.

Becausethesmoothingfiltercanbetakenasanisotropicfilter,wesupposethattheuniform
patternscontainingthesamenumberofbinarybit“1”playnearlythesamerolewhendifferentiating
theoriginalimagefromthesmoothingfilteredimage.To this end, the uniform patterns with the same 
number of binary “1” are taken as the same pattern class. This property can be used to reduce the 
high dimensions of the traditional LBP.Forexample,“01100000”and“00000011”aretakenasthe
samepatternclass.ForLBP8,LBP16,andLBP24,thereare9,17and25patternclassesrespectively.
Thefrequencyofeachpatternclassiscalculatedasafeatureelement.Althoughthenon-uniform
patternsareverysparse,wefindthattheyarealsousefulinthesmoothingfilteringforensicsasshown
inFigure3(c).Similarly,thenon-uniformpatternswiththesamenumberofbinary1aretakenasone
patternclass.Thefrequencyofeachnon-uniformpatternclassisalsocalculatedasafeatureelement.
Exceptthe4typicaluniformpatterns,thereare9-4=5,17-4=13and25-4=21non-uniformpatterns
inLBP8,LBP16,andLBP24respectively.Inthefollowingsections,thefeaturesetconstructedbythe
uniformpatternsandthenon-uniformpatternsinLBP8,LBP16andLBP24aredenotedbyF8U(9-D),
F8NU(5-D),F16U(17-D),F16NU(13-D),F24U(25-D),F24NU(21-D),respectively.

Figure3showsthestatisticaldifferentiatedpropertiesoftheuniformpatterns(leftplot)andnon-
uniformpatterns(rightplot).FortheuniformpatternfeatureF8U,itcanbeseenthatthefrequencies
oforiginalimagesand3×3averagedfilteredimagesaresignificantlydifferentatx=1,2,8,9.These
indexesarecorresponded to theaforementioned four typicalpatterns.The rightplot inFigure3
showsthatallnon-uniformpatternclassescanalsobeusedtodifferentiatetheoriginalimagesfrom
thesmoothingfilteredimages.

Figure 3. The statistical properties of F8U (left) and F8NU (right) on original images and 3×3 average filtered images. The x axis is 
the number of binary bit “1”, while y axis is the average frequency of 1338 images of UCID database
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Besides extracting the features from LBP8, LBP16 and LBP24, the relationships among 3×3
neighborhood(R8=r0r1…r7),5×5neighborhood(R16=r8r9…r23)and7×7neighborhood(R24=r24r25…
r47)arealsousedtoconstructthefeatures.WehavefoundthattheprobabilityofneighboringMFR
elementsbeingequalinthesmoothingfilteredimageishigherthanthatintheoriginalimage.So,we
constructafeaturesetFjoint=[F8joint16,F8joint24,F16joint24]fromtherelationshipsamongR8,R16andR24.

BeforeconstructingtheproposedfeaturesetFLBP,thewholeMFRimageisdividedinto7×7
overlappingblocksfromtopleftcornertothebottomrightcornerwithincrement1pixel.ForaMFR
imagewithresolutionM×N,therearetotally(M-6)×(N-6)blocks.Foreachblock,theprocedure
ofcalculatingfeatureelementsisasfollows:

1. ConstructingthefeaturesetsF8UandF8NUinLBP8.Forthe8-bitbinarysequenceS8=s0s1…s7
withkbinary“1”bits(0≤k≤8),ifS8isauniformpattern,weadd1toF8U(k);otherwise,we
add1toF8NU(k).ThefeaturesetsF16U,F16NUinLBP16,F24UandF24NUinLBP24areconstructed
inthesameway.

2. ConstructingthefeaturesetF8joint16,F8joint24,F16joint24basedontheadjacentrelationshipsbetweenR8
andR16,R8andR24,R16andR24respectively.ForcalculatingF8joint16,wegive8neighboringpixel
groupsforallelementsinR8:r0{r8},r1{r9,r10,r11},r2{r12},r3{r13,r14,r15},r4{r16},r5{r17,r18,r19},r6
{r20},r7{r21,r22,r23}.ForcalculatingF8joint24,wealsogive8neighboringpixelgroupsforallelements
in R8: r0 {r24},r1 {r25,r26,r27,r28,r29},r2 {r30},r3 {r31,r32,r33,r34,r35},r4 {r36},r5 {r37,r38,r39,r40,r41},r6
{r42},r7{r43,r44,r45,r46,r47}.ForcalculatingF16joint24,wegive16neighboringpixelgroupsforall
elementsinR16:r8{r24},r9{r25},r10{r26,r27,r28},r11{r29},r12{r30},r13{r31},r14{r32,r33,r34},r15{r35},
r16{r36},r17{r37},r18{r38r39,r40},r19{r41},r20{r42},r21{r43},r22{r44,r45,r46},r23{r47}.Thenwecalculate
theabsolutedifferencebetweentheneighboringpixelssetandtheresidualpixelri.Takenther1
{r9,r10, r11}groupforexample,|r1-r9|,|r1-r10|,|r1-r11|willbecalculated.Ifallabsolutevaluesare
lessthanT,wewilltakethegroupr1{r9,r10,r11}asavalidelement.Iftherearekvalidelements,
wewilladd1toF8joint16(k).ThesameprocedureisexecutedforF8joint24andF16joint24.WesetT=3
inpractice.Foreachblock,theextractionprocedureofFjointisexecutedonlyifS8,S16andS24are
alluniformpatterns.

Afterfinishingtheproceduresforall(M-6)×(N-6)blocks,weuniteallfeaturesetstogetthe
normalizedFLBP=[F8U,F8NU,F16U,F16NU,F24U,F24NU,F8joint16,F8joint24,F16joint24]/(M-6)×(N-6).Thereare9,
5,17,13,25,21,9,9,and17elementsinF8U,F8NU,F16U,F16NU,F24U,F24NU,F8joint16,F8joint24andF16joint24
respectively.ThedimensionalityofFLBPis9+5+17+13+25+21+9+17=125.Thefinalfeatureset
FisacompositionofFLBPandFAR:F=[FLBP,FAR].Inpractice,weempiricallysettheARordertobe
10.So,thedimensionofFis125+10=135.

3. eXPeRIMeNTAL ReSULTS

Acompositedatabasewith2676imagesisusedintheexperiment.Thecompositedatabaseiscomposed
of1338imagesfromtheUCIDdatabase(Schaefer,&Stich,2004)andrandomlyselected1338images
fromtheBOWS2database(Bas,&Furon,2006).Theresolutionofimageis512×512or512×384.
Allimagesareconvertedinto8-bitgrayscaleimagesatthefirststep.Takentheoriginalcomposite
databaseasthemothersourcedatabase,threecategoriesofimagesourcesarecreated:3×3average
filteredimages(AVE3),3×3medianfilteredimages(MF3)and3×3Gaussianlowpass(σ =0 5. )
filteredimages(GAU3).Inordertotesttherobustnessagainstlossypost-compression,threeimage
sourcesareprocessedbyJPEGcompressionwithqualityfactor(QF=70)andaredenotedby:“AVE3
+JPEG70,”“MF3+JPEG70,”and“GAU3+JPEG70,”respectively.

WefeedtheproposedfeatureFandtheGLFfeatureproposedbyChen(Chen,Ni,&Huang,
2013)into3popularmachinelearningtools:SVMwithRBFkernel(Chang,&Lin,2011),neural
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network(NN)(RasmusBergPalm,2013),andrandomforest(RF)(Chen,Liaw,&Breiman,2004)
totrainthesmoothingfilteringdetector.Cross-validationsareusedtofindthebestparametersfor
allmachinelearningtools.Halfoforiginalimages(1338originalimages)andsmoothingfiltered
images(446AVE3images+446MF3images+446GAU3images)areusedtotrain,theresthalf
isusedfortesting.Thedetectionaccuracy(ACC=(TPR+TPN)/2,TPR:truepositiverate,TPN:true
negativerate)andROCcurvesareusedtoevaluatetheperformance.

Atfirst,wetest thedetectorsforuncompressedimages.Thedetectionaccuraciesareshown
inTable1underwithoutJPEGcompression.Forthreekindsofclassifier,ourproposeddetector
allachievesnearlyperfectperformancesandoutperformsGLF-baseddetector.Especiallyon the
RFclassifier test, theproposeddetectorachievesabout1.8%higherdetectionaccuracy than the
GLF-baseddetectordoes.TheROCcurvesobtainedfromSVMinFigure4(a)verifyagainthatthe
proposeddetectoriseffectivefordetectingsmoothingfiltering.ForaveryFPR=0.5%,theproposed
detectorachievesTPR=100%,whichindicatesthattheproposeddetectoriseffectiveintheharsh
scenarioforlowFPR.

As imagesareusuallysavedas“.jpg” format,we then test thedetectors’ robustnessagainst
JPEGcompressionwithQF=70.UndertheJPEGcompressedscenario,theJPEG70compressed
imagesaretakenasthenegativeclass,whiletheimagesundergonebysmoothfilteringfollowedby
JPEG70compressionaretakenasthepositiveclass.Thisnegativeandpositivepairisrepresentedas
“JPEG70VSsmoothfiltering+JPEG70”.TheresultsinTable1demonstratethatourmethodcan
stablyachieveACC>97%fortheJPEGcompression,whichindicatesthatitisrobustagainstJPEG
compression.OntheRFclassifiertest,theproposeddetector’saccuracyisabout5.6%higherthat
oftheGLF-baseddetector.InFigure4(b),italsocanbeseenthattheROCcurveofourproposed
methodisaboveoverthatoftheGLF-basedmethod.ForalowFPR=0.5%,theproposedmethod
andtheGLF-basedmethodachieveTPR=99.9%andTPR=97.9%respectively.Theresultfrom
uncompressedimagesandtheresultfromJPEG70compressedimagesarenearlythesame,which
indicatesthattheproposedmethodisrobusttoJPEGcompression.TheresultsinTable1showthat

Figure 4. ROC curves (obtained from SVM) showing smoothing filtering detection performance on un-compressed images (a) 
and JPEG 70 images (b) in the composite database
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theresultsobtainedfromSVM,NN,andRFarenearlythesame,whichindicatesthattheproposed
methodisstableandtheproposedfeaturesetprobablyhavelowriskofover-fittingbecauseoflow
dimension.Inthetest,wefindthatSVMclassifierachievesthebestdetectionaccuracy,whileNN
isthefastest.

Insomeapplications, identifyingthetypeofsmoothingfilteringis important,wemodel the
identificationasamultipleclassification.Theoriginalimage,itsaveragefilteredversion,itsmedian
filteredversionanditsGaussianfilteredversionarelabeledas0,1,2,and3,respectively.Totrain
afour-classclassifier,werandomlyselect2676/2=1338originalimages,andtheircorresponding
averagefilteredimages,medianfilteredimagesandGaussianfilteredimagesasthetrainingdatabase.
Thefour-classclassifieristestedontherest2676/2=1338originalimages,averagefilteredimages,
medianfilteredimagesandGaussianfilteredimages.Fortheun-compressedscenario,theproposed
detectorandtheGLF-baseddetectorachieveACC=95.1%andACC=98.0%respectively.Forthe
JPEG70compressedscenario,theproposeddetectorandtheGLF-baseddetectorachieveACC=
92.6%andACC=89.5%respectively.Theseresultsrevealthattheproposeddetectorcaneffectively
identifythetypeofsmoothingfiltering.

Wealsotestthegeneralizationabilityoftheproposeddetector.Inrealapplications,it is
probablythatthetrainingimagesandtestingimagesareoriginatedfromdifferentimagesources.
Totestthedetector’sgeneralizationability,wefirsttrainadetectorontheUCID/BOWS2database,
and then test it onBOWS2/UCIDdatabase.Thedetailed results inTable2 indicate that the
mismatchbetweentrainedimagesandtestedimageshasalittleinterferencewiththeproposed
detector’saccuracy.Eitherfortheun-compressedimagesorJPEG70compressedimages,the
proposeddetectorachievesbetterperformancethantheGLF-baseddetector.Itisworthnoting
thatthegeneralizationabilityfortheJPEGcompressedscenarioneedstobefurtherimproved,
whichisourfurtherwork.

Table 1. The detection accuracy (%) of smoothing filtering detector on the composite database. “Without/QF= 70” means 
uncompressed and JPEG 70 compressed scenario respectively. The better results are shown in bold text

JPEG Classifier Proposed GLF

Without

SVM 99.8 99.7

NN 99.6 99.4

RF 99.6 97.4

QF=70

SVM 97.8 96.2

NN 97.9 95.1

RF 97.4 91.8

Table 2. The generalization ability test accuracy (%) using SVM for the smoothing filtering detector. “Without/QF=70” means 
uncompressed and JPEG 70 compressed scenario respectively. The better results are in bold text

JPEG Test database Proposed GLF

Without UCID
99.0 98.8

97.9 92.8

QF=70 BOWS2
99.6 98.3

94.6 95.5
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4. CoNCLUSIoN

Inthispaper,auniversaldetectorisdevelopedtodetectthreecategoriesofsmoothingfiltering:average
filtering,Gaussian low-passfilteringandmedianfiltering.Inorder toobtaina lowdimensional,
effectiveandrobustfeatureset,wefirstanalyzethestatisticalcharacteristicsofsmoothingoperations
inthemedianfilteredresidualdomain,andthenutilizelocalbinarypatternandautoregressivemodel
toconstruct the forensic features.Wedevelopamethod to reduce thedimensionsofLBP-based
features,whichcanreducetheexponentiallygrowingdimensionstothelinearlygrowingdimensions.
Experimental resultsverify that theproposeddetector is an effective and robustdetector, and it
outperformspreviousmethod.Inthefuture,wewillfurtherimprovethesmoothingfilteringdetector’s
robustnessagainstJPEGcompression.
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