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ABSTRACT

Anewreversiblewatermarkingalgorithmonstereoaudiosignals isproposed in thisarticle.By
utilizingcorrelationsbetweentwochannelsofaudiosignal,theauthorssegmentonechannelbased
onanotheroneaccordingtothesmoothness.Foreachsegmentedsub-hostsequence,theyestimateits
capacityandthecorrespondingembeddingdistortionfirstly,andthenselecttheoptimalcombinations
ofsub-hostsequencesforembedding.Experimentalresultsindicatethattheproposedalgorithmcan
improveSNR(signaltonoiseratio)forvariouskindsofcapacity.
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1. INTRoDUCTIoN

Withtherapiddevelopmentofmultimediaandnetwork,theamountofinformationstoragebecomes
largerandlarger.Atthesametime,editingandcopyingissoconvenient,whichspeedsupthespread
ofinformation.Currently,alotofdigitalworksaresufferingfromillegalacquiringandmalicious
tampering, among which audios are the popular ones. Integrity protection and ownership rights
certificationofaudiofileshaveattractedgreatattentions,whichcanberealizedwithwatermarking.

Therearetwotypesofwatermarking,robustwatermarkingandfragilewatermarkingtoprotect
audiofiles.Robustwatermarking(Malvar,2003;Naderahmadian,2014;Tian,2016;Rani,2014)is
usedtolabelcopyrightinformationsothatprotectingcopyright.Onthecontrary,fragilewatermarking
(Zhang,2009,2008;Qin,2012)isusuallyusedforcontentintegrityauthentication,whichisasked
tobesensitivetotheslightchangesothateditingthecontentslightlywillbedetected.Reversible
watermarkingmainlyisusedforfragilewatermarking,whichcanrestoreboththeembeddedwatermark
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andthehostsignal.Thereversibilityisveryimportantinsomespecialsituations,suchashigh-quality
music,legalevidence,militaryintelligenceandcriminalinvestigation.

Attheearlyage,(Barton,1997)proposedtheideaofreversibledatahiding(RDH).Lateron,
manyefficientmethodsforimagesspringup.Thecurrentalgorithmsaredividedintofivemainstream
techniques:losslesscompressionbasedschemes(Celik,2005;Lin,2011;Zhang,2012),expansion
basedschemes(Tian,2003;Ni,2006;Thodi,2007;Hong,2009;Wang,2013;Ou,2013;Li,2011),
contentadaptiveschemes(Kamstra,2005;Li,2013)andintegertransformschemes(Alattar,2004;
Chen,2010;Peng,2012).

FollowingthedevelopmentofRDHintheimagefield,alotofefficientreversiblewatermarking
algorithms have been proposed. In the early days, (Michiel, Arno, & Fons, 2003) proposed the
reversibleaudiowatermarking,whichusestheredundantbitsofaudiocodingtoencodethewatermark
information,andthenrecoverthehostsignalbyrestoringtheoriginaldynamicrangeinthedecoder.
Lateron,manymethodsareproposedintimedomain(Yan,2008;Garcia-Hernandez,2012;Bradley,
2015;Wang,2014;Xiang,2017),compresseddomain(Li,2008;Chen,2007)andfrequencydomain
(Huang,2013;Yang,2009).(Yan&Wang,2008)refertothemethodofextendingthepredictionerror
intheimagereversiblehidingproposedby(Tian,2003)toconstructtheappropriatepredictionmodel
torealizethereversibledatahiding.(Bradley&Alattar,2015)proposedahighcapacityreversible
audiowatermarkingmethodbasedon thegeneralized reversible integer transform. (Xiang&Li,
2017)proposedanalterablepredictionorderdatahidingmethodbasedonnon-causalprediction,in
whichthedouble-embeddingstrategyinimagedatahidingisusedtodivideaudiosignalfortwosets.
Inthecompresseddomain,(Lietal.,2008)designedanentropycodingalgorithm,theperceptually
unimportantindicesinonesegmentofcompressedspeechbitstreamarecodedbythealgorithm.
(Huangetal.,2013)achievedtheadaptiveembeddingofwatermarkinformationbyprocessingthe
DCTcoefficients.Particularly,usinghumanauditoryperceptioncharacteristicscanachieveabetter
effectforreversiblewatermarkingintheaudio.(Unoki&Miyauchi,2011)proposedakindofnon-
perceptualaudioreversiblewatermarkingbasedonthedelaycharacteristicsofthehumanear.

All theaboveRDHmethodsaredesignedforsinglechannelaudio.However, tobalancethe
hearingeffect,mostoftheaudiofileswecanseeontheInternetarestereoaudio.Inthispaperwe
proposedaRDHmethodforstereoaudiobyexploitingthecorrelationbetweenthetwochannels.

Therestofthearticleisorganizedasfollows.Section2andSection3givethedetaileddescription
oftheproposedmethod,includingembeddingandextractingprocedure.Theexperimentresultsand
comparisonsarepresentedinSection4.ThearticleisconcludedwithadiscussioninSection5.

2. BASIC METHoD oN SINGLE CHANNEL

Inthispaper,weusethequantizedaudiosamplesascovers,andtherearetwokindsofcommon
quantizationbitsinstandardstereoaudio,8-bitquantizationand16-bitquantization.

Foreaseofunderstanding,wegiveabasicmethodofwatermarkingfortherightchannelsignal
ofstereoaudioMfirstly.

2.1. Prediction Model

AsshowninFigure1,thelengthofthesignalisNand xi
R isaninteger.

Figure 1. The right channel of audio M
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Intherightchannel,allsamplesaredividedintoevensetandoddsettoavoidthatthe
modified samples affect the prediction of the current sample, and two-round embedding
mechanismwillbeadopted.

Inthefirstround,weonlyembeddataintothePEsofsamplesintheevenset.TogeneratePEs,
thepresentsample x i

R
2 ispredictedas:
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Withtheleastsquaresmethod,wecanget

u X X w X yq
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 (7)

wherewisaregularitemtoavoidNAN(notanumber)problem.Thevalueofwisalsoafactor
thataffectstheaccuracyofpredictionmodel.Accordingtolotsofexperiments,wecandefinean
empiricalvalueforw:
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Inthesecondround,weembedinthePEsoftheoddset.Notethat,inthisround,thesamples
intheevensethasbeenmodified.Thepresentsample x i

R
2 1+ ispredictedas:
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IfNisodd,
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Withtheleastsquaresmethod,wecanget
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2.2. Embedding Procedure
Throughthepredictionmodel,wecangetthepredictionerrorcalculatedas:

e x xi
R

i
R

i
R� �  (16)

Accordingto ei
R ,weembedthewatermarkbitb intotherightchannelofthestereoaudioM

asfollows:

e
e b if e t t
e t if e t
e t if e

i
R

i
R

i
R

i
R

i
R

i
R

i

 �
� � �� �
� � � � ��� �
�

2

1

, ,

, ,

,

 

 

 
RR t� �� �� �

�

�
�

�
�

,

 (17)

b�� �0 1, representsthewatermarkbit, t isathresholddecidingthecapacity.

Addingthemodifiederror ei
R
 tothecurrentsample,wecangetthemarkedsignal:
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2.3. Extraction and Restoration Procedure
Wecanextractthewatermarkbitb as:
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Torestorethecoversignal,itisnecessarytorecovertheoriginalpredictionerrorfirstlyas:
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andwecanrestoretheoriginalsampleas:

x x ei
R

i
R
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R� �  (21)

3. IMPRoVED METHoD WITH INTER-CHANNEL CoRRELATIoN

Wethenproposeanimprovedmethodthatappliestostereoaudioreferringtothebasicmethod.
Previouswork(Yan,2008;Garcia-Hernandez,2012;Bradley,2015;Wang,2014)showthat

efficientlyexploitingcorrelationcanincreasemessageembeddingcapacityintheareaofreversible
watermarking.Thereisastrongcorrelationbetweentwochannelsinmoststereoaudiofiles.Inthis
section,weproposeaRDHmethodonstereoaudiobyusingsuchcorrelation.Theoverviewofthe
proposedmethodisshowninFigure2.

Wewillembeddataintotherightchannel.First,welocatesmoothregionsoftherightchannelwith
inter-channelprediction.Andthen,insuchsmoothregions,wegeneratepredictionerror(PE)byintra-
channelprediction.Finally,watermarkisreversiblyembeddedbymodifyingthehistogramofthePEs.

3.1. Correlation Between Two Channels
Wefirstanalyzethecorrelationofinterchannelinstereoaudio.Wecalculatethecorrelationcoefficient
oftenstereoaudioclipsselectedindatabaserandomlywithEquation(22):

Figure 2. Framework of the reversible watermarking scheme
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whereXistheleftchannelsignalandYistherightchannel. N isthelengthofthestereoaudio.
ThecorrelationcoefficientsarelistedinTable1,whichshowsstrongcorrelationbetweenthetwo
channelsinmostaudioclips.

3.2. Prediction Model in Left Channel

InFigure3,thelengthoftheleftchannelsignalofthestereoaudioMisN and xi
L isaninteger.

Theleftchannelisjustpredictedtoselectthesmoothregionsintherightchannel.Thereisno
messagewillbeembeddedintheleftchannel.

Usually, xi
L

's  has strong local correlation with the context. So the local adjacent points
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Table 1. Correlation coefficient of ten audio clips

Figure 3. The left channel of audio M
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wherevp's arethepredictioncoefficients.Inthepredictionmodel,let k = 3 ,thatmeansasample
pointisestimatedbythepastthreesamplesandthefuturethreesamples.Thedifferencebetween
predictedvalue xi

L andactualvalue xi
L iscalculatedas:

e x xi
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i
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i
L� �  (24)

We use the least squares regression method to get the best prediction coefficient
vp p � � � �� �3 2 1 1 2 3, , , , , suchthat:
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and vp � � �� � �v v v v v v
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Weusetheapproximatevalue xi
L toreplace xi

L asshownin(27)sothatthedatacanbelossless
recoveredatthereceiverside:
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Accordingtotheleast-squaremethod,thebestpredictioncoefficientsaregivenby:

v X X w X yp p p p p� �� ��' '
1

 (28)

3.3. Payload Assignment
Weadaptivelyassignthepayloadsaccordingtothedegreeofsmoothnessoftherightchannel,which
is estimatedby the information from the left channel.With themethoddescribed inSubsection
predictionmodelinleftchannel,wecangetthePEsoftheleftchannelsuchthat:

E e e e e eL L L L
N
L� �� �1 2 3 4

, , , , ,  (29)

Wedefinethesetofthesmoothsamplesintherightchannelas:
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wheretrisathresholdandweselecttrasaninteger.Thesetof S R isthendividedintoaseriesof
subsetsaccordingtothedegreesofsmoothnesssuchthat:

l x j e jj
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i
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L� � � �{ |   1 } 1≤ ≤j tr  (31)

thesetof S R canberepresentedequallyas:
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Then,weusearandomlygeneratedmessagetodoatentativeembeddingineachsubsetl j
R using

thebasicmethodinsinglechannel,bywhichwecanestimatethecapacity c j andcorresponding

distortion d j ofthesubset l j
R .The c j isthenumberofembeddablewatermarkbits,and d j is

calculatedas(33):

d
x x

x
j

i

N
i
R

i
R

i

N
i
R

�
�� �

� �
�

�

�
�

1

2

1

2



 (33)

where x li
R

j
R∈ ,and xi

R
 isthesampleaftertentativeembedding.Withsuchmethod,wegetthe

estimatedcapacityineachsubsetdenotedas:
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andthecorrespondingdistortionsetdenotedas:
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Foragivenmessage length C ,partial sample subsetsareenough foraccommodate the
message. To get the optimal combination of subsets for C , we solve the following 0-1
programmingproblem:
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Theoptimalsolutionisdenotedas:

S l l lo
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o
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oh
R� �� �1 2

, , , ( )0 1 2� � ��� �o o oh tr  (37)

Finally,withthebasicmethodinsinglechannel,weembedmessageinto So
R inturnaccording

tothelocationintherightofaudioM.

3.4. Embedding Procedure
Therearesomeauxiliaryinformationshouldbeembeddedintothecoveraudio(therightchannelof
audioM)forextractionandrestoration.Theparameters t , So

R , uq
e and uq

o arenecessarytobe
embedded.Therequiredspaceiscalculatedasfollows:

1. Usually, 0 15< <t isenoughforthemethod,anditneeds4bits;
2. S l l lo

R
o
R

o
R

oh
R� �� �1 2

, , ,  ( )0 1 2� � ��� �o o oh tr . Usually tr = 40  is enough, and
thusweuse40bitstolabelwhichsubsetischosenforembeddingwiththebit“1”represents
selectedsubset;

3. uq
e anduq

o aredecimalsrangefrom-1to1,andtheyneed30bits.

Thetotalsizeoftheauxiliaryinformationis74bitswhichoccupiesonlyasmallamountof
samplesinaudioM.Toensureadequatespace,weusethelast80samplesintherightchannelof
audioMtoembedtheauxiliaryinformation.

Thedetailsofembeddingprocedurearestatedasfollows:

Step 1: Replace the LSBs of the last 80 samples in the right channel of audio M with
parameters t , So

R ,uq
e anduq

o ,andthentheLSBswillbereversiblyembeddedaspart
ofthewatermarkmessage.

Step 2:Selecttheoptimalembeddingsamples So
R intherightchannelofaudioMaccordingtothe

predictionerrorintheleftchannelofaudioM.
Step 3:Fortheselectedsamples So

R ,wecallthealgorithminSection2forembedding.

3.5. Extraction and Restoration Procedure
Intheextractingprocedure,ourpurposeistogetwatermarkmessagefromthemarkedaudioand
restoretheoriginalaudio.Thedetailsarestatedasfollows:

Step 1:Preprocessthemarkedaudio.Readthelast80samplesinrightchanneltogetthreshold t in
(17),chosenregion So

R in(37),coefficientsuq
e anduq

o .
Step 2:  Calculate the prediction value of lef t  channel and the prediction er ror

E e e e e eL L L L
N
L� �� �1 2 3 4

, , , , , .Determinetheembeddingregionaccordingto So
R .

Step 3:Recover ei
R
 ofrightchannelaccordingtouq

e anduq
o ,firstoddset,thenevenset.Extract

watermark andtheLSBusing(19)andrestoretheaudio M' using(21).
Step 4:UsetheLSBtoreplacethelast80samplesinrightchanneltogetoriginalaudio M .
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4. EXPERIMENTAL RESULTS

Inthetesting,weget4audiofilesforexampleinaudiodatabasetoevaluatetheperformanceofthe
proposedalgorithm.Uniformly,alloftheclipsarestandardstereoaudioandthesamplingfrequencyis
44.1k.Weintercept200000audiopointsfortheaudiofilesinordertoperformintuitively.Embedding
capacityandaudiodistortionaretwoimportantcriterionstobecalculated.Theembeddingcapacity
isrepresentedbytheamountofdataembeddedinaudio.Andthesignaltonoiseratio(SNR)isused
tomeasurethewatermarkdistortion:
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 (38)

Wecomparetheproposedalgorithmwiththreeexistingworkinreversibleaudiodatahiding
algorithm(Xiang,2017;Nishimura,2011;Xiang,2012)forclip08,16,53,70.Figure4,5,6,7show
theexperimentalperformanceoffouralgorithmontheexampleclips.

Figure8showstheaverageSNRof70audioclips indatabasefordifferentcapacity.
TheresultofthesemethodsarelistedinTable2.Wecanobservethattheproposedmethod
outperforms the existing work in reversible audio data hiding (Xiang, 2017; Nishimura,
2011;Xiang,2012).

Figure 4. Distortion comparison for clip 08



International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019

40

Figure 5. Distortion comparison for clip 16

Figure 6. Distortion comparison for clip 53
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Figure 7. Distortion comparison for clip 70

Figure 8. Average SNR for stereo audio database for different capacity
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5. CoNCLUSIoN

Inthispaper,weproposedareversiblewatermarkingalgorithmforstereoaudiobasedontheinter-
channel correlation.Themessage isonlyembedded into the right channelwhile theembedding
regionsaredeterminedwiththehelpofthesmoothnessdegreesintheleftchannel.Byexploring
suchinter-channelcorrelation,wecaneffectivelyavoidregionthatmayintroducelargemodification
costs.Experimentalresultsillustratethattheproposedmethodachieveslowerdistortionthanseveral
traditionalmethodsthatusesingleaudiochannel.
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Table 2. Average SNR for stereo audio database for different capacity

Capacity×104 1 2 3 4 5 6 7 8 9 10

Proposed 72.45 68.35 65.72 63.98 62.20 60.71 59.01 57.73 56.55 55.68

Lietal. 69.35 65.69 63.34 61.52 60.04 58.77 57.79 56.78 55.50 54.58

Akiraetal. 63.69 59.60 57.24 54.14 51.25 49.37 47.67 45.90 44.31 42.88

Xiangetal. 63.55 60.55 57.65 55.36 53.14 51.25 49.50 47.44 45.90 44.21
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