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ABSTRACT

Thisarticlepresentsanewmethodwhichembedsmultipledatafrommultipleusersinanencrypted
image.Here,thedatafromseveralusersisembeddedintoanencryptedimage.Initially,theimage
isencryptedbytheownerfollowedbyembeddingphase,wheretheencryptedimageisdividedinto
foursets.Twoofthemareusedtoembedthesecretdata,whileothersareremainunaltered.The
secretdata frommultipleusersareembedded intoMostSignificantBit (MSB)of theencrypted
imageusingtheirlocationmaps.Intheextractionphase,anindividualownercanextractthedata
fromtheencryptedimageusingtheassignedprivatekey.Subsequently,intheimagedecryptionand
recoveryphase,imagescanberecoveredusingtheunalteredneighborpixels.However,thesecret
imagecanberecoveredlosslesslyusingtheencryptionkeyonly.Theproposedschemeallowsthe
extractionoftheembeddedinformationonlyfortheauthorizeduseroutofseveraluserswithout
knowingthecoverinformation.Varioussimulationshavebeenmaderelatedtothis,whichshowthe
highembeddingrateandaccuracy.
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1. INTRoDUCTIoN

ReversibleDataHiding(RDH)isknownaslosslessanditisaschemewhichisthekeyelementin
manyapplicationsinthefieldofsecretcommunication,copyrightprotectionandcontentauthentication
ofdigitalmultimedia(Barni,Bartolini,Cox,Hernandez,&Perez-Gonzalez,2001;Tian,Zhao,Ni,
Qin,&Li2013).Reversibilityofsuchschememeanslosslesslyreconstructingtheoriginalimageas
wellasrecoveringthesecretembeddedinformationfromthecovermedia.

PrimarilyreversibledatahidingschemehasbeenproposedbyBarton(1997).Afterthatmany
otherRDHschemeshavebeenproposedandthosecanbefindintheopenliterature.Mainlythese
schemesareclassifiedintothefollowingthreecategoriessuchaslosslesscompression(Fridrich,
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Goljan,&Du,2001;Celik,Sharma,Tekalp,&Saber,2005),DifferenceExpansion(DE)(Tian,2003;
Hu,Lee,&Li,2009)andHistogramShifting(HS)(Ni,Shi,Ansari,&Su,2006;Xuan,Yao,Yang,
Gao,Chai,Shi,&Ni,2006).Losslesscompressionmeanstocompresstheoriginalmedialosslessly
andmakethespacetoembedadditionalinformationintoit,whichcanbesubsequentlyrecovered
losslesslyafterextractionofembeddeddata.DE-basedembeddingideawasinitiallyproposedbyTian
(2003)havinghigherhidingcapacitybutwithadisadvantageasitdegradesthequalityofrecovered
imagetoalargeextent.Improvementinthehidingcapacityandqualityofstego-imagecanbeseen
inmanysuccessiveschemes.Later,severalimprovedtechniquesforDE-basedembeddinghavecome
intoexistence.Theyincludeprediction,sorting(Kamstra,&Heijmans,2005;Sachnev,Kim,Nam,
Suresh,&Shi,2009)andlocationmapreduction(Hu,Lee,&Li,2009).HS-basedschemewasinitially
proposedbyNi(Ni,Shi,Ansari,&Su,2006)andproposedthealgorithmbythemissimplerthanDE
approachandrequireslesscomputationthanmostofotheralgorithms.Histogramshiftingmethod
usespeakandzero(ormaximumandminimum)binsinthehistogramoftheinputimagepixelvalues
andthen,maketheroomfordatahidingbyshiftingthebinintensitiesfrompeaktozeropoints.And
hidinginformationhasbeendonebymodifyingthepixelsassumingthepeakvalue.Moreover,HS
providesahighvisualqualityandmaintainsahighPeakSignal-to-NoiseRatio(PSNR).However,
thecapacitythatNi’salgorithmcanprovidemightnotbesufficientformostapplications,somany
scholarshavestudiedandtriedtoimproveNi’salgorithm.Intensitiesbetweenthemaximumpoints
toraisethehidingcapacityisusedby(Hwang,Kim,&Choi,2006),butthethresholdofembedding
capacityisnotsufficientforhiding.Chung,Huang,Yang,Hsu,&Chen(2009)comeoutwitha
methodusedindynamicprogrammingproceduretomaximizehistogramshiftingtoimprovethe
hidingcapacity.Hismethodincreasescapacityindeed,butithastwomaindrawbacks.Itissuitable
onlyforspecifictypesofimages.Furtheritneedsmuchexecutiontimewhichdependsonpairof
pixelsandzerobinsinhistogram.

However,ReversibleDataHidinginEncryptedDomain(RDH-ED)isalsomuchpopularfor
secretcommunicationandithasawideapplicationincloudcomputing(Shi,Li,Zhang,Wu,&Ma,
2016).Inthistechniquecontentownerencryptsthecovermediabeforesendingthecoverinformation
tothecloud.Thecloudownerwithoutknowingoriginalcontentofthecovermediacanembedthe
additionalinformation.Atthereceivers’side,bothadditionalembeddedinformationandoriginal
contentofcovermediaarerecoveredindividually.RDH-EDcanbeclassifiedintotwocategories(Shi,
Li,Zhang,Wu,&Ma,2016)asfollows.FirstoneisVacatingRoomBeforeEncryption(VRBE)(Ma,
Zhang,Zhao,Yu,&Li,2013),wherethecontentownerperformspreprocessingbeforeencryptionof
coverinformation.ThesecondoneisVacatingRoomAfterEncryption(VRAE)(Zhang,2011),where
thedatahiderperformsoperationsonencryptedcoverinformation.InZhang(2011),theoriginal
imageisencryptedbyastreamcipher,afterdatahiderdividestheencryptedimageintoblockswhere
eachblockisresponsibletocarryonebitofinformation.Flipping,threeLeastSignificantBits(LSB)
ofhalfofthepixelsintotheencryptedimageblocks.Furtherimprovementofthisapproach(Hong,
Chen,&Wu,2012)usestheside-matchschemetodecreasetheerrorrateofextractedbits.Zhang
(2012)proposedaseparablemethodwhere,somepartofencryptedbitsareresponsibletocarrythe
parametersandremainingpartincompressionbyLSBusingdatahidingkeytocreatespaceinorder
toaccommodatetheadditionaldata.Thereceiverhasthreeoptionswhichare,extractingtheadditional
datawiththehelpofdatahidingkey,recoveringsimilarimagebyusingencryptionkeyandlastlyif
thereceiverwantstorecoveroriginalinformationofcovermediawithoutanyerrorusingbothkeys.
Theproposedscheme(Zhang,2012)guaranteesanerrorfreedataextractionbutitisnotsuitablefor
highpayload.Further,Qian(Qian,&Zhang,2016)improvedpayloadcapacityandalsoshowsthat
thesecretdatacanbeembeddedintotheencryptedimagebyahistogrammodification.Afterthat
therearesomeotherschemesthatachievedmorepayloadcapacityandgainbetterimagequalityby
usingimagepreprocessing(Zhang,Ma,&Yu,2014).Recentlytherearesomeotherworksdonein
thefieldofRDH-ED(Yin,Luo,&Hong,2014;Qin,&Zhang,2015;Xu,&Wang,2016;Huang,
Huang,&Shi,2016;Wu,Shi,Wang,&Zhou,2017).
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Sharing information with multiple users in encrypted domain can be quite useful in many
applications,suchasmultipartysystemorleveledinformationsharingsystem,whicharequitepopular
incloudcomputing.Inmultipartysystem,eachuserisconcernedabouthispersonalinformationor
relevantinformationthatbelongstohim/her.Informationembeddingintoencryptedmediabythird
partyforspecificuserisaveryconsiderableresearchareainthefieldofreversibledatahiding.A
moreextensivecasecouldbeasituationwheretheembeddingofmultipledataformultipleusers
alongwiththeiruniquekeyintosinglecovermedia.Thisextendedideacouldbeusedtocategorize
agroupofpeopleincloudenvironment.

Thispaperproposesanovelideatoembedmultipledatainencryptedimageformultipleusers
alongwiththeirownpersonalkeys.Inourproposedmethodencryptedimageisdecomposedinto
foursub-partsindatahidingphase,twoofthesub-partsareunchanged,thususedforpredictionand
othertwosub-partsareresponsibletocarryadditionaldata.Thesetwo-subpartsarefurtherdivided
intothenumberofusers.Eachuser’sdataisembeddedseparatelyusingthecorrespondinguniquely
definedkey.Othercontributionofthismethodistoperfectlyrecovertheoriginalimagewithoutany
distortionbyusingencryptionkey.

Therestofthispaperisorganizedasfollows.TheproblemiselaboratedinSection2.Section3
showsthegeneralframeworkoftheproposedmethod.ExperimentalresultsareshowninSection4.
Section5givestheconcludingremarksandscopeofthefuturework.

2. MoTIVIATIoN

Inthissection,thenovelideaofourproposedframeworkiselaborated.Animageisencryptedby
contentownerandsenttothecloudwheretheprivatekeysaregeneratedbythecloudandshared
throughsomesecurechannelforeachuser.Withoutknowinganyinformationaboutoriginalcontentof
theimage,thecloudembedsthesecretinformationforthecorrespondingusersbyusingtheirprivate
keys.Eachuserisonlyauthorizedtoaccesshisinformationusinghisprivatekey(independentof
otherusers)withoutknowingtheoriginalcontentoftheimage.Atlast,theimageownercanrecover
theoriginalimagewithoutanydistortiononlybyusingtheembeddingkey.

Thescenariocanbesuitableforsharinginformationviacloudformultipleuserswhereeach
userhavehisownprivatekey(sharedbythecloud),thereforeenablingeachusertohaveaccessonly
tohisownpersonalinformationconsequentlymaintainingthesecurityandprivacybetweenusers.
AnillustrationoftheproposedideaisgiveninFigure1.Anapplicationofthisideamaybeseenin
nearfuturewiththebankingsystemsoperatingincloudenvironment.Heretheencrypteddataof
anaccountholdercanhavemultipleinformationembeddedintoit.Butanypartofthisinformation
canbeaccessedbyanyemployeeofthebankwhohasbeengrantedtheaccessbythecloudtothat
particularinformation.

3. PRoPoSED SCHEME

Theideaoftheproposednovelschemeisdividedintofourphases:imageencryption,dataembedding
formultipleusers,datarecoverycorrespondingtotheusers,andimagereconstruction,asdepicted
inFigure2.Initially,coverimageisencryptedbystreamcipherandsenttothedatahidingphase.In
the data hiding phase, data ( , , . . . , )D D D

k1 2
 are uniquely embedded using unique keys

( , , . . , )Key Key Key
k1 2

correspondingtoeachuser.Inthethirdphase,eachuserhashisownprivate
keyandlocationmaptherefore,byusingtheprivatekey,theusercanextracthispersonalinformation.
Thefinalphasereconstructstheimagewithoutanydistortionbyusingencryptionkey.

Intheimagereconstructionphase,eachuserhastwochoices,eithertoreconstructthefiltered
image with high PSNR value or perfectly reconstruct the original image. The idea of proposed
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Figure 1. Illustration of the idea

Figure 2. Sketch of proposed scheme
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schemeistoembedtheadditionalbitintomostsignificantbitsorthesecondmostsignificantbits
intoqualifiedpixel.

3.1. Image Encryption
AssumethatoriginalgrayscaleimagehassizeM N× ;eachpixelofimagefallinginto[0,255]is
representedby8bits.Thecontentownerof imagechanges theoriginal image intoplainbitsby
decomposingeachpixelconvertedinto8bitbyusingEquation(1).

b
O

u
i j u

i j

u, ,

, , , , . . . ,=
















=
2

0 1 2 7where  (1)

whereO
i j,

representthevalueofpixelatthe ith rowand j th columnfromtheoriginalimageb
i j u, ,

,
representseachofthe8bitscorrespondingtopixelvalueO

i j,
.Where1< <i M and1< <j N .�The

contentownerselectstheencryptionkeyk
i j u, ,

togeneratepseudorandombitusingastreamcipherfunction,
andencryptthebitstreamoftheoriginalimagebyapplyingXORoperationusingEquation(2).

e b k u
i j u i j u i j u, , , , , ,

, , ,...,= ⊕ =where 0 1 2 7  (2)

wherek
i j u, ,

representsthekeystreambit,e
i j u, ,

isthegeneratedcipherbit,and⊕ denotestheXOR
operation,bytheEquation(3)anencryptedversionoftheoriginalimageisgenerated.

E i j e
i j u
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, ,

= × −

=
∑ 2 1

0
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 (3)

3.2. Data Embedding
Inthedataembeddingphase,foreachuser,datahiderdoesn’tknowaboutoriginalcontentofimage,
beforeembeddingtheextrainformationbythedatahiderintoencryptedversionofimage,theborder
pixelsareexcluded.The remainingpixelsare responsible forcarrying theadditionaldata.After
excludingtheborderpixels,theremainingpixelsoftheencryptedimagearedecomposedintofour
subsetsnamelyE E E E1 2 3 4, , , byusingEquation(4).

E i j E i j

E i j E i j

E i j E i j
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1

2
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2 1 2 1

2 1 2

2 2 1

( , ) ( , )

( , ) ( , )

( , ) ( , )

= − −

= −

= −

(( , ) ( , )i j E i j=









 2 2

 (4)

where i M= 1 2 3 2, , , . . . , and j N= 1 2 3 2, , , . . . , .Thedecompositionofpixelscanbevisualized
inFigure3.Afterthedecompositionoftheencryptedimage,anyofthetwoalternatedecomposed
sets( )E E E E1 3 2 4 and or and areforbiddentochangewhiletheremainingtwoarequalifiedpixels
whichareresponsibleforcarryingtheadditionaldata.
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ThequalifiedpixelsarefurtherdividedintosubsetsofpixelsetasdepictedinEquation(5).The
numberofsubsetofpixelsetisequaltothenumberofusers.Thismeanseachuserhasitslocation
mapwherethesecretinformationisembedded.Thedatahiderembedssecretinformationuniquely
forindividualuserswiththeirpersonalkey.

S i i D k
k
= ={ | mod }  (5)

where  i p= 1 2 3, , , . . . , and p isthesizeoftwodecomposedpixelsets,S
k

isthesetoflocation
assigned touserkandD is thenumberofusers.According touser’sprivatekey,secretbitsare
encryptedtoembedintoMSBofthecorrespondinglocationmapforuserkasinEquation(6).

B d B d b S d P d
emb

m
k k

m( ) ( ) ( ( ) ( ))= − ∗ + ⊕ ∗− −2 21 1  (6)

whereB d
emb

( ) isthemodifiedencryptedpixelassociatedwiththedth bitoftheadditionaldata.
Herem=8ifthesecretbitisembeddedintofirstMSBandm=7ifthesecretbitisembeddedinto
secondMSB,bistheMSBoftheB d( ) pixel.S d

k
( ) isthesecretbitsand,P d

k
( ) isthekeyforuser

k ,hereweassumeprivatekeysizeofeachuser isequal tosecretbitsize.At last,bitsequence
replacedinencryptedimageforuserk inordertosamesequenceofpixels.Inthesameway,allthe
usersecretinformationembeddedatassignedsetoflocationspixel.

Example:Inthesecondphaseofdataembeddingforeachuser,supposedatahiderwantstoembed
thesecretinformationfortwousers ( , )U U

1 2
intheencryptedimageasshowninFigure4.

Lettheencryptedimagebeofsize 7 7× pixels.Ourmodelexcludestheborderpixels.And
remainingpixelwillbeusedtocarrythesecretinformation.Furtheritisdividedintofour
sets,inwhichtwosetsnamelyqualifiedencryptedpixelswillbeusedfordatahiding.The
remainingtwosetsalongwiththeexcludedborderpixelswillbeusedforpredictionduring
imagerecovery.Eachpixelwillbeusedforhidingonebitofdata.Letthequalifiedencrypted
pixelsberepresentedbyU

2

Figure 3. Decomposition of pixels
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S
1

234 214 123 145 114 210= { , , , , , } 

S = { , , , , , , , , , , , }.34 123214 65 123 80 145 63 114 230 210 196 

According to theproposedscheme, setofqualifiedpixelsaredivided into twosubsets,and
S

2
123 65 80 63 230 196= { , , , , , } asshowninFigure4.Letthesecretinformationforeachuserbe

1001and001.Notethatthedatahiderhastomodifythesecretinformationaccordingtothenumber
ofassignedpixels.Thisisduetothedifferencebetweentheoriginalsizeofsecretinformationand
theassignedsizeforeachuser.TheoriginalsizeofsecretinformationofU

1
isfour,isthreeandthe

assignedsizeforeachuserissix.
Secondstepfordatahider,thesecretinformationhastobemodifiedaccordingtotheassigned

locationforeachuser.Ifthebeginningbitofsecretinformationis0ithastoaddonesinthebeginning
ofthesecretinformationandequateitssizewithassignedsize.Ifthesecretinformationstartswith

Figure 4. An example of information embedding for two users
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1ithastoaddzeros.ThenewmodifiedsecretinformationforU
1

is001001andforU
2
itis111001.

Eachuserhas itsownpersonalkeywhich isgeneratedbydatahider at the timeof information
embedding.LetthegeneratedkeyforU

1
be101010andforU

2
be100011.Subsequentlyweapply

XORoperationbetweenmodifiedsecretinformationandrandomlygeneratedsecretkeyasfollows.

U
1

001001 101010 100011( )⊕ = andU
2

111001 100011 011010( ).⊕ = 

Finally,thedatahiderisreadytoembedsecretinformationforeachuserintotheassignedpixels.
EmbeddingisdonebyreplacingtheMSBofassignedpixelswithmodifiedencryptedsecretbit.The
encr ypted or ig inal  p ixel  sets  i s  replaced by the  embedded encr ypted p ixels
S

1
234 86 123 17 242 210= { , , , , , } andS

2
123 193 208 63 230 68= { , , , , , } .

3.3. Data Extraction for Each User

Inthedataextractionphase,eachuserhasit’sownprivatekeyP d
k
( ) andlocationmapwhichisshared

bydatahiderthroughanotherprivatechannelandsomeotherparameterslike � ,k D .Initially,with
thehelpoflocationmapeachuserfindsthesetsofassignedpixelrelatedtohim(forUser

1
assigned

pixelsisB
emb

)wherethedatahasalreadybeenembeddedindependentlyusingparameterDandkin
theembeddingphase.Thenecessaryinformationforeachusertoextractindividualsecretdatais
giveninTable1.EachuserneedsprivatekeyP d

k
( ) andpixelsetlocationforextractinghisindividual

secretinformation.UsingEquation(7)eachuserwillabletoextracttheembeddedinformationfrom
pixelsetlocationB

emb
usingitsownprivatekey.Here

S d
B d

p d
k

emb
m k

( )
( )

mod ( ),
( )

=



























⊕

−2
2

1
wheree and1 1< < ≤ ≤d L k D

k
 (7)

whereL
k

isthesizeofencryptedbitsforuserk.

Table 1. Necessary information for user to extract embedded data

Users Personal key Pixel set for user

User
1

P d
1
( ) B User

emb
( )Pixel set for 

1

User
2

P d
2
( ) B User

emb
( )Pixel set for 

2

User
3

P d
3
( ) B User

emb
( )Pixel set for 

3

⁞ ⁞ ⁞

User
D

P d
D
( ) B User

emb D
( )Pixel set for 
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3.4. Image Decryption and Recovery
In the image recovery phase, our proposed scheme is based on separable reversible data
hidingmethod.Although therearemanymethods to recover theoriginal imageperfectly
but theyrequiredbothembeddingkeyaswellasencryptedkey. Inourproposedscheme,
recoveryofimagecanbemadeintwodifferentwayswithvariationinquality,onlybyusing
an encryption key. First one gives good quality filtered image and second can perfectly
recoveroriginalimagebyusingthemethod(Wu,etal.,2014)whichusesembeddingofthe
extrabitsintoMSBofqualifiedpixels.

In this phase, the receiver needs to generate 8 M N×  pseudo random bits by using
encryptionkey k

i j u, ,
 to generate thekeymatrix.After that applyXORoperationbetween

corresponding pixels of embedded encrypted image and generated the key matrix to
reconstruct the image. This is called directly decrypted image. It already has embedded
information. In thisdirectlydecrypted imagewecan improve the imagequalitybyusing
median filter with good PSNR. In our proposed method we recover the original image
perfectly.HerewetaketheaverageoffourneighborforbiddenpixelsbytheEquation(8).
Asweknowthereexistcorrelationamongneighboringpixelsofnaturalimagesandbythis
factpixelscanbepredictedaccurately.D i j

1
( , )

D i j
D i j D i j D i j D i j

est
dec dec dec dec( , )

( , ) ( , ) ( , ) ( , )
=

+ + − + + + −1 1 1 1

4
 (8)

whereD i j D i j
est dec

( , ) ( , )  and  aretheestimatedvalueanddirectlydecryptedvaluerespectivelyof
thepixellocation ( , )i j .TwopossiblevaluesareachievedbychangingtheMSBoftargetedpixel,
eitherMSBwaschangedfrom0orfrom1.Iftargetedpixelbitwaschangedfrom0thenthevalueof
pixelmustbeD i j

0
( , ) otherwisevaluecalculatedintheEquation(9)andEquation(10).

D i j D i j b m
0

12( , ) ( , )= − ∗ −  (9)

D i j D i j b m m
1

1 12 1 2( , ) ( , )= − ∗ + ∗− −  (10)

TwopredictionerrorsE E
0 1
, areconsiderableascalculatedintheEquation(11)andEquation(12).

E D i j D i j
est0 0

= −( , ) ( , )  (11)

E D i j D i j
est1 1

= −( , ) ( , )  (12)

MinimalpredictionerrorD i j
min

( , ) isfavorabletobechosenasinEquation(13).Torecoverthe
originalimage,wereplacethedeterminedpixelD i j

min
( , ) directlyintodecryptedimage.

D i j
D i j if E E

D i j if E Emin
( , )

( , ),

( , ),
=

<
≥








0 0 1

1 0 1

 

 
 (13)
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4. EXPERIMENTAL RESULTS

Thissectionexplainsabouttheexperimentalresultsobtainedbytheproposedscheme.Twocommon
parametersviz.bitperpixel(bpp)andPeakSignaltoNoiseRatio(PSNR)areconsideredforanalyzing
theperformance.ThedistortionhasbeenmeasuredbyPSNRandaccordinglytheformulationof
PSNRisgivenas

PSNR
MSE

dB= ×10
255

10

2

log ( )  (14)

where

MSE
N M

O R
i j i j

j

M

I

N

=
×

−
=

−

=

−

∑∑1 2

0

1

0

1

( )
, ,

anddB isdefinedasdecibel. (15)

IntheaboveexpressionO
i j,

andR
i j,

denotetheoriginalimageandtherecoveredimageatpixel
location( , )i j respectively.IfonehasobtainedalargevalueofPSNRthenitshowsthattheconstructed
imageisofhighquality.

Twoseparateexperimentshavebeenconductedtovalidatethepresentscheme.Accordingly,in
thefirstexperimentstandardgrayscaleimageofLenawithsize512 512× pixelhasbeenconsidered
asshowninFigure5(a).Ithastakenasthemaintestimagetounderstandtheproposedscheme.In
theinitialphasetheimagehasbeenencryptedbythestreamcipherasgiveninFigure5(b)andafter
thatithasbeensentforthedatahiderphase.Inthedatahiderphase,datahiderembedstheextra

Figure 5. Experiment for Lena image (TIF Format): (a) Original Lena image; (b) Encrypted image;(c) Embedded encrypted image; (d) 
Directly decrypted image with PSNR=18.1000; (e) Recovered image using median filter;(f) Recovered image using proposed method
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informationintotheencryptedimageaccordingtotheusers,whichcanbevisualizedinFigure5(c).
Next,reconstructionphasehasbeenconductedandinthisphasetheimagehasbeendirectlydecrypted
andtheobtainedresultsareshowninFigure5(d).Usingmedianfilteronthedirectlydecryptedimage
onecanobtaintheFigure5(e).Finally,thecompleteoriginalimagehasbeenrecoveredasdepicted
inFigure5(f).

Inthedetailedoutcome,thetotalnumberofembeddingcapacityisdividedintothenumberof
users.Andeachuserhaslimitedspaceinencrypteddomaintoembedtheextrabits.Therearetwo
conditionstoembedtheextrainformationintotheassignedpixellocation.Inthefirstcondition,each
userhassamesizeofinformationfortheassignedlocationswhereasinthesecondconditiontheusers
havedifferentsizeofinformation.Inthesecondcasepaddingwiththesequenceofzerooronehasbeen
madewithrespecttothefirstbitofbitstring.Compensationhasbeenmadetoequatethenumberof
bitsinthebitstringtothenumberofbitsintheassignedbitslocation.Ifthefirstbitofextrainformation
is0thenpaddingwiththe1satthebeginningofthesequencehastobemadetoequalizethebitssize.
However,ifthebitstartsfrom1,paddingwith0satthebeginningofthesequencehastobemadeto
equate thebitssize.This phenomenon canbevisualized fromTable2.Let the sizeof imagebe
( )512 512× pixels.Itmeanstotalembeddingcapacityoftheimageis130050bitsafterexcluding
borderpixels.Let’ssupposetheexperimentisbasedontwousersviz.User User

1 2
and  .Andtheir

maximumembeddingcapacitysizecanbeconsideredas l
1
and l

2
where l l

1 2
6500= = bits.Each

userhasdifferentembeddingkeytoembedbits,withembeddingrate0.4959bitsperpixel(bpp).
Nextthesecondexperimentisbasedontheproposedseparablemethod.Hereacomparisonhas

beenmadewith(Wu,&Sun,2014)forthevalidationoftheproposedscheme.Wu(Wu,&Sun,2014)
performedtheexperimentconsideringtheairplaneimagetoembed40,960bitsbyseparablemethod
withembeddingrate0.1563bppandtheobtainedresultisshowninFigure6(a).

Hisexperimentshowsthatif theuserhasonlyencryptionkeythentheresultantimagelook
likeoriginalimagewithPSNR=32.38dB.Wu(Wu,&Sun,2014)requiresboththeembeddingand
encryptionkeystorecovertheoriginalimagewithoutanyerror.Hereitisworthmentioningthat
usingtheproposedmethodwehaveobtainedexactlythesameresultasWu(Wu,&Sun,2014).
However,inthepresentmethodratherthanusingboththeembeddingandencryptionkeys,onlyone
keyi.e.encryptionkeyhasbeenusedtorecovertheoriginalimagewithoutanyerror.Moreover,the
performancehasbeencomparedwithdifferentmethodsformaximumembeddingratewithlossless
recoveryasshowninFigure7.

Furthertheproposedmethodhasbeeninvestigatedusing10differentstandardgrayscaleimages
asshowninFigure8withhighestembeddingcapacityofimagesize512 512× pixels.InTable3
maximum embedding capacity, PSNR without filter, PSNR using median filter and PSNR with
proposedschemehavebeenshown.Adetailedcomparisonhasbeenmadewithdifferentexisting
methodsconsideringvariousfeaturesandtheobtainedresultsaregiveninTable4.Fromtheresults
itcanbeconcludedthattheproposedmethodperfectlyreconstructtheoriginalimagewithoutthe
embeddingformultipleusers.

Table 2. An example of bit sequence modification

Original bit sequence Modified bit sequence

User
1

User
2

User
1

User
2

01001110 10101000 ……11101001110 …..00010101000
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Figure 6. Experiment for airplane image (TIF Format): (a) original airplane image; (b) Encrypted image;(c) Embedded encrypted 
image; (d) Directly decrypted image with PSNR=18.0975; (e) Recovered image using median filter;(f) Recovered image using 
proposed method

Figure 7. The performance comparison of maximum embedding rate with lossless recovery different methods
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5. CoNCLUSIoN

Inthispaperanovelschemehasbeenproposedwhichisabletoembedmultipledataformultiple
users inanencryptedimagewithhighembeddingcapacity.Herethepresent techniquehasbeen
developedbasedonseparablemethod.Theintegralphasesofthisschemeincludeimageencryption,
dataembedding,dataextractionandimagerecovery.Inimageencryptionphase,imageisencrypted

Table 3. Performance analysis of proposed method ten different 512 x 512 standard test images

Test image Embedding 
frame size

Embedding 
capacity 

(bits)

Maximum 
embedding 
rate(bpp)

PSNR 
without 

filter

PSNR 
with 
filter

PSNR of proposed 
scheme

Lena 510*510 130050 0.4960 18.1000 37.2264 Infinity(i.e.
.lossless)

Splash 510*510 130050 0.4960 18.0257 37.4902 Infinity(i.e.
.lossless)

Plane 510*510 130050 0.4960 18.0975 38.0475 Infinity(i.e.
.lossless)

Peppers 510*510 130050 0.4960 18.0795 33.7314 Infinity(i.e.
.lossless)

Brain 510*510 130050 0.4960 18.0895 38.8709 Infinity(i.e.
.lossless)

Boat 510*510 130050 0.4960 18.0935 36.6686 Infinity(i.e.
.lossless)

Baboon 510*510 130050 0.4960 18.0563 24.5433 Infinity(i.e.
.lossless)

Camera
man 510*510 130050 0.4960 18.0056 35.3623 Infinity(i.e.

.lossless)

Goldhill 510*510 130050 0.4960 18.0616 31.0916 Infinity(i.e.
.lossless)

Lung 510*510 130050 0.4960 18.0916 37.0341 Infinity(i.e.
.lossless)

Figure 8. Test images used in the experiment
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bystreamcipherandsenttodatahider(cloud)toembedadditionalbitsintotheMSBoftheassigned
locationmap,correspondingtoeachuserwiththeirprivatekey.Indataextractionphase,usingprivate
keyandlocationmap,usercanextracttheadditionaldata.Intheimagerecoveryphase,imageowner
canreconstructtheoriginalimagejustonlyusingtheencryptionkey.Variousobservationshavebeen
madebyapplyingthepresentscheme.Alsoacomparisonhasbeenmadewiththeexistingworks.
Fromtheresultsonecanfindthepresentschemegiveshighembeddingcapacityandhighaccuracy
imagerecovery.Howeveritisworthmentioningthatthereisalwayssomescopeofimprovement
andpresentlytheauthorsareworkinginthesedirections.Hencethefutureworkaimstoimprovethe
presentschemebyassigningthelocationmapdynamicallyforeachuserandonecantrytoimprove
thepayloadcapacity.
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