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ABSTRACT

ThisarticledescribeshowtheexistingdistortionfunctionsforJPEGsteganographyallotsamecostfor
±1embeddingchanges.Becauseofthecorrelationofnaturalimage,however,changeswithdifferent
polaritiesmakedifferentinfluencesonimage.Therefore,theembeddingcostsfor±1embedding
changesshouldnotbeequivalent.Thisarticleproposesageneralmethodtodistinguishtheembedding
costsfordifferentpolaritiesofembeddingchangesforJPEGimageswiththehelpofreferenceimages
constructedbyblockartifactcompensation.TheoriginalJPEGimageisdecompressedintospatial
domainfirstly,andthentheblockartifactiscompensatedbysmoothingfilteringimplementedon
borderpixelsofeach8×8block.Afterthat,thecompensatedimagewhichismoresimilartothe
originaluncompressedimageisrecompressedintoDCTdomainandadoptedassideinformationto
guidetheadjustingofthegivendistortionfunction.Experimentresultsshowthataftertheproposed
methodisemployed,thesecurityperformanceofcurrentpopularJPEGsteganographicmethodsis
observablyincreased.
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INTRoDUCTIoN

Steganographyaimstotransmitdatasecretlythroughdigitalmediawithoutdrawingsuspicionby
slightly modifying cover data (Zhang, 2016). The early steganographic methods try to increase
the undetectability by decreasing the quantity of embedding changes (Fridrich & Soukal, 2006;
Zhang&Wang,2006;Zhang,Zhang&Wang,2008),orbymaintainingakindofstatisticalmodel
(Westfeld,2001;Phil,2003;Fridrich,Pevný&Kodovský,2007).Butthesemethodscannotachieve
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satisfactoryundetectabilityduetothelackofconsiderationaboutimagecontent.Withtheemergence
ofthesyndrometrelliscoding(STC)(Filler,Judas&Fridrich,2011)whichcanminimizeadditive
distortionbetweenthecoverandthestegoimageunderauser-defineddistortionfunctionwithagiven
payload,thesecurityperformanceofsteganographyhasbeengreatlyimprovedandthedirectionof
steganographyisturntothedesignofdistortionfunction.

A distortion function allots an embedding cost for each cover element and the embedding
costquantifies theeffect formodifying thecoverelement.Thedistortionbetweencoverand the
correspondingstegoobjectisexpressedasasumofcostsofmodifiedelements.Thereareamountain
ofexcellentdistortionfunctionsforspatialimages(Pevný,Filler&Bas,2010;Holub&Fridrich,
2012,Holub&Fridrich,2013;Li,Wang,Huang&Li,2014,Sedighi,Fridrich&Cogranne,2015)
orJPEGimages(Holub&Fridrich,2013;Guo,Ni&Shi,2014;Guo,Ni,Su,Tang&Shi,2015;
Wang,Zhang&Yin,2016).Mostofthesedistortionfunctionsallotasameembeddingcostfor±1
embeddingchanges.Butbecauseofthecorrelationofnaturalimages,changeswithdifferentpolarities
makedifferentinfluencesonanimage.Therefore,theembeddingcostfor±1embeddingchanges
shouldnotbeequivalent.So,theseexistingdistortionfunctionscanbeoptimizedbydistinguishthe
embeddingcostsfor±1embeddingchanges.

A general method to distinguish the embedding costs for different polarities of embedding
changesforspatial images isproposed in(Wang,Lv,Wei&Zhang,2016).Both thefluctuation
afterpixelsbeing+1or-1andthetextureofcoverimageareemployedtoadjustagivendistortion
function.Thisapproachmakesthefluctuationaroundmodifiedpixelsbecomemoresimilartothat
of their neighbourhoods. Thus, less detectable artifacts achieved. As JPEG is widely used, it is
meaningfultodesignasymmetricdistortionfunctionforJPEGsteganography.Someschemesare
designedfordistinguishtheembeddingcostfordifferentpolaritiesofembeddingchangesforJPEG
steganographywiththehelpofadditionalinformationsuchasspatialprecover(Denemark&Fridrich,
2015)ormultipleJPEGimagesofthesamescene(Denemark&Fridrich,2017).However,theneed
ofadditionalinformationmakestheseschemesimpracticableinrealworld.Uptonow,thereisno
asymmetricJPEGdistortionfunctionwithoutanyhelpofadditionalinformation.

Thispaperfirstlyproposesageneralmethodtodistinguishtheembeddingcostsfordifferent
polaritiesofembeddingchangesforJPEGimagesbycompensatingtheblockartifact.Theoriginal
JPEG image is decompressed into spatial domain, and then the block artifact caused by JPEG
compressioniscompensated.Afterthat,theimageisrecompressedintoDCTdomainandadopted
assideinformationtoadjustthegivendistortionfunction.Notethatthesideinformationisproduced
fromthegivenJPEGimage,notfromanyadditionalinformation.

PRoPoSED METHoD

ThesketchoftheproposedmethodisshowninFigure1.TheoriginalJPEGimageisdecompressedinto
spatialdomainfirstly,andthentheblockartifactiscompensatedbysmoothingfilteringimplemented

Figure 1. Sketch of the proposed method
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onborderpixelsofeach8×8block.Afterthat,theimageisrecompressedintoDCTdomainand
adoptedassideinformationtoadjusttheoriginaldistortionfunctioncalculatedbyexistingmethods.
Thedetailsareasfollows.

ForaJPEGimagesizedM×N,the(i,j)thquantizedDCTcoefficientisdenotedasc(i,j),where
i∈{1,2,…,M},j∈{1,2,…,N}.Thecostofmakinganembeddingchangeby+1or-1ofc(i,j)
aredenotedasρ+(i,j),ρ-(i,j),respectively.IncurrentJPEGsteganographicmethodsbasedonSTC,
ρ+(i,j)isalwaysequaltoρ-(i,j).Itmeansρ+(i,j)=ρ-(i,j)=ρ(i,j).

AfterJPEGdecompression,denotethegeneratedspatialimageasXandthe(i,j)thpixelx(i,
j).ThentheblockartifactinXcausedbyJPEGcompressioniscompensatedbysmoothingfiltering
implemented on border pixels of each 8 × 8 block using Equations (1) and (2). During JPEG
compression,theblockingprocessingintroduceshorizontalandverticalbreaksintoimages,which
isknownasblockartifact.Thesebreaksareparticularlyevidentonborderpixelsofeachblock.To
avoidintroducingnewbreaks,thesmoothingfilteringisonlyimplementedonborderpixelsofeach
8×8blocktocompensatetheblockartifact.

′ = ⊗X X F  (1)
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 − }isasetcontainingtheborderlocationsofeach8×8block.As

showninFigure2,thelocationsmarkedwithredcirclebelongtoD.
Thenthecompensatedspatialimage X̂ isrecompressedintoDCTdomainwiththesamequality

factorandadoptedassideinformationtoadjusttheoriginaldistortionfunctioncalculatedbyexisting
methods.Denotetherecompressed(i,j)thquantizedDCTcoefficientsasc i j

SI
( , ) .Theapproachto

adjustthegivenembeddingcostρ(i,j)isdescribedinEquations(4)and(5),
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whereparametera∈[0,1]beingusedtoadjusttheextentofmodificationmadeonρ(i,j).Thelogic
behindEquations(4)and(5)isthattheJPEGimagewithblockartifactcompensatedismoresimilar
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tooriginaluncompressedspatialimage.Itisadvisabletochangec(i,j)towardc i j
SI
( , ) ifthereisany

modificationneeded.Tofindtheoptimalvalueofa,someexperimentsarecarriedout,andthedetails
areasfollows.

TheimagedatasetUCID(Schaefer,G.,&Stich,M.2004)whichcontains1338uncompressed
colorimagessized512×384isemployed.Theseimagesaretransformedintograyscaleimagefirstly
andthencompressedintoJPEGwithqualityfactorQF=75andQF=95.TheerrorprobabilityPE
testedonJUNIWARD(Holub&Fridrich,2013)andUED(Guo,Ni&Shi,2014)withthesteganalysis
featureDCTR-8000D(Holub,V.,&Fridrich,J.2014)andensembleclassifier(Kodovsky,Fridrich,
&Holub,2012)isshowninFigure3.

ItcanbeseenfromFigure3thatthevariationbetweenPEandthevalueofaperformssimilar
tendencyfordifferentcases,andtheoptimalvalueofaisaround0.7andindependentofimagequality
factorsandsteganographicmethods.Therefore,thevalueofaisdeterminedas0.7forallJPEGimage.

EXPERIMENT RESULTS

To verify the effectiveness of the proposed distortion function optimization method, several
experimentsaredesignedinthisSection.

Experiment Setup
The imagedatasets employed inour experiments areUCIDwhichcontains1338uncompressed
colorimagessized512×384,andBOSSbassver.1.01(Bas,Filler&Pevný,2011)whichcontains
10000uncompressedgrayscaleimagessized512×512.TheimagesinUCIDaretransformedinto
grayscaleimages,andthenalltheimagesinUCIDandBOSSbassver.1.01arecompressedinto
JPEGwithqualityfactorQF=75andQF=95tobeadoptedascoversforexperimentcomparison.

Figure 2. Border locations of each 8 × 8 block
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PopularJPEGsteganographicmethodsJUNIWARD(Holub&Fridrich,2013),UED(Guo,Ni
&Shi,2014),andUERD(Guo,Ni,Su,Tang&Shi,2015)areemployedtotesttheeffectivenessof
theproposedmethod.AllthemethodsareworkedviaSTC.Thepayloadsrangefrom0.05to0.5bit
pernon-zeroACcoefficient(bpnzac).

In the phase of steganalysis, the most representative and optimal feature sets against JPEG
steganography,DCTR-8000D(Holub&Fridrich,2014)andGRF-17000D(Song,Liu,Yang,Luo
&Zhang,2015)areemployedinourexperiments.Andtheensembleclassifier(Kodovsky,Fridrich
&Holub,2012)isusedtomeasurethepropertyoffeaturesets.Indetail,halfofthecoverandstego
featuresetsareusedasthetrainingsetswhiletheremaininghalfareusedastestingsets.Thecriterion
toevaluatetheperformanceoffeaturesetsistheminimaltotalerrorPEunderequalpriorsachieved
onthetestingsets:

P
P P

E P

MD

FA

=
+









min FA

2
 (6)

wherePFAisthefalsealarmrateandPMDisthemisseddetectionrate.Theperformanceisevaluated
usingtheaveragevalueofPEover10randomtests.

Security Performance
WhentheproposedmethodisincorporatedinJUNIWARD,UED,andUERD,theupdatedmethods
JUNIWARD-P,UED-P,andUERD-Pareobtained respectively.Figure4andFigure5show the
comparisonsof JUNIWARDwith JUNIWARD-P,UEDwithUED-P, andUERDwithUERD-P
onUCID.AndthecorrespondingcomparisonsonBOSSbassver.1.01areshowninFigure6and
Figure7.Itisclearthatthesecurityperformanceofsteganographyisimprovedbyemployingthe
proposedmethod.Thisobservationatteststhattheapproachtoadjustdistortionfunctionproposed
inthispaperiseffective.

Figure 3. Parameter Optimization
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Numerically,forimagedatasetUCID,thePEforJUNIWARDcanbeimprovedby9.58%after
employingtheproposedmethodwhenpayloadis0.5bpnzacandQF=75withDCTR-8000D,8.84%
whenpayloadis0.4bpnzacandQF=75withGFR-17000D,and8.95%whenpayloadis0.2bpnzac
andQF=95withGFR-17000D.ForUED,theimprovementis5.16%whenpayloadis0.4bpnzac
andQF=75withDCTR-8000D,5.60%whenpayloadis0.3bpnzacandQF=75withGFR-17000D,
and7.18%whenpayloadis0.5bpnzacandQF=95withGFR-17000D.Onthewhole,theaverage
improvementonPEofJUNIWARDtestedonimagedatasetUCIDis3.60%,and2.91%forUED.

ForimagedatasetBOSSbassver.1.01,thePEforJUNIWARDcanbeimprovedby9.45%after
employing the proposed method when payload is 0.4 bpnzac and QF = 75 with DCTR-8000D,
7.64%whenpayloadis0.3bpnzacandQF=75withGFR-17000D,and10.79%whenpayloadis
0.5bpnzacandQF=95withDCTR-8000D.ForUED,theimprovementis4.96%whenpayloadis
0.2bpnzacandQF=75withDCTR-8000D,4.50%whenpayloadis0.2bpnzacandQF=75with
GFR-17000D,and5.50%whenpayload is0.5bpnzacandQF=95withDCTR-8000D.On the

Figure 4. Testing error for JUNIWARD, UED, and UERD on image dataset UCID with DCTR-8000D and ensemble classifier (a) QF 
= 75, (b) QF = 95

Figure 5. Testing error for JUNIWARD, UED, and UERD on image dataset UCID with GFR-17000D and ensemble classifier (a) QF 
= 75, (b) QF = 95
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whole,theaverageimprovementonPEofJUNIWARDtestedonimagedatasetBOSSbassver.1.01
is4.20%,and2.83%forUED.

Inaddition,itcanbeseenfromFigures4-7thattheimprovementonPEunderhighpayloadis
largerthanthoseunderlowpayload.Thereasonofthisobservationisrelatedtothedetectionerror
PEofsteganalysistoolswhichisaround50%underlowpayload.Since50%isthehighestvalueof
PEforbinaryclassification,itisdifficulttoincreasePEfurtherunderlowpayload.

CoNCLUSIoN

Thispaperfirstlyproposesageneralmethodtodistinguishtheembeddingcostfordifferentpolarityof
embeddingchangeforJPEGimageswiththehelpofareferenceimageconstructedbyblockartifact
compensation.TheundetectabilityofcurrentpopularJPEGsteganographicmethodsisobservably

Figure 6. Testing error for JUNIWARD, UED, and UERD on image dataset BOSSbass ver. 1.01 with DCTR-8000D and ensemble 
classifier (a) QF = 75, (b) QF = 95

Figure 7. Testing error for JUNIWARD, UED, and UERD on image dataset BOSSbass ver. 1.01 with GFR-17000D and ensemble 
classifier (a) QF = 75, (b) QF = 95
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increasedafterincorporatingtheproposeddistortioncostadjustmentmethod.Forfurtherstudy,it
issignificanttodesignuniversalasymmetricdistortionfunctionwhichcanbeusedforbothspatial
andJPEGsteganography.
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