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ABSTRACT

Thisarticleproposesanovelrobustreversiblewatermarkingalgorithm.Theproposedwatermarking
schemeisreversiblebecausetheoriginalimagecanberecoveredafterextractingwatermarksfrom
thewatermarkedimage,aslongasitisnotprocessedbyanattacker.Theschemeisrobustbecause
watermarkscanstillbeextractedfromwatermarkedimages,evenifitisundergonesomemaliciousor
normaloperationslikerotationandJPEGcompression.Itfirstselectstwocircles,whicharecentred
atthecentroidandthecentreofimage.Then,statisticquantitiesofthesetwocirclesareemployedfor
robustwatermarkembeddingbyalteringthepixels’value.Thesideinformationgeneratedbyabove
embeddingprocesswillbeembeddedasfragilewatermarksatanotherstagetoensuretherecovery
oforiginalimage.Experimentalresultsverifythehighperformanceoftheproposedalgorithmin
resistingvariousattacks,includingJPEGcompressionandgeometrictransformation.
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INTRoDUCTIoN

Reversiblewatermarkinghasbeenoneofthehottestresearchtopicsininformationhidingdomainover
thepasttwodecades.Unlikethetraditionalone(WangandZhu,2015),thistechniquecanextractthe
hiddendataandrecoverhostimagetobeitsoriginalconditionlosslessly.Thisreversibilityfeature
iswidelyusedinmilitary,medicalandothersensitivefields.Creatinganewspacebylosslessly
compressingonebit-planeofimagetoembeddatawasfirstproposedby(Fridrich,Goljan&Du,
2001).Tian(2003)proposedadifferenceexpansion(DE)algorithmbycalculatingpixeldifference
toaffordmorecapacity.Inaddition,prediction-errorexpansion(PEE)wasproposedbyThodiand
Rordriguez(2004).Theexistingreversiblewatermarkingalgorithms(Wang,Li,Yang&Guo,2010;
Li,Yang&Zeng,2011;Chen,Sun,Sun,Zhou&Zhang,2013;Li,Zhang,Gui&Yang,2013;Ou,
Li,Zhao,Ni&Shi,2013;Wang&Zhu,2015))aremostlybasedontheaforementionedDE,PEE
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andhistogramshift(HS)techniques.However,theyaredesignedforlosslessenvironment.Thatisthe
hostimagemustbetransmittedwithoutanyattackssuchasimagecompression,geometricattacks,
noiseetc.Otherwise,theembeddedinformationwillnolongerbeextractedexactly.

Aimingat theproblemabove,Vleeschouweretal. (Vleeschouwer,Delaigle&Macq,2003)
proposedarobustreversiblemethodagainstJPEGcompression.Byaspecialcircularinterpretation
ofbijectivetransformation,thismethodembedssecretdatalosslessly.Atthereceivingend,ifthe
hostdoesnoexperienceanyattacks,theembeddeddatacanbeextractedcorrectlyandthehostcan
berestoredtobethesameastheinitialstate.Besides,thehiddendatacanbestillextractedaccurately
afterJPEGcompressiontosomeextent.Henceforth,wecallsuchtechnologyasrobustlosslessdata
hiding.ThedrawbackofVleeschouweetal.’salgorithmisthatitmaygeneratesalt-peppernoise
andspoilthevisualqualityofhostimage.In2008,Nietal.(Ni,Shi,Ansari,Su,Sun&Lin,2008)
presentedarobustlosslessalgorithmbasedonstatistichistogrammodification.Theperformanceof
Nietal.’smethodregardingPSNRandrobustnessismuchbetterthantheaforementionedone.Then,a
similarschemewaspresentedbyLi(2012).Besidesthesetwoschemescarriedoutinspatialdomain,
aframeworkfordistortion-freerobustimageauthenticationwasproposedbyColtuc(2007).This
generalframeworkembedsrobustdatainfrequencydomainandfragileonesinspatialdomainwith
twostages,whichprovidesinspirationtoourworkinthispaper.Liuetal.(Liu,Ju,Hu,Ma&Zhao,
2015)adoptedanintra-predictionmodeltoembeddataintointegerDCTcoefficientsinfrequency
domain.Gaoetal.(An,Gao,Li,Tao,Deng&Li,2012)providedarobustreversibleframeworkbased
onclusteringandwavelettransformation.However,intheseaboverobustlosslessschemes,themost
focusofrobustnessisresistingtoimagecompression.Littleattentionispayedtogeometricattacks
suchasrotation,scaleandtranslation(RST).

TogetrobustnessforRSTattacks,weprovideanovelrobustreversiblewatermarkingalgorithm
basedonColtuc’sframework.Thewatermarkisembeddedintothecircleareas,whichcentredat
thecentroidandthecentreofhostimage.Asaresult,wecanachieverobustnessagainstrotation
and other image geometric transformations. Furthermore, because the side information used for
recoveringhostimageisalsoembedded,theproposedwatermarkingalgorithmownsreversibility
inlosslessenvironment.

Therestofthispaperisorganizedasfollows.Section2givesapreliminaryabouttherelated
workofarobuststatistic,relationofcentroidandcentre.InSection3,ourproposedwatermarking
algorithmisintroducedindetail.TheexperimentalresultsaregiveninSection4,followedbythe
conclusioninSection5.

PReLIMINARy

Intheliterature,watermarkingrobustnessisusuallyguaranteedbygeneratingsomestatisticalquantities
oftheimage.Thispaperadoptsaspecialstatisticofcircleintheimagetoembedrobustinformation.
Forresistingmoretypesofattacks,positionofthecircleforwatermarkingisalsodiscussedinthis
Section.

Robust Statistic in a Circle
For agiven image,wechoose a circle from image likeFigure1.The robustwatermarkwill be
embeddedinthiscirclebychangingthepixelsinit.

Inthecircle,thereisanevennumberofpixelsandthenumbersvariesfromdifferentradius.In
addition,thecirclewillbesplitintoapairofsubsetsasshowninFigure2(a)andFigure2(b).Subset
Aconsistsofpixelsmarkedby“+”whilesubsetBconsistsofpixelsmarkedby“-”.Thenastatistical
quantity,i.e.thearithmeticaverageofdifferencebetweenAandB,denotedbyαiscalculatedby
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whereai∈A,bi∈B,nisthenumberofelementsofsubsetA/B,whichisequaltohalfofpixels’number
inspecifiedcircle.

Notethatneighboringpixelsusuallyhavestrongcorrelationfromeachother.Sothedifference
αisarandomvariablewithzeromean.Eventhehostimagehasbeenundersomeattacks,αisstill
tendingtozero.Ifwechangeαtomakeitfarawayfromzero,arobustwatermarkcanbeembedded.

Figure 1. A selected circle in gray image ‘Lena’

Figure 2. Selected circle with different radius. When radius of circle is rotated to 45º, the number of pixels on the segment is the 
length of radius. 2 centre-diagonal means that there is 2 pixels on the diagonal radius (a) Radius=2 centre-diagonal (b) Radius=3 
centre-diagonal
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Forinstance,wealtergrayvalueofthepixelsmarkedby“+”asshowninFigure2.Eachpixeladdsa
variableβtoitsgrayvalue,andαwillbeturnedintoα+β.Withlargeenoughβ,theabsolutevalueof
differenceofcircleaccordingtoformula(1)willbelargerthanathresholdevenundersomeattacks.

Relation Between Centroid and Centre
Asmentionedabove,mostexistingschemeslike(Vleeschouwer,Delaigle&Macq,2003;Ni,Shi,
Ansari,Su,Sun&Lin,2008;Li,2012;Coltuc,2007)focusedonrobustnessforimagecompression.
Eventhoughthehosthasbeencompressed,thedifferencebetweenpixelsismaintainedtosomeextent.
Butthesestatisticsareunstableforgeometricchangesforanimage.Forinstance,ifthehostimageis
rotated,thegrayvaluesofthepixelsinthecircleswillbechangedbecauseofinterpolation.I.e.,the
valuewillbemodifiedtoneighboringpixels.Hence,evenifarobustdatahasbeenembedded,the
alterationofsomepixles’valuemaybeerased.Thefartherawayfromcentreofrotationis,themore
likelytobeerased.Andthedifferencestatisticwillnotreflectwhetherthewatermarkembeddedornot.

Circlewithappropriateradiusisusedinthispaper,whichconsistsofpixelsnearertothecentre
tomakesurethedifferenceαsmall.Forimagecompression,rotationandscaleattacks,therelative
positionofthecentreinanimageisnotchanged,whichmeanspixelsaroundthecentrearequite
similar to theoriginalones.Butfor translation, thepixelsaroundcentrearechangedandcannot
beusedtocalculatethestatisticanymore.Inthiscase,thecentroid,namelycentreofmassofthe
hostimageisemployed.Therelativepositionofcentriodinanimagewillnotshiftedgreatly,which
meansthecircleofcentroidisretainedinsomedegreeafterattacks.Hence,thehiddendatacanbe
extractedbycentroid’scircleaftertranslation.Thispaperadaptstwocentrepointstoembeddedrobust
data.Itfirstlygainstwovaluesα1,α2ofcirclesofcentreandcentroidaccordingtotheformula(1)
separately.Thenifitneedsembeddingadata,thequantityβisgoingtobeemployedtochangeα1
andα2accordingSection2.1,otherwise.

Inanimage,thepositionofimagecentreandcentroidmaybedifferentorbesimilar.Referto
Figure3(a)-Figure3(d),therearefourscenarios:(a)twocircleshaveoverlappingportionsandthe
centroidisintheleftofcentre(b)twocircleshaveoverlappingportionsandthecentroidisinthe
rightofcentre(c)twocircleshasnooverlappingportions(d)twocirclesareoverlappedcompletely.
Onceweembedarobustwatermark,thepixelsinthecircleofcentrearefirstaltered.Then,incase
(a)andcase(b),therestnon-overlappingareawillbechangeddifferentlyaccordingtotheposition
oflastorfirstoverlappingpixelineachrow.Incase(c),thecircleofcentroidwillbeoperatedthe
sameasthecircleofcentreagain.Case(d)withoutanyalteration.

THe PRoPoSeD SCHeMe

Robust Watermark embedding
Toembedrobustwatermarkintoanimage,circleofcentre,denotedbyC1,isdividedintotwosubsets
A1andB1.RefertoFigure2,A1consistspixelsmarked“+”,B1otherwise.

First,thealterationofpixelsinthecircleofimage’scentreisgivenby

c
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whereci∈C1,i∈[1,m],misnumberelementsofC1.
Forcircleofcentroid,denotedbyC2,therelationshipofabovetwocircleswillbediscussedby

Figure4.Case(c)andcase(d)havegiventheschemeinSection2.2,soonlycase(a)andcase(b)
willstatebelowindetail.
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Incase(a),wefindthefirstoverlappingpixelfromeachrowandmarkitby“+”.Then,we
marktheotherpixelsinthenon-overlappingportionofcentroid’scircleonbackwardinference
methodasshowninFigure4(a).Incase(b),thelastoverlappingpixelfromeachrowismarked
by“-”,andothernon-overlappingpixelsaremarkedasshowninFigure4(b).Finally,thegray
valuesof themarked“+”pixels in thenon-overlappingportionofcentroid’sareaareadded
withβascentre’sarea.

Afterchangingallthepixelsmarkedby“+”,arobustdatahasbeenembeddedintothehost
image.Andthedifferencesα1,α2ofcirclesofcentreandcentroidarebothlargerthanathreshold.

Figure 3. The relative position of centre of mass and the centre of the circle. Circles centred at centroid and centre of host image 
are partially overlapping in case (a) and (b). The non-overlapping pixels will be altered according the first or last overlapping 
pixel. In case (c), two circles are non-overlapped absolutely. They will both be changed according to Section 2.2 at the same 
time. In case (d), two circles are overlapped completely and only need changing one (a) Circle of centroid is in the left (b) Circle 
of centroid is in the right (c) Two circles without same pixels (d) Centriod is overlapping with Centre Zone

Figure 4. Subsets marked by “+” and “-” with different position of centre and centroid (a) Centroid is in the left (b) Centroid is 
in the right
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Side Information embedding
Along with embedding robust watermark, side information for recovering host image has been
generated.Inmanyexistingschemes,theremustbeanotherchanneltosharethesideinformation
betweensenderandthereceiver,whichaddssecurityrisks.

Inourproposedalgorithm,theoriginalcoordinateofcentroid,shiftingquantityβandoverflow/
underflowinformationaresideinformation.

Coltuc(2007)proposedembeddingrobustdataandsideinformationintwostages,this
special framework is also suitable for our scheme. We will losslessly compress the side
information and adopt histogram expanding and shifting technology to hide these data as
fragilewatermarks.Inotherwords,thesedatacanbeextractedlosslesswithoutanyattacks
andusedtorecoverhostimage.

Thepeakpointofimagehistogramprovidesenoughcapacityforhidingsideinformation.Refer
toFigure5,assumingthepeakpointislocatedatp.Forexample,pequalsto128.Itmeansallthe
pixelsequaltopcouldbeemployedtoembedfragiledata.Sideinformationislosslesslycompressed
tobeabinarybitsequencefirstly.Andthissequencewillbeembeddedonebyone.Fromthefirst
pixel(top-leftoftheimage),wecheckitsvalue.Ifthepixelissmallerthanp,wemakenochangeon
it.Ifitisequaltop,wechangeitsvaluetop+b,wherebisthecurrentbittobeembedded.Andif
itislargerthanp,wechangeitsvaluetop+1asshowninFigure5.Ifonepointpisnotenough,the
moresuchpointsshouldbeemployed.Foragivenimage,denotebyIr,whichhasembeddedrobust
watermark,thefragilewatermarkingembeddingprocessisgivenby
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wherei∈[1,m1],i∈[1,n1],m1×n1isthesizeofmatrixIr.

Solving the overflow/Underflow Problem
Asweknow,afterseriesofactiontotheimageinembedding,somepixels’grayvaluemay
beoutof thegrayrange.Truncationis introducedafterrobustwatermarkingembeddingin
thispaperby

Figure 5. Histogram of fragile watermarking embedding process (a) Original histogram (b) Embedded histogram
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The difference between the original and truncated Ir and location of pixels that gray value
equalto255willbeaddedintosideinformation.Fromequation(3),pixelsingrayvalue255arenot
changed.Itishighlyconfusedwithoriginalonesin254intherecovery.Byextractedsideinformation
oflocationinoriginal255,wekeeptheselocatedpixelsintact,andshiftothers’valuefrom255to
254duringtherecovery.

Watermark extraction and Host Image Recovery
Extractionisthereverseprocessofembedding.Ifthehostimagehasbeenexperiencedattacks,we
cannotrecovertheoriginalone.Sowejustextractedtherobustwatermark.Twocirclescentredat
imagecentreandcentroidaregotbythewaygiveninSection2.Besides,twonewdifferencestatistics
α3,α4arecalculatedaccordingformula(1).Theα3representsdifferenceofcentre’sarea,andtheα4
representsdifferenceofcentroid’sarea.Iftheattackiscompression,rotationorscale,weextracted
datafromα3byjudgingifitislargerthanathresholdTornot.Iftheattackistranslation,robust
watermarkcanbeextractedfromα4.

Whenthehostisnotunderanyattacks,wecanrecovertheimagetobeitsoriginalcondition.
Bytheinverseofequation(3),thesideinformationisattained.Sideinformationconsistsoforiginal
coordinateofcentroid, theshiftquantityβ,overflow/underflowinformationandsoon.First, the
imagecanberecoveredtorobustwatermarkedimageaccordingtooverflow/underflowinformation.
Thenwecalculatedthedifferenceα3,whichrepresentsdifferenceofcentre’sarea,tojudgewhether
therobustwatermarkembeddedornot.Ifnot,thehostimagehasbeenrecoveredandhasnorobust
watermark.Ifrobustwatermarkhasbeenembedded,bythecoordinateofcentroidfromtheside
information,therelationshipbetweenoriginalcentroidandcentrewillbeestablished.Therefour
relationshipsasshowninFigure3.Ineithercase,thegrayvaluesofpixelsmarkedby“+”minusβ
andthevaluesofpixelsmarkedby“-”keepintact.Finally,theoriginalhostimagehasbeenrecovered.

eXPeRIMeNTAL ReSULTS

experiment Setup and evaluation Criteria
AsshowninFigure6,sixgrayscaleimagessized512×512areemployedtotestperformanceinour
experiments.Thevisibilityofhostimagewillbeaffectedbyalterationofpixels’grayvalue.The
greaterthemodificationis,themoredistortionleavingintheimage.PeakSignal-NoiseRatio(PSNR)
showstheobjectivedistortionbetweenmarkedimageandoriginalone.Wewilladoptthisparameter
tomeasureimperceptibilityofimage.

Forrobustnessofthisalgorithm,wewillcomparethestatisticαcalculatedbyformula(1)
ofwatermarkedimagewiththeinitialone’s.If theabsolutevaluesofαofwatermarkedimage
aregenerallylargerthantheinitialone’s,itshowsthatwehaveextractedtheembeddedrobust
watermarksuccessfully.

Robustness and Imperceptibility Testing
SinceweadoptColtuc’sframeworkinthispaper,thesideinformationwillbeembeddedasfragile
watermarks at the second stage after robust watermarking embedding. If the capacity of side
informationisveryenormous,theinformationmaynotbeembeddedinthehostimagecompletely.
Inaddition,theimagevisualqualityandrobustnesswillalsosharplydecrease.
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Thesecond row inTable1gives thevolumeof side information in six images.The largest
volumeis630bitsinimage‘Baboon’.Aseachhostimagesized512×512has262144pixels,wejust
needchangelessthan0.3%pixels’grayvaluebyonegreylevelaccordingabovesideinformation
embeddingprocess.Thisslightalterationhaslimitedinfluenceonimperceptibilityandrobustness
ofthehostimage.

ThethirdrowinTable1reflectstheimperceptibilityofhostsbytheparameterPSNR.PSNRs
ofsixgrayimagesasshowninTable1aregreaterthan50dBandtheradiusofcircleistwocentre-
diagonal,whichoftensuggest that imagevisualquality isquitegood.Andwechoosethreehost
imagestomakeacomparisonbetweeninitialimageandmarkedimageinFigure7.Texturefeatures
ofthesethreeonesarerepresentative.Thedistortionismuchminorbecausethelessnumberofaltered
pixelsinthewholehostimage.

Sincethehostimagecanberecoveredandwatermarkscanbeextractedwithoutanyerrorsin
losslessenvironment,wemostlyfocusonrobustnesstestofwatermarkunderdifferentattacks.Under
JPEGcompression,rotationandscaleattacks,thedifferencestaticsα1andα3ofcirclescentredatthe
centreofimagecalculatedbyformula(1)aredifferent,whichoriginalimage’squantityα1isclose
tozerobutmarkedimage’sα3ismuchgreaterthanit.

Tables2-5showtherobustnessofthisschemeunderdifferentattacks.InTable2,theabsolute
valueofdifferencecanbekeptgreaterthaninitialoneevenundercompressionqualityfactor
50.Andthisfeatureisalsomaintainedunderrotationwith30ºandscaleattackwithfactorfrom
1.1to1.2asTable3andTable4shown.Forexample,inTable2,theinitialdifferenceofimage

Figure 6. Test images: six standard grayscale images sized 512×512 (a) Lena (b) Elaine (c) Baboon (d) Airplane (e) Lake (f) House

Table 1. Volume of side information and PSNRs of six grayscale images with shifting quantity β=30, radius=2 centre-diagonal

Image Lena Elaine Baboon Airplane Lake House

Volumeofside
information(bits) 118 150 630 118 118 118

PSNR(dB) 50.78 51.27 50.89 54.32 50.66 53.95



International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019

108

Figure 7. Original (up) and robust-reversible (down) watermarked images (a) Original ‘Lena’ (b) Original ‘Baboon’ (c) Original 
‘Airplane’ (d) Marked ‘Lena’ (e) Marked ‘Baboon’ (f) Marked ‘Airplane’

Table 2. The difference statics of circle centred at centre of host image under JPEG compression with different factors from 50 
to 100, radius=2 centre-diagonal, the last column in the initial arithmetic difference before embedding

JPEG factor 100 90 80 70 60 50 Initial difference

Lena 29.50 27.88 18.25 16.88 11 2.75 -1.125

Elaine 30.50 31.13 26.13 23.63 27.13 11 -0.875

Baboon 31.38 29.13 25 27.38 26.13 15.13 1.375

Airplane 31.50 29.88 22.38 17 10.38 6.25 0.5

Lake 39 37 43.88 29.63 21.88 21.13 8.875

House 32.13 31.25 24.13 15.63 18.76 10.5 2.125

Table 3. The difference statics of circle centred at centre of host image under rotation with different degrees from 5º to 30º, 
radius=2 centre-diagonal

Rotation 
Angle

5º 10º 15º 20º 25º 30º Initial difference

Lena 29.50 29.50 29.50 18.38 14 15.75 -1.125

Elaine 30 30 30 13.38 2.75 1.63 -0.875

Baboon 31.38 31.38 31.38 13.88 6.63 4.25 1.375

Airplane 31.38 31.38 31.38 19.50 12.38 13.38 0.5

Lake 38.88 38.88 38.88 23.75 17.88 18.75 8.875

House 32.13 32.13 32.13 16.63 8.63 10.50 2.125
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‘Lake’is8.875,andthedifferenceturnstobe21.13to39underdifferentJPEGcompression
withfactorsfrom50to100.Wefindthat21.13islargerthan8.875.Itmeansthattherobustness
isstillretainedunderJPEGcompressionwithfactor50.InTable3,differenceofimage‘Lake’
is18.75under rotationwith30º,which is still larger than8.875.Sowe still canextract the
embeddedrobustwatermark.

However,wealsofindthat,thehigherattackingdegree,thefasterdeclineofthedifference.In
Table4,thedifferenceofimage‘Lake’is23.61whenthesizeoftheimageisaddedby20percent
oforiginalone.Thevalueshowsthat,therobustwatermarkcanbeextracted.Butwhenthescaling
ratioexpandsto1.3timesoftheoriginalimage’ssize,thedifferenceis7.99,whichislessthan8.875.
Atthistime,theexistenceofrobustwatermarkcannotbejudged.

Fortranslationattack,thecoordinatesofpixelsinthehostimagehasbeenchanged.Sothecircle
ofcentreintheattackedimageismuchdifferentandpixelsintheseareascannotbeusedtotestrobust
watermark.Hence,thecentroidofimageisappliedatthismoment.Andthestaticisα4calculated
byequation(1),whichisthedifferenceofcentroid.Table5showstherobustnessundertranslation.
Thelessshiftingofimageis,thehigherpossibilitytoextractrobustwatermark.

FromTable2toTable5,itshowsthehighrobustnessespeciallyunderrotationattack.Thisis
becausethestatisticalpixelsaresurroundingthecentreofimageandmuchlesslikelychangedwith
differentrotationangle.Andsideinformationismuchlessandcannotinfluencerobustness.

Comparative experiment
Wecomparesomestate-of-the-artschemes(Ni,Shi,Ansari,Su,Sun&Lin,2008;Li,2012;Coltuc,
2007)withourproposedoneintheaccuracyofextractedrobustwatermarkunderrotationandusing
image‘Lena’,andthepayloadofrobustwatermarkisonebit,asshowninTable6andTable7.

Table 4. The difference statics of circle centred at centre of host image under scale attack with different scaling times, radius=2 
centre-diagonal

Scale factor 0.8 0.9 1.1 1.2 1.3 Initial difference

Lena -13.86 -5.82 14.35 10.63 0.126 -1.125

Elaine -18.14 -5.57 13.55 9.76 0.14 -0.875

Baboon -10.81 -4.79 14.94 10.68 1.02 1.375

Airplane -12.77 -6.57 15.41 10.89 -0.04 0.5

Lake 5.73 4.48 23.61 18.61 7.99 8.875

House -9.98 -3.90 19.12 16.65 2.52 2.125

Table 5. The difference statics of circle centred at centroid of host image under translation with different shifted coordinates, 
radius=2 centre-diagonal

Translated 
coordinate

(-1,0) (0,1) (1,2) (2,0) Initial centroid’s 
difference

Lena 24.38 -34.63 16.75 13.63 0.75

Elaine -7.3 24.63 -14.75 6.25 6.25

Baboon 13.50 23.25 26.50 16.75 4

Airplane 22 19.88 24.25 17.63 -0.5

Lake 31.38 14.75 28.75 14.25 10.625

House 13 -8.63 18.88 9.75 -2.875
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WecompareNi’s(2008),Li’s(2012)andColtuc’s(2007)withproposedschemebyembedding
onlyonebitrobustwatermarkinimage‘Lena’.Butthesethreeschemescanembedmultiplerobustbits
bydividedimageintomanynon-overlappingblocks.Iftheerrorratesofrobustwatermarkaremuch
lowenough,errorcorrectioncodesuchasBCHcodecanbeusedtoensureembeddingseveraleffective
robustwatermarks.Table8showstheerrorratesofNi’s(2008),Li’s(2012)andColtuc’s(2007)
underattackofrotationafterembedding4096bitsrobustwatermarks.Whenthedegreeofrotation
isgreaterthan1º,theerrorrateislargerthan36.96%whichismuchhigherthanminimumbiterror
rate.Forinstance,BCHcodecanonlycorrecterrorrateatmost24.71%byBCH(255,9,63).Itmeans
thatthesethreeschemescannotembedoneeffectiverobustwatermarkunderattackofrotationwith
degreesgreaterthan1º.

Theresultsshowthatourproposedalgorithmhasbetterrobustnessundergeometricattacks
suchasrotationandscalewithhigherPSNR.This isaeasilyneglectedpointbutaubiquitous
phenomenon during the image transmission in reality. It affords a new way to deal with that
probleminthispaper.

CoNCLUSIoN

Inthisarticle,weproposedanewrobustreversiblewatermarkingalgorithm.Robustwatermarkand
sideinformationareembeddedintwostagesseparately.Twocircleareaswithdifferentcentresare

Table 6. Comparison between the proposed scheme with Ni’s(2008), Li’s(2012) and Coltuc’s(2007) under attack of rotation with 
different degrees, radius=2 centre-diagonal, the symbol of tick shows that robust watermark can be extracted correctly

Rotation Angle 0.1º 0.5º 1º 5º 10º 20º PSNR(dB)

Ni’s(2008) √ × × × × × 45.12

Li’s(2012) √ × × × × × 42.11

Coltuc’s(2007) √ √ × × × × 19.11

Proposed √ √ √ √ √ √ 50.78

Table 7. Comparison between the proposed scheme with Ni’s(2008), Li’s(2012) and Coltuc’s(2007) under attack of scale with 
different scaling times, radius=2 centre-diagonal, the symbol of tick shows that robust watermark can be extracted correctly

Scale factor 0.8 0.9 1.1 1.2 1.3 PSNR(dB)

Ni’s(2008) × × × × × 45.12

Li’s(2012) × × × × × 42.11

Coltuc’s(2007) √ √ √ √ × 19.11

Proposed √ √ √ √ × 50.78

Table 8. Error rates of Ni’s(2008), Li’s(2012) and Coltuc’s(2007) under attack of rotation with different degrees after embedding 
4096 bits robust watermarks

Scale factor 0.1º 0.5º 1º 5º 10º 20º

Ni’s(2008) 6.88% 22.07% 36.96% 50.54% 49.46% 49.02%

Li’s(2012) 0% 34.30% 43.60% 49.76% 49.93% 50.24%

Coltuc’s(2007) 1.71% 50.51% 50.66% 49.41% 48.61% 48.24%



International Journal of Digital Crime and Forensics
Volume 11 • Issue 1 • January-March 2019

111

employedtoensurerobustnessunderdifferentattacks.Experimentalresultshaveshowngoodvisual
qualityofimageafterembeddingdata.Androbustnessoftheproposedschemeisbetterthanothers
especiallyunderrotationandscaleattacks.Finally,thelesscapacityofsideinformationcanhelpthe
hostimagetoberestoredwithoutanydistortioninlosslessenvironment.

Inourfuturework,wewillfurtherenhancetherobustnessunderscaleandtranslationattacks
withhigherdegreetoensurehighlyrobustperformanceinanintegratedRSTattackingsystem.
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