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ABSTRACT

Thisarticledescribeshowtoprotectthesecurityofcloudstorage,aprovabledatapossessionscheme
basedonfull-nodesofanAVLtreeformultipledatacopiesincloudstorage.Intheproposedscheme,
aHenonchaoticmapisfirstimplementedforthenodecalculationoftheAVLtree,andthenthe
locationofthedatainthecloudisverifiedbyAVLtree.AsanAVLtreecankeepthebalanceeven
withmultipledynamicoperationsmadeonthedatainthecloud,itcanimprovethesearchefficiency
ofthedatablock,andreducethelengthoftheauthenticationpath.Simulationresultsandanalysis
confirmthatitcanachievegoodsecurityandhighefficiency.
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1. INTRoDUCTIoN

Recently,cloudstoragehasbeenpaidwideattentionforitsmassstoragecapabilityandlowcost
(Li,Qiu,Qiu,Qiu&Zhao,2016).However,theopenapplicationmodemakesthesecurityofcloud
storagefaceseverechallenges(Feng,Zhang,Zhang&Xu,2011).Howtoprotectthesecurityofcloud
storagehasbecomeanurgentproblemtoberesolved.Integrityverificationisanimportantpartof
thedatasecurity.Multipledatacopiesareoftenusedinthecloudstoragetokeepthereliabilityand
availability.Dynamicoperationsareusedtosupportdataupdatingonthecloudplatform.Thus,data
integrityverificationtosupportmultipledatacopiesanddynamicoperationisdesirable.Currently,
accordingtotheimplementationoffault-tolerancepreprocessingornot,theexistingdataintegrity
verificationmechanismsareclassifiedintoproofofretrievability(PoR)(Juels&Kaliski,2007;Yan,
2013;Zhou,Li,Guo&Jia,2014)andprovabledatapossession(PDP)(Ateniese,Burns,Curtmola,
Herring&Kissner,2007;Erway,Küpçü,Papamanthou&Tamassia,2009;Gritti,Susilo&Plantard,
2015;Curtmola,Khan,Burns&Ateniese,2008;Barsoum&Hasan,2010).
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AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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TheremotedataintegrityverificationisfirstlyrealizedbyusingHMAChashfunction(Deswarte,
Quisquater&Saïdane,2004).TheMACvalueofdataisstoredinlocal,andallthedataisneeded
toretrievefromtherootnodetocomputetheMACvalueduringthevalidation.Thismechanism
needsalargecomputationcostandcommunicationoverhead;thus, it iscannotbeappliedtothe
integrityverificationofmassdataincloudstorage.Afterthat,theconceptionofPDPisproposed
(Ateniese,Burns,Curtmola,Herring&Kissner,2007).Homomorphicveritable tagsareused to
inspectthesampleddatainthecloud.Itallowsverifyingdatapossessionwithouthavingaccessto
theactualdatafile,anditachievesalowoverhead,butitdoesnotsupportdynamicoperationtothe
data.Thereafter,theyproposedanimprovedscheme(Ateniese,Pietro,Mancini&Tsudik,2008),
butonlymodificationanddeletioncanbeperformed,anditcannotsupportinsertion.Erwayetal.
(Erway,Küpçü,Papamanthou&Tamassia,2009)usedtherankvalueoftheauthenticationjumptable
tosupportthedynamicoperation.Grittietal.(Gritti,Susilo&Plantard,2015)proposedahighly
efficientschemethatsupportsdynamicauthenticationandprotectsuserprivacy.Theseschemesare
onlydesignedfortheverificationofasinglecopyofdata.

Inordertosolvetheproblemofdataintegrityauthenticationformultiplecopies,aMR-PDP
(Multiple-ReplicaPDP)schemeisproposedbyCurtmolaetal.(Curtmola,Khan,Burns&Ateniese,
2008).Itcanquicklygeneratemultiplecopiesandrestorethedamagedcopies.Barsoum&Hasan
(Barsoum&Hasan,2010)putforwardamultiplecopiesPDPschemeforstaticfile,butthisscheme
onlyappliessinglecopyPDPschemetodifferentcopies,andtheefficiencyislow.Homomorphic
linearauthenticatorwasusedtoidentifythemultiplecopiesdata(Ateniese,Kamara&Katz,2009).
Fuetal.(Fu,Zhang,Chen&Feng,2014)proposedaproofofdatapossessionschemeofmultiple
copiesbytakingtheadvantagesofdistributedcomputingabilityofthemultipleservers,anditcan
verifywhethertheserversholdthecorrectnumberofcopiesornot.However,fulldynamicoperations
arenotalwayssupportedintheseschemes.

In recent years,MHT (MerkleHashTree) is used to construct data integrity authentication
schemes(Barsoum&Hasan,2011;Barsoum&Hasan,2013;Barsoum&Hasan,2015).Long,Li&
Peng(Long,Li&Peng,2017)implementedspatiotemporalchaosfornodecalculationofthebinary
tree.Theseschemescanachievedatadynamicoperationandsupportmultiplecopiesauthentication
bymanipulatingtheclassicMerkle-Hash-Tree(MHT).However,ifinsertionisperformedonthe
samedatablockformanytimes,itwillleadtoonebranchofthebinarytreetoolong,thereforethe
efficiencyofverificationisreduced.

Inthispaper,anovelintegrityverificationschemeformultipledatacopiesincloudstorageis
proposed.WetrytoensurethesecurityandefficiencybyengagingtheAVLtreeandHenonmap.
AVLtreeisusedtoconstructtheauthenticationstructureforitsgoodbalancecharacteristics,and
nodecomputationisachievedbyHenonmap,thusthechangeoflocationandvalueofthedatacan
bequicklydiscoveredforitsgoodrandomnessandsensitivity.

2. CoNCePTS

2.1. Notations
t :thenumberofcopy
n :thenumberofblockspercopy
L :thenumberofcharacterperblock
F :theoriginalfile,F d d dn={ , ,..., }1 2

F ' :encryptedfilebyencryptingF withcryptographicfunctionEkey ( )⋅ ,F b b bn' { , ,..., }= 1 2

ri j, :randomnumber

mi j, :the jth blockoncopy i ,m b ri j j i j, ,� �
Fi :the ith copy,F m m mi i i i n i t� � �{ , ,..., }, , ,1 2 1
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Ai j k, , :theASCIIof kth characterinthe jth blockoncopy i
Ri :therootofbinarytreeof ith copy
M :metadataofthefile
Filename :thenameofthefilestoredincloud
σ i j, :thetagof jth blockoncopy i

φ j :theaggregatedtagsof jth blockofallcopies
Ekey ( )⋅ :encryptionfunction
Dkey ( )⋅ :decryptionfunction

2.2. Bilinear Pairings

Thebilinearmapisdefinedas:e G G GT: � � ,whereG isagroupofDiffie-Hellmanhypotheses
andGT isthemultiplicativegroupofprimenumberP.Thismaphasthefollowingthreecharacteristics:

1. Computability:foranyh h G1 2, ∈ ,therearevalidmethodsforcomputing e h h( , )1 2 ;

2. Bilinearity:for h h G1 2, ∈ , a b Z p, ∈ , e h h e h ha b ab( , ) ( , )1 2 1 2= ;
3. non-degeneracy:when g isageneratorofthecyclegroupG , e g g( , ) ≠1 .

2.3. System Model
Aclouddataverificationsystemgenerallyincludesuser,cloudserverandTPA(Long,Li&Peng,
2017).Useristheentitythatpossessesdata/filesneedingtobestoredinthecloud.Cloudserverhas
strongcomputingpowerandstoragecapacity,whichconsistsoftwoparts:a)masterserver S ,itis
usedforcommunicationbetweentheusersandschedulingthetaskforthestorageservers.Master
Serverhasastoragedirectoryincluding Filename ,ωi ,φ j andtheserialnumberofthestorage

serverwherethecopiesofthefilearestored;b)storageserver S S St1 2, ,..., ,andtheyaremainly
usedforfilesstorage.Inthisscheme,eachcopyisstoredindifferentstorageserver,anditmeans t 
copiesof thefile, F F Ft1 2, ,..., storedon t differentstorageservers S S St1 2, ,..., , respectively.
TPAhastheexpertiseandcapabilitiesthatusersdonothave.Astheproposedschemesupportspublic
auditing,TPAhasthepublickeyanditcanactasaverifier,whichishelpfultoreducethecalculation
burdenofuser.However,TPAisnotnecessarilytobecredible.

3. FULL NoDe AVL TRee BASeD oN HeNoN CHAoTIC MAP

3.1. AVL Tree
AVLtreeisaself-balancedbinarytree(Sun,Ryozo&Sun,2000),whichhasthefollowingproperties:

1. Iftheleftsubtreeisnotempty,thenodevalueontheleftsubtreeislessthanorequaltothevalue
ofitsrootnode;

2. Iftherightsubtreeisnotempty,thenodevalueontherightsubtreeisgreaterthanorequalto
thevalueofitsrootnode;

3. Theleftandrightsubtreesarealsobinarysorttrees.

AsshowninFigure1,thenodevalueontheleftsubtreeislessthanrootnodevalueandthenode
valueontherightsubtreeisgreaterthanrootnodevalue.Inthisscheme,thenodevaluerepresents
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thesequencenumberof thedatablocks.AVL tree is theself-balance treeand thenodebalance
factorisdefinedasthedifferencebetweentheheightoftheleftsubtreeandtheheightoftheright
subtree.Ifthenodebalancefactoris1,0or-1,thisnodeisabalancednode(Wei,Zhang&Chun,
2010).WhensomeupdatedoperationsontheAVLtreemakeitoutofbalance,itwillrebalanceby
self-rotation.Foritshighlybalancedcharacteristic,themaximumcomplexityofupdatingoperations
onAVLtreeisO(logn).ComparedwithMHT,thestructureoftheAVLtreewillgreatlyimprove
thesearchefficiency.

3.2. Henon Chaotic Map
Henonmapisdefinedas:

X aX bXn n n� �� � �1

2

11  (1)

Whena=1.4andb=0.3,itischaotic.Henonchaoticmaphascomplexbehaviorandmoreabundant
characteristics:goodrandomnessandsensitivitytoinitialcondition,thuswillimprovethesecurity.

3.3. Construction of the Full Node AVL Tree
AsshowninFigure2,eachreplicacorrespondstoafullnodeAVLtree,andeachdatablockinthe
replicacorrespondstoonenode,whichwillgreatlyreducetheoverheadfortheauthenticationpath
andimprovetheefficiency.

Inthisscheme,bothTPAandCSPshouldkeepAVLtreeofdata,buttherearesomedifferencein
thetrees.HereTTreerepresentsAVLtreekeptbyTPA,andCTreerepresentsAVLtreekeptbyCSP.

3.3.1. TTree

InTTree,eachnodestoresnodevalue X mi j( ), andthesequencenumberofthedatablocks.The
valueoftheleafnodesandnon-leafnodesofthebinarytreearecalculatedby(2)and(3),respectively.


Figure 1. AVL tree
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where XLS and XRS aretheleftandrightchildnodeof XF ,respectively.Henonmapcanspread
andenlargethechangeofnodevalue.Aswecanseefrom(2)and(3),anychangeintheAVLtree
willbringgreatchangeintherootnodevalue,thereforewecanjudgetheintegrityofthedata.

Tocheckmultiplecopies,weaggregatetherootnodesofallcopiesofthefileintometadataM 
asdonein(Long,Li&Peng,2017).Metadataiscalculatedby

M h R R Rt� � � �( .... )1 2  (4)

Inthisway,wecanonlycheckthemetadatatodeterminethepositionofthedatablockofall
copiesofthefilethatischanged.

Figure 2. Full node AVL tree——TTree
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3.3.2. CTree

InCTree,eachnodeshouldstoreT mi j( ), ,mi j, andthesequencenumberofthedatablocksnas
showninFigure3.

4. THe PRoPoSeD VeRIFICATIoN SCHeMe

4.1. Initialization
Theinitializationconsistsofthefollowingthreealgorithms:

4.1.1. Key Generation KeyGen( )⋅

KeyGen sk pkk( ) ( , )1 → isusedtogeneratepublicandsecretkeypairsthatisrunbytheuser.
Firstly,userchoosesarandom x Z p∈ andcomputes� � g x ,thenapplyforapublic-privatekey
pair ( , )ssk spk fromthekeymanagementcenterasthekeysofencryptionfunction Ekey ( )⋅ and
decryptionfunctionDkey ( )⋅ ,respectively.Thesecretkeyis sk x K ssk= ( , , )1 andthepublickey
is pk g spk� ( , , )� .

4.1.2. Replica Generation ReplicaGen( )⋅
ReplicaGen t F Fi( , )→ isrunbytheusertoproducemultiplecopies.Encryptionfunction
Essk ( )⋅ isfirstlyperformedto F andgettheencryptedfile F b b bn' { , ,..., }= 1 2 .Afterthat,
computes m b ri j j i j, ,� � ,  ri j, is a random number, and get t  different f i le copies
F mi i j i t j n� � � � �{ }, ,1 1 .

Figure 3. Full node AVL tree——CTree
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4.1.3. Tag Generation TagGen( )⋅
TagGen sk F Mi j( , ) ( , )� � isexecutedbyuser.Firstly,theusergeneratesasetofrandomnumbers

u G i ti � �( , , ,..., )1 2 3 andcomputesthetag� i j i
i jmu x G, [ , ]� � foreachblockmi j, ,then

integratesthesetagsintoaggregatedtags� �j i j
i

t
G� �

�
� ,
1

.Afterthat,themetadataM canbe

acquiredaccordingto(4).
Thereafter,theusersends{ , , }pk M TTree toTPAand{ , , } ,F CTreei i t j nj� i 1 1� � � � tothe

masterserver,thendeletesthecopies,thetrees,andtagsatitslocalstorage,andonlykeeps( , )pk sk .

4.2. Verification
Thevalidationincludestwoalgorithmsasfollows:

4.2.1. Proof Generation GenProof ( )⋅
Gen oof F chal Pi jPr ( , , )� � isperformedbycloudserver.TPAperiodicallychallengesthe
cloudservertodetermineifcloudserverpossessesallcopiesofthefile.Firstly,TPArandomlyselects
c elementsfrom[1,n]tocomposeanintegerset I l l lc={ , ,..., }1 2 ( l l lc1 2≤ ≤ ≤... ),andpicksa
randomelement� j Z p� foreach j I∈ ,thengetsthechallengedinformationchal j v j l j lc� � �{ , }

1
,

finallysends{ }chal tothemasterserver.
After receiving { }chal , the master server computes { ( )}, ,T mi j i t l j lc1 1≤ ≤ ≤ ≤ , and selects the

randomnumbers k Z i ti p� �( , ,..., )1 2 ,thengetµi
' andφ ' givenby(5)and(6).

�i j i j
j l

l

i pv m k Z
c

'
,� � �

�
�

1

+  (5)

� �' � �
�
� j

v

j l

l
j

c

G
1

 (6)

Setu Ki
k

i
i = andgettheverificationproofP K T mi i j i j i t l j lc� � � � �{ , , ,{ ( ), }}' '

, , ,i � � � 1 1
,then

send it to TPA. As shown in Figure 3, where the challenged block is mi,2 ,  and
� � � � � �i i i i i i, , , , , ,{ , , , , }2 2 4 3 7 5� , where τ i j,  is the transformation value of the node value. For
example,� i i iT m T m, , ,{ ( ), ( )}2 2 1� and� i i i iT m T m T m, , , ,{ ( ), ( ), ( )}7 7 6 8� .

4.2.2. Proof Verification Verify oofPr ( )⋅

Verify oof P M False TruePr ( , ) (" "," ")→  is executed by TPA. After TPA receives the
proofP,themetadataM ' canbecomputedaccordingto{ ( ), }, , ,X mi j i j i t l j lc� 1 1� � � � ,andthen
checksifM M' = holds.Ifitisnottrue,output" "False totheuser,otherwiseTPAcontinues
tocalculate:
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IfEquation(7)holds,TPAreturns" "True totheuser,otherwisereturns" "False .Thecorrectness
oftheEquation(7)isverifiedasfollows:
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5. PeRFoRMANCe ANALySIS

Theorem 1. The cloud server should meet the following two points if it can pass the integrity
verificationbyTPA.
1. Thevalueandthepositionofthenodeinbinarytreesarecorrect.
2. Thecloudservershavethecorrectblocks.

Proof:
1. Duringthedataintegrityverification,TPAfirstcalculatesthenewmetadataM ' and

checkifM M' ≠ holds,whereM isderivedfromtherootnode{ }Ri i t1≤ ≤ ofallcopies,
a n d  { }Ri i t1≤ ≤  a r e  c a l c u l a t e d  b y  K m aX bXi j LS RS( ), � � �1 2  a n d

X m aK m bT mi j i j i j( ) ( ) ( ), , ,� � �1 2 . According to the sensitivity of the chaotic
system,anylittlechangeinAVLtreewillleadtogreatchangeintherootnodeRi and
themetadata M .Therefore,that M M' = canguaranteethevalueandpositionof
thenodeinAVLtreearecorrect.

2. ThisproofisbasedonDiscreteLogarithm(DL)problem.DLproblem:given g h G, ∈ 
forsomegroupG ,itishardtofind x suchthat h g x= .

CloudserversreturntheintegrityevidenceP K i�{ , , }' '
i � � totheTPAwhenTPAchallenges

thecloudservers.However,maliciouscloudserversmayremoveortamperapartofblocksandforge
themendaciousevidence P K i�{ , , }' '

i
*� � .Supposing � �i i

* � ,both P and P ' canpassthe
integrityverificationbyTPA,thencheck
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Let �� � �i i i� � * and u g hi
i i� � � ,where � �i i pZ, � .Dividing(8)by(9),then
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iszero.However, �i pZ� ,theprobabilityof �i � 0 

isonly1/ p ,whichisnegligible.Itmeansthereisno x canbefoundsuchthat h g x= 
when ��i � 0  holds,  that  is  � �i i

* � .  Therefore,  the cloud server can pass the
verificationbyTPAonlywhenitholdsthecorrectdatablocks.

6. eFFICIeNCy ANALySIS

Inthissection,wecomparetheproposedschemetosomeintegrityverificationschemes.Asshown
inTable1, theproposedschemecanachievedatadynmicoperationandsupportmultiplecopies
authentication,andkeepthebinarytreebalancedthereforegetlowcomplexityofupdatingoperations.

Table2showsthestoragecostof threeintegrityverificationschemes.Hereassumethat the
numberofthecopiesis1,and n representsthenumberofblockspercopy.Thesizeoffilecopies

Table 1. Complexity of updating operations

Zhang, Ni, Tao, 
Wang & Yu, 2015

Barsoum & 
Hasan, 2010

Li & 
Wang, 
2016

Zhang & 
Blanton, 2013

The proposed 
scheme

Multiplecopies Yes Yes No No Yes

Balance No No No Yes Yes

Complexity
ofupdating
operations

Insertion O(n) O(n) O(n) O(logn+1) O(logn)

Deletion O(n) O(n) O(n) O(logn+1) O(logn)

Search O(n) O(n) O(n) O(logn+1) O(logn)

Table 2. Storage cost

DPDP MB-DMCPDP The proposed scheme

Copiesnumber | |F | |F | |F

StorageinCSP 160 2 1 257( )n n� � 257n 64 16n n+

StorageinTPA 160 64n 64 16 160n n+ +
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is| |F .AssumethehashfunctionhSHA isSHA−1 ,wherethelengthofthehashvalueis160bits.
Intheproposedscheme,thenodeinCTreestores X mi j( ), and n ,whosesizeare64bitsand16
bitsrespectively.WhilethenodeinTTreestoresM withsize160bitsbesides X mi j( ), andn .In
DPDP(Li&Wang,2016),CSPneedstostorethebinarytree,whereeverynodeinthetreestorethe
hashvalueanddatatag,andthestorageinCSPis160 2 1 257( )n n� � ,whileTPAneedsonly
storeM andthestorageinTPAis160bits.InMB-DMCPDP(Barsoum&Hasan,2011),forthe
updatingoperationsareachievedbymap-version,thestorageinCSPis 257n andthestoragein
TPAis64n .Overall,theproposedschemeoutperformstheothertwoschemesintermsofstorage
costasshowninFigure4.

7. CoNCLUSIoN

AdataintegrityverificationschemebasedonAVLtreeisproposedinthispaper.Itsupportsmultiple
copieswithdynamicoperations,andcanimproveefficiency.Theoreticalanalysisconfirmsthesecurity,
andtheExperimentalresultsshowthatthecomputationaloverheadandstoragecostoftheproposed
schemeoutperformthoseofthemethodsbasedonMerkle-Hash-Tree.Ithasgreatpotentialinthe
applicationofdataprotectionincloudstorage.

Figure 4. Comparison of storage cost
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