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Asthereadermayguess,eversincewedecidedtoeditthisbook,ourmainobjectiveistoinvitepeople
todelveintotheInternetofEverything(IoE). TheIoEmakestheInternetconnectionsmorevaluable
thaneverbefore,convertinginformationintowiseactionsthatcreateunprecedentedcapabilities,richer
experiences,andeconomicopportunitiestoallplayersinthismarket.ThetruthisthattheInternetis
evolvingataremarkableratetotheIoE,manytimesinwaysdifficulttoimagineinrecentyears.Inits
way,manyphaseswereoverpassed,fromthedigitizingaccesstoinformation(connectivity),thedigiti-
zationofbusinessprocesses(e.g.,e-commerce),thedigitizationofinteractions(e.g.,socialorcloud),
tothedigitisedworldconnectingpeople,data,processandthings(theIoE).

ManyoverlappingfieldsofresearchcooperatetocarryoutthisIoEventure.Artificialintelligence,
computerscience,informatics,electronics,mathematics,management,orsocialsciencesarejustafew
examples.Thisvastnessoffieldsbroughttogetherasetofinternationalexpertsonthedesign,evalua-
tion,implementationanduseofinnovativetechnologieswhichincludecomputerscientists,electrical
engineers,securityexperts,datascientists,businessintelligenceanalysts,andmanagers.

AsthisbookdelvesintothetheoryandapplicationsoftheIoE,manychaptersexploremachine
learning,InternetifThings(IoT),software,hardware,smarthomesandcities,humancomputerinterac-
tion,managementoreconomicssciences,touristicaddedvalueetc.Onitsgrounds,thebookemphasizes
trendingresearchfields,forwhichmajorcompanies(suchasMicrosoft,Google,Amazon,orApple),
technologyleaders(e.g.,ElonMuskorMarkZuckerberg),universities,researchcenters,andmediaare
constantlyaddressingintheirspeeches.Thoseentitiesputthisbookinanenvironmentwithrapidgrowth,
amarketofbillionsofdollars,andpotentiallybillionsofusers.

Thebook’stargetincludeacademicians,researchers,advanced-levelstudents,technologydevelop-
ers,policymakersorsimplecurious,thatareinterestedinthenewtrendsofIoE.Thebookcanhelp
professors,engineers,policymakers,andinvestigatorsintheteachingandintheimprovementsoftheir
systemsandapplications.Inaddition,forprofessorsandprofessionalsinIoEengineering,thebookwill
helpthemtoimprovetheirknowledgeaboutthecontemporarytheories,technologiesandtoolsavailable,
andinthiswaybemoredemandingandcapableofimprovingtheirproductsorteaching.

IoEgeneralconcepts,practicalapplication,platforms,physics/electronicandsecurityareaddressedin
thepresentbookbeingorganizedasfollows.Chapter1,“InternetofEverything:AUnifyingFramework
BeyondInternetofThings,”analysestheIoElandscapeaccordingtovariousapplicationdomains,giving
foreachanup-to-dateaccountofthestate-of-the-artinrelatedfields.Theauthorsalsodiscussawide
spectrumofchallengesandfutureresearchdirections,includingubiquitousconnectivity,security,big
data,etc.,whicharecommontomanyapplicationdomainsandpenetrateintotheIoEeffortingeneral.
MachineLearning,appliedinthelastdecadesinavastresearchfields(e.g.,imagerecognition,speech

xviii



Preface

recognition,medicaldiagnosis,recommendationengines,surveillance,autonomousvehiclesorpersonal
assistants),hasalsothepotentialtoimprovetheIoEresearchbyaddingvaluetothesector’sproductiv-
itychain.Inthatsense,thesecondchapter,“ApplicationofMachineLearningAlgorithmstotheIoE,”
presentsasurveyontheapplicationofmachinelearningalgorithmstotheInternetofEverything.The
surveyisparticularlyinterestedincomputationalframeworksforthedevelopmentofintelligentsystem,
includingdifferenttypesofstorageandapplicationsofmachinelearning.Anexampleofasystem,which
includesthedataacquisitiondevice,thedatacommunicationandstorage,andamachinelearningap-
plicationisalsoincludedinthechapter.

ThenumberofIoEapplicationsandvarietyishuge,asstressedinsomeofthefollowingchapters.
OneofthefieldsofapplicationofIoEincludesEnergyManagement.Inthisarea,Chapter3,“IoE-Based
ControlandMonitoringofElectricalGrids:ASmartGridPerspective,”presentstheimplementationofan
IoTbasedsystemformicrogrids,thatsupportsthedevelopmentofanEnergyManagementSystem(EMS).
TheseEMSenablenotonlythemonitoring,butalsotheoptimizedcontrolofmicrogridsthatintegrate
renewableenergysources.Afterpresentingandcomparingthestate-of-the-artsolutionsinwirelesssen-
sornetworksthatcanbeusedtobuildsuchanEMS,theauthorsdescribetheimplementationofasetof
LoRaWANdevicesthatcanbeusedtosupportthedevelopmentoftheEMS.Inthenaturalenvironment
area,managinganddeliveringwaterinvolvescarefulplanningtoensureitsqualityandsecurity,more
easilyaccomplishableusingtheIoE.Thefourthchapter,“WaterManagementforRuralEnvironments
andIoT,”presentsaworkbeingdevelopedinthemanagementofwaterqualitymonitoringsystems.
Thediscussionincludesageneralarchitectureforwaterqualitymonitoringsystems,computersecurity
(namelytheonerelatedtotheblockchaintechnology),webservicesanddatatransmissiontechnology,
microwebframeworks,andcloudIoTservices.Anothertopicofgreatrelevancegiventheageingofthe
worldpopulationandtheneedtomaintainthepeople’sindependenceaslongaspossibleisaddressed
inthenextchapter,“AmbientAssistedLivingandInternetofThings.”Thechapterpresentsastudyon
ambientassistedliving(AAL)andIoTwithparticularfocusonthetheirapplicationsforenhancingindoor
livingenvironmentsandoccupationalhealth.Withitsmainfocusonsmarthomes,wearablessensors
andhealthsystems,thechapterprovidesatransversalvisionofIoTandAALtechnologies.

ThecomputationaldevelopmentofIoEplatformsrequiresqualifiedworkersandmanyworkinghours
tobedeveloped.Thoseplatformsaremanytimessimilarintheircoremeaningthattheirusagecanbe
somehowstandardizedorcomum.Thenextchapterspresenttwosolution.Chapter6,“Cloud-BasedIoT
Platform:ChallengesandAppliedSolutions,”introducesacloud-basedplatformfortheIoTconcerned
withdatastorage,devicemanagement,dataprocessingandtheintegrationwithexternalsystems,while
providinghighlevelofsecurityandscaling.Theplatform’sobjectiveistoaccelerateandsimplifythe
developmentofIoTprojectsbyloweringtheentrybarrierandoffloadingsomeoftheburdenoffdevel-
opers,givingthemmoretimetofocusonotheraspectssuchashardwareandapplications.Implemen-
tationissuesinthefunctionalanddesignperspectivearealsodiscussed.Chapter7,“Challengesand
TrendsinHomeAutomation:AddressingtheInteroperabilityProblemWiththeOpen-SourcePlatform
openHAB,”analysescurrenttrendsandchallengesinhomeautomations,byproposingawaytodeal
withtheinteroperabilityproblembymeansoftheopen-sourceplatformopenHAB.Thesystemisbased
ontheconceptofaHomeAutomationBus,anideathatenablestheseparationofthephysicalandthe
functionalviewofanydevice,allowingtocreateatechnology-agnosticenvironment,whichisperfect
foraddressingtheinteroperabilityproblem.
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Asmentionedbefore,theconceptofIoEinvolvesanintelligentconnectionofpeople,processes,data
andthings.Thefollowingchapter,“MixingDifferentRealitiesinaSingleSharedSpace:Analysisof
Mixed-PlatformCollaborativeSharedSpaces,”aimstoanalyzethebenefitsandfeaturesofAugmented,
VirtualandMixedRealitysystems,reviewingrelatedworksandproposingaseriesoffeaturesforthe
designofeffectivemixed-platformcollaborativesharedspaces.Inparticular,theauthorsproposefive
setups with different levels of immersion/interaction. These systems were analyzed with respect to
navigation,userrepresentation,interactionandannotation,amongothers,includingsomeapplications
proposedwithinthegivenframework.Inaddition,theconstantlyincreasingpotentialofIoTenabled
devicesandtheestablishmentofcloudtechnologiesasanenablingframeworkwhichcanhelpaddress
damageofCulturalHeritage(CH)artefacts.InChapter9,“AnIoEArchitectureforthePreservationof
theCulturalHeritage:TheSTORMUseCase,”theauthorspresentanIoEarchitecture,empoweredby
aneasytodeploycloudframeworkfortheprotectionofCH.OneParticularusecasesfromCHsites
arepresented.Allthisinformation(andmoreascanbeseeninotherchapters)iscausingourability
tocollectmassiveamountsofdataforcomprehensiveanalysistoachievealevelofunderstandingnot
previouslypossible.SincetheIoEhassuchastrongfocusoncollectingandanalyzingdatausingsmart
sensorenableddevices,eyetrackingdataisaperfecttooltoretrieveinformation.Chapter10,“Internet
ofEverything(IoE):EyeTrackingDataAnalysis,”focusesoneyetrackingandotherbiometricsensor
baseddatathatcanbecollectedandanalyzedlocallyinrealtimethroughfog/edgecomputingorcloud
basedbigdataanalytics.

IoEimplementationisnotpossiblewithoutthehardwareandthenewtechnologiesintegratedcircuits
especiallydesignedforsensorsandultra-low-powercircuits.In“Ultra-Low-PowerStrategyforReliable
IoENanoscaleIntegratedCircuits,”anAdaptiveFrequencyandVoltageScalingtechniqueisused,based
onaging-awareglobalandlocalperformancesensors,toimplementdrasticpowersavingsincircuitsand
cyber-physicalsystemsforIoE.Byworkingatsubthresholdsupplyvoltagesandcontrollingthesupply
voltageaccordingwiththeavailableenvironmentalandworkingconditions,theproposedtechniqueal-
lowscircuitstobedynamicallyoptimized,duringtheirlifetime,whilepreventserroroccurrence.

ThelasttwochaptersfocusinsecurityinthefieldofIoE.“SecurityAwarenessintheInternetof
Everything”presentsfictiousstoriestostresstheproblemsandpotentialrisksaboutsecurityinIoE.
OnecontributingfactorofthischapteristhelevelofsecurityeducationofusersofIoEsystems.Another
factorconcernssecurity-awarenessoftheengineersdevelopingcyber-physicalsystems.Authorsinter-
vieweddevelopers,didsurveysandworkshopsshowingthatthisandotherstoriescanbecomeareality.
Authorsdidpracticalevaluationlookingattheconnectivityofcommercialvehicles,asrepresentative
forinternet-of-thingsapplications,andsharedthoughtstowardsattackingnotconnectedsociety-critical
facilities.Thechapterendswithcountermeasuresfordealingwithcyber-securitythreats,highlightingthe
roleofauthorities.WiththegrowingnumberofwirelessdevicesintheInternetofThings,maintenance
andmanagementofthesedeviceshasbecomeakeyissue.Inparticular,theabilitytowirelesslyupdate
devicesisamustinordertofixsecurityissuesandsoftwarebugs,ortoextendfirmwarefunctionality.
Inthisfield,Chapter13,“SecuringOver-the-AirCodeUpdatesinWirelessSensorNetworks,”presents
anoverviewofvariousover-the-aircodeupdatetechniquesforWSNsandtheirsecurityflawsalong
withsomeexistingattacksandpossiblecountermeasures.Italsodiscusseswhichattackscanbeused
moreeasilywiththecodeupdatefunctionalityandgivesaguidelinetochoosetherightcombination
ofcountermeasures.
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Asaconclusion,thebookbringstogetheracomprehensivecollectionofresearchtrendsontheedge
fieldofIoEfromasetofinternationalexpertsonthetheoretical,design,evaluation,implementation
anduseofinnovativetechnologiesonthefields.Thisallowstojoininasingledocumentmanypoints
ofviewthatusuallyarenotintegrated,asthesesubjectsarescatteredinmanyarticles(e.g.,proceed-
ings,journalsandInternet).Furthermore,manychaptersarefocusedonapplications,makingitmore
compellingforamajorityofpotentialreaders.Scholarsand/orpractitionersoffieldssuchasML,IoT,
management,engineeringsystems,amongotherscanreferenceitasaninformationsource.Eachchapter
broughtstateoftheartresearch,complementedwithapplications,mostofthemnotyetdevelopedand
published,exceptbytheauthors.

WehopeyouwillenjoyreadingHarnessing the Internet of Everything (IoE) for Accelerated Innova-
tion Opportunities.
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