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ABSTRACT

Inthisarticle,ablindandrobustmedicalimagewatermarkingtechniquebasedonFiniteRidgelet
Transform(FRT)andSingularValueDecomposition(SVD)isproposed.Ahostmedicalimageis
firsttransformedinto16×16non-overlappingblocksandthenridgelettransformisappliedonthe
individualblockstoobtainsetsofridgeletcoefficients.SVDisthenappliedonthesesets,toobtain
thecorrespondingU,SandVmatrix.Thewatermarkinformationisembeddedintothehostmedical
imagebymodificationofthevalueofthesignificantelementsofUmatrix.Thisproposedtechnique
is testedonvarious typesofmedical imagessuchasX-rayandCTscan.Thesimulation results
revealedthatthistechniqueprovidesbetterimperceptibility,withanaveragePSNRbeing42.95dB
foralltestmedicalimages.Thistechniquealsoovercomesthelimitationoftheexistingtechnique
whichisapplicableononlytheRegionofInterest(ROI)ofthemedicalimage.
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1. INTRoDUCTIoN

Inthelastfewyears,medicaltreatmentsanddiagnosisofthepatientsarebeingsolvedwiththesupport
ofavarietyofmedicaldatasuchasimagesorsignals.Whiletheexamplesofmedicalimageswhich
arewidelyusedareMagneticResonanceImaging(MRI),X-ray,ComputerizedTomography(CT)and
Ultrasound(US),theexamplesof1-DmedicalsignalsareECGandEEGsignals.Nowadays,ithas
becomeacommonpracticetosharemedicaldataamongdoctorsandradiologistsforbetterdiagnosis,
healthsolution,andtreatment.Transferringmedicalimagesoveratransmissionmediumisreferred
toastelemedicine(AmericanHospitalAssociation,2015;Yassin,2015).Thetelemedicineaidsin
emergencytreatment,homemonitoring,militaryapplicationsandmedicaleducation(Yassin,2015)to
nameafew.Securityofmedicalimagesbecomesnecessarywhentheyaretransferredoveranyopen
accessnetwork.Corruptionormodificationofmedicalimagesbysomeoneorsomeprocessleads
toserioushealthissuesforanyindividual.Thereisinfacthighprobabilityforthemedicalimages
beingcorruptedormodifiedbyvariousintentionalandunintentionalprocessingduringstorageor
transmissionoveramedium.Whilevarioustechniquessuchascryptographyandsteganographyare
availableforprotectingmedicalimages,thedigitalwatermarkingtechniqueistheprovensolution
forcopyrightprotection(Borraetal.,2017;Thankietal.,2017;LakshmiandBorra,2016;Borra
andLakshmi,2015;BorraandSwamy,2014;Borraetal.,2012;BorraandSwamy,2012;Thankiet
al.,2011;BorraandSwamy,2009).

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonApril1,2019willproceedwithpublicationasanOpenAccessarticle
startingonFebruary2,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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1.1. Related Work
Inthelastfewyears,variouswatermarkingtechniquesbasedonSingularValueDecomposition(SVD)
anditscombinationswithothertransformshavebeenproposedforsecurityofmedicalimage.F.
Thakkar(ThakkarandSrivastava,2017)hasusedSVD-DWTtransformcoefficientsforembedding
watermarkinformationintotheUmatrixofSVD.Inthistechnique,firstcolumnsecondrowvalue
andfirstcolumnthirdrowvalueofUblockofLLsubbandofthehostmedicalimageismodified
accordingtowatermarkbits.ThistechniqueismodifiedversionofSutechnique(Suetal.,2013),
whereinthesameUblockisusedforwatermarkbitembedding.AmajorlimitationoftheThakkar
techniqueisthatitisonlyapplicableonRegionofInterest(ROI)ofmedicalimagesorhighcontrast
medicalimages.Also,extractionofwatermarkdataresultedinpoorquality,lessimperceptibility,and
poorrobustness.A.Singh(Singhetal.,2014)hasproposedtwowatermarkingtechniquesbasedonthe
combinationsofDWT,SVD,andcryptographyforthesecurityofmedicalimages.Inthistechnique,
authorsusedthreedifferenterrorcorrectingcodes:Hamming,Bose-Chaudhuri-Hocquenghem(BCH)
andReed-Solomoncodeforencodingwatermarkdata.Later,thisencodedwatermarkdataisembedded
intowaveletcoefficientsofthemedicalimageinwavelet-basedtechnique,andsingularvaluesofthe
medicalimageinSVDbasedtechnique,respectively.AuthorssuggestedthatReed-Solomonbased
encoded watermark data performed better than other two error correcting codes. N. Venkatram
(Venkatrametal.,2014)hasproposed2DLiftingWaveletTransform(LWT)andSVDbasedmedical
imagewatermarkingtechnique.N.Dey(Deyetal.,2012a,2012b;proposedahybridmedicalimage
watermarkingtechniqueusingthreeimageprocessingtransformssuchasDCT,DWT,andSVD.A.
Singh(Singh,2015)proposedhybridwatermarkingtechniquesformedicalimageprotection.These
techniquesaredesignedbycombiningDWT,SVDandspreadspectrumapproach.

AfteradetailedsurveyofSVDbasedmedicalimagewatermarkingtechniques,itisobservedthat
mostoftheexistingwatermarkingtechniquesarelessimperceptibleandlessrobust.Thispaperaims
atovercomingthelimitationsofexistingtechniques,inparticular,Thakkartechnique(Thakkarand
Srivastava,2017)whereitisonlyapplicableonRegionofInterest(ROI)ofmedicalimages,orfor
highcontrastmedicalimages.Thus,anewhybridwatermarkingtechniqueisdesignedandproposed
usingacombinationofFiniteRidgeletTransform(FRT)andSVDisthispaper.Theothermotivation
forproposingthistechniqueisthataverylessnumberoftechniquesaredesignedandimplemented
usingFiniteRidgeletTransform(FRT)forprotectionofmedicalimages.Theproposedtechniqueis
moreimperceptibleandmorerobustagainstgeometricattacks,signalprocessingattacksandJPEG
compressionattackcomparedtoexistingtechniques.

Intheproposedtechnique,ahostmedicalimageisfirstdecomposedinto16×16non-overlapping
blocksandthenFiniteRidgeletTransform(FRT)isappliedonindividualblockstoobtainsetsof
ridgeletcoefficientsofmedicalimage.SingularValueDecomposingisthenappliedonthesesets,
soastoobtainthecorrespondingU,S,andVmatrix.Thewatermarkinformationisinsertedinto
thehostmedicalimagebymodificationofthevalueofthesignificantelementsofUmatrixtoget
watermarkedmedicalimage.Intheproposedtechnique,watermarkinformationisinsertedinsucha
waythatitsblindextractionispossibleatextractionside.AnArnoldscramblingtechniqueisusedto
securewatermarkinformationbeforeinsertingitintothehostmedicalimage.Thecombinationofabove
mentionedtechniqueslikeFRT,SVDandArnoldScramblinginproposedwatermarkingtechnique
providesmoresecurity,moreimperceptibilityandblindextractionofwatermarkinformation.The
restofthepaperisorganizedasfollows:insection2,preliminariesusedintheproposedtechnique
aregiven.Section3presentstheproposedtechnique,whereasexperimentalresultsanddiscussion
aregiveninsection4.Theperformanceanalysisofproposedtechniqueforcolormedicalimagesis
giveninsection5.Finally,section6concludesthepaper.
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2. TeCHNICAL INFoRMATIoN

Inthissection,briefinformationonFiniteRidgeletTransform(FRT)andSingularValueDecomposition
(SVD)andtheirusefulnessinwatermarkingisprovided.

2.1. Finite Ridgelet Transform (FRT)
D.Donoho(Donoho,2001)hasintroducedthecontinuousridgelettransform(CRT)in2001asthe
orientationof1Dwaveletfunctionbyconstantlinesandradialdirections.Ridgelettransform(Alzubiet
al.,2011;DoandVetterli,2000;CandesandDonoho,2000;Candes,1998)hasproveditseffectiveness
overwavelets.Thetraditionalwavelettransformdoesnotseparatesmoothinformationalongwith
edgesintheimages(Alzubietal.,2011;Candes,1998).Whilewavelettransformrepresentsanimage
withpointsingularitiesvalue,ridgelet transformrepresentsanimagewithlinesingularities.The
finiteridgelettransform(FRT)involvestwosteps:CalculationofDiscreteRadonTransform(DRT)
followedbyapplicationof1Dwavelettransform.Inturn,discreteradontransformisalsocalculated
intwosteps:Calculationof2DFastFourierTransform(FFT)followedbyapplicationof1DInverse
FastFourierTransform(IFFT)oneachofthe32radialdirectionsoftheradonprojection.TheDRT
representstheimageasasetofprojectionsofdifferentanglesintheprojectionspace.Fordigital
images,aprojectioniscalculatedbysummarizationofalldatavaluesthatliewithinspecifiedlines
whicharedefinedbyfinitegeometry(He,2006).

Theimplementationofridgelettransformdependsontheimplementationofradonandwavelet
transforms(DettoriandSemler,2007).Thewavelettransformisappliedoneachoutputofradon
projection.Figure1showsbasicfiniteridgelet transform(FRT)whereFRThasconvertedaline
singularityintopointsingularity.Finally,thewavelettransformisappliedforeffectivesegmentationof
pointsingularityintheRadondomain.Figure2showstheridgelettransformcoefficientsoftheimage.

WhenFRTisappliedtoanimageofsizeN×N,theresultisanimageofsize2N×2Ncontaining
ridgelet coefficients. In watermarking applications, the ridgelet coefficients of the host image
aremodifiedaccording towatermarkbits.For thewatermarking technique tobesecure, ridgelet
coefficientsofhostimagearechoseninsuchawaythatitresultsintermsofimperceptibilityand
robustness.TheadvantageusingofFRTinwatermarkingisthatitimprovestheembeddingcapacity
ofwatermarkingtechnique.

2.2. Singular Value Decomposition (SVD)
SingularValueDecomposition(SVD)(ThakkarandSrivastava,2017;Suetal.,2013)isanumerical
techniqueofdiagonalingthematrices.WhenSVDisappliedtoanimageofthesizeofM×N,three
matricesareobtained,namelyU,VandS.TheUandVmatricesarecalledorthogonalmatricesof
sizeM×MandN×Nrespectively.SmatrixisadiagonalmatrixofthesizeofM×N.Oneexample
oftheSVDprocessisdemonstratedinFigure3(a).InthisFigure,asampleblockwithasizeof4×4
ischosenfromLenaimageandisdenotedasmatrixA.TheresultantU,S,andVmatricesobtained

Figure 1. Basic steps for Finite Ridgelet Transform (FRT)
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afterdirectapplicationofSVDareshowninFigure3(a).TheUmatrixobtainedafterapplicationof
SVDontheridgeletcoefficientsoftheimageisshowninFigure3(b).Itistobenotedthatthefirst
columnelementsofUmatrixarenearlyequal.Thisobservationhasledtotheselectionofelements:
U(1,1)andU(2,1)forwatermarkembeddingintheproposedwatermarkingtechnique.Here,U(1,
1)iselementoffirstrowandfirstcolumnofUmatrix.

ForproperjustificationofchoosingtheelementsofUblockinproposedtechnique,Normalized
Correlation(NC)(KutterandPetitcolas,1999)ofthetwoelementsU(1,1)andU(2,1)iscalculated
foravarietyofimagesandarecomparedwiththeNCvalueswhichresultedfromotherexisting
watermarkingtechniques(ThakkarandSrivastava,2017;Suetal.,2013)respectively.Thecomparison
islistedinTable1,whereitisconcludedthatwhiletheaverageNCvalueofproposedtechnique
isequalto1foreveryimage,theothertechniqueshasledtoanNCvalueof0.9798onanaverage.

The similarity of U blocks in proposed technique provides better extraction of watermark
information and reduces some computational complexity of existing techniques (Thakkar and
Srivastava, 2017; Su et al., 2013). The swapping of U blocks is performed and required before
watermarkinformationisinsertedintomedicalimageinintheexistingtechniques(Thakkarand
Srivastava,2017;Suetal.,2013).Thisprocessiseliminatedintheproposedtechnique.

2.3. Arnold Scrambling
Intheproposedwatermarkingtechnique,Arnoldscrambling(RoyandPal,2017)isusedtoencrypt
watermarkbeforeembeddingitintothehostmedicalimagesothatattackercan’textractwatermark
informationfromthemedicalimage.Theresultantchaoticimageissecureandcan’tbeextracted
withouttheknowledgeofthescramblingalgorithmandsecurekey.

3. PRoPoSeD TeCHNIQUe

Inthispaper,ablindwatermarkingtechniquebasedonFRT–SVDisproposed,inordertomakethe
watermarkingtechniquemoreimperceptibleandrobustagainstdifferentattacks.Inthistechnique,
Arnoldscramblingisusedtoprovidesecuritytowatermarkdatabeforeembeddingitinthehost
medicalimage.Thehostmedicalimagetobeprotectedisfirstdividedintonon-overlappingblocksof
size16×16.FRTisthenappliedonnon-overlappingblockstogetridgeletcoefficientsofthemedical
image.FollowingtheFRTisSVD,whichresultsinaUmatrix.Twoelementsofthefirstcolumnof
thisUmatrixaremodifiedaccordingtoscrambledwatermarkbitsandbyusingathresholdvalue“T”.
Blindextractionofwatermarkbitsismadepossibleinproposedtechniquebycomparingthepairof

Figure 2. (a) Lena image (b) Its ridge transform coefficients
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elements:U(1,1)andU(2,1)extractedfromtheblocksofthemedicalimage.Theblockdiagram
ofproposedembeddingandextractionprocessesisgiveninFigure4andFigure5,respectively.The
stepsinvolvedinwatermarkembeddingandextractionaregiveninthefollowingsubsections.

Figure 3. (a) Example of SVD on block (b) U matrix of ridgelet coefficients of block

Table 1. NC values of element values of U (1, 1) and U (2, 1) after SVD

Test Image Proposed 
Technique

Existing Techniques (Thakkar and Srivastava, 2017; Su et al., 2013)

Lena 1.00 0.9934

House 1.00 0.9966

Peppers 1.00 0.9673

F16 1.00 0.9921

Baboon 1.00 0.9709

Sailboat 1.00 0.9879

Barbara 1.00 0.9982

Couple 1.00 0.9323

Average 1.00 0.9798
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Figure 4. Proposed watermark embedding process

Figure 5. Proposed watermark extraction process
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3.1. Watermark embedding Process
AwatermarkbitisembeddedintoFRT-SVDofhostmedicalimageusingswappingofUblockvalues.
Thealgorithmforwatermarkembeddingisgivenbelow:

Step 1:Calculatethesizeofwatermarkimage.
Step 2: Apply Arnold scrambling on the watermark image to generate scrambled watermark

informationintermsofthebinarysequence.
Step 3:Calculatethesizeofthehostmedicalimage.
Step 4:Converthostmedicalimageintonon-overlappedblocksofsize16×16.
Step 5:ApplyFRTonthenon-overlappedblocktogetridgeletcoefficientsofhostmedicalimage.

ThenapplySVDonridgeletcoefficientstogetUmatrix,SmatrixandVmatrixofhostmedical
image.

Step 6:ChooseU(1,1)andU(2,1)valueofUmatrixforwatermarkbitembedding.Embedeach
bitofscrambledwatermarkineachUmatrixofridgeletblockofhostmedicalimagebasedon
thefollowingconditions:
◦ Ifscrambledwatermarkbitiszerothen:

U(2,1) U(2,1) (T / 2);

U(1,1) U(1,1) (T / 2);

= +
= −

 (1)

◦ Ifscrambledwatermarkbitisonethen:

U(2,1) U(2,1) (T / 2);

U(1,1) U(1,1) (T / 2);

= −
= +

 (2)

where,Tisathresholdvalue.

• Repeattheaboveprocedureforallscrambledwatermarkbits.

Step 7:ApplyinverseSVDonthemodifiedUmatrixwithothertwomatrices(SandV)toget
modifiedridgeletcoefficientsofhostmedicalimage.

Step 8:ApplyinverseFRTonmodifiedridgeletcoefficientstogetwatermarkedmedicalimage.

3.2. Watermark extraction Process
Inthistechnique,ascrambledwatermarkbitisextractedblindlyusingthecomparisonofUblock
valuesofwatermarkedmedicalimage.Thealgorithmforwatermarkextractionisgivenbelow:

Step 1:Calculatethesizeofwatermarkedmedicalimage.
Step 2:Convertwatermarkedmedicalimageintonon-overlappedblockswithasizeof16×16.
Step 3:ApplyFRToneachnon-overlappedblocktogetthecorrespondingridgeletcoefficients.Then

applySVDonridgeletcoefficientstogetU,SandVmatricesofwatermarkedmedicalimage.
Step 4:ChooseU(1,1)andU(2,1)valueofUmatrixforwatermarkbitextraction.Eachwatermark

bitisextractedfromUmatrixofridgeletblockofwatermarkedmedicalimagebasedonfollowing
conditions:
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IfU(2,1)>U(1,1)
Scrambledwatermarkbit=0;
Else
Scrambledwatermarkbit=1;

Step 5:ApplyinverseArnoldscramblingtogetactualwatermarkinformationatrecoveringside.

4. ReSULTS AND DISCUSSIoN

TheproposedtechniqueistestedandanalyzedbyvariousmedicalimagessuchasX-rayandCT.
Thesizeoftheseimagesis1024×1024pixels.The100testhostmedicalimagesaretakenfromthe
MedPixTMMedicalImageDatabaseandfewsamplemedicalimagesareshowninFigure6(a)–(h).
Abinarywatermarkimage(logo)withmoresmoothdetailsisusedfortesting.Thedimensionof
watermarkimageis64×64pixelsandisshowninFigure5(i).Theimplementationoftheproposed
techniqueisdoneonthelaptop2GHzcoretwoDuoprocessorwith2GBRAMusingMATLAB
2013asoftware.

Toembedwatermarkbits,eachhostmedicalimageisconvertedintonon-overlappingblocksof
size16×16.ThenforwardFRTisappliedtotheindividualblockstogetridgelettransformcoefficients
blocksofsizeof32×32.SVDisappliedtoridgeletblockstoobtainvaluesofU(1,1)andU(2,1)of
Umatrixblock,whereinthescrambledwatermarkbitscanbeembedded.Thescrambledwatermark
bitsareobtainedbyapplyingforwardArnoldscramblingonwatermarkinformation.Aftergettingthe
modifiedUmatrixblock,inverseSVDisappliedtoUblockstoobtainmodifiedridgelettransform
coefficientblocks.TheninverseFRTisthenappliedonthesemodifiedridgelettransformcoefficients
ofblockstogetwatermarkedblocksofimage.Finally,blocksarereconstructedintoimagetoget

Figure 6. (a) – (h) Test host medical images; (i) Watermark image
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watermarkedmedicalimage.Forextractionofwatermarkfromwatermarkedmedicalimage,first
getU(1,1)andU(2,1)ofUmatrixofridgelettransformblocks.Thecomparisonoftheseblocksis
performedtoextractscrambledwatermarkbitsatextractionside.Finally,inverseArnoldscrambling
isappliedontheextractedscrambledwatermarkbitstogetwatermarkinformation.

Inthisproposedtechnique,amedicalimageofsize1024×1024pixelsaretestedashostimage
andFRTisappliedtoittogetitsridgeletcoefficients.Theridgeletcoefficientswithsize2048×2048
pixelsareconvertedinto4096non-overlappingblockseachofsize16×16.TheUmatrixvaluesU
(1,1),U(2,1)ofeachblockareobtainedbyapplicationofSVDonit.Thewatermarkimageofsize
64×64pixelsisconvertedintoavectorofsize4096.Thiswatermarkimageisconvertedintoscrambled
watermarkbitsbyapplicationofArnoldscramblingonit.Thenaccordingtoscrambledwatermark
bits,thevaluesofU(1,1)andU(2,1)aremodifiedbythresholdvalue.Themodified4096blocksof
hostmedicalimagewithscrambledwatermarkbitsareobtainedafterwatermarkembeddingprocess.
TheinverseSVDisappliedtomodifiedUmatrixvalueswithSmatrix,andVmatrixtogetmodified
Ridgeletcoefficientsofsize2048×2048.TheninverseFRTisappliedtomodifiedridgeletcoefficients
togetwatermarkedmedicalimage.Here,onewatermarkbitisembeddedintoeachblockofthehost
medicalimage.Inthisproposedtechnique,thesizeofhostmedicalimageis1024×1024andblocksize
is16.Thus,theproposedtechniquecanembedamaximumwatermarkimageofsize64×64pixels.

4.1. Performance Measures
PeakSignaltoNoiseRatio(PSNR)isusedtomeasureimperceptibilitybetweenoriginalhostmedical
imageandwatermarkedmedicalimage.ThePSNRisgiveninEquation5.PSNRdependsonMean
SquareError(MSE)whichisanerrorbetweentheoriginalimageandprocessedimage.TheMSE
iscalculatedusingEquation6.TheMSEismeasuredinrealvaluewhilePSNRismeasuredindB
value.AhighvalueofPSNRindicatesmoreimperceptibilityofthetechnique:

PSNR
MSE

= ×
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where,HistheoriginalhostmedicalimageandWHiswatermarkedmedicalimage,respectively.
Therobustnessofwatermarkingtechniquecanbemeasuredbynormalizedcorrelation(NC).

ThenormalizedcorrelationcanbecalculatedusingEquation7.NCmeasuresthesimilaritybetween
original watermark image and extracted watermark image. The robustness of any watermarking
techniqueishighifNCvalueisclosetoone:
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where,wisoriginalwatermarkimageandw*isextractedwatermarkimage.Usingabovemeasures,
imperceptibilitytestandrobustnesstestofproposedtechniqueareperformedonvariousmedical
imagesforperformanceevaluation.

4.2. Imperceptibility Test
Forimperceptibilitytest,PSNRiscalculatedbetweenoriginalhostmedicalimageandwatermarked
medicalimage,andisthencomparedwiththeexistingtechniques(ThakkarandSrivastava,2017;Su
etal.,2013).Figure7andFigure8showthequantitativeresultsofproposedtechniqueforadifferent
setofhostmedicalimages.Resultsincludewatermarkedmedicalimagesandextractedwatermark
images.ThewatermarkembeddingprocessisperformedbyaconstantthresholdTwithvalue2.The
thresholdaffectsthequalityofwatermarkedmedicalimagesandextractedwatermarkimages.Here,
therangeofthresholdvalueTvariesfrom2to11,asperHumanVisualSystem(HVS)propertyof
watermarkingrequirements.TheresultsinFigure7andFigure8showtheextractedwatermarkimage
hassomedegradation.Thishappensduetocomparisonsofhybridcoefficientsusedinembedding
thewatermarkbits.Figure9showstheextractedwatermarkimagesusingdifferentthresholdvalues.
ThecorrespondingPSNRandNCvaluesaretabulatedinTable2.

The results in the Table 2 indicate that when threshold increases, the quality of extracted
watermarkimagesalsoincreases.Butqualityofwatermarkedmedicalimagedecreases.Theresults
alsoshowthatthisproposedtechniqueperformssimilarforthresholdvaluefrom2to11asperHVS
requirementsofwatermarkingtechnique.

Intheproposedtechnique,Arnoldscramblingtechniqueisusedforsecurityofwatermarkimage
before embedding into the host medical image. The encrypted watermark image and decrypted
watermark image is generated using secret key at watermark embedding process and extraction
process,respectively.Inthisproposedtechnique,thevalueofsecretkeyischosenas45.Figure10

Figure 7. Watermarked CT images and extracted watermark images using proposed technique with threshold T value = 2
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Figure 8. Watermarked X-ray images and extracted watermark images using proposed technique with threshold T value = 2

Figure 9. Extracted watermark images using different threshold T values
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showstheencryptedwatermarkimageattheinputofwatermarkembeddingprocessandextracted
encryptedwatermarkimageatwatermarkextractionprocess.

ThecorrespondingPSNRvaluesaretabulatedandcomparedinTable3.Thecomparisonof
techniquesisperformedusingthresholdvalueTas2andwithoutapplicationofanywatermarking
attacks.TheresultsofexistingtechniquesaregeneratedusingsamedatabasementionedinFigure6.
ThemaximumPSNRofwatermarkedmedicalimagesofproposedtechniqueis51.92dB,whilethe
maximumvalueofPSNRofwatermarkedmedicalimagesofexistingtechniquesis31.17dB(Thakkar
andSrivastava,2017)and39.21dB(Suetal.,2013),respectively.Thisindicatestheimprovementin
thequalityofwatermarkedmedicalimages,andtherebyimperceptibilityintheproposedtechnique.
TheNCvaluesofextractedwatermark imagesarealso tabulatedandcompared inTable3.The
maximumvalueofNCfortheproposedtechniqueisaround0.946,whilethemaximumvalueof
NCofexistingtechniquesis0.6676(ThakkarandSrivastava,2017)and0.6668(Suetal.,2013),
respectively.Thisindicatestheimprovementinthequalityofextractedwatermarks.

Also,thisproposedtechniquesandexistingtechniques(ThakkarandSrivastava,2017;Suetal.,
2013)aretestedovermedicalimagedatabasewhichcontains100differentCTandXRAYimages.
Theaverageresultsobtainedfromthe100testedmedicalimagesistabulatedandcomparedinTable
4.TheaveragePSNRofwatermarkedmedicalimagesofproposedtechniqueisaround47.64dB,

Table 2. PSNR (dB) and NC values of proposed technique using different threshold T value

Test Medical Image

Using Threshold T 
value = 2

Using Threshold T 
value = 5

Using Threshold T 
value = 8

Using Threshold T 
value = 11

PSNR 
(dB) NC PSNR 

(dB) NC PSNR 
(dB) NC PSNR 

(dB) NC

CT1 44.51 0.9461 36.55 0.9801 32.47 0.9904 29.70 0.9933

CT2 49.95 0.8096 41.99 0.9004 37.91 0.9284 35.14 0.9504

CT3 44.27 0.8855 36.31 0.9518 32.23 0.9681 29.47 0.9727

CT4 42.95 0.5830 34.97 0.6227 30.91 0.6333 28.15 0.6369

X-ray1 50.56 0.8727 42.60 0.9550 38.51 0.9862 35.75 0.9915

X-ray2 47.01 0.6089 39.05 0.6394 34.97 0.6500 32.20 0.6532

X-ray3 51.92 0.4720 43.96 0.5064 39.87 0.5443 37.11 0.5585

X-ray4 46.77 0.6947 38.81 0.7635 34.73 0.7897 31.96 0.8191

Figure 10. (a) Encrypted watermark image using Arnold Scrambling (b) Extracted encrypted watermark image
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whiletheaveragevalueofPSNRofwatermarkedmedicalimagesofexistingtechniquesisaround
33.34dB(ThakkarandSrivastava,2017)and29.52dB(Suetal.,2013),respectively.TheNCvalues
ofextractedwatermarkimagesarealsotabulatedandcomparedinTable3.TheaveragevalueofNC
fortheproposedtechniqueisaround0.8044,whiletheaveragevalueofNCofexistingtechnique
isaround0.4615 (ThakkarandSrivastava,2017)and0.3082 (Suetal.,2013), respectively.The
resultsshowthatthisproposedtechniqueisperformsbetterthantheexistingtechniquesintermsof
imperceptibility.

4.3. Robustness Test
Forrobustnesstest,variouswatermarkingattackssuchasJPEGcompression,filteringsuchasmedian
andmean,histogramequalization,sharpening,Gaussiannoise,salt&peppernoise,specklenoiseand
geometricattacksuchascroppingareappliedonthewatermarkedmedicalimages.Therobustness
ismeasuredbycalculatingNormalizedCorrelation(NC).Figure11showtheextractedwatermark
imagesforrobustnesstestofproposedtechnique,alongwiththeircomparisonwithexistingtechniques
(ThakkarandSrivastava,2017;Suetal.,2013)undervariouswatermarkingattacks.

Table 5 shows the NC value of extracted watermark images for proposed technique after
applicationofwatermarkattacksonwatermarkedmedicalimageandtheircomparisonwithexisting
techniques(ThakkarandSrivastava,2017;Suetal.,2013).Itistobenotedthattheproposedtechnique
performsbetterthantheothertwotechniquesinresistingtheattacks.

4.4. Computational Complexity
Thecomputationalcomplexityofwatermarkingtechniqueisusuallymeasuredintermsofwatermark
imageembeddingandextractionprocessestime.Theimplementationoftheproposedwatermarking
techniqueisdoneontheLaptopwith1.65GHzdualcoreprocessorwith2GBphysicalmemory
usingMATLAB2014asoftware.Inthissection,thecomputationaltimerequiredforthewatermark
imageembeddingandextractionprocessesarecalculatedusinghostCT1imageandthresholdTvalue

Table 3. Imperceptibility test comparison of proposed technique and existing technique

Test Medical Image
Su Technique (Su et al., 

2013)
Thakkar Technique (Thakkar 

and Srivastava, 2017) Proposed Technique

PSNR (dB) NC PSNR (dB) NC PSNR (dB) NC

CT1 32.17 0.4550 26.29 0.4180 44.51 0.9461

CT2 36.03 0.6668 30.30 0.3512 49.95 0.8096

CT3 33.56 0.6209 27.68 0.6676 44.27 0.8855

CT4 33.28 0.4903 27.29 0.0476 42.95 0.5830

X-ray1 37.11 0.5060 31.17 0.0080 50.56 0.8727

X-ray2 34.26 0.5051 25.32 0.5544 47.01 0.6089

X-ray3 39.21 0.3011 28.91 0.3656 51.92 0.4720

X-ray4 33.51 0.5338 28.11 0.0080 46.77 0.6947

Table 4. Imperceptibility test comparison of proposed technique and existing technique for 100 test medical images

No. of Test Medical 
Images

Su Technique (Su et al., 
2013)

Thakkar Technique (Thakkar 
and Srivastava, 2017) Proposed Technique

PSNR (dB) NC PSNR (dB) NC PSNR (dB) NC

100 29.52 0.3082 33.34 0.4615 47.64 0.8044
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Figure 11. Extracted watermark images of proposed technique and existing techniques under various watermarking attacks

Table 5. Performance Comparison of proposed technique with existing techniques under various watermarking attacks

Watermarking Attacks
NC for Watermark Image

Su Technique (Su et 
al., 2013)

Thakkar Technique (Thakkar 
and Srivastava, 2017)

Proposed 
Technique

JPEGCompression(Q=90) 0.0543 0.3434 0.9241

JPEGCompression(Q=70) 0.0524 0.2015 0.5145

Sharpening 0.0737 0.4239 0.9500

GaussianNoise(Mean=0,
Variance=0.0001) 0.0097 0.2367 0.7801

Salt&PepperNoise(Variance=
0.005) 0.0641 0.4319 0.8234

SpeckleNoise(Variance=0.004) 0.0564 0.4573 0.8975

MedianFiltering(3×3) 0.0586 0.0491 0.9426

MeanFiltering(3×3) 0.0297 0.0068 0.9028

GaussianLowPassFiltering(3×3) 0.0543 0.4400 0.9394

Cropping(20%) 0.0585 0.4643 0.9447

HistogramEqualization 0.0256 0.4491 0.9379
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=2.Thetotalcomputationaltimeforwatermarkembeddingprocessis120.478sandwatermark
extractionprocessis95.420s,respectively.Thecomputationaltimesofdifferentprocessesinvolved
areplottedinFigure12.ItistobenotedthatthestepsofFRTandSVDinwatermarkembedding
and watermark extraction process takes almost 85% and 10% of the whole computational time,
respectively.Therefore,thereisascopetoreducethecomputationaltimeinfutureusingadvanced
algorithmsandmachineswithhighprocessingspeedandhighphysicalmemory.

4.5. Comparison of Proposed Technique With existing Techniques
TheproposedtechniqueisalsocomparedwithexistingtechniquesbyvariousfeaturesinTable6.

ThewatermarkingintheThakkartechnique(ThakkarandSrivastava,2017)isperformedinSVD-
DWTdomain,theSutechnique(Suetal.,2013)isperformedinSVDdomain.Thewatermarking
inproposedtechniqueisperformedintheSVD-FRTdomain.TheaveragePSNRvalueintheSu
technique(Suetal.,2013)is29.52dB,Thakkartechnique(ThakkarandSrivastava,2017)is33.34
dB,andinproposedtechniqueis47.64dB,respectively.TheaverageNCvalueintheSutechnique
(Suetal.,2013)is0.3082,intheThakkartechnique(ThakkarandSrivastava,2017)is0.4615,andin

Figure 12. Computational time (in seconds) of the proposed technique

Table 6. Comparison of proposed technique with existing techniques

Parameters Su Technique (Su et 
al., 2013)

Thakkar Technique (Thakkar and 
Srivastava, 2017)

Proposed 
Technique

No.ofTransforms 1 2 2

UsedImageProcessing
Transform SVD DWT+SVD FRT+SVD

Watermarkdistribution Wholeimage RegionofInterest(ROI)only Wholeimage

MaximumPSNR(dB) 29.52 33.34 47.64

MaximumNC 0.3082 0.4615 0.8044
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theproposedtechniqueitis0.8044.Theaverageresultsindicatedthatperformanceoftheproposed
techniqueisbetterthanexistingtechniques(ThakkarandSrivastava,2017;Suetal.,2013)intermof
imperceptibility,robustness,andsecurity.Further,theproposedtechniquedistributesthewatermark
overthewholeimage,unlikeThakkartechnique(ThakkarandSrivastava,2017),wherethewatermark
isconfinedtoonlyregionofinterestportion(ROI)ofthehostmedicalimage.

5. PeRFoRMANCe ANALySIS oF PRoPoSeD 
TeCHNIQUe FoR CoLoR MeDICAL IMAGeS

Theperformanceanalysisoftheproposedtechniquefordifferentgrayscalemedicalimagesshows
thatitperformsbetterthanexistingtechniques(ThakkarandSrivastava,2017;Suetal.,2013).In
addition,theperformanceofthistechniqueistestedforvarietyofcolormedicalimagessuchasCT
(Pinterestcolorimagelibrary,2017)andX-ray(Pinterestcolorimagelibrary,2017)asshownin
Figure13.Here,awatermarkimagewithsharpdetailsisused.

ThecolormedicalimageisdecomposedintothreechannelsR,GandBandthenwatermarkdata
isinsertingintotheRchanneloftheimage.Theremainingprocedureforwatermarkembeddingand
watermarkextractionissameasinsection3.Thewatermarkattacksareappliedonwatermarkedcolor
medicalimagesbeforeextractionofwatermarkdatafromit.Thiscorruptedwatermarkedmedical
imageisdecomposedintothreechannelsR,GandB,andtheRchannelisusedforfurtherextraction
ofwatermarkdata.Figure14showswatermarkedcolorCTimagesandextractedwatermarkimages
fordifferentthreshold(T)values.

Therobustnessoftechniqueforcolormedicalimagesisverifiedundervariouswatermarking
attackssuchasJPEGcompression,Gaussiannoise,Salt&Peppernoise,meanfiltering,histogram
equalizationandsharpening.ThePSNRandNCvaluesofcolormedicalimagesfordifferentthreshold
TvaluesandwithoutapplicationofwatermarkingattacksaretabulatedinTable7.

TherobustnessresultsofTable8showsthattheproposedtechniqueperformsequallywellfor
thecolormedicalimages.Theresultsalsoshowthattheimperceptibilityoftheproposedtechnique
isbetterforcolormedicalimagescomparedtograyscalemedicalimages.

6. CoNCLUSIoN

ThispaperproposedanimprovedblindmedicalimagewatermarkingtechniqueusingFiniteRidgelet
Transform(FRT)andSingularValueDecomposition(SVD).Inthistechnique,thewatermarkbitsare

Figure 13. Test host color medical images (a) CT (b) X-ray and (c) watermark image
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Figure 14. Watermarked color CT images and extracted watermark images for different threshold T values

Table 7. PSNR (dB) and NC values of proposed technique for color medical images

Threshold T Value
CT X-Ray

PSNR (dB) NC PSNR (dB) NC

2 46.41 0.8679 52.60 0.8478

5 38.45 0.9615 44.64 0.9661

8 34.37 0.9834 40.56 0.9884

11 31.60 0.9990 37.79 0.9946

Table 8. Performance of proposed technique for color medical images under different watermarking attacks

Watermarking Attacks
NC for Watermark Image

CT X-Ray

JPEGCompression(Q=90) 0.7096 0.6294

JPEGCompression(Q=70) 0.6549 0.6279

GaussianNoise(Mean=0,Variance=0.0001) 0.6568 0.6013

Salt&PepperNoise(Variance=0.005) 0.6479 0.6144

MeanFiltering(3×3) 0.6668 0.5786

Sharpening 0.7088 0.6348

HistogramEqualization 0.6976 0.6263
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embeddedintheelements:U(1,1)andvalueofU(2,1)ofUmatrix,obtainedafterapplicationof
SVDonridgeletcoefficientsofthemedicalimagetobewatermarked.Blindextractionofscrambled
watermarkbit ispossiblebycomparing thevalues:U(1,1)andU(2,1)ofUblockof ridgelet
coefficientsatdetectorside.Arnoldscrambling isusedforenhancing thesecurityofwatermark
informationbeforeembeddingintohostmedicalimage.Theproposedtechniqueistestedforvarious
medical images such as X-ray and CT scan and is compared with the performance of existing
techniques. It is found that the proposed technique performs better in terms of imperceptibility,
robustness,andsecurity.TheaveragePSNRvalueresultedis47.64dB,andNCvalueis0.8044for
alltypesoftestedmedicalimages.Further,theproposedtechniquedistributesthewatermarkover
thewholeimage,unlikeThakkarTechnique,wherethewatermarkisconfinedtoonlypartofthe
medicalimage.ThelimitationofthisproposedtechniqueisthatitisapplicableforCTscan,X-ray,
andhighcontrastmedicalimages.Further,thistechniquecanembedonlybinarywatermarkimages
andisunabletoembedElectronicPatientRecord(EPR)datawhichisintextformat.Infuture,the
techniquecanbeextendedforinsertionoflargesizeofwatermarkdata.



International Journal of Digital Crime and Forensics
Volume 11 • Issue 2 • April-June 2019

31

ReFeReNCeS

Alzubi,S.,Islam,N.,&Abbod,M.(2011).Multiresolutionanalysisusingwavelet,ridgelet,andcurvelettransforms
formedicalimagesegmentation.International Journal of Biomedical Imaging,2011,4.doi:10.1155/2011/136034
PMID:21960988

American Hospital Association. (2015). The promise of telehealth for hospitals, health systems, and their 
communities.TrendWatch.

Borra,S.,Lakshmi,H.,Dey,N.,Ashour,A.,&Shi,F.(2017).Digitalimagewatermarkingtools:State-of-the-
art.Frontiers in Artificial Intelligence and Applications,296,450–459.

Borra,S.,&Lakshmi,H.R.(2015,December).Visualcryptographybasedlosslesswatermarkingforsensitive
images.InInternational Conference on Swarm, Evolutionary, and Memetic Computing(pp.29-39).Springer
InternationalPublishing.

Borra,S.,Swamy,G.,&Reddy,K.R.L.(2012,July).Anovelcopyrightprotectionschemebasedonvisualsecret
sharing.In2012 Third International Conference on Computing Communication & Networking Technologies 
(ICCCNT)(pp.1-5).IEEE.

Borra,S.,&Swamy,G.N.(2012).Visualsecretsharingbaseddigitalimagewatermarking.International Journal 
of Computational Science,(9):3.

Borra,S.,&Swamy,G.N.(2014,December).Securityanalysisof‘Anovelcopyrightprotectionschemeusing
visualcryptography.In2014 International Conference on Computer and Communications Technologies (ICCCT)
(pp.1-5).IEEE.

Borra, S., Swamy, G. N., Rao, K. S., & Kumar, A. R. (2009). A watermarking technique based on visual
cryptography.Journal of Information Assurance and Security,4(6),470–473.

Candes,E.(1998).Ridgelets theory and application[PhDThesis].StanfordUniversity,Stanford,CA.

Candes,E.,Donoho,D.(1999).Ridgelets:akeytohigherdimensionalintermittency?Philosophical Transactions 
of the Royal Society A, 357(1760),2495–2509.

Candes,E.,&Donoho,D.(2000).A Surprisingly effective non-adaptive representation for objects with edges, 
Curves and Surfaces.Nashville,USA:VanderbiltUniversityPress.

ColorX-ray[Image].(n.d.).Retrievedfromhttps://in.pinterest.com/pin/13088655138462036/

Dettori,L.,&Semler,L.(2007).Acomparisonofwavelet,ridgeletandcurvelet-basedtextureclassification
algorithms in computed tomography. Computers in Biology and Medicine, 37(4), 486–498. doi:10.1016/j.
compbiomed.2006.08.002PMID:17054933

Dey,N.,Biswas,D.,Roy,A.,Das,A.,&Chaudhuri,S.(2012).DWT-DCT-SVDbasedblindwatermarking
techniqueofgrayimageinelectrooculogramsignal.In2012 12th International Conference on Intelligent Systems 
Design and Applications (ISDA)(pp.680–685).

Dey,N.,Biswas,D.,Roy,A.,Das,A.,&Chaudhuri,S.(2012).DWT-DCT-SVDbasedintravascularultrasound
videowatermarking.In2012 World Congress on Information and Communication Technologies (WICT)(pp.
224–229).doi:10.1109/WICT.2012.6409079

Do,M.,&Vetterli,M.(2000).Orthonormalfiniteridgelettransformforimagecompression.InProceedings 
of the International Conference on Image Processing (ICIP ’00)(pp.367-370).doi:10.1109/ICIP.2000.899394

Donoho, D. (2001). Ridge functions and orthonormal ridgelets. Journal of Approximation Theory, 111(2),
143–179.doi:10.1006/jath.2001.3568

He,J.(2006).AcharacterizationofinverseRadontransformontheLaguerrehypergroup.Journal of Mathematical 
Analysis and Applications,318(1),387–395.doi:10.1016/j.jmaa.2005.05.069

Kutter,M.,&Petitcolas,F.(1999).Fairbenchmarkforimagewatermarkingsystems.InElectronic Imaging’99
(pp.226–239).InternationalSocietyforOpticsandPhotonics.

http://dx.doi.org/10.1155/2011/136034
http://www.ncbi.nlm.nih.gov/pubmed/21960988
https://in.pinterest.com/pin/13088655138462036/
http://dx.doi.org/10.1016/j.compbiomed.2006.08.002
http://dx.doi.org/10.1016/j.compbiomed.2006.08.002
http://www.ncbi.nlm.nih.gov/pubmed/17054933
http://dx.doi.org/10.1109/WICT.2012.6409079
http://dx.doi.org/10.1109/ICIP.2000.899394
http://dx.doi.org/10.1006/jath.2001.3568
http://dx.doi.org/10.1016/j.jmaa.2005.05.069


International Journal of Digital Crime and Forensics
Volume 11 • Issue 2 • April-June 2019

32

Lakshmi,H.R.,&Borra,S.(2016,February).AsynchronousImplementationofReversibleImageWatermarking
UsingMousetrapPipelining.In2016 IEEE 6th International Conference on Advanced Computing (IACC)(pp.
529-533).IEEE.doi:10.1109/IACC.2016.104

MedPix.(n.d.).MedicalImageDatabase.Retrievedfromhttp://rad.usuhs.mil/medpix/medpix.html

PET/CTscan through thechestdemonstrating locallyaggressive lungcancerrepresentedbycolor [image].
(n.d.).Retrievedfromhttps://in.pinterest.com/pin/65302263319817052/

Roy,S.,&Pal,A.(2017).ArobustblindhybridimagewatermarkingschemeinRDWT-DCTdomainusing
Arnoldscrambling.Multimedia Tools and Applications,76(3),3577–3616.doi:10.1007/s11042-016-3902-4

Singh,A.(2015).Some new techniques of improved wavelet domain watermarking for medical images[Ph.D.
Thesis].NITKurukshetra.

Singh,A.,Dave,M.,&Mohan,A.(2014).Hybridtechniqueforrobustandimperceptibledualwatermarking
usingerrorcorrectingcodesforapplicationintelemedicine.International Journal of Electronic Security and 
Digital Forensics,6(4),285–305.doi:10.1504/IJESDF.2014.065739

Su,Q.,Niu,Y.,Zou,H.,&Liu,X.(2013).Ablinddualcolorimageswatermarkingbasedonsingularvalue
decomposition.Applied Mathematics and Computation,219(16),8455–8466.doi:10.1016/j.amc.2013.03.013

Thakkar,F.,&Srivastava,V.(2017).Ablindmedicalimagewatermarking:DWT-SVDbasedrobustandsecure
approachfortelemedicineapplications.Multimedia Tools and Applications,76(3),3669–3697.doi:10.1007/
s11042-016-3928-7

Thanki,R.,Borra,S.,Dwivedi,V.,&Borisagar,K.(2017).Anefficientmedicalimagewatermarkingscheme
basedonFDCuT–DCT.Engineering Science and Technology, an International Journal, 20(4),1366-1379.

Thanki,R.,Kher,R.,&Vyas,D.(2011,January).PerformanceAnalysisofCorrelationbasedWatermarking
TechniqueforMedicalImagesinpresenceofWGN.In2nd International Conference on Signals, Systems & 
Automation (ICSSA-2011), GCET,VVNagar,India.

Venkatram, N., Reddy, L., & Kishore, P. (2014). Blind medical image watermarking with LWT-SVD for
TelemedicineApplications.WSEAS Transactions on Signal Processing,10,288–300.

Yassin, N. (2015). Digital watermarking for telemedicine applications: A review. International Journal of 
Computers and Applications,129(17),30–37.doi:10.5120/ijca2015907183

http://dx.doi.org/10.1109/IACC.2016.104
http://rad.usuhs.mil/medpix/medpix.html
https://in.pinterest.com/pin/65302263319817052/
http://dx.doi.org/10.1007/s11042-016-3902-4
http://dx.doi.org/10.1504/IJESDF.2014.065739
http://dx.doi.org/10.1016/j.amc.2013.03.013
http://dx.doi.org/10.1007/s11042-016-3928-7
http://dx.doi.org/10.1007/s11042-016-3928-7
http://dx.doi.org/10.5120/ijca2015907183


International Journal of Digital Crime and Forensics
Volume 11 • Issue 2 • April-June 2019

33

Surekha Borra is currently a Professor in the Department of ECE, K. S. Institute of Technology, Bangalore, 
Karnataka, India. She earned her Doctorate in Image Processing from Jawaharlal Nehru Technological University, 
Hyderabad, India, in 2015. Her research interests are in the areas of Image and Video Analytics, Machine Learning, 
Biometrics and Remote Sensing. She has published 4 book chapters and 22 research papers to her credit in 
refereed & indexed journals, and conferences at international and national levels. Her international recognition 
includes her professional memberships & services in refereed organizations, programme committees, editorial & 
review boards, wherein she has been a guest editor for 2 journals and reviewer for journals published by IEEE, 
IET, Elsevier, Taylor & Francis, Springer, IGI-Global etc. She has received Woman Achiever’s Award from The 
Institution of Engineers (India), for her prominent research and innovative contribution (s)., Woman Educator & 
Scholar Award for her contributions to teaching and scholarly activities, Young Woman Achiever Award for her 
contribution in Copyright Protection of Images.

Rohit Thanki received his Ph.D. in Electronics and Communication Engineering from C. U. Shah University; 
M.E. in communication engineering from Sardar Patel University and B.E. in electronics and communication 
engineering from Saurashtra University, Gujarat, India. He has 5+ years of experience in research and 1 + years of 
experience in academic. He has published 9 books with Springer and 1 books with CRC press. He has published 
9 book chapters in edited book which are published by CRC press, Springer, Elsevier and IGI Global. He has 
also published many papers in refereed journals and in international conferences. His publications are indexed 
in web of science (SCI, SCIE & ESCI), Scopus, ACM Digital Library and IEEE Xplore. He is a reviewer of IEEE 
Consumer Electronics Magazine, IET Image Processing, Signal Processing: Image Communication, Imaging 
Science Journal and Computers & Electrical Engineering. His current research includes Digital Image Processing, 
Multimedia Security, Digital Watermarking, Compressive Sensing, Medical Image Analysis, Biometric Security, 
Machine Learning and Deep Learning. 

Rohit M. Thanki obtained his Ph.D. in Multibiometric System Security using CS Theory and Watermarking from C. 
U. Shah University, Wadhwan city, Gujarat, India in 2017. His area of research interest is Digital Watermarking, 
Biometrics System, Security, Compressive Sensing, Pattern Recognition and Image Processing. He has published 
7 books, 7 book chapters and 30 research papers to his credit in refereed & indexed journals, and conferences 
at international and national level. His international recognition includes his professional memberships & services 
in refereed organizations, programme committees and reviewer for journals published by IEEE, Elsevier, Taylor 
& Francis, Springer, IGI-Global etc.


