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ABSTRACT

Delay tolerant networks (DTNs) represent a class of intermittently connected networks. In such
networks,messagesarehardtotracksincetheyaretransmittedbyopportunisticencountersbetween
mobile nodes. This feature makes DTN an appropriate masking channel for information hiding
systems. However, the DTN often has poor communication quality, given that it suffers from
frequentdisruptions.InordertoimprovethecommunicationqualityofDTNandmeettheneedsof
informationhidingsystem,anefficientroutingstrategyisproposedinthisarticle.Ontheotherhand,
ininformationhidingsystems,arelativelylongTime-To-Live(TTL)ofmessageswillincreasethe
riskofthemessagebeingexposed.Toachieveabalancebetweendeliveryratioandconcealment,the
sensitivityofmessageTTLisanalyzedandasuitablevalueoflifetimeisgiven.Finally,thesimulation
resultsshowthattheproposedalgorithmcanimprovetheeffectivenessofmessagetransmission,and
theDTNcanbeusedasmaskingchanneltorealizeinformationhidingsystem.
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INTRoDUCTIoN

Characterizedbydynamicallychangingtopologyaswellasfrequentconnectivitydisruptions,delay
tolerant networks (DTNs) represent a common typeof self-organizingnetworks, such aspocket
switchednetwork,mobilesocialnetworkandmobilesensornetwork(Hrabčák,Matis,Doboš,&Papaj,
2017).Inthesenetworks,numerousmobileintelligentdevicesexchangedatathroughshort-range
communicationinterface(Pentland,Fletcher,&Hasson,2004).Sinceend-to-endpathscannotbe
guaranteed,messagesaretransmittedthroughopportunisticencountersbetweennodes(Fall,K).That
is,amessagecouldbesentoveranexistinglink,getbufferedatthecurrentnodeuntilthenextlinkin
thepathcomesup,untilitreachesitsdestination(Spyropoulos,Psounis,&Raghavendra,2005).Asa
result,thepaththatamessagepassedthroughismoredifficulttobetrackedthaninfrastructure-based
communicationandtraditionalwirelesscommunication.ThisfeaturemakesDTNanappropriate
maskingchannelforinformationhidingsystems.Generally,informationhidingsystemincludescontent
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hidingandtransmissionhiding(Johnson,&Katzenbeisser,2000;Chen,etal.,2017).Thecontent
hidingmainlyfocusesontechnologiessuchascryptography,steganographyanddigitalwatermarking
(Lin,Yang,&Wang,2016;Soderi,Mucchi&Hämäläinen,2017;Hust,&Wuhan,2005).Besides,
thetransmissionhidingisconcernedwiththedesignofmaskingchannel,whichexploitssomeofthe
inherentcharacteristicstoachievecommunicationhidinginphysicallayer(Yang,Kim,&Lo,2016;
Yang,Kim,&Lo,2015,Huang,Liu,&Lv,2015;Liu,2015).Inthispaper,theDTNisusedforthe
hiddentransmissionofmessagesininformationhidingsystems.Afterencryptionorsteganography
ofthecontent,theencryptedinformationsuchasimagesorvideosaredeliveredbymulti-hopunder
theintermittentlyconnectedenvironment.Inthisway,thetransmissionpathbecomesunpredictable,
andthesourcesenderscanbeprotectedfrombeingtrackedbytheunknownthirdparty.Therefore,
boththetransmissionprocessandthesendercanbe“hided”innetworklayer.

AlthoughDTNisanexcellentmaskingchannel,itsintermittentlyconnectedpropertymakesthe
deliveryofmessageachallenge(Hui,Chaintreau,Scott,Gass,Crowcroft,&Diot,2005).Asaresult,
thecommunicationqualitycanbeaffectedseriously.Thus,tomakesurethattheDTNiscapableto
beusedasmaskingchannel,thedeliveryefficiencyofmessageforwardingmustbeimproved.In
thispaper,anefficientroutingstrategywhichincludestwocriticalschemesisproposedtosolvethis
issue.Firstly,consideringthatmessagemaystuckandexpireinaninactivenode,amulti-copyscheme
isusedtoincreasetheprobabilityofthedeliveryofmessage.Toenhancethesafetyofmessage,a
dynamiccontrolofthenumberofmessagecopiesisdesigned.Secondly,inordertochooseamore
appropriatenexthopformessage,availableencounteringinformationofnodesinDTNshouldbe
exploited,andautility-basedrelaynodeselectionmechanismthatcanassessthedeliverycapability
oftheencounterednodeisdeveloped.

Ontheotherhand,arelativelylongTTL(Time-To-Live)willbehelpfultoimprovingdelivery
probabilityofthemessageinDTN.However,ininformationhidingsystems,longTTLofmessage
willincreasetheriskofthemessagebeingexposed.Tomakeabalancebetweendeliveryratioand
concealment,thelifetimeofmessageshouldbedesignedverystrictly.Inthispaper,thesensitivity
ofmessageTTLisanalyzed,andthenasuitablevalueoflifetimeisgiven.

Severalsimulationsareconductedtoinvestigatetheeffectivenessoftheproposedroutingstrategy.
Theperformanceisevaluatedbythreeindexes:deliveryratio,averagedeliverydelayandnetwork
overhead.Theresultsshowthattheproposedalgorithmcanimprovetheeffectivenessofmessage
transmission,andtheDTNcanbeusedasmaskingchanneltorealizeinformationhidingsystem.

Therestofthispaperisorganizedasfollows.InSection2,abriefoverviewofrelatedworkabout
spreadspectrumtechnologyforinformationhidingandtypicalroutingprotocolsinDTNisintroduced.
InSection3,thenetworkmodelisproposedandtheproblemsthatneedspecialconsiderationin
informationhidingapplicationswillbeanalyzed.InSection4,theroutingstrategyoftheRS-IHA
fortheapplicationsisshown.InSection5,severalsimulationsandevaluationsontheRS-IHAare
given.Finally,ourworkisconcludedbrieflyinSection6.

RELATED woRKS

The traditionalmaskingchannelhidingmethodsmainly takeadvantageof someof the inherent
characteristics of the channel. One of the most widely-used approaches is the spread spectrum
technology which transmits secret information in physical layer to achieve the purpose of
communication hiding (Cox, Kilian, Leighton, & Shamoon, 1997; Gkizeli, Pados, & Medley,
2007;Yousaf,Loan,Babiceanu,Maglaras,&Yousaf, 2017;Yang,Kim,&Lo, 2016).LiMing
andTiGuangyu(2016)proposeaspreadspectruminformationhidingmethodwithpseudo-noise
mask.Wenjunetal.(2010)proposeanaudioinformationhidingalgorithmwithoutdestroyingthe
orthogonalityofpseudorandomsequence.MingLietal.(2012)developaniterativegeneralized
least-squarescoreproceduretoseekunknowndatahiddeninhostsviamulti-signaturedirect-sequence
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spread-spectrumembedding.Theseworksareallbasedonthephysicallayertechnology.Inthispaper,
thepurposebyexploitingthenetworklayerofDTNwillbeachieved.

InordertoimprovethetransmissionqualityofDTN,scholarsproposedthestore-carry-forward
strategytodelivermessages[14-18].Theearlyclassicroutingprotocolscanbedividedbroadlyintotwo
categories:1)Strategybasedonreplication,suchasEpidemic(Yang,Kim,&Lo,2000),Sprayand
Wait(Spyropoulos,Psounis,&Raghavendra,2005).2)Strategybasedonforwarding,suchasProphet
(Lindgren,Doria,&Schelen,2004),BubbleRap (Hui,Crowcroft,&Yonek,2010).The typical
replication-basedEpidemicroutingliesinthelargenumberofmessagecopiestoobtainasatisfying
deliveryrate,andwillresultinnetworkoverheadandmessagedelay.Thetypicalforwarding-based
Prophetroutingcansignificantlyimprovethemessagedeliveryrateandreducethedeliverydelay
(Lindgren,Doria,&Schelen,2004).However,itdoesnotmakefulluseofthenetworkinformation,
suchasthecontacttimebetweennodes,whichcanimprovethepredictionaccuracyofProphet,and
contributetotheperformanceoftherouting.Thesecommonroutingdonotworkwellwiththeneeds
ofconcealmentoftheinformationhidingapplications.Incontrast,thispaperconsiderstheconditions
andconstraintsoftheinformationhidingapplications,andmakefulluseoftheencounterinformation
ofDTN,todesignanefficientroutingstrategythatcanimprovethemessagetransmissionquality.

NETwoRK MoDEL AND PRoBLEM STATEMENT

Network Model
Ininformationhidingsystem,inordertoavoidtheinformationcontentbeingattacked,atthesame
time,theprocessingandsenderofmessagecan’tbetracked,thispaperpayattentiontoacategoryof
informationhidingapplicationswhichareappliedindelay-tolerantnetworksexhibitingcertainsocial
featureslikePSN(pocketswitchednetwork)orMSN(mobilesocialnetwork).Inthesenetworks,the
numberofnodesislarge,andthesemobilenodesarecarriedbyhumans,communicationhappens
whentheycomeintotheshortcommunicationrangeofeachother.Thestructureoftheinformation
hiding system is presented as figure 1, the original message is first processed by encryption or
steganography, then the encrypted information is delivered hop by hop under the intermittently
connectedenvironment.Bydesigninganappropriateroutingstrategy,thesendercanbeprotected
frombeingtrackedtotheunknownthirdparty,andtheentiretransmissionprocesscanbehidden.
Whenthereceivergetsthemessage,itdecryptsthedata.Eventhroughthemessagespassthrough
multiplenodes,itwon’tbeexposedbecauseoftheefficientsteganographytechnology.So,boththe
messageandthesendercanbe“hidden.”

Thispaperassumethatallnodesarewillingtoconductstore-carry-forwardmechanism,every
node can successfully send and receive message, and record the encounter information such as
encountertimesandcontactdurationwithothernodes.Unicastisconsidered.Everymessagehas
lifetimeandisdelay-tolerable.Multi-copyofmessageisallowedtoincreasetheratioofsuccessful
delivery.Onceamessagecopyisreceivedbythedestination,acorrespondingcontrolmessagewill
begeneratedandspreadthroughthenetworkbyepidemicmanner,toinformthosenodesthatstore
acopyofthismessagetocleanuptheirbuffer.

Problem Statement
Someissuesthatneedtobeconsideredspecificallyininformationhidingapplicationsarestatedas
follows.

Multi-Copy Scheme
Asdescribedinthenetworkmodel,inordertoapplyDTNinactualinformationhiding,thenumber
ofnodesinDTNshouldbelarge.Sincethemessage’scarriernodedonotknowtheactivityofother
nodesinadvance,itispossiblethatmessageisforwardedtosomeinactivenodes.Forthosemessages
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withsinglecopy,theymaystickandexpire.Asaresult,thedeliveryofmessagecanbeaffected
seriously.Tocopewiththisproblem,amulti-copyschemeshouldbeappliedinthedevelopmentof
routingstrategy.However,sinceblindreplicationwillresultinhighriskofexposingofmessageand
highdeliverycost,thenumberofmessagecopiesmustbecontrolledinareasonablerange.

Relay Node Selection Mechanism
Sincethedeliverycapabilitiesofrelaynodeslargelydeterminewhethermessagescanbesuccessfully
delivered,theselectionofrelaynodesiscriticalformessagetransmission.Thus,itisessentialto
assessthedeliverycapabilitiesofnodes.However,itisverycostlyfornodestoassessthecapability
ofothernodesinaglobalperspective,duetotheintermittentlyconnectedfeatureofDTN.Forthis
issue,distributedcomputingisanappropriatesolution.Toestimatethedeliverycapabilityofnodes
accuratelyinadistributedmanner,howtomakeuseoftheavailablelocalinformationbecomesan
importantproblem.Hence,asuitablerelaynodeselectionmechanismisneededinthedesignof
routingstrategy.

Message’s TTL
ConsideringtheintermittentlyconnectedpropertiesofDTNs,thedeliveryofthemessagewillendure
uncertainandunpredictabledelay.Tocopewiththischallenge,message’sTTLissettoarelatively
largevalueinmanyrelatedroutingprotocolsforDTNs,sothatthemessagehasenoughtimetobe
deliveredtoitsdestination.Nevertheless,longTTLofmessagewillincreasetheriskofexposing
ofthehidingtransmission.Therefore,weneedtosetashorterlifetimeformessagesthancommon
situationwhilekeepingasatisfyingdeliveryrateofthemessages.Moredetailswillbediscussedin
thesimulationandevaluationsection.

Figure 1. Structure of the proposed information hiding system
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THE PRoPoSED ALGoRITHM

Inthissection,takingthehiddenrequirementsintoaccount,anefficientandpracticalroutingstrategy
isdevelopedfor informationhidingapplications(RS-IHA).RS-IHAtakesfulluseof the locally
storedinformation,suchasthenumberofencountersandthedurationofcontact,tomakedistributed
assessmentsaboutlinkstatusandthedeliverycapabilitiesofnodes.Thisroutingstrategyconsistsof
twomaincomponents:1)Dynamicalcontrolofthenumberofmessagecopies;2)messageforwarding
decisionwiththefoundationofutilityfunction.

Dynamical Control of the Number of Copies of Message
Formessageforwarding,amulti-copystrategyisadopted,atthesametime,thenumberofcopies
ofmessageshouldbecontrolledtoeffectivelyreducethenetworkoverhead.Whenthesourcenode
generatesamessage, it sets themaximumnumberofcopiesL for themessageaccording to the
estimatedlinkstate,Liscalculatedasfollows:

L
T

T
trans delay

meet

= _  (1)

whereT
trans delay_

representstheaveragetransmissiondelayofmessages.Sinceitisdifficultfornodes
togettheactualaveragetransmissiondelayofmessagesinglobalperspectiveunderrealenvironment,
eachnodeonlycalculatestheaveragedelayofmessageswhenitistherecipient.Inthisway,the
T
trans delay_

ofeachnodeisdifferent,whichisunreasonable.InordertomaketheT
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whereNrepresentsthenumberofnodesencounteredbythenodesofar,andT
pass

representsthe
elapsedtime.

Ascanbeseenfromtheabovedescription,theT
trans delay_

andT
meet

ofnodesareconstantly
changing,thiswillcausetheoptimalnumberofcopiesLofthemessagechangedynamically.Through
thisdynamiccontrolofthemaximumnumberofcopiesofmessage,thispapercanreducenetwork
overheadwhileobtainingsatisfyingdeliveryrateofmessages.

Message Forwarding Decision
When the message is generated, it needs to be forwarded to the destination node by multi-hop.
Therefore,howtochoosetherelaynodehasbecomethekeyissueinthemessagedeliveryprocess.
Thispaperproposesautility-basedforwardingstrategywhichadoptsautilityfunctiontocalculate
thedeliverycapabilityofnodes.Thefunctionconsistsoftwoelementswhicharestatedasfollows.

Contact Probability Between Nodes
Obviously, themore thenumberofencountersbetween twonodes, thegreater the likelihoodof
thenextencounter.Therefore,wemeasuretheprobabilityofcontactbyexploitingthenumberof
historicalencountersbetweennodes.Andnodeicalculatesitscontactprobabilitywithdestination
nodedasfollows:

p
N

Nid
id

i

=
*

 (5)

whereNidrepresentsthenumberofencountersbetweeniandd,andNi*representsthenumberof
encountersbetweeniandalltheothernodes,andobviously, 0 ≤ ≤p

id
1 .

The Transmission Efficiency Between Nodes
Thecontactdurationbetweentwonodescanreflectthetransmissionefficiencywhichmeasurehow
manymessagescanbetransmittedwhentheymeet.Andthetransmissionefficiencybetweennode
iandmessage’sdestinationnodediscalculatedinnodeiasfollows:

η
id

N

Nk

T i N d N

T i N k N

= =

∞

=

∞

=

∗

∑

∑∑

[ ( ), ( )]

[ ( ), ( )]

1
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where themolecule represents the sumof contact timebetween thenode i andnoded, and the
denominatorrepresentsthesumofcontacttimebetweennodeiandallothernodes.Nrepresentsthe
numberofencountersbetweeniandalltheothernodes.Obviously, 0 ≤ ≤η

id
1 .

Theutilityfunctionisdefinedastheproductofcontactprobabilityandtransmissionefficiency
betweennodeiandmessage’sdestinationnoded,itisstatedasfollows:

f p
id id id
= ×η  (7)

When message’s carrier node i encounters node j, it compares its utility value fid (delivery
capability)andtheutilityvaluefjdofnodej,iffid>fjd,iwillforwardthemessagetoj,otherwise,do
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notforward.Inthisway,message’scarrierselectsthemostcapablenodeasrelaysothatthemessage
canbedeliveredtoitsdestinationsuccessfully.

Process of the Proposed Routing
Theroutinginvolvesthedisseminationofmessage’scopiesandtheselectionofmessage’snexthop.
Thecommonpointofthetwocomponentsis:message’scarrierselectsthemostcapablenodeas
nexthop,andforwardthemessagetoitsdestination.Theflowchartoftheproposedroutingisshown
inFigure2.

Asshownintheflowchart,foragivenmessagem,whenitscarriernodeimeetsnodej,they
exchangearchivesofeachother,ifnodejhappenstobethedestinationnode,theniforwardsmessage
mtoj,afterthat,ideletesm.Otherwise,nodeicomparestheutilityvalueofiwiththatofnodej,if
jhasbiggerutility,theniforwardsmessagemtoj,andifthenumberofmessagecopiesinnodeiis
biggerthan1,thenthecopieswillbereducedbyone;otherwise,ideletesmafterforwarding.Andif
theutilityvalueofnodejislessthanthatofnodei,thenidoesnotforwardmessagem.

InspiteoftheintermittentlyconnectedfeatureofDelayTolerantNetworks,wecanimprovethe
efficiencyofmessagetransmissionthroughthedynamiccontrolofmessagecopiesandutility-based
forwardingmechanism.Messageswillbetransmittedtomorecapablecarriersanddeliveredtotheir
destinationswithhighprobability.Andlimitedmessagecopiescanoptimizetheutilizationofnetwork
resources.Theefficiencyoftheproposedroutingwillbepresentedinthesimulationsection.

SIMULATIoN AND EVALUATIoN

In this section, theperformanceof theproposed routingstrategyRS-IHAisevaluatedusing the
OpportunisticNetworkEnvironmentsimulator(ONE).Atthesametime,wecompareourRS-IHAwith
twoclassicroutingstrategies:theEpidemicandProphet.Epidemicisaninfectiousandredundancy-

Figure 2. Flowchart of the proposed routing



International Journal of Digital Crime and Forensics
Volume 11 • Issue 2 • April-June 2019

41

basedroutingwhichreproducemessagecopiesunboundedly;andProphetisautility-basedrouting
whichconsiders thenumberandfrequencyofencountersbetweennodes.Simulationparameters
aresetinTable1.What’smore,tofindasuitablemessageTTL,thesensitivityofmessageTTLis
analyzedinthefollowinganalysis.

Simulation and Comparison of the Proposed Routing 
and Two Classic Routing in DTN
Performance in terms of message delivery ratio of the proposed algorithm and the two classic
algorithmsareshowninFigure3.Theresultsshowthat,whenthecommunicationtimeisshort,
theregularmobilitypatternofnodesisnotobvious,andtheperformanceofourroutingalgorithm
doesnotshowmuchadvantage:RS-IHAalgorithmhasalowdeliveryratioinshortcommunication
time.Nevertheless,withtheincreaseofcommunicationtime,thegrowthrateofthedeliveryratioof
RS-IHAissignificant,anditoutperformstheotherprotocols.Andthereasonsarestatedasfollows:

1. Itiscommonthatthecontrolofmessagecopiescanreduceunnecessarymessagecopies.Moreover,
ourdynamic schemecandetect andexploit the real-time link status to adjust thedegreeof
redundancyofthemessage.Consequently,theefficiencyofmessageforwardingisimproved.
Inaddition,thelongerthecommunicationtimeis,themoreaccuratelyitestimatesthenumber
ofcopiesofthemessage,andthedeliveryratioofRS-IHAcanbenefitmorefromthisscheme.
Incontrast,EpidemicandProphetmaysufferfromnetworkcongestion,andcannotachievehigh
performanceinthelongrun,giventhatnode’scacheislimited;

2. ForthecontactprobabilityandthetransmissionefficiencyincludedinRS-IHA,itperformsbetter
thantwotraditionalroutingstrategiesinthedeliveryrateunderthelong-timecommunication.
AlthoughbothProphetandRS-IHAareutility-basedrouting,Prophetfailstomakeuseofthe
contactdurationbetweennodes.Therefore,thedeliveryratioofProphetislowerthanthatof
RS-IHA.

Table 1. Simulation parameters

Parameters

Simulationscenario

Simulationtime 86400s(24h)

Area 4500m*3400m

Map Helsinki

Informationof
nodes

Transmitspeed car 2.7~15.9m/s

pedestrian 0.5~1.5m/s

tram 10~20m/s

Transmitrange car 50m

pedestrian 10m

tram 100m

NumberofHosts 126

Buffersize car 50M

pedestrian 10M

tram 50M

packet

Messagesize 100~500k

TTL 360min(6h)

Generationinterval 30~60s
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Figure4showstheaveragedelayofRS-IHAandthetwoclassicrouting.Similartothecaseof
deliveryratio,theaveragedelayofRS-IHAshowsbetterperformancethanthetwoclassicprotocol
inalongtimecommunication.Figure5showsthenetworkoverheadofRS-IHAandthetwoclassic
routing.ItcanbeseenthattheoverheadofRS-IHAisthelowestinthethreeroutingstrategies.And
thereasonsarestatedasfollows:

1. Recallthatthedynamiccontrolofmessagecopiescanoptimizetheutilizationofresourcesto
alargeextent,relievenetworkcongestion,andimprovetheefficiencyofmessageforwarding.
Therefore,intermsofnetworkoverhead,theproposedroutinghassignificantadvantageover
theroutingstrategieswhichhasnomessagecopycontrolstrategy;

2. Theutilityfunctionintheproposedmessageforwardingstrategyconsidersboththetransmission
efficiencyandtheprobabilityofcontact.Thus,theforwardingcapabilityofencounterednodecan
beevaluatedmorecomprehensively,andtheperformanceofroutingcanbefurtheroptimized.
Therefore,wehavethelowestaveragedeliverydelayandnetworkoverhead.

Insummary,inspiteoftheharshcommunicationenvironmentofdelaytolerantnetworks,the
proposedroutingcanachievesatisfyingperformancewhichcanbebetterespeciallyinthelong-time
communication.Therefore,theDTNcanbeusedasmaskingchanneltorealizeinformationhiding
system.

Sensitivity Analysis of Message TTL
Asdescribed inprevious, longTTLofmessagewill increase the riskofexposingof thehiding
transmission.However,ashortTTLwillaffecttheperformanceofroutingseriously,sincemessage
mayexpirebeforeitwassuccessfullydelivered.Toachieveabetterbalance,weanalyzethesensitivity
ofmessageTTLand select an appropriatevalue.Therefore,wemakemessageTTLvaries, and
investigatetheperformanceofourRS-IHA(fortheotherparameters,werefertothetable1).Since
thedeliveryratioisametricthatweconcernaboutmost,werepresentthedeliveryratioresultswhen
messageTTLvaries.

Figure 3. Simulation results in terms of delivery ratio
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ItcanbeseeninFigure6,withmessageTTLincreases,deliveryratiooftheproposedRS-IHA
growsfastatfirst,thentendstobegentle,andisclosetostagnantintheend.Obviously,underour
simulationparameters,5hoursisthefulfillingmessageTTL,sinceitisnotalonglifetimeandit
almosthasnoeffectontheperformanceofrouting.ItisnoteworthythatthisfulfillingTTLisnot
generic,itwillchangewithdifferentcommunicationparametersandconditions.

Figure 4. Simulation results in terms of the average delay

Figure 5. Simulation results in terms of network overhead
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CoNCLUSIoN

Inthispaper,theDTNisusedasmaskingchannelformessageforwardingininformationhiding
applications.TocopewiththeunfavorablefeatureoftheintermittentconnectionofDTN,weimprove
thecommunicationqualityoftheDTNbyproposinganefficientroutingstrategy.Multi-copyscheme
isexploitedintherouting,andfurthercontrolonthenumberofmessagecopiesisconsidered.And
historicalencounterinformationofnodesthatcollectedinDTNisusedinroutingdesign.Ontheother
hand,wemakeasensitivityanalysisonmessageTTLtofindalifetimethatissuitableforinformation
hiding.Thenweconductsomesimulationsandcomparisonstoverifytheproposedstrategy.The
simulationresultsshowthat,withthecontrolofthenumberofmessagecopiesandtheforwarding
mechanismbasedonutilityfunction,ourroutingalgorithmcanacquiresatisfyingperformancein
DTN,themessagedeliveryratiocanbeimprovedsignificantly,theaveragedelayandtheoverhead
ratiocanbereduced.AndtheproposedalgorithmcanbeinstructiveforapplyingDTNtheoryto
actualinformationhidingsystem.
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