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ABSTRACT

Thisarticlecontendsthatinformationsecurityeducation,trainingandawarenessprogramscanimprove
employeesecuritybehavior.Empiricalstudieshaveanalyzedthedirecteffectsofemployeesecurity
trainingonsecuritybehaviorwithouttakingintoaccountthemediatingroleofemployeerelations,
monitoring,andaccountability.Basedonemployeerelationsandaccountabilitytheories,thisstudy
proposesandtestsacausalmodelthatestimatesthedirecteffectofemployeesecuritytrainingon
securitybehavioraswellasitsindirecteffectsasmediatedbyemployeerelations,monitoring,and
accountability.Theempiricalanalysisreliesonasurveydatafromacrosssectionofemployeesfrom
fivemajorindustrysectorsandastructuralequationmodelingapproachviaSmartPLS3.0.Theresults
showthatemployeesecuritytraininghasindirectandsignificanteffectsonsecuritybehaviorthrough
itsinfluenceonemployeerelations,monitoring,andaccountability.However,theresultdoesnot
indicatedirectandsignificanteffectofsecuritytrainingonemployeesecuritybehavior.
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INTRodUCTIoN

Organizationsrelyoninformationsystemstoenhanceproductivityandperformance,therebygaining
competitiveadvantageandachievingstrategicgoals.Usersof informationsystemsare,however,
pronetointentionalandunintentionalsecurityrisks.Userstendtobethemajorcontributingfactorin
manyinformationsecuritybreaches(Abawajy,2014).Assuch,anincreasingamountofattentionis
beingpaidtothehumansideofinformationsecurity(Marett,2015).AccordingtoPonemonInstitute
(2012),employeesarethemaincausesofmanydatabreachesinorganizations.Informationsecurity
breachesoftenoccurinorganizationsduetoemployees’ignoranceorcarelessbehaviors(Abawajy,
2014).For instance, employeenegligenceormaliciousnessaccount for78%ofdatabreaches in
organizations(PonemonInstitute,2012).Asaresult,organizationalleadersareseekingbehavioral
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solutionstoeffectapositivechangeinemployeebehaviortowardthesecurityofinformationresources
(Pattinsonetal.,2016).

An important aspect of managing employee security behavior in organizations is through
security education, training, and awareness. Information security education is theorganizational
effortatmakingemployeesawareofthesecurityenvironment,policies,andsecuritymanualsofthe
organization(D’Arcyetal.,2009).Agrowingbodyofevidencesuggeststhatinformationsecurity
trainingcanbeused to improveemployee information securitybehavior (Chen,Ramamurthy&
Wen,2015;Helkala&Bakås,2014;Tsohouetal.,2015).Themainreasonorganizationsprovide
securityeducation,training,andawarenessprogramsistochangeemployees’behaviorandtoreduce
employees’undesirablesecuritybehavior towardorganizational information resources (Abawajy,
2014).Throughtheuseofeffectivetrainingtechniques,employeescanbeeducatedonhowtomake
safeinformationsecuritydecisions(Kennedy,2016).

Employeeinformationsecurityeducation,trainingandawarenessprogramsandsecuritybehavior
continuetobestrongthemesinthehumanaspectsofinformationsecurityliterature(Bossetal.,
2015;Chu&Chau,2014;Pattinson&Anderson,2007).However,littleattentionisbeingpaidto
humanfactorsthatcaninfluenceemployeesecuritybehavior.Manyorganizationshaveestablished
SETAandsecuritymonitoringprogramstosafeguardinformationresources(Chen,Ramamurthy&
Wen,2015).Butthecurrentmethodsoftrainingemployeesaboutinformationsecurityareapparently
failingasthenumberofemployee-relatedbreachesisincreasingeachyear(Kennedy,2016).Lacey
(2010) believes that lack of proper training and supervision are the contributing factors behind
manyinformationsecuritybreaches.However,SluskyandPartow-Navid(2012)arguethatfailure
ofemployeestocomplywithsecuritymeasuresisnotduetolackofsecuritytrainingandawareness.
Evenindividualswithsecurityknowledgeareunabletodrawthenecessaryconclusionsaboutdigital
riskswhenbrowsingtheweb(Bennett&Bertenthal,2016).Thus,thereisasignificantgapbetween
employeeinformationsecuritytrainingandsecuritybehavior(Stanciu&Tinca,2016).Parsonsetal.
(2014)suggestthatorganizationsshouldassesstheimpactofinformationsecuritytrainingprograms
onaddressingorganizationalinformationsecuritychallenges.

According toMeso,DingandXu(2013), there is theneedforabroaderandbetter training
of employees to be able to effectively deal with information security risks. Organizations need
to incorporate into security education, training and awareness programs three key interventions
(mediators), including establishing closer employee relations, monitoring employees’ security
behavior, and making employees accountable for security. Employee relations, monitoring, and
accountability are corehuman resource (HR)management activities that can improve employee
behavior. Human resource management plays an important role by coordinating the activities
(policiesandprocedures)oftheorganization,whichareconsistentwiththeoverallbusinessgoals
andobjectives.Employeerelationsareidentifiedassocialexchangerelationshipbetweenanemployer
andtheemployeesintheorganization(Sivalogathasan&Hashim,2013).Monitoringistheactivities
undertakenbyonepartytogaininformationaboutanotherparty’slevelofcompliance(Ferrinet
al.,2007)tospecifiedrequirements.Accountabilityisa“processinwhichapersonhasapotential
obligationtoexplainhisorheractionstoanotherpartywhohastherighttopassjudgmentonthose
actionsandtoadministerpotentialpositiveornegativeconsequencesinresponsetothem”(Vance,
Lowry&Eggett,2015,p.347).

Basedontheaccountabilityandemployeerelationstheories,thisstudydevelopsandexamines
theinfluenceofemployeeinformationsecuritytrainingonemployeeinformationsecuritybahavior
mediated through the organizational security activities of creating employee relations, security
monitoring,andaccountability.YaokumahandKumah(2018)exploretheeffectofsecuritypolicy
oncompliance.D’Arcy,Hovav,andGalletta(2009)investigateperceivedcertaintyandseverelyof
sanctionsasthemajormediatingfactorsbetweensecuritypolicies;securityeducation,training,and
awareness(SETA)programs;computermonitoring,andinformationsystemsmisuseintention.Both
certaintyandseverelyofsanctionsexplainonly30%ofthevariationsininformationsystemsmisuse
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intention.This suggests thatother factorscanaccount for informationsystemsmisuse intention,
andforthatmatteremployeesecuritybehavior.Thus,theextentoftheimpacttraining,employee
relations,monitoring,andaccountabilityhaveonimprovingemployeeinformationsecuritybehavior
has not been adequately researched from theoretical and empirical perspectives. For improving
employeeinformationsecuritybehavior,thispaperproposesthatemployeerelations,monitoring,
andaccountabilityshoulddirectlyimproveemployeeinformationsecuritybehaviororactasthevital
linkormediatorsbetweenemployee informationsecurity trainingand theemployee information
securitybehavior.

BACKGRoUNd ANd HyPoTHESES

Theoretical Background and Conceptual Model
Twotheorieswereusedinthisstudytoexplainhowsecuritytrainingcouldimprovesecuritybehavior:
theaccountabilitytheory(Vance,2013;Vance,Lowry&Eggett,2015)andtheemployeerelations
theory(Coleman,2017;Ross&Bamber,2009;TheGreatSovietEncyclopedia,1979).Accountability
theorycomprisedoffourmainconstructs:identifiability,expectationofevaluation,awarenessof
monitoring,andsocialpresence(Vance,Lowry&Eggett,2015).Identifiabilityisaperson’sknowledge
thathisactivitiescouldbelinkedtohimandthusrevealedhis/hertrueidentity(Vance,Lowry&
Eggett,2015).Expectationofevaluationisthebeliefthatone’s“performancewouldbeassessedby
anotheraccordingtosomenormativegroundrulesandwithsomeimpliedconsequences”(Lerner
&Tetlock,1999,p.255).Awarenessofmonitoringisauser’sstateofactivecognitionthathisor
hersystem-relatedworkisbeingmonitored(Vance,Lowry,&Eggett2015).Socialpresenceisthe
awarenessthatthereareotherusersinthesystem(Vance,Lowry,&Eggett2015).

Theemployeerelationstheoryproposedthathumansaresocio-psychologicalbeingsandhave
moralqualities-includinggoals,motivation,andvalues(TheGreatSovietEncyclopedia,1979).
To increase productivity, a method of dealing with employees should take into consideration
humanmoralneeds.Thetheoryfocusedonfactorsfosteringapositiveornegativeattitudetoward
employees,theinfluenceoftheworkgroupontheindividual,theeffectivenessofformsandmethods
of supervision, and the improvement of conditions for work, relaxation, and leisure (The Great
SovietEncyclopedia,1979).Theunitaristtheoryofemployeerelationsemphasizedco-dependency
ofemployersandemployeesinwhichtheorganizationisviewedtheasanintegrated,friendlyand
collaborativewhole(Coleman,2017).Theemployersandemployeesregardtheorganizationasa
happyfamilywithacommonpurposeandmutualco-operation(Ross&Bamber,2009) towards
theachievementoforganizationalgoals.Unitarist focussedon increasedemployee loyalty in the
attainmentoforganizationalgoals.

Based on these theories, the current study proposed that an employee with the knowledge
thathisorheridentitycouldnotbehiddenandhisactivitiesarebeingmonitoredwouldbemore
likelytoengageindesirablesecuritybehavior.Thefundamentalassumptioninourtheoreticaluse
ofaccountabilitytheoryisthataccountabilityandmonitoringwouldchangeemployees’behavior
towardinformationsecuritypolicies.Foremployeerelationstheory,ourassumptionisthatwhen
employees’moral needs are addressed therewouldbe the tendencyof positivebehavior toward
informationsecurity.Ourconceptualmodelproposedthatemployee’informationsecuritytraining,
mediatedbyemployeeaccountability,employeerelations,andemployeemonitoringwouldimprove
employeedesirableinformationsecuritybehavior(seeFigure1).Theconceptualmodelsuggested
thatemployeeswhohadsecuritytrainingwouldhaveincreasedperceptionofaccountability,which
inturnwouldinfluencetheirbehaviortowardinformationsecurity.

Given the above explanation of the mediating effect of accountability, employee relations,
andemployeemonitoring,thestudypositedthatemployeeswhohadsecuritytrainingwouldhave
desirablesecuritybehaviorsthatwouldimproveinformationsecurity.Moreover,themodelsuggested



Journal of Global Information Management
Volume 27 • Issue 2 • April-June 2019

105

thatsecuritytrainingwoulddirectlyimproveemployees’securitybehaviorwithoutthemediators
(accountability,employeerelations,andemployeemonitoring).

Employee Security Behavior
Literatureonemployeesecuritybehaviorprovideddiverseandsometimesinconsistentfindings.A
recentstudysuggestedthatthelevelofusersecuritybehaviorislow(Das&Khan,2016).According
toSafaetal.(2015),usersecuritybehaviorsuchasusernegligence,ignorance,lackofawareness,
mischievous, apathy and resistance were usually the reasons for security breaches. Applying
structuralequationmodellingtechniques,Safaetal.(2015)foundthatinformationsecurityawareness
andattitude towards informationsecurityhadpositiveeffectonusers’behavior,whileperceived
behavioralcontroldidnotsignificantlyaffectuserbehaviour.However,inanearlierandarelated
study,Zhangetal.(2009)examinedthefactorsaffectingend-usersecuritybehaviorandfoundthat
perceivedbehavioral controlhad significant impacton intention tocomplywith securitypolicy.
ChenandLi(2014)distinguishedbetweenformalcontrol(deterrenceandpunishment)andinformal
control(misperceptionofsocialnorms).Formalcontrolmechanismseffectivelyreducedemployee’s
omissionbehaviorswhereasinformalcontrolmechanismscontributedtothedisseminationofomission
behaviorsamongemployees(Chen&Li,2014).Consideringthesecontradictoryfindings,thecurrent
studyproposedthatsecuritytraining,monitoring,accountability,andemployeerelationscouldhave
significantinfluenceonemployeesecuritybehavior.

Security Training, Education, Awareness
Informationsecurityeducation,training,andawarenessarethreeinter-relatedactivitiesorganizations
employtofosteremployees’understandingandcompliancewithinformationsecuritypoliciesand
guidelines. According to NIST Special Publication 800-16 (1998), user education, training, and
awarenessareimportantaspectswhenaddressinghumanfactorsandcompetenciesininformation
security. Security education is a means of providing adequate information security awareness
amongstemployees (Kaspersky&Furnell,2014). Informationsecurityawareness is the levelof
comprehensionthatusershaveabouttheimportanceofinformationsecuritybestpractices(Abawajy,

Figure 1. Conceptual model of employee security training on security behavior
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2014).Securityawarenessisaprimarypillarofsecurityforanyorganizationtoavoidmajorsecurity
breaches(Dahbur,Bashabsheh,&Bashabsheh,2017)andthemostcost-effectivemeansofenhancing
security(Albrechtsen&Hovden,2010).

Previous studies reported inconsistent findingswith regard towhether security training and
awarenessprogramshavedirectinfluenceonemployeesecuritybehavior.Forexample,Zhangand
McDowell(2009)notedthatsecurityeducationaloneisoflittlevaluetochanginguserbehavior.
However,accordingtoMcCrohan,EngelandHarvey(2010),informationsecurityawarenessand
traininginitiativeswouldimprovesecuritybehavior.McCrohan,Engel,andHarvey(2010)foundthat
cyberthreateducationandawarenessinterventioncouldchangeusersecuritybehavior.Helkalaand
Bakås(2014)alsodemonstratedthateducationisnecessaryinchangingpeople’ssecuritybehaviour.
Thissuggestedthatthemoreinformationsecurityknowledgeemployees’have,thebettertheirbehavior
towardinformationsecurity.Basedonthisnotionthefollowinghypothesiswasproposed:

Hypothesis 1:Thereisadirect,positive,andsignificantrelationshipbetweenemployeeinformation
securitytraining,educationandawareness(TRAINING)andemployee’sinformationsecurity
behavior(BEHAVIOR).

Moreover, the dependency on humans in protecting information resources necessitated an
informationsecurityawarenessprogramtomakepeopleconsciousoftheirrolesandresponsibilities
towardinformationsecurity(Kruger,Drevin,&Steyn2010).Animportantaspectofsecuritytraining
is tomadeemployeeresponsibleandaccountableforsecurity.Kruger,Drevin,andSteyn(2010)
foundasignificantrelationshipbetweenknowledgeofconceptsandbehavior.ButMcCrohan,Engel
andHarvey(2010)doubtedwhethersimpleadmonitionofsecuritythreatscanchangebehavior.A
globalsecuritysurveyconfirmedthatsecurityeducation,trainingandawarenessprogramsarenot
workingaswellastheycouldbe(Tsohouetal.,2012),hencetheneedforaccountability,monitoring,
andemployeerelations.

Accountabilitytheoryproposedthatuser’sactivecognitiveabilityisenhancedwhentheyare
madeawarethattheiractivitiesarebeingmonitored(Vance,Lowry,&Eggett2015).Employees
monitoringproducesfruitfuloutcomeswhentheemployeeisawarethattheyarebeingmonitored
(Vance,Lowry,&Eggett2015).Thus,whenemployeesparticipatedinsecuritytrainingandawareness
programs,theyshouldbemonitoredtoascertainwhetherthetraininggoalshavebeenachieved.With
respect to therelationshipbetweentrainingandaccountability,Burley(2017)notedthat training
hassignificantimpactonemployeeaccountability.Forexample,awell-designedsecuritytraining
programwouldincludehowtheemployeeshouldcreateanactionplan.Thiswouldincludehow
toapplywhathasbeenlearnedwhentheemployeereturnedtowork.Basedontheseconcepts,the
followinghypotheseswereputforth:

Hypothesis 2:Thereisapositiveandasignificantrelationshipbetweenemployeeinformationsecuritytraining,
educationandawareness(TRAINING)andimprovementinemployeerelations(RELATIONSHIP).

Hypothesis 3: There is a positive and a significant relationship between employee information
securitytraining,educationandawareness(TRAINING)andimprovementininformationsecurity
monitoring(MONITORING).

Hypothesis 4: There is a positive and a significant relationship between employee information
security training,educationandawareness (TRAINING)andemployee informationsecurity
accountability(ACCOUNTABILITY).

Employee Monitoring
Systematic monitoring and evaluation of employees’ security behavior are of great importance
(Albarrak, 2011). Employee monitoring is an important component of organizational efforts to
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maintainemployeeproductivityandtomanageemployeemisconduct(Fordetal.,2015).Lackof
securityevaluationmethodmightexposeorganizationstoseveralriskysituations(Rigonetal.,2014).
Toenhanceemployeeperformance,manyorganizationsareincreasinglyusingelectronicperformance
monitoringsystems(Bhave,2014).Technologyallowsforextensivemonitoringofemployeeswith
video,phones, internet, socialmedia, application logs, andothermethodswithwhichemployee
behaviorscanbe tracked (Fordetal.,2015).Anotheremerging formofemployeemonitoring is
throughglobalpositioningsystem(GPS)(Bhave,2014).However,employeemonitoringhasbeen
contendedasitcouldbeconsideredabreachofprivacy(Towns&Cobb,2012)andclosemonitoring
mightresultinnegativeemployeereactions(Jeske&Santuzzi,2015).Similarly,WhalenandGates
(2010)suggestedthatvoluntarymonitoringshouldbemadeaconditionofemploymentinorderto
yieldpositiveresults.

Onekeyconstructofaccountabilitytheoryissocialpresence.Socialpresencesuggestedthat
usersareawareofthepresenceofotherusersinthesystem(Vance,Lowry&Eggett,2015)who
mightobservetheiractivities.Theawarenessthatothersareobserving(monitoring)theiractivities
might compel employees to comply with policies. Monitoring could influence accountability in
twoways.Dishonestemployeesmightfeardisciplinaryactionsandthosecomplyingwithsecurity
requirementsmightexpectacknowledgment.Also,employeerelationstheoryfocusedonmeeting
thesocialandpsychologicalneedsoftheemployees.Throughmonitoring,anorganizationwould
ascertaintheneedsoftheemployees.Knowingtheneedsandaddressingthoseneedswouldcreate
closeremployeerelations(Coleman,2017).

Moreover,whenpeoplearebeingmonitoredtheywouldputupacceptablebehavior(Vance,
Lowry,&Eggett2015).Monitoringemployeesgivestheorganizationtheopportunitytowatchfor
mistakesanderrors.Amonitoringsystemenablestheorganizationtoidentifystrengthandweaknesses
of employees on regular bases. Employees’ strength and weaknesses would be exposed. When
employees’strengthsareacknowledgedtheirbehaviortowardworkmightchange(Ross&Bamber,
2009).Also,pointingoutemployees’weaknessesandmistakesmightimprovesecuritybehaviors
(Fordetal.,2015).Apreviousstudyfoundthatafrequentsupervisoryuseofelectronicperformance
monitoringwasassociatedwithbetter taskperformanceandorganizationalcitizenshipbehaviors
(Bhave,2014).Thus,thefollowinghypotheseswereproposed:

Hypothesis 5: There is a positive and a significant relationship between security monitoring
(MONITORING)andemployeeinformationsecurityaccountability(ACCOUNTABILITY).

Hypothesis 6: There is a positive and a significant relationship between security monitoring
(MONITORING)andimprovementinemployeerelations(RELATIONSHIP).

Hypothesis 7: There is a positive and a significant relationship between security monitoring
(MONITORING)andemployee’sinformationsecuritybehavior(BEHAVIOR).

Employee Relations
GennardandJudge(2002)definedemployeerelationsasthestudyofrules,regulations,andagreements
whichareemployed tomanageemployees individuallyandcollectivelywith theaimofgaining
employeecommitmenttotherealizationofanorganization’sgoalsandobjectives.Toensuresecurity
ininformationsystems,itisnecessarytoaddresshumanbehaviorandorganisation-relatedissues
(Trceketal.,2007).Employeerelationsarehumanresourcestrategiesdesignedtomanagerelationships
betweenemployersandemployees(AndreaRea,n.d).Employeerelationsprogramsareaimedat
providingfairandconsistenttreatmenttoallemployees,preventandresolveproblemsarisingfrom
situationsatwork,andaddressingissuesaffectingemployeessuchaspayandbenefits,supporting
work-lifebalance, and safeworking conditions (AndreaRea, n.d).Employee relationsprograms
ensurethemosteffectiveuseofemployeestoaccomplishtheorganization’sobjectives(AndreaRea,
n.d.).Thestrengthofanemployee’sidentificationwithandinvolvementinanorganizationhasa
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significanteffectonbehavioralintention(Lebeketal.,2014).Thisisbecausedisgruntledemployees
canexposevaluablebusinesstradesecretsorengageincorporateespionageorsabotage(Fordet
al.,2015).Thesocialexchangerelationshipbetweentheemployerandtheemployeedeterminedthe
employeeworkoutcomes(Sivalogathasan&Hashim,2013).Therefore,employeerelationscould
influenceemployeesecuritybehavior.Thefollowinghypothesiswasproposed:

Hypothesis 8: There is a positive and a significant relationship between employee relations
(RELATIONSHIP)andemployee’sinformationsecuritybehavior(BEHAVIOR).

Employee Accountability
Whileorganizations invest significant funds toensure thatbuildingsandcomputingsystemsare
secured,theresponsibilitythattheemployeeshaveformaintaininginformationsystemssecurityis
oftenoverlooked(Hazari,Hargrave&Clenney,2008).Responsibilityandaccountabilitycouldchange
thebehaviorsofuserswhoaccessessystemsandapplicationstoperformtasks.Accountabilityis
seenasaqualityinwhichapersondisplaysawillingnesstoacceptresponsibility(Vance,2013).It
isregardedasaprocessinwhichapersonhasapotentialobligationtoexplainhisorheractionsto
anotherpartywhohastherighttopassjudgmentontheactionsaswellastosubjectthepersonto
potentialconsequences(Vance,2013).Onepromisingmeansofmodifyingthebehaviorsofemployees
isthroughaccountability(Tadmor&Tetlock,2009).Accountabilitytheorysuggestedthataperson’s
expectationthatheorshewouldbeheldaccountableforanactionorinactionreducesthelikelihood
ofbehaving insociallyunacceptableway(Sedikidesetal.,2002).ZamanandSaif (2016)found
thatperceivedaccountabilityhasasignificantpositiverelationshipwithjobperformanceasitcould
changethebehaviorswhileperformingtasks.AccordingtoStylesandTryfonas(2009),employees
areresponsibleforandareduty-boundtosecurecomputingresourcestheyoperateandinteractwith.
Basedonthisnotion,thefollowinghypothesiswasproposed:

Hypothesis 9:Thereisapositiveandasignificantrelationshipbetweenemployeeinformation
security accountability (ACCOUNTABILITY) and employee’s information security
behavior(BEHAVIOR).

METHodoLoGy

TheaccessiblepopulationwastheorganizationslocatedwithinGreaterAccramunicipalareaofGhana.
Atotalof49organizationswereselectedfromwithinindustrysectorsinvolving650respondents(15
participantsfromeachorganizationwithinthe5mainindustrysectorsand80participantsfromother
organizations)wereinvitedtotakepartinthestudy.Detailsofthesampleincludes:(a)ten(2public
and8private)universities(150participants);(b)tenlicensedbanks(150participants);(c)sixpublic
utilitycompanies (water,electricity, telecommunication) (90participants); (d)sevengovernment
publicserviceinstitutions(105participants);(e)fivehealthcareinstitutions(75participants);and
(f)elevenothers(IT,Manufacturing,OilandGas,etc.)(80participants).Theseorganizationswere
selectedbecausetheyaremandatedbylawandregulationssuchastheElectronicTransactionsAct
772(2008)andBankofGhanaAct612(2002)(BankofGhana,2011)tomaintaintheconfidentiality
andintegrityofcustomers’information.

Asimplerandomsamplingmethodwasemployedtoselectparticipantsfromtheorganizations.
A structured questionnaire was used to gather information from the respondents. The questions
onthequestionnairesweremodifiedsuchthatitcouldberelevanttothecontextofthestudy.The
modificationwasdoneasaresultafieldtestconducted,withcommentsreceivedfromapanelof
experts (two information security practitioners, two HR practitioners, and one senior academic



Journal of Global Information Management
Volume 27 • Issue 2 • April-June 2019

109

faculty)toestablishthevaliditytheinstrument.Thequestionnaireswerethenself-administeredto
therespondentsthroughpostandbyemail.

Thefirstpartofthequestionnairewasdesignedtoreflecttheprofileoftherespondents.The
secondpartcontainedthequestionswhichreflectedfourindependent(exogenous)latentvariables
andonedependent(endogenous)variable.Thequestionswere40indicatorvariablesfromthefive
constructs(seeFigure2andTable2).Thequestionnairecomprisedof11measurementitemsrelating
toinformation security education, training and awareness(Hwangetal.,2017),5 items on employee 
relations(Bumgarner&Borg,2007),4itemsonsecurity monitoring(Al-Omari,El-Gayar&Amit
Deokar, 2012), 11 itemsonaccountability (Bumgarner&Borg, 2007), and9 itemson security 
behavior(Siponenetal.,2014).RatingsweredoneonaLikertscaleof1(stronglydisagree)to5
(stronglyagree).Respondentswereaskedtoratetheextenttowhicheachofthevariablesthatcould
influencetheirbehaviortowardinformationsecurity.

Outofthe650questionnairessenttotherespondents,318werecompletedandusedinthedata
analysis.Thisrepresentedaresponserateof48.9percent.Table1showedthesamplecharacteristics
of the respondents. The Partial Least Square (PLS) structural Equation Modelling (SEM) path
modelingwasadoptedinanalyzingthedata.Thestudyfirstanalyzedthemeasurementmodelto
testthereliabilityandvalidityofthemeasurementmodel.SmartPLS3.0(Ringle,Wende,&Becker,
2015)wasusedtoperformpathanalysisandtesttheresearchhypotheses.Moreover,thestudyused
bootstrappingwith5000re-samples(Goodhue,Lewis,&Thompson,2007)forobtainingt-statistics
betweenconstructsoftheresearchmodel.

dATA ANALySIS

Thisstudyemployedatwo-stepstructuralequationmodelling(SEM)approach:a)assessmentofthe
measurementmodelandb)theanalysisofthestructuralmodel.Theassessmentofthemeasurement
modelmeasuredtheadequacyofthemodelwithrespecttotherelationshipbetweenthelatentvariables
andtheitemsmeasuringthem(Hairetal.,2014).Thus,themeasurementmodelwasusedtoconfirm

Table 1. Sample characteristics

Respondents No. of Questionnaire Received Percent (%)

Industry Sector

EducationInstitution 74 23.3

PublicUtilityCompany 38 11.9

FinancialInstitution 68 21.4

Government 36 11.3

HealthCare 38 11.9

Others(ITCompanies,OilandGas,
Manufacturing) 64 20.1

Experience (Years)

1-5 46 14.5

6-10 114 35.8

11-15 138 43.4

16-20 18 5.7

21andabove 2 0.6

N = 318
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thereliabilityandvalidityofthemeasures.Thestructuralmodelwasemployedtodeterminethe
influenceofemployeesecuritytrainingonsecuritybehaviorbytestingasetofhypotheses.

Assessment of the Measurement Model
The assessment of the model was to ascertain the relationship between the constructs and their
indicators.Theassessmentmodelwasevaluatedforthea)individualitemreliability(factorloading),
b) internal consistency reliability (composite reliability and Cronbach’s alpha), and c) construct
validity(convergentvalidityanddiscriminantvalidity).

Theindividualitemreliability(factorloading)indicatedthecorrelationsoftheitemswiththeir
respective latentvariables (Hulland,1999).The standardized loadingswereassessed inorder to
evaluateindividualitemreliability.Theitemswithlowloadingsmustbedroppedandshouldnotbe
usedinfurtheranalysisastheyprovidedverylittleexplanatorypowertothemodelandtherefore
biasingtheestimatesoftheparameterslinkingthelatentvariables(Nunnally,1978).Forthecut-off
point,aruleofthumbwastoacceptitemswithloadingsof0.7ormore(Fornell&Larcker,1981).
Aloadingof0.7indicatedthatabout50%ofthevarianceintheobservedvariableswasduetothe
latentvariable(Hulland,1999).AccordingtoChin(1998),wherescaleswereadaptedfromother
settings,aloadingof0.5mightbeusedasthecut-offpoint(Chin,1998).However,itemswithloadings
oflessthan0.4(athresholdcommonlyusedforfactoranalysisresults)or0.5shouldbedropped
(Hulland,1999).Inthisstudy,allitemshavingaloadinglessthan0.7weredropped.Twentyitems
wereusedintheanalysisofthestructuralmodelwhiletherestweredroppedfornotattainingthe
loadingscut-offpointof0.7.

Figure 2. Structural model of security training on security behavior
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Table 2. Factor loading

Constructs Indicators Loading 
> 0.7

SECURITYEDUCATION,TRAININGANDAWARENESS

ST01 Myorganizationprovidesemployeeswithappropriatesecurityeducationbeforegivingthem
authorizedaccesstothecorporatenetwork. 0.748

ST02 Myorganizationprovidesemployeeswitheducationontheproperusageoftechnologies
associatedwithinformation. 0.811

ST03 Myorganizationprovidesemployeeswithpropersecurityeducationonrisksassociatedwith
internetusage. 0.780

ST04 Employeesinmyorganizationaremadenottostorepasswordsininsecureplaces. 0.717

ST06 Myorganizationutilizesvariouscommunicationmethodsinordertoimprovetheinformation
securityawarenessofemployees. 0.718

ST07 Myorganizationprovidesemployeeswitheducationontheirresponsibilityforinformation
securityexposure. 0.740

ST10 Myorganizationprovideseducationtopromoteemployees’awarenessofinformationsecurity
issues. 0.727

ST11 Allemployeesareperiodicallytestedontheirknowledgeofsecurityprocedures,includingtheir
knowledgeofnewlyemergingthreats. 0.765

EMPLOYEEMONITORING

BC02 Iamawarethatmyorganizationmonitorsanymodificationoralteringofcomputerizeddataby
employees 0.823

BC03 Iamawarethatmyorganizationmonitorsemployees’computingactivitiesandconducts
periodicauditstodetecttheuseofunauthorizedsoftwareonitscomputers. 0.896

BC04 Iamawarethatmyorganizationreviewslogsofemployees’computingactivitiesonaregular
basis. 0.851

EMPLOYEERELATIONS

ER01 Myorganizationmakesfairnessandgoodfaithinthetreatmentofemployeesapriority. 0.837

ER02 Myorganizationprovidesadequatemechanismsforemployeestoexpresstheirgrievances
withoutpenaltyandforthemtoseethosegrievancesbeingconscientiouslyaddressed. 0.793

ER03 Myorganizationhandlesre-deployment/down-sizinginamannerthatminimizeshostilefeelings
onthepartofformeremployees. 0.818

ER04 Myorganizationoffersaprocedurewhichwouldallowemployeestoreportattemptsby
outsiderstoextorttheirorganizationincircumventingsecurity. 0.733

ER05
Ifanemployeeisgoingthroughaperiodofgreatdifficultiesinhisorherpersonallife,thereis
apolicyfortemporarilyreducingthatemployee’sresponsibilitiesforcriticalsystemsandaccess
tocriticalsystems.

0.761

ACCOUNTABILITY

SA02 Allemployeesarerequiredtosignconfidentialityandintellectualpropertyagreements. 0.744

SA06 Informationsecuritypoliciesdefinedtheproperuseofe-mail,internetaccess,andinstant
messagingbyemployees. 0.846

SA11 Employeesaregivenadequateincentivestoreportsecuritybreachesandbadsecuritypractices. 0.776

INFORMATIONSECURITYBEHAVIOR

BEC06 Icomplywithinformationsecuritypolicies(e.g.securepassword,cleardesk/screenpolicy,
classificationandhandlingofinformation). 0.819

BEC07 Iassistothersincomplyingwithinformationsecuritypolicies. 0.802

BEC08 Irecommendthatotherscomplywithinformationsecuritypolicies. 0.795

BEC09 Idonotaccesssocialnetworkingwebsitesduringworktime. 0.716
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Furthermore, the studyascertained theCronbach’salphaandcomposite reliability scores to
determinethereliabilityofthemeasuredconstructs(Fornell,&Larcker,1981).Cronbach’salpha
represented thecoefficientof reliability (or consistency). Itdenotedhowwell a setof items (or
variables)measuredasingleone-dimensionallatentconstruct(Hairetal.,2011).Compositereliability
(CR)scorewasconsideredsuperiortoCronbach’sAlphaasitusedtheitemloadingsobtainedwithin
thetheoreticalmodel(Fornell,&Larcker,1981).However,bothcompositereliabilityandCronbach’s
Alphacouldbeacceptablewithscoresof0.7andabove(Nunnally,1978).Applyingthebenchmark
of0.7forCronbach’sAlphaandcompositereliability((Nunnally,1978),thefiveconstructs(security
training,employeerelations,employeemonitoring,accountability,securitybehavior)inthisstudy
exceededtheminimumrequirementsforreliabilitymeasures(Hairetal.,2014).Thus,alltheconstructs
demonstratedacceptablelevelofreliability(seeTable3).

When multiple items were used to measure individual latent variables, attention should be
paidnotonlytothereliabilityoftheindividualmeasurementitems,butalsototheextenttowhich
themeasuresdemonstratedconvergentvalidity (Hulland,1999).Convergentvalidity represented
themeasureofinternalconsistency.Itwasestimatedtoensurethattheitemsmeasureeachlatent
variableitmeasuredandnotmeasuringanotherlatentvariable.Theaveragevarianceextracted(AVE)
(Fornell&Larcker,1981)wasusedtoassesstheconvergentvalidityofthelatentvariables.AVE
measuredtheamountofvariancethatalatentvariablecapturedfromitsmeasurementitemsrelative
totheamountofvarianceduetomeasurementerrors(Hairetal.,2014).FornellandLarcker((1981)
statedthatAVEshouldbehigherthan0.5.Thismeantthatatleast50%ofmeasurementvariancewas
capturedbythelatentvariables.Inthisstudy,theestimatesofAVEs(Table3)wereabove50%for
allthelatentvariables.Afterassessingtheindividualitemreliabilityandconvergentvalidityofthe
measurementmodel,thediscriminantvalidityofthemeasurementwasalsoevaluated.Discriminant
validityindicatedtheextenttowhichagivenlatentvariablewasdifferentfromotherlatentvariables
inthemodel(Hulland,1999).

Toassessdiscriminantvalidity,twotestswereconducted:a)analysisofcross-loadingsandb)
analysisofaveragevarianceextracted(AVE).Theanalysisofcross-loadingwasconductedbyfollowing
therulethatitemsshouldhaveahighercorrelationwiththelatentvariablethattheyweresupposed
tomeasurethanwithanyotherlatentvariableinthemodel(Chin,1998).Convergentvaliditywas
initiallyassessedthroughindicatorreliability.Theruleofthumbwasthatstandardizedindicatorouter
loadingsmustbe0.708orhigher(Hairetal.,2014).Twoindicatorswereremovedfromaccountability
construct.Allotherindicatorswereabove0.708.Theaveragevarianceextracted(AVE)wasalsoa
measureofconvergentvalidityanditexceeded0.60foralltheconstructsinthemodel;thecut-off
was0.50(Hairetal.,2014).TheFornellandLarcker(1981)criterionforassessingdiscriminant
validitywasapplied.ThesquaredinterconstructcorrelationswereallbelowtheconstructAVEs,thus
indicatingdiscriminantvalidity.Finally,allindicatorloadingswerehigherthantheircross-loadings,
providingfurtherevidencethatallthecriteriafordiscriminantvalidityweremet(Table3).

Assessment of the Structural Model
Onthebasisoftheanalyzedresultsfromtheassessmentofthemeasurementmodel,thequestionnaire
usedwasconsideredvalidandreliableinassessingthemodel.Following,thequalityofthestructural
modelwasassessedtodetermineitsabilitytopredictendogenousconstructs.Thiswasachievedby
usingthecross-validatedredundancyQ2,coefficientofdeterminationR2(Sarstedtetal.,2014;Urbach
&Ahlemann,2010),andthestrengthofthepathcoefficients(Hairetal.,2011).TheStone-Geiser
Q2(Geisser,1975;Leeetal.,2011)assessedthepredictiveaccuracyoftheproposedmodel(Hairet
al.,2011;Hairetal.,2012).ItmeasuredhowaccuratelythePLS-SEMmodelpredictedtheobserved
datapoints(Hairetal.,2014).TheQ2wasanonparametricmeasureobtainedusingtheblindfolding
procedurewithvalueslargerthanzeroindicatingpredictiverelevance(Hairetal.,2011).SmartPLS
automaticallyprovidedtheQ2valueforeachendogenouslatentvariable.TheanalysisyieldedaQ2
valueof0.289foraccountability,0.149foremployeerelations,0.188formonitoring,and0.272for
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securitybehavior (Table4).Therefore,each factorhadahighpredictivecapability inpredicting
employeeinformationsecuritybehavior.

TheR2denotedthemeasureofthevarianceofeachoftheendogenousconstructsexplainedby
exogenousconstructs,thusmeasuringthepredictivepoweroftheexogenousconstructs(Chin,2010;
Urbach&Ahlemann,2010).TheR2measurerangedfrom0to1,withvaluescloserto1indicating
greatestdegreeofpredictivepower.Forvarianceexplainedby theendogenousvariables tohave
practicalandstatisticalsignificance,itwasrecommendedthatR2valuesbegreaterthan0.10(Hairet
al.,2014).AsaguidelineforassessingR2,0.67,0.33and0.19representedsubstantial,moderate,and
weakrespectively(Leeetal.,2011).AmorestringentassessmentwithR2valueof0.75representing
substantial;valueof0.5and0.25representedmoderateandweakR2respectively(Hairetal.,2014).

FromTable4andFigure2,R2foraccountabilitywas0.501,indicatingthatabout50.1%ofthe
varianceinaccountabilitywasexplainedbysecuritytrainingandmonitoring.TheR2formonitoring
was0.273,revealingthatabout27.3%ofthevarianceinmonitoringwasaccountedforbysecurity
training.TheR2 for employee relationswas0.265, showing that about26.5%of thevariance in
employee relations were accounted for by security training and monitoring. Finally, the R2 for
employeesecuritybehaviorwas0.468,revealingthatabout46.8%ofthevarianceinemployeesecurity
behaviorwasaccountedforbyemployeerelations,securitytraining(notsignificant),monitoring,
andaccountability.Consequently,theresultswereasignofadequatemodelfitbetweentheproposed
researchmodelandtheempiricaldata.

Hypotheses Testing
Table 5 andFigure 2disclosed the standardized path coefficients of the structural model under
investigation.Thepathcoefficientsindicatedthestrengthofthedirectrelationshipbetweenconstructs.
Securitytraininghasnodirectandsignificantinfluenceonsecuritybehavior(β1=0.091,p=0.0.065),
indicatingthatH1wasnotsupported.Securitytraining,however,hadpositiveandsignificantinfluence
onemployeerelations(β2=0.219,<0.001),monitoring(β3=0.522,<0.001),andaccountability

Table 3. Results of the measurement model evaluation

Construct 1 2 3 4 5 AVE 
(> 0.5)

CA 
(> 0.7)

CR 
(> 0.7)

1 ACCOUNTABILITY 0.790 0.624 0.701 0.833

2 BEHAVIOR 0.584 0.784 0.615 0.790 0.864

3 MONITORING 0.591 0.575 0.857 0.734 0.818 0.892

4 RELATIONSHIP 0.560 0.556 0.479 0.789 0.623 0.849 0.892

5 TRAINING 0.641 0.480 0.522 0.410 0.752 0.565 0.890 0.912

Note: Discriminant validity - Square roots of average variances extracted (AVEs) shown on diagonal in bold. CR – Composite reliability, CA – Cronbach’s 
Alpha.

Table 4. R2 and Q2 coefficients

Constructs R2 R2 Adjusted Q2

ACCOUNTABILITY 0.501 0.498 0.289

MONITORING 0.273 0.270 0.188

RELATIONSHIP 0.265 0.260 0.149

BEHAVIOR 0.475 0.468 0.272
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(β4=0.457,p<0.001);inferringthathypothesesH2,H3andH4wereallsupported.Moreover,
employeemonitoringhadapositiveandsignificantinfluenceonaccountability(β5=0.353,p<0.001),
employeerelations(β6=0.364,p<0.001),andonsecuritybehavior(β7=0.271,p<0.001);inferring
thathypothesesH5,H6andH7werealsosupported.Finally,employeerelationshadpositiveand
significanceinfluenceonsecuritybehavior(β8=0.269,p<0.001),showingsupportforhypothesis
H8.Also,accountabilityhadapositiveandsignificantinfluenceonemployeesecuritybehavior(β9=
0.215,p<0.001),supportingH9.AscouldbeobservedfromFigure2,thepathsthroughthemediators
(employeerelations,monitoring,andaccountability)showedthehighestsignificantpathcoefficients
tosecuritybehavior.Thissuggestedthatemployeerelations,monitoring,andaccountabilityplayed
avitalrolebetweensecuritytrainingandimprovementinemployees’securitybehavior.

Theeffectsize(f2)wasanothermeasurethatverifiedwhethertheeffectsindicatedbythepath
coefficientswerelow(0.02),moderate(0.15),orhigh(0.35)(Cohen,1988).Effectsizeshowedwhether
theeffectofaspecificindependentlatentvariableonadependentlatentvariablewassubstantial
(Chin,2010).Table5indicatedthattheeffectsizeofsecuritytrainingonmonitoringwasthehighest
0.375,whereasthatofsecuritytrainingonsecuritybehaviorwasthelowest(0.009).Othereffect
sizesrangedbetweenlowandmoderate.

dISCUSSIoN

PreviousresearchemphasizedtheuseofSETAprogramstoimproveemployeesecuritybehavior
(Helkala,&Bakås,2014;McCrohan,Engel&Harvey,2010).RegardingthedirecteffectofSETA
onsecuritybehaviour,ourcurrentstudydidnotfinddirectandsignificanteffectofSETAonsecurity
behavior.ThiscontradictedearlierfindingsthatSETAprogramswerethemosteffectivemeansof
influencingemployeesecuritybehavior(Kennedy,2016;Mani,Choo,&Mubarak,2014).Theresults
ofthecurrentstudyshowednodirectandsignificanteffectofemployeesecurityeducation,training

Table 5. Hypotheses testing results

Hypotheses
Path 

Coefficients 
(β)

Sample 
Mean 
(M)

Standard 
Deviation 

(SD)

Effect 
Size 
(f2)

t-Statistics p- 
Values Result

H1 TRAINING->
BEHAVIOR 0.091 0.092 0.049 0.009 1.852 0.065 Not

Supported

H2 TRAINING->
RELATIONSHIP 0.219 0.223 0.056 0.048 3.904 0.000 Supported

H3 TRAINING->
MONITORING 0.522 0.527 0.035 0.375 14.788 0.000 Supported

H4 TRAINING->
ACCOUNTABILITY 0.457 0.452 0.051 0.304 8.973 0.000 Supported

H5 MONITORING->
ACCOUNTABILITY 0.353 0.357 0.053 0.181 6.620 0.000 Supported

H6 MONITORING->
RELATIONSHIP 0.364 0.370 0.061 0.131 5.984 0.000 Supported

H7 MONITORING->
BEHAVIOR 0.271 0.272 0.064 0.082 4.252 0.000 Supported

H8 RELATIONSHIP->
BEHAVIOR 0.269 0.271 0.057 0.090 4.722 0.000 Supported

H9 ACCOUNTABILITY
->BEHAVIOR 0.215 0.213 0.073 0.039 2.938 0.003 Supported
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andawarenessonimprovingemployeesecuritybehavior.Thisisinconsonancewithanearlierstudy
thatdidnotfindasignificantchangeinusers’securitybehaviorbetweenthosewhohadcompleted
atrainingprogramandthosewhodidnothaveanysecuritytrainingoninformationsecurity(Chin,
Etudo&Harris,2016).Thus,securityeducationaloneisoflittlevaluetochanginguserbehavior
(Zhang&McDowell,2009).Thissuggestedthatsecurityeducation,trainingandawarenessprograms
areleasteffectiveinthemselvesiforganizationsfailtoincludeothermediatingfactors.

With respect to the effect of the mediators (employee monitoring, employee relations, and
accountability)onsecuritybehavior,ourresultsfoundthatemployeerelations,employeemonitoring,
and accountability were the most important factors that could shape employee behavior toward
informationsecurity.Thiswasclearlydemonstratedinthetotaleffectstheyhadonsecuritybehavior
(Table5).Inorderofthepredicativevaluesoftheirinfluenceonsecuritybehaviorwere:employee
monitoring,employeerelations,andaccountability.Thus,inparticular,employeemonitoringplayed
themostcrucialroleinenhancingemployeebehaviour,followedbyemployeerelations.Evidently,
thepathwayfromsecurity training,monitoring,employeerelations, throughtosecuritybehavior
appeared to be the most significant based on their path coefficients. Thus, security education,
trainingandawarenessprogramsshouldincludestrongeremployeemonitoringsystem.Contraryto
theargumentthatemployeewouldobjecttomonitoring(Jeske&Santuzzi,2015),monitoringcan
createemployeerelationswhichwouldthenimprovesecuritybehavior.Ascanbeobservedfrom
thefindings,securitymonitoringhasdirectinfluenceonemployeerelationswhichtheninfluence
employees’desirablesecuritybehavior.Muchattentionhasnotbeenpaidtoemployeerelationsin
earlier studies.However, its influenceonemployeebehavior iscrucial inprotecting information
resources.Forexample,disgruntledemployeescanexposevaluablebusinesstradesecretsorengage
in corporate espionage or sabotage (Ford et al., 2015). Accordingly, Sivalogathasan & Hashim
(2013)believedthatthesocialexchangerelationshipbetweentheemployerandtheemployeewould
determinetheemployeeworkoutcomes.

Though significant, accountability contributed the least to improving employee security
behavioramongthethreemediators.Overall,thesignificantinfluenceofemployees’accountability
on employees’ behavior toward information security offered another important opportunity for
informationsecuritymanagementpractices.Althoughearlierstudieshavereportedthataccountability
anddeterrentfactorsmightnotbeveryeffectiveinalteringemployeebehavior(Siponen&Vance,
2010;Huetal.,2011),ourresultssuggestedthatwhenemployeesundergosecuritytrainingandare
madeaccountable,theirsecuritybehaviorsimprove.Therefore,accountabilityplaysacrucialrole
inmakingemployeesbehaveinacceptablemanner(Tadmor&Tetlock,2009).Accordingly,similar
toapreviousfinding(D’Arcy,Hovav,&Galletta,2009),accountability is required toenhancing
employeesecuritybehavior.Thus,organizationsshouldalsopayattentiontoaccountabilitywhen
implementingsecuritytrainingprograms.

CoNCLUSIoN

Thecurrentstudyexaminedtheextentoftheinfluenceinformationsecurityeducation,trainingand
awareness(SETA)programshasonemployeeinformationsecuritybehavior.Thestudyarguedthat
failureofemployeestoapplywithsecuritymeasuresisnotmainlyduetolackofsecuritytraining
andawareness(Slusky&Partow-Navid,2012).Fororganizationstoimproveemployees’security
behavior,organizationalleadersshouldnotonlyfocusresourcesonsecuritytrainingprograms,but
alsopayanequalattentiontocreatingemployeerelations,monitoringemployeesecuritybehavior,
andmakeemployeeaccountableforsecuritybehavior.SETAmadethemostsignificantimpacton
securitybehaviorthroughmonitoring,followedbyemployeerelations,andthenaccountability.This
suggestedthatsecuritytrainingdesignersshouldimplementsecuritymonitoringsystemsaftersecurity
traininghasbeenconducted.Thiswouldhelpevaluateanychangesinemployees’securitybehavior.
Informationgatheredonemployeesshouldprovidethebasesforaccountabilityintheformofreward
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andpunishment.However,ourfindingsrevealedsignificantroleofemployeerelationsonsecurity
behavior.Thus,insteadonmeltingoutinstantpunishmentasawayofaccountability,HRmanagers
shoulddeveloppoliciestoaddressemployees’socialandmoralneeds.

Thisresearchfillsanimportantgapintheliteratureonemployees’informationsecuritybehavior
fromtwoperspectives:theoreticalandmethodological.Thisstudydevelopedandempiricallytesteda
five-constructmodelthatexaminedtheinfluenceofemployeeinformationsecuritytrainingexperience
on employees’ information security behavior, mediated via employee relations, monitoring, and
accountability.Fromtheoreticalperspective,thestudybroughttogethertwotheories-theemployee
relationstheoryandtheaccountabilitytheory-thathavenotbeencombinedinthecontextofemployee
information security behavior. The study tested the model using partial least squares structural
equationmodelling(PLS-SEM).

From methodological perspective, prior studies related to employee information security
behaviorfocussedonunivariatequantitativeapproachandqualitativeresearchmethods.Multivariate
techniquesarerecommendedtoencouragediverseapproaches,alongwithmethodologicalrigor.The
resultprovidesoneofthefewempiricalvalidationsofemployeesecuritybehavior.Itrecognizesits
multidimensionalnatureasconceptualizedthroughsecuritytraining,employeerelations,monitoring,
andaccountability.Inparticular,itextendssecuritybehaviorresearchbyconsideringtheinfluence
of employee relations, monitoring and accountability drawn from the organizational behavior
theories.Thefindingsofthisstudyalsohaveimportantimplicationsforinformationsecurityprogram
managementpractices.Managementcouldusethefindingofthisstudyasaguideindevelopingand
implementinginformationsecuritypolicybypayingcriticalattentionnotonlytosecuritytraining,
butalsoputtinginplacemonitoring,accountability,andemployeerelationstoimproveemployee
securitybehavior.

Thisstudy is limited toadevelopingcountry.Therewouldbe theneed to test themodel in
differentcontextsforpossiblerefinementofthemodel,thusprovidingabetterunderstandingofthe
influenceofsecuritytrainingonemployeesecuritybehaviorindifferentsettings.Futureworkwould
considerimportant-performanceanalysistoidentifythekeyindicatorsforimprovingemployeesecurity
behavior,whichwouldbebeneficialformanagementdecision-making.Also,thecurrentstudydid
notconsidertheinfluenceofthecontrolvariables-industrysectordifferencesandtheexperience
oftheparticipants.Informationsecuritypracticesmightdifferfromoneindustrytotheotherdueto
variouslawsandregulationcompliance.Therefore,futureworkwouldexaminedifferentstructural
modelsforeachindustrysectorandcomparetheresults.Multi-groupanalysiswouldprovideuseful
informationbyobtainingdifferencesandsimilaritiesininter-sectorsecuritypractices.
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