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ABSTRACT

Thethreatprofileofspywareisincreasingrapidlywhenweconsiderthepervasivenessofcomputing
ineverydaylife.Thesurreptitiousnatureofspywarecanleadtoinformationmining,datatheftand
exploitationofstolendata.ThisarticleaimstoexploretherelationshipbetweentrustintheInternet
andneglectingrisksindownloadingandinstallingfreepotentiallyspyware-infectedsoftware.This
studyfoundthattrustcanbeviewedasanindirectfunctionofignoranceandoverconfidencethrough
themechanismofthecalculatedprobabilityofrisk.Anenhancedmodeloftrust,basedonLiand
Betts’trustmodelhasbeenproposedwithtwoadditionalvectors.Theinferencedrawnfromthestudy
isthatinmostusers’minds,thecalculatedorperceivedriskissubstantiallylessthantheanticipated
benefitofthesoftware.TheanalysisshowsthatuserstrusttheInternetwhenitcomestodownloading
andinstallingpotentiallyspyware-infectedsoftware,althoughsuchnonchalanttrustappearstobe
basedonignoranceandover-confidence.
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INTRODUCTION

Malware(‘mal’,aLatinrootmeaning‘bad’)isagenerictermforanysoftwarecreatedwithmalicious
intentions, including spying. Views vary about what types of software are included under the
umbrellaterm‘spyware’.Theterm‘spyware’includesadware,keyloggers,trojans,hijackers,dialers
andmalware(Garrie,Griver&Joller,2010;Stafford&Urbaczewski,2004).Incontrast,itisnot
uncommontofinddiscussionstreatingadwareandspywareasseparateterms(Chien,2005).While
thesetermsrefertosoftwarewithquitespecificfunctions,othertermssuchas‘malware’aremore
genericandrefertoanymalicioussoftwareincludingvirusesandworms,andtheseareusuallytreated
asaseparatecategorytospyware(AustralianGovernment,2006).Thereviewofliteratureshowed
thatmostauthorsconcurwiththisview.Inshort,virusesandwormsareaboutcausingdestruction,
damageorinconveniencetotheirvictims,whilespywareisaboutsurreptitiousinformationmining,data
theftandexploitationofstolendata.Thisisthegeneraldistinctionthatwillbeutilisedinthispaper.
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startingonJanuary13,2021inthegoldOpenAccessjournal,JournalofGlobalInformationManagement(convertedtogoldOpenAccess
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Spywareworksbyexistinginbackgroundprocessesfromwhichtheyperformtheirdesigned
‘mal’ functions. A variety of ‘mal’ functions exist, but in general, all engage in user or system
monitoring,datagathering,andsecretcommunicationswithathirdpartyoverthevictim’sInternet
connection.Softwarethatis,orthatcontains,spywareisacquiredinmanyways,andthesignificant
growthofpublicuseoftheInternetsincetheearly2000shasmeantthatincreasingly,spywarecan
beacquiredthroughuserssimplyclickingonlinksfoundinwebsites,inemails(Sophos,2013)and
onsocialnetworkingplatforms(Wüest,2010).Spywarehasevolvedovertimeintoincreasinglevels
ofsophisticationandconsequenthazardtothevictims.

WhilstcomputersandtheInternethavereachedwidespreadpopularityonlyinrecentdecades,
thereappearstohavebeennosubstantialorsignificantbreakthroughinhumanfactorsstudieswithin
thiscontextsincetheTheoryofReasonedAction(TRA)in1967,ortheTechnologyAcceptance
Model(TAM)in1986.Asaresult,muchofthescholasticliteratureconcerningusermotivationsand
technologyusethatrelyonthesemodelsisnotspecifictoaddressingspywareproliferation(Boldt,
2007)andacademicresearchhasbeenparsimonious.InthealreadyestablishedTheoryofPlanned
Behaviour(TPB)model,afactorcalled‘perceivedbehaviourcontrol’isshowntobecapablenot
onlyofinfluencingbehaviouralintentions,butalsocapableofdirectlyinfluencingusagebehaviour,
thatis,consciousintentionisbypassed.Itisimportanttorecognisethatwhatisbeingstudiedinthis
paperisfundamentallyafacetofhumanbehaviouraroundtechnology.Astudyofthisnaturemay
leadtotheloweringofspywareproliferationgloballybyassistingbothusersandorganisationsalike.
Currentdefencesagainstspywareincludeuseravoidanceactionssuchasrefrainingfromdownloading
freesoftware,andinstallingantispywaredetectionandremovalsoftware.However,whatneedstobe
exploredarecontributoryfactorstousers’calculationofriskprobabilitythatultimatelyleadtothe
actionofdownloadingandinstallingpotentiallyspyware-infectedsoftware.

Ausefulsynthesisofvariousconceptsoftrustrelevanttothispaperconceptualisestrustasa
constructinvolvingconsciouschoiceordecisionsthatare“precededbyexpectationsandfollowedby
behavioralintentandaction”(Li&Betts,2004,p.2).Applyingthistothecontextofthispaperwould
implyanexpectationofthefreesoftwaretoperformanintendedtaskfortheuserandthesubsequent
actionofdownloadingandinstallingfreesoftware.Theactionofdownloadingandinstallingfree
potentiallyspyware-infectedsoftwarecanalsobehypothesisedasanactionthatindicatesalevelof
trust,withadegreeofdeliberationwhethertheintendedtaskwouldactuallybeaccomplishedwithout
aninfectioussoftwarebeinginstalled.Thecontextofthispaperisbasedonthepremisethattrustis
anissueonlywhenriskexists(Conklin,2006p.69).Wherethereiszerorisk,“trustplaysnopartin
thedecisiontoproceed”(Li&Betts,2004,p.6),referringtoactionsfollowingbehaviouralintent.
Similarly,wherethereiszerotrust,riskactionsareavoided,thatis,theactionsarenotundertaken
(Li&Betts,2004).Itishypothesisedthatthenignoranceandover-confidencealsocomeintothe
scenario.Ifcalculatedtrustisabeliefofprobableoccurrenceoftheperceivedrisk,itissynonymous
toconfidence.Thus,overconfidencemaywellbeviewedasastrongtrustingbeliefthattheriskwill
notoccurandmaybeseenasapointonthetrustcontinuum.

Theintent(malafideoraltruistic)oftheotherparty(thepotentiallyspyware-infectedsoftware
creator) on the Internet is also questionable, especially as the creator of the software being
anonymous.Also,thepropensitytotakerisk,theurgencyofaccess,abilitytobearpossibleloss
fromamalwareinsertedinthedownloadedsoftwareandthelackoffinancialabilitytoprocurethe
software,couldallinfluencebehaviour.Hence,itbecomesimportanttolookatover-confidence
andignoranceinuserbehaviour.

Downloadingsoftware,whiletechnicallyaseparateactionfrominstallation,doesnotgenerally
leadtoadifferentdecisiontoinstallation,resultingininstallationalmostalwaysfollowingdownload.
Thismeantthatmostfactorsinfluencingthedecisiontodownloadwouldbenearlyidenticaltothe
factorsinfluencingthedecisiontoinstall.Astudytounderstandtherelationshipbetweentrustin
theInternet,andneglectingrisksindownloadingandinstallingfreesoftwarecontainingspywareis
essentialgiventhecostandpervasivenessofspywareandtheassociatedthreatstoprivacyandsecurity.
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Thisworkfitsinthecontextofinformationsystemssecurity,systemsadministration,computer
userbehaviour,andmorebroadly,onlineconsumerbehaviour.Theseareasofscholarshipoftenrely
onthesametheoreticalmodelsasstudiedintechnology-relatedconsumerbehaviour(Cheungetal.,
2003).Thisresearchcontributestoabetterunderstandingofthesefactors,increasingthepotential
foradvocatingeffectiveuserbehaviouron thespreadofspywareandpossiblyreducingspyware
proliferationuniversally.

Theremainingpartofthepaperisorganisedasfollows.Thenextsectionprovidesareviewof
theliterature.Thisisfollowedbytheresearchmethod.Thesubsequentsectionoutlinestheresults
anddiscussestheminlightofotherrelatedstudies.Finally,intheconclusionsection,keypremises
ofthestudyhavebeenhighlightedalongwithanoutlookforfurtherwork.

LITeRATURe ReVIeW

SpywareasageneralclassofinvasivesoftwarewasfirstnamedbySteveGibsonin2003(Stafford&
Urbaczewski,2004).Inits2006secondquarterreport,Webrootclarifiedthatthecompanyconsidered
awiderangeofmalicioussoftwaretobepartof‘spyware’,includingadwareandTrojanhorses,key
loggersandinstallers(Webroot,2006).Spywarecanbeusedtomonitorcommunications,perform
clandestinetrackingofusers’actions,gatherpersonalinformationandreportitbacktothespyware
creator(Garrie,Griver&Joller,2010).

Oneof thebest-knownmethodsforspyware togatherdata isbyraidingcookies,whichare
smalltextfilesplantedinauser’scomputerbyavisitedwebsiteandusedtostoredataaboutthe
targetcomputersuchasoperatingsystem,plug-insinstalled,DNSinformationandwebsitesvisited
(McCardle,2003).Ontheuser’snextvisit,thecookiescanberetrievedbyitsownerwebsiteandthe
datacanbeutilisedforvariouspurposessuchascustomerrecognition,storageofpasswords,and
targetedmarketing.

Thelegitimateuseofcookiestofacilitateroutineinteractionsbetweenorganisationsandend-
usersiswell-established,anditisbothmoreaccurateandusefultoviewcookiesasatechnology
thatiscapableofbeingmisused,ratherthanclassingallcookiesasinherentlymalicioustechnology.
Forthisreason,adistinctionisdrawnbetweenordinarycookiesusedforlegitimatepurposesand
cookiesusedfornefariouspurposes,thelatterbeingqualifiedas‘spywarecookies’(Dick,2007).

Aparticularlydangeroustrendappearstobethegrowingabilityofspywaretoembedthemselves
intothecoreofdesktopoperatingsystemslikeWindows,effectivelyhijackingpartsoftheoperating
system, and thus evading detection and removal by conventional means. This type of spyware
exploitsacomponentofoperatingsystemscalled‘rootkits’(Hoglund&Butler,2005).Complicating
thesituationisthatrootkitsarealegitimatepartoftheoperatingsystemandtheirfunctionsareby
designnotalwaysvisibletoendusers,forexample,thefunctioninWindowsallowinguserstohide
certaintypesoffilesfrombeingvisibleinFileExplorer.Thismeansthatremovalofrootkitspyware,
evenwhendetected,mayrequiretechnicalexpertisetodetermineitstrueoriginandfunctionsince
accidentalremovaloflegitimaterootkitcomponentscouldcausedamagetothesystem.

AclassofmalwarecalledTrojanHorses(orjustTrojans)isfrequentlyresponsibleforspyware
penetratingcomputersystems.TrojanHorsesgainentrybyofferingabaitofsomekind(Greitzer
etal.,2014)suchasapop-upadvertisementorinothercases,anenticingon-streamvideo.Users
clickingonthelinkarethenadvisedthattowatchthevideotheyneedanupdatetotheirmediaplayer,
andaregivenalinktoclick.Onceclicked,Trojanhorsesoftwareisdownloadedwhichiscapablein
turn,ofdownloadingotherspywareprograms(Webroot,2006).

Asecurityintrusioncouldleadtonotonlydatalossesbutreputationaldamageandmonetarylosses
too(Li,Huang,Luftman&Sha,2010).Theprevailingmotivationofmalwareauthorshasshiftedfrom
thedesiretododamageforthesakeofitthroughreleasingviruses,tothedesiretogainfinancially
by writing spyware designed to steal valuable data (Sophos, 2014). One of the most frequently
mentionedthreatsistheviolationofprivacyinherentinspywareoperation(Phillips&Ryan,2014;
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Stafford&Urbaczewski,2004).Thisisawide-rangingissuethatincludesunintendeddisclosureof
personalinformationtothirdparties,andthetheftofpersonalinformationwithconsequencessuchas
financiallossandidentitytheft,nowrecognisedasaseparateandgrowingcategoryofcyber-crime
(Arief,Adzmi&Gross,2015).

Trustisdefinedasapsychologicalstatethatindicatesthewillingnesstoacceptvulnerability
basedonpositiveexpectationsofotherpeopleand/oractions,oftenindicatingreliance(Dzindoletet
al.,2003;Mayer,Davis,&Schoorman,1995;Rousseau,Sitkin,Burt,&Camerer,1998).Trustcan
becategorisedaccordingtothesourceoftrust,forexample,calculus-basedtrust,deterrence-based
trust,knowledge-basedtrust,identification-basedtrust,institution-basedtrustandothers(Li&Betts,
2004).Trustinvolvesthetendencyonthepartofindividualstotakerisksaccordingtothelevelof
trust,calledcalculated-probability-basedtrust(Li&Betts,2004).Thismeansthatthemorewetrust
somethingorsomeone,themoreriskwewouldbewillingtobearwiththatentity.Attheextreme,
“whentrustisabsent,riskisavoided”(Li&Betts,2004,p.8).Appliedtotheactofdownloading
softwarethatmaycontainspyware,thismeansthattheactwouldnotbetakenatalliftheuserhada
zeroleveloftrustintheparticularwebsite.Trustandignorancearenotsimplecomponents.

Proctor(2008)definesignoranceasanativestatethatarisesduetothenon-existenceofknowledge.
Mostpeopleareawareoftheexistenceofspywarethreats,however,mostpeopledonotknowenough
aboutthedetails,forexample,thetypesofthreats,whytheyexist,whoisvulnerable,howitiscaught,
anddamagesdone–thelackofdetailedknowledgecanbecharacterisedbytheword“ignorance”,
thewordishereusedstrictlyinthedescriptive(lackofdetailedknowledge)sense,andnotinany
pejorativesense.Thus,userresponsestothreatsmaybeinadequate.Thestarkcontrastbetweena
generalknowledgeofthethreatenvironment,andconsistentrisk-takingactionshowsthereisastrong
expectationthattherewillbenonegativeconsequencearisingfromtheaction.Thelevelofknowledge
ofthosethreatsisnothigh,andtheextentofthenatureofthespywarethreatisnotunderstoodbymost
users(Zhang,2005).Ignoranceleadspeopletomakemistakenconclusions(Congleton,2001).Inorder
toalleviatemalwarethreats,itisimportanttoraiseitsawarenessuniversally(Schmidtetal.,2008).

Amongusers there ishighconfidenceassociatedwith increasinguseandknowledgeof the
Internetandcomputersaswellasofspecificthreatssuchasspywareinfection,butrelativelylow
knowledgeofthetechnicaldetailsoftechnologyandassociatedthreats.Over-confidenceisdefined
as an overestimation of aptitude, performance, level of control, or chance of success (Moore &
Healy, 2008). “Confidence” is closely associated with another concept, self-efficacy, which has
beenidentifiedinvariousresearchesasastrongpredictorofInternetusageincludingsoftwareusage
(Conklin2006;Sriramachandramurthy,Balasubramanian&Hodis,2009).Definedasself-beliefin
one’sabilitytotakeactionandsolveproblems,self-efficacyineffectmaymakeusersbraverormore
confidentthantheyshouldbegiventhethreatenvironment(Sriramachandramurthy,Balasubramanian
&Hodis,2009).Overconfidenceleadspeopletooverestimatetheircapabilitytoperformanactivity
(MooresandChang,2009).Overconfidenceofknowledgecanbeharmfulasitmayleadtowrong
choicesanditisvitaltorecogniseone’signorance(Son&Kornell,2010),sopotentiallydamaging
situationscanbeavoided.

ThemodelbyLiandBetts(2004)inFigure1depictsbehaviouralintention(andhenceaction)
as being preceded by trust, and shows that trust depends on positive expectations. The positive
expectationsarebuiltonacombinationofacalculatedprobabilitythattherisksareacceptable,and
beliefinthetrustworthinessoftheotherparty.Themodelstartswithperceivedrisk.Riskisknowing
thatsomedamagemayoccurwhenanactionistaken.Aswithanyaction,thepersontakingtheaction
makesacalculatedprobabilitywithanexpectationtoachieverewardsalthoughitmayresultinpunitive
resultstoo.Trustworthinessreferstothecharacteristicsofthetrustee,basedontheircompetenceand
reliability.Thetrusteecouldeitherbeapersonoramachine.Thebehaviouralintentionsandactions
willbebasedupontheleveloftrustinapersonormachine.TrustintheInternetisalsoconsidered
animportantmediatingfactorforuseractions(Treiblmaier&Chong,2011).
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Themodelisfocusedonthemostbasicleveloftrust,describedasbeingthetrustbetweenan
individualandanotherparty(Li&Betts,2004).This is thereforehighlyrelevant to theinherent
relationshipbetweenanend-usercontemplatingdownloadingandinstallingfreesoftware,andthe
providersofthatsoftwareacrosstheInternet.Ineffect,becausemostusersareawareofthepotential
riskofspyware,theactofproceedingtodownloadingsoftwaremayreasonablybeviewedasanact
oftrust,intermsofthismodel.

Avarietyofliteratureisrelevanttothetopicofspywareproliferation,andgenerictheoriesare
capableofprovidingsuitableexplanatorymodelsofbehaviour,butmostrelevantliteraturefound
wasnotwrittentodirectlyaddressthespywareissuespecificallyinthecontextoftrust.Howahand
Chugh(2015)havecalledforstudiesthatcouldlookattrustissuesindownloadingandinstalling
spywareinfectedsoftware.Thereisalackofresearchthatstudiestherelationshipbetweentrustin
computersandtheInternet,andneglectingrisksindownloading/installingfreesoftware.Hence,this
researchprovidesananalysisoftrust.

MeTHOD

As this research is focused on human behaviour around the usage of technology, a quantitative
approachwasadoptedtomeasurerelevantaspectsoftrust.Aquantitativemethodwasusedtodiscover
statisticallyvalidrelationshipsbetweenthelikelihoodofproceedingtodownloadandinstallationof
softwarecontainingspywareandtrust.

Datawascollectedthroughaspecificallytailoredonlinequestionnairesenttoarandomsample
population of a regional Australian university’s registered alumni. Sampling based on alumni
registrationcanbeconsideredasrandomsamplingsinceregistrationisopentoallgraduatesfromany
pasttermofstudy.Tothebestoftheresearchers’knowledge,therewerenoexistingquestionnaires
thatweredesignedtoelicitinformationspecificallyfromtheperspectiveofspywareproliferation.It
wasthereforedecidedtocreateauniquequestionnaire,namedtheSpywareSurvey,forthispurpose.
Itwashoweverfoundthatseveralquestionnairesencounteredintheliteraturereviewvalidatethe
styleandtypesofquestionsrequiredforthekindsofdatatobeelicited(Conklin,2006;Schmidt,
Chen,Phan,&Arnett,2009;Teo,Lim&Lai,1999).

Questionnairesareanefficientdatacollectionmechanismwhentheresearcherknowsexactly
whatisrequiredandhowtomeasurethevariablesofinterest(Cavana,Delahaye&Sekaran,2003).
Questionnairesarealsoeconomicaltoadminister,caterforarapidturnaroundindatacollectionand
allowthecollectionofviewsfromalargerpopulation(Babbie,1990).TheSpywareSurveyconsisted

Figure 1. Li and Betts model of trust (Li & Betts, 2004)
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ofatotalof31questions(demographicquestions,exploratoryquestionsanddirectmeasuresofthe
dependentvariable).However,forthepurposeofthispaper,wehaveonlyfocussedonquestions
pertainingtotheexperienceand/orknowledgeofspyware.Thequestionnairewasvalidatedbypre-
testingagainsttwoseparatesmallergroups–oneofagroupofstudents,theotherofstaff,toestablish
basicvalidity,thatis,thequestionsmeasurethevariablethatwasintended.

Abasictestofinternalconsistency,thesplit-halfmethod,wasperformedtoestablishreliability,
usingtheCronbachalphacoefficientexecutedintheSPSSstatisticalanalysissoftware.Twenty-three
variablesweresubjectedtothetest,selectedbasedonhavingthesameconstructandscale(Trochim,
2006).AccordingtoPallant(2001),aCronbachalphacoefficientofabove0.7wouldindicateinternal
consistency.AsshowninFigure2,inthiscase,thecoefficientwas0.815.

Theonlinesurveywase-mailedto10,029registeredalumniforvoluntarycompletion,witha
responseof281or2.8%completedsurveyswithinanapproximatelythree-weekperiod.Datafor
thisstudywasanalysedquantitatively,consistentwiththepost-positivistparadigmthatunderpinsthe
approachtoacquiringknowledge.Thedatawascleanedandtransformed,andthenimporteddirectly
intotheSPSSprogramforanalysis.Datacleaninginvolvedidentifyingrecordswithmissingvalues,
invalidorunusablerecords.Theprocessofconvertingtextresponsesintocorrespondingnumerals
wasaccomplishedbyusingthesearch-replacefunctioninExcel,appliedtoeachdataelementone
columnatatime.Theuseofelectronicformsandspreadsheetsfrompointofcollectionthroughto
SPSS-formatteddataeliminateddatatransfererrorssuchasmanualtranscribingorhumanreading
errorsattheearlystagesofdataprocessing.

FINDINGS AND DISCUSSION

Theresultingnon-discriminatoryrandomsamplerepresentedabroadspectrumofcomputeruserswith
awidevarietyofdemographiccharacteristics,butitnecessarilyexcludedthosewithnoexperience
oftertiaryeducation.Tertiaryeducationinitselfisnotcriticaltothefactorsbeinginvestigated,butit
doesmeanthattheimpactofeducationallevelsontheresearchproblemcannotbefullyaddressedin
thisstudy.Thepopulationsampleconsistedof57%malesand43%females.Thelargestagegroups
werethoseintheranges31–40(25.7%),followedby41–50(24.3%)andthen21–30(23.2%).
Themajorityofrespondentsgraduatedwithabachelor’sdegree(57.7%).Morethanathird(35.6%)
indicatedthattheyhadsomedegreeofprofessionalI.T.experience.

Figure 2. Cronbach Alpha (SPSS)
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Frequencyanalysiswasused toderivestatisticalconclusionsabout therelationshipbetween
trustintheInternet,andneglectingrisksindownloadingandinstallingfreepotentiallyspyware-
infectedsoftware.Inrespecttothepotentialforcontractingspyware,thedatafromthisstudyshows
thatmostparticipantswereawareofspywareandpotentialexposuretorisk,yetmosthaveadmitted
todownloadingand installingsoftwarefromtheInternet.Thesurveydatashowed thefollowing
descriptivestatistics:

• 63%agreedorstronglyagreedthatthey“enjoyedtryingoutnewsoftware”(Figure3);
• 77%weregenerallyaware,including30%whowereacutelyaware,“ofthepossibilityofspyware

beingpresentintheircomputers”(Figure4);
• 84%weregenerallyaware,including45%beingveryaware,“ofthepotentialforspywaretobe

presentinsoftwarebeingdownloaded”(Figure5);
• 86%weregenerallyaware,including43%whowereacutelyaware,“ofthepotentialthreatof

spyware”(Figure6);
• Bycontrast,only9%ofparticipantsclaimedtohave“neverdownloaded”freesoftwarefromthe

Internet(Figure7),andonly8%claimedtohave“neverinstalled”suchfreesoftware(Figure8).

Figure 3. Enjoyed trying out new software

Figure 4. Conscious of possibility of spyware being present in users’ computers
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The inferencedrawn from the frequenciesofvariables (refer toFigures3-8) is that inmost
users’minds,thecalculatedorperceivedriskissubstantiallylessthantheanticipatedbenefitofthe
software.ThisideaiscapturedwithinthemodeloftrustdevelopedbyLiandBetts(2004)–refer
toFigure1,whichproposedthattrustisanantecedenttobehavioralintentionandaction,including
actionsthatmayinvolveknownorcalculatedrisks(Li&Betts,2004).Anotherwayofputtingit
isthat,intheresearchers’view,theconceptoftrustaccountsforthecontrastsshowninthedata
andliteraturebetweengeneralawarenessandknowledgeofthreatsononehand,butpersistentrisk
behaviourontheother.

Thehighincidenceofdownloadingcoupledwithahighdegreeofknowledgeandawarenessof
potentialthreatindicatesthatthemajorityofInternetusershaveahighdegreeoftrustintheInternet,
whetherthattrustiswarrantedornot,andthatthishighleveloftrustisamajorfactorleadingmany
usersintohigh-riskdownloadsdespitegeneralknowledgeofsuchrisks.

Thisissuewasbasedontheobservationthatanequallylargeproportionofusersareawareof
thepotentialthreatsposedbymalwareandspywareinparticular,astheyengageindownloadingfree

Figure 5. Aware that spyware is potentially present in software being downloading

Figure 6. Whilst downloading, are aware that spyware is a threat
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softwarefromtheInternet.Thisbehaviourpatternhasbeenexplainedindifferentwaysintheliterature,
forexample,asapathy(Stafford,2005)orintermsofusersnothavingadequateunderstandingofthe
threats(Zhang,2005),orinreducedconcernforprivacyamongthosewithmoreskillandexperience
(Dinev&Hart,2004)or in termsofan increasedsenseofself-efficacy(Sriramachandramurthy,
Balasubramanian&Hodis,2009).Thenatureof“apathy”wasnotdefinedandthereforeremainsa
vagueconcept,whileuserswithinadequateunderstandingofthreatorreducedawarenessofprivacy
caneasilyfit intotheconstructof“trust”developedbyLiandBetts(2004), intermsofauser’s
calculationoftheprobabilityofrisk.Inthiscase,ourcontributiontothemodeladdsthevectors
of“ignorance”plus“over-confidence”arisingfromexperienceinsuccessfuluseoftheInternetas
factorsthatfeedintothatcalculationofrisk,leadingtotrust.Judgementsbasedonignoranceand
over-confidencecouldbedamaging.

Thecombinationofconfidenceand ignoranceaffecting riskand trust isconsistentwith the
findingofanegativerelationshipbetweenInternettechnicalliteracyandInternetprivacyconcerns
(Dinev&Hart,2004,p.4).Theconverseofthatrelationshipsuggeststhatthehigherauser’slevel

Figure 7. Have never downloaded free software from the Internet

Figure 8. Have never installed free software from the Internet
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ofinternettechnicalliteracy,thelowerwillbetheirconcernaboutprivacyissues,thatis,theywould
haveareducedconcernfortheinvasivepotentialofspyware.Thisdoesnotsuggestthatthosewith
high technical literacy takenodefensivemeasures; itsimply implies thatdue tohigher levelsof
knowledgeandself-efficacy,thereisanover-confidenceasnoted,leadingtoanunderestimationof
theactualrisklevel.ThisphenomenonwasalsonotedintheSchmidtetal.(2009)studywhichfound
thatalthough“heavyusers”(morethan15hoursperweek)oftheInternetshowedgreaterawareness
ofmalwarethreats,paradoxically,itwasthe“lightusers”whoscoredhigherintermsofpassword
practices.Insomesensethen,trustcanbeviewedasanindirectfunctionofignorance(asdefined
above)andoverconfidencethroughthemechanismofthecalculatedprobabilityofriskandthiscanbe
readilyincorporatedintotheLiandBettsmodelasshownintheenhancedmodeloftrust(Figure9).

The ‘Ignorance’ and ‘Over-confidence’ vectors feed into Calculated Probability rather than
directlyintoPerceivedRiskasthisreflectsthatusersarenotnecessarilyawareoftheextentoftheir
lackofknowledgeoroftheirover-confidence,thereforethesedonotformpartoftheirperceivedrisk
environment,rathertheyaffectthewaytheuserassessestheoverallriskprobabilitiesandhence,their
expectations.ThissuggeststhatwhatStafforddescribedas“apathy”(Stafford,2005)mightbemore
accuratelyviewedinthelightof“trust.”Afurtherstudyisneededtopursuethefullimplicationsof
theseadditionstotheenhancedmodeloftrust.

Insummary,whatvariousresearchershaveseenasuserapathy,disinterestinpersonalprivacy
orsecurity,canactuallybeviewedasreflectionsofanentrenchedpublictrustintheInternet.Such
trustisoftenbasedonignoranceofthedimensionsofthespywarethreatratherthanonextensive
knowledge,andonover-confidenceinpersonalskillsandself-efficacyratherthanonaneducated
caution.Overconfidenceisrelatedtoself-efficacyandcouldhaveadebilitatingeffectonperformance
(MooresandChang,2009).Over-confidenceinpersonalskillsarisesfromtheincreasingfrequencyof
relativelysuccessfulusageoftheInternetbyindividualsandtheexperiencedusefulnessofdownloaded
software,whichisakeyfactorinmotivatinguserstodownloadandinstallfreesoftware.

Theinsightsderivedfromthisstudyshouldleadtoamoreinformedcalculationofrisks,more
generally-awareusersandloweredunnecessaryoverconfidence.Fromaglobalperspective, these
findingscanhelptoreducetherisksindownloadingandinstallingfreepotentiallyspyware-infected

Figure 9. Enhanced model of trust
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software.Itisimperativeforuserstobewareofoverconfidence.Apartfromanindividualisticuser
perspective,organisationsthatdevelopanti-spywaresoftwarecanutilisethesefindingstoeducatetheir
userstomakemoreinformeddecisionswhendownloadingandinstallingsoftwareovertheInternet.

CONCLUSION

ThestudycontributestothefieldbyfindingthatusershaveahighdegreeoftrustintheInternetand
theconceptoftrustcancapturethediscrepanciesnotedinliteraturebetweenknowledgeofthreats
andpersistentriskbehaviour.InternetusersingeneraltrusttheInternet,oftennonchalantly.Although
therehasbeenmuchmediacoverageofthemultitudeofscams,malware,privacybreachesthrough
spyware,andothercybercrimeincludingcyberwarfareactivitiesoccurringacrosstheInternet,thishas
innowaydiminishedthehighlevelofuserinteractionwiththeInternet,includingthedownloadingof
potentiallyspyware-infectedsoftware.Ineffect,usersaremakingriskcalculationsandareconsistently
concludingthatthebenefitssubstantiallyoutweightherisks.

Itisevidentthatthereareaverylimitednumberofarticlesaboutignoranceandconfidence,with
nothing specifically aboutdownloadingand installingpotentially spyware-infected software.This
paperfillsinthatgap.Thekeycontributionofthispaperhasbeentheidentificationoftheconceptsof
ignoranceandoverconfidenceascontributoryfactorstousers’calculationofriskprobabilityleadingto
trustasanantecedenttoactionasshownintheenhancedmodeloftrust.Theenhancedmodeloftrust
constructedinthisstudy,fitsasadrill-downmodeltoprovidemoreexplicitexplanatorypowertofuture
researchglobally.Specifically,theproblemofhigh-riskInternetinteractionarisesfromuninformedor
uneducatedtrust.Putanotherway,peopleareconsistentlymiscalculatingtheircurrentlevelofknowledge
ofthethreats,aswellastheircurrentlevelofknowledgeofcomputersandtheInternet,andtherefore,
theirinteractionswiththeInternetarelargelybasedontrustratherthanknowledge.

In termsofgeneralisability, the response rateof2.8% is lowdespite theuseful sample size
andcannotbestatisticallyestablishedasbeingrepresentativeof thepopulationunderstudy.The
conclusionscanthereforeonlyapplytotheresponsegroupatbest.Ausablesamplesizeof280has
provided sufficient cases to allow significantdata analysis tobeperformed, although frequency
analysisisnotdevoidofitsowninherentlimitations.Thedatainthisstudywasskewedtowardmales
(57%)andtowardthosewithsomedegreeofITprofessionalexperience(35.6%).Allconclusions
orgeneralisationsarisingfromthis researchshouldbeviewed in the lightof thesedemographic
characteristics.Aswithanyresearch,thisstudyalsohasotherinherentlimitations.Thesampleframe
wasrestrictedtograduatesofaregionalAustralianuniversityandexcludedthenon-tertiaryeducated
population.Inaddition,itisreasonabletoassumethatadegreeofresponsebiasexists,as35.6%
respondentsindicatedthattheyhadhadsomedegreeofprofessionalI.T.experience.Futurestudies
couldlookatcomputerliteracyintermsoftrustincomputersandtheInternet.Theeffectofdifferent
educationlevelsonspywareproliferationmaybeinvestigatedinfurtherstudies.Empiricalresearch
couldalsobecarriedouttovalidatetheenhancedmodeloftrustanditspropositions.

Existingstudiesonthistopic,includingthisstudy,tendtobespotanalysesonly,thatis,taking
measurementsandanalysingonlysmallsnapshotsub-sectionsofsocietyasawhole.Yetspywareand
othermalwareproblemsarerecognisedashavinguniversalscopeinthecomputingworld.Theresearchers
believethatthereisadangerthatthewiderimpactsoftheproblemmaybesystematicallyoverlooked
duetothelimitedgeneralisabilityofallextantstudies.Thereistherefore,agapinscholarlyresearch
onanationalandinternationalscaletoassesstheproblemofspywarefrommuchbroaderperspectives.

Inconclusion,thereisanincreasinglevelofgeneralpublicknowledgeandinvolvementinonline
activities,includingsocialnetworkingandsolutionseekingbehaviours.Thisinnowayimpliesthat
policyshouldbedirectedatreducingpublictrustintheInternet,butrather,thattrustasaconcept
mustbebetterunderstoodbythecomputingpublic.Indicationsarenotthatpeopleshouldnottrust
theInternet,butthatarequisitedegreeofknowledgeandcautionisessentialininteractingwithit
tomaintaincybersafety.
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