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ABSTRACT

The Internet of Things (IoT) is seen as a novel paradigm enabling ubiquitous and pervasive
communicationofobjectswitheachotherandwiththephysical/virtualworldviainternet.Withthe
exponentialriseofsensorandRFID-basedcommunication,muchdataisgettinggenerated;which
becomesarduoustomanagegiventheconstrainedpowerandcomputationoflow-powereddevices.
Toresolvethisissue,theintegrationofCloudandIoT,alsoknownasCloudIoT,isseenaspanacea
tocreatemoreheterogeneoussmartservicesandhandleincreasingdatademands.Inthisarticle,
theauthorsexamineandsurveyliteraturewithafocusontheintegrationcomponentsofCloudIoT
andpresentdiverseapplicationsincludingdrivingfactorsforCloudIoTintegration.Thearticlealso
identifiessecurityvulnerabilities impliedby the integrationofCloudandIoTandoutlinessome
suggestedmeasures tomitigate thechallenge.Finally, thearticlepresents someopen issuesand
challengesprovidingpotentialdirectionsforfutureresearchinthisarea.
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INTRoDUCTIoN

Technologicalinnovationinwirelesscommunicationallowsrealtimescanning,managementand
transmissionofsensitivedata(Zorzietal.,2010).Since2011,thepopulationofinternetenabled
deviceshasalreadysurpassedthenumberofhumanbeingsonearth.CiscoSystemspredictthatbythe
year2020,theglobalinternetwillbeanamalgamofover50billionconnecteddeviceswhichinclude
sensornodes,outputactuators,mobileandGPSconnectedsmartdevicesandtechnologies(Nordrum,
2016).TheInternetofThings(IoT)isseenasatechnologicalevolutionhavingdistinctapplications
inhumanliferenderingfutureconnectivityandaccessibility.TheIoTinvolvesinterconnectionof
smalldevicesembeddedwithsensingsoftwareandhardwarethatpermitstheseobjectstoacquire

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJuly1,2019willproceedwithpublicationasanOpenAccessarticle
startingonFebruary2,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

2

andtransmitdatatothecloudorinternetusingawirelessmedium(Chenetal.,2014).Thesesensors
usediverseenablingtechnologiesandprotocolsfordatatransmissionsuchasBluetooth,NearField
Communication(NFC),ZigbeeandRadioFrequencyIdentification(RFID).Forlongdistancedata
transmission; theycanalsousemobiledatacommunicationservicessuchasGSM,GPRS-Edge,
3Gand4GoverLTE(Devipriya,2017).IoTworkingisbasedonautonomousMachine-to-Machine
(M2M)communicationwithoutanyhumaninteraction.TheapplicationareasofIoTsuchassmart
homesystems,remoteenvironmentmonitoring,automatedindustrialsystems,andremotehealthcare
generateanddeliverdatawhichneedstobeprocessedinrealtime(Solimanetal.,2013).Thisin
turnnecessitatessupportforhighnetworkvolumetrafficbeinggeneratedbyheterogeneoussystems.
Astheseheterogeneousdeviceskeeponincreasing,IoTperformancetendstodecreasegiventhe
constrained power and bandwidth limitation (Botta et al., 2014). In such a scenario, there is a
demandofdatamappingfromphysicalIoTworldtovirtualworldofCloudcomputing.TheCloud
computingplatformoffersasuitable,on-demand,extensibleandseamlessaccesstopoolofnetworked
computing resources (Cooketal.,2018).These remote resourcesdispenseenormousprocessing
powerforcomputationsandscalablestoragethataugmentthelowpowerandstoragedrawbacksof
IoTdevices,henceofferingcomplimentaryandcoherentplatformforubiquitouscomputationsby
endusers(Aazametal.,2016).

TheintegrationofCloudandIoTknownasCloudIoTorCloudofThings(CoTs)wasrecently
conceivedbyMIT’sAuto-IDlabstosignifyinterconnectionbetweenheterogeneousphysicalobjects
andvirtualcloud(Distefanoetal.,2012).TheIoT’sarerepresentedbysmallphysicalobjectsthat
arehighlydistributedinnatureandsufferlimitedprocessingpowerandstorage.Theseconstraints
generateissuesaffectingperformance,reliability,security,trustandprivacyinIoTdevices(Parwekar,
2011).Cloudcomputingtechnologyontheotherhandprovidesrobust,scalableandimmensecapacity
solutiontoIoTissues.WithCloudofThings,thetwoindependenttechnologiesareexpectedtowork
togetherforenergyefficiency,plannedresourcemanagement,andcreatingnewandextendedrange
ofservices(Aazametal.,2016).Delaysensitiveapplicationsaswellasmissioncriticalservicescan
benefitfromthisnewtechnologicalprototype.TheintegrationofCloudandIoTishighlypervasive
giventhefactthatlargevolumesofdataarebeinggeneratedwhichentailsrequirementforvirtual
storageresources.Thisdataafterpre-processingshouldcreatenotonlyinformation,butalsoknowledge
andwisdomthatwillhelpindevelopingsmarterapplicationfortheusers(Khodkarietal.,2016).
TheCoTframeworkishighlyscalableanddistributedinnatureowingtothefactthatcomputational
resourcesareofferedasservice.CoTallowseasierdeploymentofapplicationsharnessingbenefits
ofcloudservicemodelssuchasInfrastructureasaService(IaaS),PlatformasaService(PaaS)and
SoftwareasaService(SaaS).ThereisalsoaprovisionforensuringthatQualityofService(QoS)is
maintaineddynamically(Velteetal.,2010).Forexample;whenapplicationrequestsincreasefroma
user,thecloudmustscaleuptosufficethegrowingload.Onthecontrary,whentheloaddecreases,the
cloudmustautomaticallyscaledowntoaccommodatethechange.TheCoTfindsdiverseapplication
areasbecauseofitseconomical,flexible,extensible,management-lessandsubscription-basedmodel.
Thecloudserviceprovidersofferservicesthroughinternetonasubscriptionorpay-per-usebasis.
SomepreciseadvantagesofCoTimplementationincludemassivedatastorageandprocessingpower,
distributednatureofserviceforsupportinglocationindependenceofusers,platformindependence
andcrossapplicationsupport,multi-versioningapplicationsupport,powerandresourceefficient
andsupportforQualityofService(QoS).GiventheadvantagesofCoTframework,theprocessof
integrationofCloudandIoTisnotthatsimple(Aazametal.,2016).Inadditiontodataandresources,
issueswithrespecttobusinesspointofviewneedtobetakencareof.Theframeworkoffersbigger
business platform and opportunities, which in turn invites attack from malicious users. In case
ofhybridclouds,majorconcernandemphasisshouldbelaidonsecurityandprivacywhichalso
includesidentitypreservation(Velteetal.,2010).OtherconcernsinCoTframeworkincludesecure
transmissionofsensitivedataandsecuredatastorage(Cooketal.,2018).Thisnecessitatesuseof
cryptographictechniquesandencryptionduringdataprocessingandstorage.Additionally,deployed
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IoTdevicesshouldbemadetamperproofsoastopreventanyphysicaldamage.Theintegrationof
IoTandcloudcomputinginvolvesdisparatenetworksunderpinningvarieddataandservices.These
heterogeneousnetworksshouldbeagileandopen-endedtoaccommodatechangeswithQoSsupport.

Inthispaper,wecarryanin-depthdiscussiononCloudofThingsframeworkwithfocuson
drivingfactorsforintegration.ThepaperalsopresentsdiverseapplicationsofCloudIoTandissues
thatneedtobeaddressed.Later,thepaperidentifiessecurityvulnerabilitieswithrespecttointegration
andsuggestedmeasuresthatneedtobekeptinmind.Finally,thepaperconcludeswithsomeopen
issuesandchallengeswhichprovidedirectionsforfurtherresearchinthisarea.

ReLATeD WoRK

TheCloudandIoThavewitnessedexponentialandautonomousmushroomedgrowthovertheyears
withresearchersworkingtenaciouslyfortheirseamlessintegration.Onthecontrary,CloudIoTis
still inits infancywithnostandardarchitectureavailablefordatatransmission,storageofmedia
andcomputation(Aazametal.,2016).AsIoTharborsheterogeneoustechnologiesandprotocols,
thepropertiessuchasreliability,integrity,scalabilityandperformancebecomedifficulttoachieve.
Also,sinceIoThaslimitedpowerandstorage,itsintegrationwithcloudwillaidinsubduingthese
challenges.TheclouddispensesservicesforIoTbyprovidinganinterfaceforitsapplicationsand
servicemanagement.Inreturn,CloudbenefitsfromIoTbyelevatingitsscopetointeractwithreal
wordthings(Leeetal.,2010;Bottaetal.,2014).AlotofsurplusliteratureisavailableonCloudand
IoTintegration;howevermostofthemprovideverycondensedandabstractoverviewoftheconcept.

In(Bottaetal.,2014),authorspresentadetailedoverviewofCloudandIoTintegration.Their
workattempts to identifyextensive featuresofCloudandIoTand themaindriversofCloudIoT
integration.Theauthorshavecarriedadetailedresearchreviewtoidentifyresearchchallengesin
thisfield.ThepaperalsodiscussesvariousCloudIoTplatformsandprojectsincludingopenissues
andfutureresearchdirectionsinthisdomain.Asimilarworkhasbeendonein(Parwekar,2011)
wheretheauthorsaimtoassessthefeasibilityofservicesofferedbyCloudandIoTintegration.In
(Distefanoetal.,2012),authorsdiscusstheconceptofCloudIoTandfigureoutthestepstorealize
CloudIoTvision.TheauthorsalsopresentahighlevelmodulararchitectureofCloudIoT;however
notableproblemshavebeenreservedandnottouched.In(Yuriyama&Kushida,2010),researchers
proposeSensor-Cloudinfrastructurethatcanhandlephysicalsensorsoncloudplatform.Although
thepaperpresentsSensor-Cloudinfrastructure,architectureanditsimplementation,theirworkonly
emphasizesonvirtualizingaphysicalsensorasavirtualsensoronthecloudplatform.Asimilar
workhasbeencarriedin(Hassanetal.,2009)wherebyauthor’spresentpub-subbasedmodelfor
seamlessintegrationofsensornetworkswithcloud-basedapplications.Althoughauthorsassertto
haveaddressedchallengesinthisregard,theworkdoesnotaddresskeyissuesinherentinsensor-cloud
integration.SincegrowthofIoTanddeploymentofapplicationsinthecloudhasbeenexponential,
therehasbeennobreakthroughinintegrationofheterogeneousandgeographicallyscatteredsensors
inanacceptableandpracticalmanner.In(Foxetal.,2012),authorspropose“IoTCloud”whichis
acloudbasedopensourcemessagingsystemthatenablesdesignerstowriteextensibleandhighly
efficientIoTandsensorcompatibleapplications.TheapplicationiswritteninJavaprogramming
languageandsoftwareisdesignedontopofapopularopensourcepackagesuchasApacheActive
MQandJBossNetty.TheauthorshaveusedFuture-Gridcloudtestbedtocheckperformanceof
experiments.Onthesimilarlines,authorsin(Soldatosetal.,2015)presentanoverviewofOpenIoT
projectwhichisanopensourceIoTplatformpermittingseamlessinteroperabilityofIoTinthecloud.
TheOpenIoTprojectalsooffersamiddlewareforcollectionofdatafromalmostanydeployedsensor
andalsosimultaneouslyensuringtheirabsoluteobservation.Italsoincludesdiversedomainofvisual
toolsthatalloweffortlessdeploymentofIoTapplications.In(Grozev&Buyya,2014),authorsdiscuss
currentfundamentalnomenclatureforInter-cloudarchitectureandargueonhowpresentInter-Cloud
frameworksassistorganizationofdistributedapplicationsacrossclouds,keepinginmindtheirnon-



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

4

functionalrequirements.Theauthorsalsosurveyexistingliteratureandidentifyopenissuesinthis
area.However,thepaperdoesnotdiscussanywhereitsrelationshipwithIoT.Similarworkshavebeen
carriedbyauthorsin(Buyyaetal.,2010;Villegasetal.,2012)withoutdiscussinganyrelationwithIoT.

IoTdevicessuchassmart-phones, tablets,mediasensors,etc.,demandcoherentmultimedia
processingsystems.Fromtheavailableliterature,mediacloudseemstobeonlyfeasiblesolutionthat
willsatisfytheescalatingdrifttowardsmultimediadataandconsumption.However,formultimedia
transmission,maintainingQoSwillbeademandingtask.Tosupportthis,itisrecommendedthat
IPv6beused,thatprovidesFlowLabelfieldwhichoffersend-to-endQoSprovisioningmechanism.
Toenhanceperformanceandreducenetworkdelayinmediastreaming,efficientQoStechniques
needtobedesigned.In(Zhuetal.,2011),authorspresentamedia-edgecloud(MEC)architecture
whichiscomposedofstoragespace,centralprocessingunit(CPU),andgraphicsprocessingunit
(GPU)clusters.Themultimediaawarecloudperformsdistributedparallelcomputationanddispenses
QoSprovisioningforvariousmultimediaservicesinthenetwork.However,theperformancecost
ofthisproposedworkisnotdiscussed.In(Khodkarietal.,2016),authorsaimtoevaluateintegrity
requirementsofCloudIoTsothatQoSisguaranteed.TheauthorsalsodefineCloudIoTQoSmetric
equationandobservethatend-to-endQoSprovisionisamultidimensionalandconvolutedproblem
thatneedssubstantialsolutions.

MostoftheLiteraturecitedaboveprovidesanabstractoverviewofCloudIoTwithoutdiscussing
in-depthdetailofitsintegrationorworkingscenarios.Somepaperspresentanoverviewofcloud
structure onlywithout expressing any relationship with IoT. However, this paper takes a deeper
overviewofCloudIoTintegrationwithfocusonpotentialissuesandtheirsolutions.Thepaperalso
attemptstoaddresssecurityissuessegregatedatdifferentlayersofIoTalongwithissuesinherent
intheCloud.

INTeRNeT oF THINGS

ThetermInternetofThings(IoT)alsoknownasInternetofObjectswasfirstcoinedinFutureof
InternetandUbiquitouscomputingbyaBritishinnovatorKevinAshtonwhowasoneofthefounding
membersofAuto-IDcenteratMassachusettsInstituteofTechnology(MIT)(Wuetal.,2010).Kevin
usedthetermtooutlineasystemwherephysicalworldisconnectedtointernetviasensors.This
pervasive innovation represents the future of interconnection networks which is totally different
fromtraditionalnetworks.TheIoTintegratesdisparatedevicesfromdivergentmanufacturershaving
heterogeneousfunctions(Kovatschetal.,2012).The“things”inIoTreferstoanydeviceorobjectin
thephysicalworldirrespectiveofwhetheritcancommunicateornot.Unliketraditionalnetworks,
these objects use Radio Frequency Identification (RFID) tags and communicate over internet.
IoTprovides anefficientplatform for interactionofhumanswith theenvironment aroundusing
technologicalinnovation.

RegardlessofuniversalacceptanceofIoT,thereisnosinglestandarddefinitionavailablefor
the term. In fundamental terms, IoTdefinesacommunicationnetworkof interconnectedobjects
orthings.Theseobjects/thingssensetheirenvironmentusingvarioussensors,gatherthedataand
exchangethisdatawithsimilarobjects.Onthebasisofgathereddata,someobjectscanevenmake
decisionsontheirownregardingtriggeringofeventsorsendingdatatoservermachinesoverinternet
forfurtherprocessing(Liuetal.,2005).TheIoTsensorscanbedeployedinmanyapplicationssuch
ashouseholdrefrigerators,ovensorevenindustrialprocesscontrolsystems.Similarly,RFIDchips
canbeusedastagsineverydayproductsthatweuse(Meingastetal.,2007).Alloftheseobjectsuse
communicationprotocolssuchasBluetoothandZigbeehavingshorterdatatransmissionrangeandlow
powerconsumption.IoTdevicesaremainlyclassifiedaseitherwearabledevicesormicrocontroller/
microprocessorbasedembeddedIoTdevices.SomecommonexamplesofIoTdevicesareAndroid
wear,Misfit,GoogleGlass,Arduino,Raspberry-piandIntelGalileo.
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Layered Architecture
OwingtopopularityandfutureimplicationsofIoT,Intelintroducedandtermeditasanembedded
internet.Thereasonbeingthat,infuture,embeddeddeviceswillhavethecapabilitytocommunicate
witheachotheroverinternet.ThisideaisanalogouswithconventionalIoTandwilllargelybringnew
innovativeopportunitiesforrevenuegeneration.AsshowninFigure1,thefundamentalIoTarchitecture
althoughnotyetstandardizedisdividedintofourlayers:perception/physicallayer,networklayer,
middlewarelayerandapplicationlayer.Eachlayerhasapredefinedfunctionality.

Perception Layer
AlsoknownasPhysicallayer,thisisthebottomlayerintheIoTarchitectureandiscomposedof
hardwaresensors,RFID’s,barcodelabels,GPSetc.Thepurposeofthislayeristoperceiveorgather
datafromtheenvironmentandreportthisdatatotheserverortothesinknodes.LikeOSImodel,
thedatacollectedbythislayerissubmittedtothelayeraboveitforfurtherprocessing.

Network Layer
ThisisthesecondlayerintheIoTarchitectureandisanalogoustothenetworklayerinOSImodel.
Thislayerisanamalgamofinternetworkingprotocolsandstandardswhichsupporttransferofdata
packets fromsource todestinationhostacrossnetworkboundaries.Thehostanddestinationare
identifiedbyuniqueIPaddress.

Middleware Layer
Thislayerreceivesdatafromthenetworklayerandisresponsibleforfiltering,collecting,storing
andservicemanagementofdata.Thislayerdispensesanabstractionofservicesandinformation
processingcapabilitiesoftheIoTdevices.Theoutputofthislayerispassedontoapplicationlayer.

Figure 1. IoT layered architecture
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Application Layer
ThisisthetopmostlayerintheIoTarchitectureandisresponsibleforfinalpresentationofthedata.
Thislayerprovidesvariedapplicationservicesdistributedovermiddlewarelayertovarioususersand
applications.Examplesofapplicationservicesfostermanyindustrieslikehealthcare,transportation,
supplychain,etc.

CLoUD CoMPUTING

CloudComputingisatechnologicalon-demandcomputingmodelthatprovidesaccesstoshared
poolofdistributedandubiquitousresources likestorageandprocessing.Theconceptminimizes
managementeffortonaccountofusersandfacilitatesrapidelasticity(Mell&Grance,2011).The
cloudplatformfacilitatesrobust,scalableandpervasivevirtualservers,storage,networkingthatcan
becustomizedaccordingtouser’srequirements.Someoftheessentialfeaturesofcloudcomputing
platform are: on-demand service, broader network access, resource pooling, rapid elasticity and
measuredservice(Mell&Grance,2011).

on Demand Service
Auserisat libertyandfreewill inchoosingservertimeforstorageandcomputationalprocessing
capabilities.This is allowedusing automatic servicedeliverymodelwithnoorminimal human
interaction.Suchaservicemodelisusefulfordevicesthatfunctionandexecutetheiroperationsremotely.

Broader Network Access
Thepotentialofcloudcomputingisexploitedoverthenetworkbyusingheterogeneousdeviceslike
mobiles,laptops,tabletsandalsoworkstationmodels.

Resource Pooling
Variouscomputingresourcesofcloudsuchasstorage,processingpower,physicalmemory,etc.,are
combinedtogethertoformalargerepositorymodelthatservesusersasperdemand.Theseresources
areassigneddynamicallywithuserhavingnoperceptionorcontroloftheexactlocationwhereresource
resides.Theresourceordatacenterlocationdetailsarehighlyabstractinnature.

Rapid elasticity
Theresourcesareassignedandreleaseddynamicallyatanypointintime.Thisallowstheserver
machinetoscaleupandscaledownasperdemandandload.

Measured Service
Cloudsystemsmonitorresourceutilizatione.g.storage,computationalprocessing,networkbandwidth,
etc.,whichenablesthemtooptimizeresourcesandleveragepay-per-usagemodel.Themonitoring
mechanismensurestransparencyintheservicelevelagreementbetweentheuserandtheservice
provider.

Cloud Service Models
Fromtheservicedeliverypointofview,cloudarchitectureisviewedasaresourceallocatoracross
theinternettoanumberofdistributedclients(Villegasetal.,2012).AsshowninFigure2;Cloud
Computingoffersservicesatthreedifferentinfrastructurelevels.

Infrastructure as a Service (IaaS)
IaaS allows modeling of virtual environment wherein hardware resources such as servers, load
balancers,routers,firewallsandnetworkbandwidthetc.isofferedasaservice.Thismodeloffers
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abillingsystemwhereresourceusageandvalue-addedservicechargesarecomputedonperhour
basis.CommonexamplesofIaaSincludestorageservicesofferedbyAmazonEBS,AmazonS3,
Googlecomputeengineetc.

Software as a Service (SaaS)
SaaSisanon-demandservicemodelinwhichclientsareprovidedaccesstobusinessapplication
software and database directly over the internet. The cloud users are not bothered about the
infrastructure and management of the platform and users are free from installing any separate
applicationontheirsystemwhichsimplifiesmaintenanceandsupport.Examplesincludeservices
suchasGmail,Googledocs,GoogleApps,MicrosoftOffice365,etc.

Platform as a Service (PaaS)
PaaSmodelpresentsanapplicationdevelopmentandruntimeenvironment,aplatformforprogramming
language execution, software and database development tools to permit direct deployment of
applicationsovertheweb.PaaScloudmodelistailoredmostlyforapplicationdevelopersandsoftware
testersandassuchoffersaplatformwhereentiresoftwaredevelopmentlifecycleisrealized.Common
examplesofPaaSincludeAmazonEC2,Googleappengine,MicrosoftAzure,IBMsmartcloudetc.

Cloud Deployment Models
TheclouddeploymentmodelsaresegregatedintofourcategoriesasshowninFigure3.

Public/External Cloud
Thisdeploymentmodelallowspublicoropenaccesstothecloudinfrastructure.Itisgenerallyowned
bythecloudserviceprovideranduserspayforitsresources.Theuserscanscaleupordowntheir

Figure 2. Cloud Service Models
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resource consumption according to their demands. Examples of cloud service providers include
Google,Amazon,Microsoft,Salesforceetc.

Private/Internal Cloud
Thisdeploymentmodelisownedorrentedbytheorganizationstrictlyforitspersonaluse.Thismodel
providescloudservicesdedicatedtoanorganizatione.g.businesscriticalapplications.

Community Cloud
This cloud deployment model is managed by homogeneous organizations with similar
activitiesandgoals.

Hybrid/Virtual Private Cloud
This model is a combination of private/public/community clouds wherein the resources and
infrastructurecanbemovedfromwithintooutsideoforganization(forexample;shiftingcomputational
jobsfromprivatetopubliccloud).

CLoUDIoT: INTeGRATIoN oF CLoUD WITH IoT

Withanexponentialriseinubiquitouscomputing,amyriadnumberofsensordevicesaregetting
connectedtotheinternet.Proportionaltothis,therehasbeenconsiderableincreaseintheamount
ofdatathatisgettinggenerated.Thelocalandinterimstorageofthisdataisnotfeasiblegiventhe
constrainedstoragespaceavailableonIoTdevices.Initially,thesedevicesusedtotransferdatato
mainframeswhichhadtherequiredcomputingresources.Butthismethodhadalimitation.First,
themainframecomputingwasverycostlyandsecond,itrepresentedacentralpointoffailure.The
otherapproachwasdistributiveinnaturewhereinthesedeviceswereequippedwithlittlestorageand

Figure 3. Cloud Deployment Models
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processingpowerforcommunication.However,thisalsoresultedinadditionalcostwhichincluded
costofreplacingfailedIoTdevicesandcostofpoweringupeachdevice.Inrecentyearsthedemand
forcheaperIoTdeviceswithmorecomputingresourceshasonlyincreased.Tomeetthisdemand,
integrationofCloudComputingwithIoTalsoknownasCloudIoTpresentsaflexible,lesscomplex
and cost effective potential solution (Aazam & Huh, 2014; Bonomi et al., 2012). The IoT will
generatedataandcommunicatewithoutsideworldthroughpervasivedevicesandnetworkswhileas
cloudcomputingwillprovideagileandscalablecomputingresourcestomeetthegrowingdemands
(Zhouetal.,2013).Figure4provides theoperationalandcommunicationscenarioofCloudIoT.
Asshown,thedatapassesthroughdifferentIoTlayersuntilitreachesthecloud.Thecloudstores,
securesandprocessesthisdatacorrespondingtothedesignobjectiveofservice.Oncetheservice
isdesigned,itismadeaccessibletotheenduser.TheCloudandIoTaretwodifferenttechnologies,
howeveravailableliteraturereports,theircomplementarycharacteristicsthatdrivethemotivation
forintegrationofCloudIoTparadigm.Thesecharacteristicsasextractedfromliteraturearereported
inTable1.Typically,inCloudIoT,thecloudoperatesasanintermediatelayerbetweenIoTdevices
andenduserapplications.Thislayerabstractsthearduousoperationsandservicesfromtheenduser.

SomeofthedrivingfactorsforintegrationandadoptingCloudIoTmodelarediscussedbelow.

Storage
TheIoTinterconnectsbillionsofdeviceswhichgeneratehumongousamountofdatafromdifferent
informationsources.Thisdataalsoknownasbigdatacaneitherbesemi-structuredornon-structured

Figure 4. CloudIoT operational scenario



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

10

(Aguzzietal.,2013)andwillhavethreemajorproperties(Zikopoulos&Eaton,2011):volume(i.e.
magnitudeofdata),variety(i.e.heterogeneousdatatypes)andvelocity(i.e.datagenerationrate).
Henceitbecomesimperativetocollect,process,analyzeandstoresuchlargevolumesofdata.As
such,thecloudoffersaneffectiveandflexibleoptiontotacklethedatageneratedbyIoTdevices
(Raoetal.,2012).Oncethedatahasbeenstoredincloud,itreceiveshomogeneoustreatmentthrough
standardapplicationAPI’s.Also,securealgorithmscanbeappliedoverthedatatoprotectitandthis
datacanfurtherbeaccessedfromanywhere.

Computing Capabilities
IoTdeviceshavelimitedenergysourceandconstrainedprocessingpowerwhichlimitstheirability
foronsiteandcomplexdatacomputation.Insteadthegathereddataistransferredtomorepowerful
nodeswheredataisgroupedtogether,andcomplexprocessingispossible.However,scalabilityis
stillchallengingtoachievegivenunderlyinginfrastructure.Onthecontrary,cloudofferslimitless
virtualcomputationalcapacityandanon-demandservicemodel(Susiuetal.,2013).Usingcloud;
IoT’scomputationaldemandcanbeproperlysatisfiedforperformingrealtimedataanalyticsandfor
implementingagileandrealtimedatadrivendecisionsforsensorspecificapplications.

Communication
OneofthedesignobjectivesofIoTistoenabledataandapplicationsharingandtodispenseIPbased
communication amongconnectingdevicesusing reliablehardware.To assist andunderpin such
communicationiscostsensitiveandnotfeasible.Insuchacase,Cloudprovidesaneffectualand
economicalsolutionforconnection,managingandcustomizinganythingfromanywhereusingtailored
webportalsorapps(Raoetal.,2012).Theseportalsarecomplimentedbyhighspeedbroadband
networksthataidinremotemonitoringandadministrationofdata(Susiuetal.,2013).Although
CloudcansubstantiallyrefineandameliorateIoTdatatransfer,itcanstilllimitdowncapabilityor
actasagridlockinsomesituations.Thelast20-yeardataanalysisrevealthatstoragedensityand
computationalpowerhaveincreasedbyamagnitudeof1018and1015respectivelywhileasincreasein
broadbandcapacityrateisonly104(Jeffery,2014).Therefore,pragmaticconstraintsandlimitations
canarisewhiletransferringprodigiousamountsofdatafrominternetgatewayontothecloud.

New Capabilities and Paradigms
ThelargeheterogeneityofIoTdevicesandprotocolsmakescalability,reliability,availabilityand
securityverydifficulttoachieve.TheCloudIoTworksoutsolutiontothisproblembydispensingeasy
accessofresources,usabilityandlessdeploymentcosts(Zaslavskyetal.,2013;Chenetal.,2014).
TheintegrationofCloudandIoTpermitsnewsmartservicesandapplicationsthathandlenewand
reallifescenarios.Extractedfromliterature(Bottaetal.,2016),Table2showslistofnewmodels

Table 1. Complimentary characteristics of IoT and Cloud

Characteristic IoT Cloud

Displacement Pervasive(thingsareeverywhere) ClusteredandCentralized

Availability Restricted Ubiquitous(resourcesaccessiblefromanywhere)

DeviceNature Thingsarerealworlddevices Virtualresourcesavailableonline

ComputationalPower Limitedcomputationalcapacity Virtuallyunlimitedcomputationalpower

MemorySpace Sparseinnature Scalableasperdemand

RoleofInternet Usesinternetasconvergenceplace Usesinternetforservicedelivery

BigData Contributesassourceofbigdata Processesandmanagesbigdata
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andparadigmsthatemergedfromthisintegration.Asnostandardexists,thesetermsandacronyms
varyindifferentcasesandhavenocleardistinction.

CLoUDIoT APPLICATIoNS

TheIntegrationofCloudandIoThasincreasedpotentialofcreatingopportunitiesandexploitingthe
powerofwebandpervasivecomputing.Therearethreebasicwaysbywhichtheseinternet-enabled
devicescommunicate(Cooketal.,2018).First,betweenMachine-to-Machine(M2M)communication
e.g.sensorprovidingdatatoactuatorwhichraisesanalarmwhensomemotiongetsdetected.Second,
betweenHuman-to-Machine(H2M)communication,e.g.humanvoicerecognition.Third,between
Machine-to-Humancommunication(M2H),e.g.biometricsystems.Theheterogeneousintegration
ofCloudandIoTlaysfoundationfornumberofrealworldapplications.

Healthcare
Alargeamountofhealthcaredataofpatientsisstoredbyhospitalsusingsensornetworks.Theuse
of smartdevicesandcloudservices isbeingencouraged toprovidecosteffectiveandpervasive
facilitieswhichcontinuouslycontributeforinnovationinhealthcaresystems.Thisareagenerates
enormousamountofdatawhichneedstobestoredandcanbestudiedlaterandtechniquessuchas
dataminingcanbeappliedonthemfordecisionmaking.Theuseofsmartphonesisbeingemployed
forcommunicationpurposeswhichnecessitateneedforsecurityandgoodqualityofservice.

Smart City
ThisisoneoftheimportantapplicationsenvisionedbyintegrationofCloudandIoT.Theaimisto
improvecityandurbanlifebydispensingbetterapplications.ExamplescanbeIntelligentTransport
systemtoreducecitytraffic.Similarlydetectingamountofwasteusingsmartcontainerstoschedule
apickup.

Smart Home
TheIoTprovidesalargerplatformforautomatingappliancesinhomesetupusingembeddedsystems
(Solimanetal.,2013).Integrationwithcloudserviceallowsusertoremotelyassistandcontrolinstalled
devicesinhome.Thecloudprovidestheflexibilityofmeteredfacilityforrecognitionofappliances
andsmartcontrolofheating,lighting,energyconsumption,andairpurifiers.

Table 2. New models and paradigms enabled by CloudIoT (Source (Botta et al., 2016))

Acronym Expanded Form Description of Service

SaaS SensingasaService Providingglobalaccesstosensordata

SAaaS Sensingandactuationasaservice Enablingautomaticcontrollogisticsimplementedinthecloud

SEaaS SensorEventasaservice Transmittingmessagingservicestriggeredbysensorevents

SenaaS Sensorasaservice Enablingdistributedmanagementofremotesensors

DBaaS Databaseasaservice Enablingdistributeddatabasemanagement.

DaaS Dataasaservice Enablingubiquitousaccesstoanysortofdata

EaaS Ethernetasaservice Providingdistributedlayer-2accessforremotedevices

IPMaaS IdentityandPolicymanagementas
aservice Providingdistributedaccesstoidentityandpolicymanagement

VSaaS VideoSurveillance Providingaccesstorecordedvideoandperformingcomplexanalysis
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Remote Video Surveillance
Thisisanovelfeaturewithrespecttosecuritythathelpsinremotemonitoringandsupervision.The
sensordevicesrecordthedatawithahighdefinitioncameraandtransmitthisdataoverinternetto
cloudservers.Thecloudfulfillsadequaterequirementforstorageandprocessingwhichotherwise
wasnotpossible.

environment Monitoring
CloudIoTcanalsohelpinmonitoringthebehavioroftheenvironmentaroundus.Sensorscanbe
deployedinwaterbodiesaswellasinindustriestohelpdetecttheamountofpollutionlevelson
dailybasis.Thisdatacanthereafterbetransferredtolabswhereexpertsdecidethefuturepolicies.

SeCURITy ISSUeS AND VULNeRABILITIeS

TheCloudIoTcreatesanetworkofinterconnectedobjectsoverlayingvariedreal-worldapplications
suchas smarthomes, smartcity, smart trafficnetworks, industryautomationsystemsaswellas
communicationsbetweenthem(Gubbietal.,2013).Thecloudservicesareconfiguredinawayto
enableseamlessaccesstosharedresourcessuchascomputation,storage,applicationsandnecessary
datamining,analyticsandaggregation(Armbrustetal.,2009).AlthoughCloudIoTdeliversbenefits
andeaseinourdailylife;however,itsdesigncomponentbearsnoconsiderationtosecurity(Jing
etal.,2014;Khorshedetal.,2012).Incaseofasuccessfulattack,theCloudIoTnetworkcouldbe
renderednon-functionalwhichcouldresultinleakageofcriticalinformationortamperingofphysical
infrastructure.WithintegrationofCloudandIoT,thesituationwillbecomemorecomplicatedand
willexposefurthervulnerabilitiesanddrawbacks.Thesevulnerabilitiescanbeexploitedbymalicious
userstoabuseCloudIoTecosystemsupportingbillionofconnecteddevices.Subsequently,drawbacks
ofCloudIoTnetworkwilloutweighitsadvantages.Also,itisneitherrecommendednorfeasiblethat
sensornodesbechangedandreplacedperiodically.Theunderlyingsecurityinfrastructuremustbe
durableandrobustenoughtolastforconsiderableamountoftimegiventhelargedeploymentof
sensornodesandcloudinfrastructure.

Security Features and Goals
CloudIoTpermitscommunicationincludingdatatransferamongnodesanduserstoattaincertain
goals.Insuchadistributedenvironment,authenticity,accessprivilegeandcontrolaresignificantto
fortifysafecommunication.However;giventheconstrainedresources(computationalpower,storage)
ofdevices;theenvironmentrequiresadjustmentsinexistingtechniquestomeetwelldefinedsecurity
goals(Sicarietal.,2015).

Confidentiality
Theconfidentialityfactorpreventsunauthorizedaccesstothedataandprotectsitfrombeingsnooped
covertly.CloudIoTemployssensorsandRFID’storecorddatafromtheenvironmentandthisdata
mustbeprotectedfromneighboringdevicesaswellasfrommalicioususers.Tosecureinformation
andsafeguardconfidentiality,improvisedencryptionmethodsandprotocolsshouldbedesignedand
used(Capkunetal.,2003).

Integrity
Integrityensurespreventionfromdatafiddlingortamperingduringthedatatransmissionprocess
fromlegitimatesourcetointendeddestination.Theintegrityprincipleverifiesthatvalidandaccurate
dataisreceivedbyauthorizedusers.Integritycanbeimposedbyleveragingend-to-endsecurityin
datatransmissionandreception.
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Availability
Theavailabilityprincipleratifiesthatdataandapplicationsservicesareavailableforauthenticated
usersaspertheirrequest.CloudIoTnodesdemandservicesanddatainrealtimewithoutenduring
anyprocessingdelays.Anydelayonaccountofrequestedresourcewouldcontributetofailureof
theinterconnectednodes.

Identity and Authentication
IdentificationandAuthenticationensuresthatlegitimatedataistransmittedintheCloudIoTnetwork
byauthenticateddevices.However,thisprocessisverycumbersomegiventhenatureofSensor/IoT
nodesandtheheterogeneityoftheoverallsystem(Romanetal.,2013).Therequiredsolutionshould
enforcestrictauthenticationmechanismbetweenentitiesandobjectsofthenetwork.

Privacy
Theprivacyfactorensureslimitedaccesstothedataonlybythelegitimateuser.Unlikeconfidentiality,
whichmayencryptdatatopreventitfromtampering,theprivacyensuresthatuserhaslimitedaccess
withoutconcealinganyothervaluableinformationfromit.

Security Vulnerabilities
ThesecuritychallengesofCloudIoTincludevulnerabilitiesinIoTnodesaswellasthoseincloud
services.Inthissection,wefirstdiscussvulnerabilitiesineachlayerofIoTarchitectureandthen
focusonsecurityloopholesincloudservices.

Issues in IoT Layers
ThelayeredstructureofIoTisvulnerabletoattacksfrommalicioususers.Theattackscanbesegregated
asactiveandpassivedependingontheirnatureofaction.Anactiveattackismoremalignantinnature
asitdirectlyimpactstheservicefromrunningsmoothly.ThepassiveattackbehaveslikeaTrojan
andmonitorsbehaviorofnetworkcommunicationcovertly(Abomhara&Koien,2014).Thedetailed
securityanalysisofeachlayerisdescribedasfollows.
Perception Layer Issues
Asthemainobjectiveofperceptionlayeristosenseandcollectdatafromenvironment,thesecurity
vulnerabilitiesmainlyfocusontamperingnodesorcounterfeitingcollecteddata.Thesesensornodes
operateinanoutdoorenvironment;assuchinviteattackerstoexecuteNode Capturingattacksto
carryoutphysicaldamageandtamperingofhardwaredevices(Zhao&Ge,2013).Ifasensornode
getscompromisedtoattacker,thevitalinformationsuchasencryptionkeyscouldbeexposed.The
attackercanalsoreplicatelegitimatenodebyusingcopiedinformationtoconnecttotheIoTnetwork.
Additionally,theattackerscanleverageacodeinjectionattackinwhichtheycontrolthebehavior
ofasensornodebyinsertingmaliciouscodeanddataintothememoryofanode.Thecodegives
malicioususeraccesstotheIoTsystemwhichfurtherdegradesitsfunctionality.

Replayattackisanothertypeofattackinwhichattackerexploitsacompromisednodetotransmit
legitimateinformationtothedestinationnodeinordertoobtainitstrust(Mo&Sinopoli,2009).
Oncetrusted,theattackcompromisesauthenticationroutinesusedinIoTsystem.Thesensornodes
inperceptionlayerarealsovulnerabletoSleepDeprivationattackinwhichtheattackerdrainsthe
batteryorpowerresourcesofthesystem.ThesensornodesintheIoTsystemarebatterypowered.
Inordertoincreasetheirworkinglifespan,theyfollowspecialprogrammedsleeproutinestosave
power consumption. The Sleep deprivation attack can tamper with the sleep routines and make
devicescontinuouslyworkevenwhennotrequired.Ultimately,thedevicesloosepowerandshutdown
(Andreaetal.,2015).Inordertoavoidthis,alternatesourcesofenergysuchassolarorwindenergy
needtobeexplored.
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Network Layer Issues
TheIoTnetworklayerishighlyvulnerablegiventheamountofcollecteddatathatittransmits.The
mainsecurityemphasisliesontheeffectofavailabilityofresources(Linetal.,2017).Thesecurity
issuesalsofocusontheintegrityandauthenticationofinformationthatisbeingtransmittedoverthe
network.Someofthecommonnetworklayerissuesarediscussedbelow:

• Eavesdropping and Interference:AsmostIoTdevicesusewirelessmediumfortransmission
ofinformation,vulnerabilityliesinthefactthatcommunicationlinecanbeinterferedby
non-authenticatedusers.TheefficiencyofwirelesssignalstransmittedbetweenIoTnodes
could be compromised by imposing jamming waves (Gubbi et al., 2013). To safeguard
transmissionmediumandtomaintainaccuracy,securecryptographicalgorithmsneedto
bedesignedandimplemented;

• Denial of Service (DoS) Attack:Thisisoneofthecommonnetworkattacksaimedtomake
machineornetworkresourcesunavailabletoitsintendedusers.Theattackisexecutedbydirecting
massivenetwork traffic towards thevictimwhich it cannothandle, thus rendering thenode
unavailable.CommonattackschemesincludePingofdeath,UDPflooding,Teardropetcwhich
consumeresourcessuchasbandwidth,diskspace,memoryandprocessortime.Todefendagainst
thisattack,strongfirewall,networkpoliciesandrulebaseneedtobeimplemented;

• Spoofing Attacks:TheseattacksincludeIPspoofing,RFIDspoofing,etc.,whosemaintaskis
togainaccesstotheIoTandsendmalevolentdataintothesystem.WithIPspoofing,attacker
canspooflegitimateIPaddressofanodeandsendmaliciousdataacrossthesystemthatappears
tobevalid.InthecaseofRFIDspoofing,theattackercanrecordandspooflegitimateRFIDtag
andsenddataintothesystemwiththistag(Linetal.,2017);

• Routing Attacks:Routing is requiredat thenetwork layer; as suchRoutingattacks tamper
routingprotocolsandexploitroutingpathstocreaterouteloopsthatcontributeinpacketloss.
ThisinturnincreasescongestionandnetworkdelayinIoT(Andreaetal.,2015).Sometimesthe
compromisednodeassertsextraordinarycomputationalcapabilitiesinordertoobtainneighbors
trustandactasforwardingnodeinroutingprocess.Thisinturnmakescompromisednodeobtain
largeamountofdatawhichcanserveaslaunchpadforadditionalattacks.Thistypeofattackis
calledasSinkHoleattack.Inadditiontoabove,theotherattacksthatnetworklayerisvulnerable
toincludesWormHoleattack,SybilAttackandunauthorizednodeaccessattack.

Application Layer Issues
Theprincipleobjectiveofapplicationlayeristoprovideinterfaceforuserrequests,thereforeissues
inthislayerarehingedmainlyonthesoftwareside.AsIoTlacksstandardization,issuesrelatedto
applicationsecurityareparamountandneedsubstantialsolutions.Differentapplicationsdemand
diverseauthenticationandauthorizationpoliciesandtointegratethesesolutionsisadifficulttask.
Thesecuritypoliciesshouldfocusonapplicationprivacyandidentityauthentication.Someofthe
commonapplicationlevelvulnerabilitiesincludemaliciouscodeinjectionssuchasSQLinjections,
inefficientcodingwhichservesaslaunchpadtocrosssitescriptingattacks,socialengineeringsuch
asFishingattacksandmanymore(Andreaetal.,2015).

Issues in Cloud Services
AlthoughthesecurityissuesinconventionalcloudsystemsarealsoinherentlypresentinCloudIoT;
however,itsintegrationwithsensornodesestablishesnewattackdefinitionsthatareeasiertolaunch
(Grobaueretal.,2011).

Asenduseremployscloudservicesfordatastorageandcomputation,themostsensitiveissue
prevalentisaboutdataconfidentialityandprivacy.Thecloudusersseekknowledgeaboutwhere
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actually,theirdatagetsstoredandinformationaboutserviceproviders,whocontroltheirdata.The
enduseralsowantstoensurethatunauthorizedaccesstothedataisblocked.

Theon-demandself-servicemodelofcloudentailsforanorganizedmanagementplatformthat
clouduserscanaccess.Unlicensedandunwarrantedaccesstothismanagementplatformcouldresult
inaseriousthreatgiventhedistributednatureofthecloud.Abuseandmanipulationofthisplatform
couldserveasalaunchpadforfurtherattacks(Suoetal.,2012).

Thecloudisalsovulnerabletonetworkprotocolthreats.Giventhepervasiveanddistributed
natureofcloud,theendusersaccesscloudservicesusinginternetworkingprotocols.Mostofthese
networkprotocolsarestatelessinnatureandthereforevulnerabilitiessuchasDoSandEavesdropping
arealwaysadmissibletothecloud(Grobaueretal.,2011).

Vulnerabilitiesalsoexistinstate-of-the-artcloudofferings.Theseincludepoorauthentication
processesandinjectionthreatssuchasSQLinjectionandcommandinjectionwhichtargetscloud
database.Codeinjectionthreatssuchascrosssitescriptingtargetsvictims’browserthroughwhich
userreceivescloudservices.Table3providesasummaryofCloudIoTvulnerabilities.

Some Suggested Measures
It is apparent that integration between Cloud and IoT will elevate the security vulnerabilities
considerably;therefore,robustsecurityanddefensemechanismsneedtobeputinplacesothatthreats
couldbemitigated(Linetal.,2017).Thesecurityframeworkshouldaddressbothlayeredarchitecture
ofIoTaswellasthecloudinfrastructure.Forexample,atIoTperceptionlayer,authenticationof
legitimatenodesshouldbeimperativetoavoidunauthorizednodeaccess.Seconddataencryption
proceduresshouldbeoperatedtosafeguardconfidentialityofinformation.Thishowevernecessitates
usingLightweightcryptographicprotocolsandalgorithmssuchasellipticcurvecryptography(ECC)
complementedwith efficientkeymanagement schemes to avoid resourcedraining (Sicari et al.,
2015).Sincethesensordevicesarebatterypowered,efficientenergyharvestingoperationsshould
beemployedtoincreasetheirlifecycle.Thisincludesharnessingandexploitingalternatesourcesof
energysuchaswind,solaretc.Anotherissueprevalentisthephysicaltamperingofsensornodes.This
couldbeavoidedbyperiodicmonitoringchecksandanalysisofthedatatosenseforanyirregularity.
Atthenetworklayer,robustfirewallandpacketfilteringmechanismsneedtobeimplementedto
mitigateattackslikeDoS,DDoS,Man-in-the-MiddleandpacketSniffing.Also,toensureprotection
againstreplayattacks,securetimestampschemesshouldbedesignedandimplemented.Theuseof
securecommunicationprotocols suchasTLS/SSLand IPsec thatprovideend-to-endencryption
shouldbeencouraged.Thisensuresthatconfidentiality,integrityandauthenticityofcommunication
areachieved(Suoetal.,2012).Attheapplicationlayer,attackssuchasmaliciousworm,crosssite
scriptingandinjectionattacksaremainlydirectedtowardssoftwaremanagementinterface.Todefend
this,efficientcoding,scriptdetectiontechniquesincludingvulnerablecoderewritetechniquesneed
tobeimplemented.IncaseofCloud,accesscontrolprotocolsneedtobestrictlyenforced.Theaccess
tostorageandfilesshouldbeencryptedandauthorized,leavingnoroomfordataleakage.Since
cloudisdistributedandmultipleusersaccessthecloudinterfacesimultaneously,acertaindegree
ofbalancedisolationisrequiredtogetherwithdatasharingtoenablesecuredataaggregationand
analytics.Differentcountriesacrosstheglobehavedifferentpre-requisitesforobtainingevidenceon
illegalbehaviors.TracingnetworkcrimesonCloudIoTplatformbecomesextremelyhardforforensic
investigatorswhendatasourcecomesfromvariedmulti-levelthird-partyvendors.Tounderstandand
recoverfromanysecuritybreach,allCloudIoToperationsshouldbeloggedandkeptinaseparatefile,
sothatatalaterpointintime,itcanbecheckedbydigitalforensicexpertsandappropriatecontingency
measurescouldbeapplied.TheintegrationofCloudandIoTposesagreatchallengetoforensic
investigatorsgiventhefactthatbothareheterogeneousplatformsandbothrequiredifferentlevel
andtypeofsecurityprotocols.Totraceacybercrimewouldrequireagreatdetailandunprecedented
accesstothedistributedcloudservers.Also,deviceidentityparametersandnetworkthatcompromised
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devicemighthaveusedneedsscanningandaccess.IfproxyCloudserversareused,itmightfurther
addtothechallengeofrestructuringandanalyzingdigitalinformationforforensicinvestigation.

INTeGRATIoN CHALLeNGeS AND oPeN ISSUeS

ItisapparentthatcloudaddsnovelattributesandseamlessbenefitstotheIoT;however,theirintegration
alsopresentssomeinherentissueswhichrequiresubstantialanddurablesolutions(Diazetal.,2016).

Security and Privacy
As discussed in earlier sections, Security and Privacy are well known vulnerabilities given the
ubiquitousandpervasiveenvironmentofferedbyCloudIoT.Thesensitivedatastoredinthecloud
mustbeprotectedsothatConfidentiality,IntegrityandAvailabilityofdataismaintained(Cooket

Table 3. Summary of CloudIoT vulnerabilities

Layer Vulnerability Issue Mitigation

Perception
Layer

Nodecaptureattack Controlthesensornodebyphysicallyreplacing
entirenodeortamperingthenode

Effectivemonitoringanddetectionof
maliciouscode

Maliciouscode/datainjection
Injectingmaliciouscode/dataintothememory
ofsensornodetograntaccessorbehave
abnormally

Codeauthenticationanddatafiltering
schemesneedtobedevelopedand
implemented

Replayattack Obtaintrustofsensornode/deviceby
destroyingvalidityofcertification

Useofsecuretimestamptechniquesshould
beencouraged

Sidechannelattacks/
Cryptanalysis

Obtainencryptionkeyfromcipher-textor
plaintext

Secureencryptionandkeymanagement
techniquesshouldbeused

SignalInterference Sendnoisedataorjammingsignaltointerfere
inwirelesstransmissions

Securenoisefilteringtechniquestofilter
noisedataandrestoreoriginalsignalare
required

Sleepdeprivationattack Breakprogrammedsleeproutinestokeepthe
deviceawakeallthetimeuntiltheyshutdown

Explorealternatesourcesofenergy.
Secureddutycyclemechanismneedtobe
studied

Network
Layer

Denialofservice Consumesallavailableresourcesbyflooding
networkwithmassivetraffic

Strongfirewallandpacketfiltering
mechanismsneedtobestudied

Spoofingattack
Attackergainsaccesstothenetworkand
sendsmaliciousdataacrossthesystem.e.g.IP
spoofing,RFIDspoofing

Securetrustmanagement,identificationand
authenticationneedtobeimplemented

Sinkholeattack

Compromisednodeclaimsexceptionalpower
capacityandcomputationsothatitgets
selectedasforwardingnodeindatarouting
process

Techniquessuchassecuremultiplerouting
protocolsneedtobeapplied

Man-in-the-middle

Themaliciousnodeactsasamiddledevice
tostoreandforwardalldatabetweentwo
compromisednodesoutsidetheirknowledge.It
violatesconfidentiality,integrityandprivacy

Secureencryptionandkeymanagement
techniquesshouldbeused.Dataleakage
shouldbeavoided.

Routingattacks Routinginformationismanipulatedtocreate
routeloopsandpacketdrops

Techniquessuchassecuremultiplerouting
protocolsneedtobeapplied

Application
Layer

Phishingattack

Attackerobtainsconfidentialdataofuserssuch
asidentificationandpasswordsbyspoofing
authenticationcredentialsusinginfectedmails
andwebsites

Awarenessamongwebusersandspam
filtering

Maliciouswormattack
Infectsthenetworkwithself-propagating
worms,Trojans,virusesetctoobtainand
temperwithconfidentialdata

Reliablefirewallandvirusprotectioninthe
networkisrequired

Crosssitescripting Injectsscriptstostealconfidentialand
authenticationinformation

Securecodingpracticesduringdesigningof
webinterface
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al.,2018).Anysecuritycontraventioninconfidentialityorintegritycouldresultintheftortampering
of personal data. The problem becomes severe incase the data is exposed and used for further
maliciousactivities.Therefore,datasecuritymustbeensuredbothonIoTdevicesaswellasonCloud
machines.Also,securityframeworkmustensurenetworkandprotocolsecurityforheterogeneous
devicecommunicationincludingidentitymanagementandalsoprotectprivacyforbigdataproduced
byIoTdevices.

Protocol Support and Need for Standards
As IoT is yet to be standardized, divergent protocols need to co-exist.Even if thedeviceswere
homogeneous,thereisapossibilitythatsensorswoulduseheterogeneousprotocolssuchasIEEE
1451,Zigbee,CoAPand6LOWPAN.Someoftheseprotocolswouldbesupportedbydataaggregation
gatewaywhileasotherswouldbeincompatible.Theproblemwouldelevatemoreoncedevicesare
integratedwithcloudenvironment.Therefore,standardprotocolsandarchitecturesaredemanded
from the scientific community to achieve seamless integration of interconnected services and
heterogeneousobjects.

efficient energy Utilization
WithpervasiveuseofIoTanditsinteroperabilitywiththeCloud,alotofdatagetsexchangedwhich
consumespowerfromenergyconstraineddevices.Incaseofsurveillancevideo,morepowergets
consumedbecausemultimediadata(e.g.video)istransmitted.Theuseofinterimpowersupplysuch
assiliconbatteriesisnotrecommended,becausetheyrequirereplacementafterperiodicintervals.
Withenormousnumberofsensordevicesdeployed,itisbeyondcomprehensiontohavesuchabackup.
Hencealternatesourcesofenergyneedtobeharnessedsuchassolarpowerorwindenergywhich
arere-usableandmoreefficient(Evans,2011).Similarly,otheroptiontosavepowerwouldbethat
devicesgoonasleepmodewhenthereisnosensingactivityinagivenperiod.

Latency and Bandwidth
TheCloudenvironmentoffersvastamountofcomputingresources;however,itcannotguarantee
lowerdelayorlimitlessbandwidthsincethisfactorisoutsidethedomainofcloudserviceprovider.
The idealapproach is toplacean intermediate layerbetweenCloudand IoTalsoknownasFog
Computing.Placing resources locallywouldensure low latency inbandwidth for Jitter sensitive
applications(Bonomietal.,2012;Cooketal.,2018).

Quality of Service (QoS)
GiventheamountofdatathatisbeinggeneratedandexchangedbetweenIoTdevices,Qualityof
Service(QoS)becomesanimportantfactorindeterminingoverallefficiencyofthenetwork.Alarge
numberofrequestsneedtobehandledbytheCloudsomewhichmaybecriticalanddelaysensitive.
Thiswould requireusingQoS improvisation techniques suchasqueuingalgorithmsand request
prioritizationtoavoidpacketdataloss.TheuseofIPv6isthereforerecommendedwhichprovidesQoS
featuressuchasTrafficclassandFlowlabel.Thecloudserviceprovidermustalsoensurescalability.
i.e.whenapplicationloadincreasesfromauser,thecloudmustscaleuptosatisfygrowingrequests.
Onthecontrary,whenloaddecreases,thecloudmustautomaticallyscaledowntoadjustthechange.

DISCUSSIoN AND CoNCLUSIoN

TheIoTconcepthasincreasinglybecomepopularasthekeyenablerofnovelapplicationsimpactingour
dailylives.TheintegrationofCloudwithIoTisprimarilyinfluencedbydemandforIoTinfrastructures
andapplicationimprovementintermsofcomputationalresources,storage,performanceandscalability.
Additionally,Cloudalsoactsasanantidote tovanquish several issues inherent to IoTparadigm
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distinguishedbyheterogeneousobjectswithtechnologicalconstraints.Mostoftheliteratureavailable
reviewsCloudandIoTindependently,highlightingmainfeatures,supportingtechnologiesandissues,
howeverthislacksawideanddetailedanalysisofCloudIoTparadigmincludingopenissuesinthis
context.Tobridgethisgap,thispapersurveyedliteratureandpresentedbroadpanoramicviewofthe
state-of-the-artresearchontheintegrationcomponentsofCloudIoT.Thepaperalsodiscussedvaried
CloudIoTapplicationsincludingmotivatingfactorsforCloudIoTintegration.Thispaperalsoidentifies
layeredsecurityvulnerabilitiesaffectingCloudIoTwithsomesuggestedmitigationmeasures.Inthe
lastsection,thepaperrecognizessomeopenissuesandchallengesimpedingCloudIoTintegration.
Fromthesurveycarriedoutinthispaper,itisevidentthatsubstantialamountoffurtherresearch
isrequiredtoachieveseamlessandsecureintegrationofCloudwithIoT.Thepotentialdirections
forfutureresearchincludesdevelopingmoresecureandrobustalgorithmssothatonlyauthorized
andauthenticateddevices/nodesaccesstheCloudIoTsystemresourcesandsensitivedata.Thereis
alsoaneedtodeviseprivacypolicysothatdataleakscouldbepreventedwhichcouldaffectthe
cyberphysicalenvironment.Datashouldbeproperlyencryptedsothatunauthorizedaccesscouldbe
blocked.Thesecurityalgorithmsshouldbelightweight(e.g.ECC)andenergyefficientkeepingin
mindthelimitedpowerbackupofIoTnodes.Tosupplementenergyefficiency,alternaterenewable
sourcesofenergyneedtobeharnessedwhicharere-usableandmoreefficient.Thereisalsoaclear
necessitytodevelopstandardarchitectures,interfaces,protocolsandAPI’sinordertoenableseamless
integrationofheterogeneoussmartdevicesandfacilitatecreationofenhancedservicesforCloudIoT
paradigm.AlsoClouddecentralizationknownasFogcomputingwillensurelowlatencyinbandwidth
fordelaysensitiveapplications.ThisshouldbecomplementedwithenforcingQualityofServiceand
performancemeasures(e.g.TrafficclassandFlowlabel)dispensedbyIPv6.
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