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ABSTRACT

Electricvehicles(EVs)arekeyplayersfortransportorientedsmartcities(TOSC)poweredbysmart
grids(SG)becausetheyhelpthosecitiestobecomegreenerbyreducingvehicleemissionsandcarbon
footprint.Inthisarticle,theauthorsanalyzedifferentuse-casestoshowhowbigdataanalytics(BDA)
canplayvitalroleforsuccessfulelectricvehicle(EV)tosmartgrid(SG)integration.Followedby
this,thisarticlepresentsanedgecomputingmodelandhighlightstheadvantagesofemployingsuch
distributededgeparadigmstowardssatisfyingthestore,computeandnetworking(SCN)requirements
ofsmartEVapplicationsinTOSCs.Thisarticlealsohighlightsthedistinguishingfeaturesofthe
edgeparadigm,towardssupportingBDAactivitiesinEVtoSGintegrationinTOSCs.Finally,the
authorsprovideadetailedoverviewofopportunities,trends,andchallengesofboththesecomputing
techniques.Inparticular,thisarticlediscussesthedeploymentchallengesandstate-of-the-artsolutions
inedgeprivacyandedgeforensics.
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INTRODUCTION

Duetorigorousresearchanddevelopmenteffortsandstringentprotocolsrelatedtovehicleemissions
(Yang,Zhu,&Wu,2016),fueleconomy,constraintsinconventionalenergyreservesandtheinnate
globalwarming,theelectricvehicles(EVs)havebeenreceivinganutmostattentionfromautomobile
industries,policymakers,R&D,aswellasconsumers (He,Venkatesh,&Guan,2012).TheEV
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integrationprogramscreatepotentialresearchthrusts,astheyseemtoserveasthesustainableand
efficientpowertrainsfortheemergingelectrifiedtransportationsystem(Hussain,Alam,&Beg,2018).
TheEVscansignificantlyhelpemergingtransportorientedsmartcities(TOSC)tobecomegreener
byreducingcarbonfootprintsofthetransportationsector(Alam&Beg,2018).Suchcharacteristic
featuresofEVwelcomenationstoundertakeheavyinvestmentstowardsEVrollout.Accordingto
BloombergexecutivereportonglobalEVforecast(Figure1),thesaleEVwillbe41millionperyear,
whichwillcontributeto54%ofnewcarsalesacrosstheglobe(New&Finance,2017).

Whileexecutingafullyelectrifiedfleet,theuncoordinatedchargingofcandidateEVsmaypose
seriousimpactonreliableandefficientoperationoftheassociatedelectricutility(Bitam,2012).
ThoroughstudyofliteraturesrevealthatperforationoflargescaleEVsfleetcanposeahugechallenge
andwilldisrupttheoperationofunderlyingSmartGrid(SG)network,unlesstheiroperationsare
monitoredandcoordinatedproperly(Kumar,Singh,Zeadally,Rodrigues,&Rho,2015).Theside
effectsmaybe in the formofpower losses, incremental investmenton thepre-existingnetwork,
potentialviolationsofstatutoryvoltage limits,degradation inpowerqualityetc (Hussain,Alam,
&Beg,2018).Lackofcoordinatedchargingstrategiescanalsocreatedemandpeaksduringrush
hourswhichin turnputpressureonthepowergrids.However,useofproperchargingstrategies
maycircumventsignificantproportionofburdensfromtheoverallarchitecture.Indeed,ithasbeen
empiricallyestimatedthatevenifall thevehiclesontheroadaremadetorunbyelectricity, the
existingpowerbackbonecanwithstandthehikeinpowerdemandprovidedthattheyareintelligently
managed(Eurelectric,2015).

Thesedays,duetodevelopmentofInformationandCommunicationTechnologies(ICT),
InternetofThings(IoT)devices,andsensornetworksetc,thedatagenerationandconsumption
landscapeinEVnetworkschanges(Stimmel,2015;Hussain,Alam,&Beg,2017).Thesensor
equippedEVfleetcreatesenormousdatavolumewhileinexecution(Faouzi,Leung,&Kurian,
2011).TheadvancementinIntelligentTransportationSystems(ITS)hasfavoredprogressesover
existingdatacollection,storageandprocessingdevices(Zhangetal.,2011).TheIoTdevices,
Vehicleon-boardunits(OBUs),roadsideunits(RSUs),intelligentsensorsandmeteringdevices,
etc,hadrevolutionizedtheITStelematics(Services,Shojafar,Cordeschi,&Baccarelli,2016).
Collectingreal-timespatial&temporalcharacteristicssuchastrafficvolume,occupancy,EV
speed,surveillancedataetc,becomeconvenientwithsmartroadsensorssuchasinductiveloop
detectors,opticaldetectorsetc.Motivatedbytheseavenues,themanifoldgrowthinsmartEV
counthascreatedanalluringinterestinthecontemporaryautomotiveindustrytoinvesttheir
assetsindatadrivenfleetmanagementactivities.

Figure 1. Annual global EV sales forecast across different Nations
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Contribution and Organization
Thekeycontributionofthispaperisasfollows:

• WeprovideanoverviewofBigDataAnalytics(BDA)activitiesinEVtoSGintegration,for
differentuse-cases,viz.roadsideinfrastructures,EVcharginginfrastructure,EVRangeEstimation
framework,andmiscellaneousSmartCityServices;

• Wepresent the scopesof edgecomputing,paradigms towards supporting themissioncritical
requirementsofBDAactivitiesforsuccessfulEVfleetintegrationinTransportOrientedSmartCities;

• Weprovideacomprehensiveoverviewofprospectivechallengesandfutureresearchdirections
forsuccessfuldeploymentofthesecomputingparadigms(specificallyedgecomputing).

• Wehighlightthepotentialprivacyandforensicschallengesinedgecomputingandalsoexamine
thestate-of-the-artsolutionsinedgesecurity.

Themanuscriptisorganizedasfollows.Section2identifiestheBDAactivitiestheircomputing
requirementsinthecontextofEV-to-SGorEV-to-TOSCintegration.Insection3,thecharacteristic
featuresofdistributedcloudcomputingandedgecomputingplatformsarediscussed.Insection4,
thefuturisticchallengesandfuturedirectionsarehighlighted.Section5presentstheprivacyand
forensicschallengesinedgecomputingwhilesection6concludesthepaper.

BIG DATA ANALyTICS (BDA) FOR EV APPLICATIONS

ThegoalofIoTtechnologiesistoensureseamlessconnectivitytoITScomponents,therebyforming
aConnectedTransportationWeb(CTW)(Lee,Gerla,Pau,Lee,&Lim,2016).TheIoTintegratedEV
entitiesarealsoanticipatedtobethedriversofgreensmartcitiesastheyenableefficientintegration
ofrenewableenergywithlowercarbonfootprints(Rehmani,Reisslein,Rachedi,Erol-Kantarci,&
Radenkovic,2017).TheTOSCvisionanticipatesalmostallflatsurfaces,includingroads,coveredby
solarpanelstomaximizetheutilizationofsolarenergy(Arshad,Zahoor,Shah,Wahid,&Yu,2017).
TheEVscarrydozensofsensorsthatconsumeandgeneratevolumesofdata.Thedataattributes
may include user driving behaviors via GPS system, battery security via battery management
system(BMS),andgridchargemanagementviachargingstations(Li,Kisacikoglu,Liu,Singh,&
Erol-kantarci,2017;Perera,Qin,Estrella,Reiff-marganiec,&Vasilakos,2017).Driverscarrysmart
devicesandwearable(s)thatalsocontributetothedatageneratedonroads.Withsmart,autonomous,
self-drivingcars,thosedatawillbecontinuouslymovingfromcarstoserversandcarstocars,etc
(Hou,Li,Jin,Wu,&Chen,2016).

InthecaseofEVtoGridintegration(EVGI),theEVsareeithercompletelyorpartiallypowered
bytheironboardVehicleBatteries(VB),chargedbytheSG.Thus,inagrowingEVmarket,theimpact
ofEVsontheSGisofprimeconcern,specificallyatthedistributionlevel.SucheffectsonSGmay
bemanifestedintheformofpeakloading,increasedenergylosses,voltageunbalance/deviations,
andneedforadditionalnetworkreinforcements,etc(Gungoretal.,2013).Moreover,inEVGImode,
charginganddischargingpatternofEVsistightlycoupledwiththeoperation,security,andefficiency
oftheSG(Chekired&Khoukhi,2017).Thus,efficientdatamanagementinEVGIplaysavitalrole
forintegrationoftheseEVsintothefuturegreensmartcities.Generally,theEVsarechargedusing
onboardchargersandElectricvehicleSupplyEquipment(EVSE),alsocalledaschargingstations.
Thesechargingsocketsmaybeplacedatresidentialpremises,parkinglotsofcommercialbuildings,
andanyroadsidechargingfacility.AnEV-SGintegrationframeworkenablesEVstobecontrolledby
theSGoraggregators,throughEV-EVSE-SGcommunicationinterface.InanIoTaidedEVnetwork,
thecommunicationcanbeamixofwirelessandwiredtechnologiesincludingPLC,Zigbee,WiFi,
LTE,andfifthgeneration(5G)wirelessnetworks.AnoverviewofEVtoSGinteractionandtheEVGI
systemwithbidirectionalpowerandcommunicationarchitectureispresentedinFigure2.
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Inanutshell,forsuccessfulrolloutofEVs,thesupportingITSinfrastructureshouldbeleveraged
with Advance Metering Infrastructures (AMI), SG, smart EVSE (Kumar et al., 2014). This in
turngeneratesavalancheofmulti-dimensionaldatasets.Preliminaryestimationdiscoversthatthe
transactionsofmerelytwomillionsmartmetersgeneratemorethan20GBofdataeveryday(Alam
&Beg,2018,b).IncaseofautonomousEVs,thevolumeofdatageneratedismuchhigher.Infact,
IHS1Automotiveforecaststhattherewillbe152millionactivelyconnectedvehiclesonglobalroads
by2020.Thecombinationofnewcarfeaturesandaftermarketdevicescouldmeannearly2billion
connectedcarsontheworld’sroadwaysby2025.ConservativeestimatesfromIHSAutomotivestate
thatanaveragecarwillproduceupto30terabytesofdataeachday.Hiddeninthedataarevaluable
cluesregardingtheperformanceandStateofHealth(SoH)oftheEVs(e.g.,how,whenandwhere
thevehicleisdriven;thedriver’sdrivingstyleandpreferences,andmuchmore).Onlybyanalyzing
thosedata-streamswecanrevealmeaningfulconnections,trendsandpatternsthatcanhelpprovide
abetterdriverexperienceandimprovevehiclequalityandreliability(QoSandQoE).Theresultis
astrongercompetitivepositionandnewrevenueopportunities.Theopportunitiesfromanalyzing
connectedEVdataarenumerous;someofwhicharedepictedinFigure3.Inessence,theinstallation
ofsucharchitecturerequiresrobustBDAanalyticsframeworkforgathering,storing,processingand
managingthedataoriginatedfromtheintelligentutilities(Xu,Qian,&Hu,2015).Inthissection,we
discussfewbutnottheleastscenarios,onhowthewidescalepenetrationofsmartEVswillcreate
datadrivensilosandhowtheBDAframeworkwillpotentiallyaddressthem.

Use-Case 1: Roadside Infrastructures
Theautonomousself-drivingEVsareleveragedwithhundredsofsensorsandareintegratedwith
IoTservices(Leeetal.,2016).Also,theroadinfrastructureisalsounderwaywithlargedeployment
ofconnectedIoTtechnologies(i.e.,trafficlights,signs,androadcameras).TheIoTtechnologies,

Figure 2. EV-SG integration scenario (HMI-Human Machine Interaction, EVSE-Electric Vehicle Supply Equipment, SECC- Supply 
Equipment Communication Controllers, EVCC-Electric Vehicle Communication Controllers, PLC-Programmable Logic Controller)
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specificallyInternetofVehicles(IoV),willenablethesesmartvehiclestobeabletocommunicatewith
theroad-sideinfrastructureandpeervehicles.Autonomousconnectedvehiclesandtheirintegration
intoTOSCwillescalatethevelocityandveracityofdatathatisgeneratedandshared.Inthatcase,a
distributedcloudframeworkscanfacilitatethestoreandcomputerequirementsofthoseapplications.
Onboardandon-bodydeviceshavelimitedstorageandprocessingcapabilities.Meanwhile, their
communicationcapabilityopensthedoortoaccessingbackendclouddatacenters.Thedatafrom
EVs,drivers,EVSE,andinfrastructureconstitutethebigdataofEVs,whichrequiresdataanalytics
toolsrunningonTOSCcloudsoredgenodes.

Use-Case 2: EV Charging Infrastructure
ManyautomobilevendorsallowdriverstocheckthestatusoftheirEVsandremotelycontroltheir
chargingthroughmobileapps.Theseapplicationscollectvehicleandtripdata.EVdatamostlycome
fromonboardsensors(OBSs)andBatteryManagementSystems(BMS).Also,theStateofCharge
(SoC)ofEVbatteriesserveasakeydriverformostcharginganddischargingdecisions.BMSlogs
showtheSoCinformationandcapturethedynamicsofEVbattery.Otherdetailssuchastracingof
malfunctio6ningbatteries,andheatingandcoolingdetails(BatteryThermalManagement(BTM)),etc,
canberecordedbysuchlogs.BasedonBMSlogs,stateofhealth(SoH)informationcanbeobtained,
andtheimpactofVehicletoGrid(V2G)servicesonbatterylifecanbeestimated(Zhangetal.,2011).
InadditiontothedatadirectlycollectedfromEVs,thecommuterscanvoluntarilyshareinformation
abouttheirdrivingchargingprofiles.TheIoT/IoVnetworkenablestrackingotherdetailssuchas
howmuchairconditioningisused,orhowadriveracceleratesorbreaks.Suchvaryingmodalities
ofdataareprimecandidatesfordecisionmakingthroughdataanalyticstoolsandtechniquesthat
bothconsistentandreliable.

Use-Case 3: EV Range Estimation
AnimportantperformanceandreliabilityfactorforEVtoSGintegrationistheelectricvehiclerange
anxiety(EVRA).Foralongtime,theadoptionofEVswaslowduetothisfactor.Itisdefinedas
theconditionwheretheEVuserisdrivenbyfearthathisvehiclebattery(VB)willrunoutofpower
beforethedestinationorbeforeasuitableEVSEisreached.Itusuallybecomesacuteduringlongdrive

Figure 3. Big data analytics opportunities in electric vehicle to transport oriented smart city
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scenariowhenthedriverisdeprivedfromaccurateinformationofchargingstationstatistics(Griggs,
Yu,Wirth,Husler,&Shorten,2016).Whileexecutingafullyelectrifiedfleet,theuncoordinated
chargingofcandidateEVsmayposeseriousimpactonreliableandefficientoperationoftheassociated
electricutility.AnidealEVinfrastructurewillhaveminimalEVRApervehicles.Theprediction
algorithmsrunningontheirBDAengines,installedattheTOSCclouds,estimatethedrivingrange
atprecisetimequanta,whichmaybeanefficientwaytodiminishtherangeanxiety(Kumaretal.,
2014;Erol-KantarciandMouftah,2016).Forinstance,regressionmethodscanbeusedtopredict
parkingdemandvariables,includingtotalvehiclehoursperzone,neighborhoodandparkedtimeper
vehicletrip,etc,asafunctionofsiteaccessibility,localjobs,populationdensities,andtripattributes.
Ascitiesbecomesmarter,suchdatawillhavevastvolume,andminingthemalongwithEVdatawill
providemoreopportunitiesforplanning(Hannan,Azidin,&Mohamed,2014).Anillustrativerange
estimationframeworkisshowninFigure4.

Use-Case 4: Other Smart City Services
Besidesrangeestimation,bigdatageneratedfromEVfleetdynamicscanbeusedbymunicipalbodies
(EmergencyResponseCorporation)tomakedecisionsonstand-alonepublicchargingstations.Inthis
respect,thekeyfactoristhepredictionofchargingload.Variouskindsofdatahavebeenemployed
suchasroadtrafficdensity,distributionofgasstations,andvehicleownership.Therearealsoseveral
studiesthatusetravelpatternsoftaxifleetsinordertoderiveoptimalroutingofchargingstations.
Figure4showsthekeydomainswhereBDAwillcreaterichuse-cases,depictsthepotentialdata
generationsources,analyticstoolsandapplicationsforBDA.Inthenextsection,wepresentstateofthe
artcomputingplatformsthatwillsupporttheBDAactivities,forsuccessfulintegrationofEVstoSG.

EDGE COMPUTING PLATFORMS FOR SMART 
ELECTRIC VEHICULAR NETwORKS

ThepredictedsizeofIoTconnecteddevicesseemstobouncebeyondatrillionincomingdecade
(MIT,2016).Infact,accordingtoInternationalDataCorporation’s(IDC’s)visionarypresentation

Figure 4. Range estimation framework based on big data analytics of EV data
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on“TheDigitalUniverseofOpportunities,”theoverallcreatedandcopieddatavolumeworldwide
was4.4zetabyte(ZB)in2013,whichwillexceed44ZBby2020(Jalali,Vishwanath,DeHoog,
&Suits,2016).Besidesthevolume,thevelocityofthedataisgrowingasaresultoftheadvances
incommunicationtechnologiesandIoT.Distributedcloudmodelsareenvisionedtostimulatethe
developmentofstorage,executionandanalyticsframeworksuchscenario(YvonneCoady,Hohlfeld,
Kempf,Mcgeer,&Schmid,2015).ThegeneratedbyEV-SGinterfacescontainplentyofhidden
information.Forinstance,theusagedatainITStelematicssuchasvehiclelocalizationmechanisms,
telecommunications,dataprocessing, smartmetering, traffic sensors, roadsideunits (RSUs)and
on-boardunits(OBUs)canbeexploitedtodiscoverusefulpatterns,whichmayfurtherbeevaluated
todesignsmartchargingdecisions (Connected&Programme,2015).However,connectingsuch
diversedatasourcesdirectly toclouddatacenters is inefficientand impractical (Hussain,Alam,
&Beg,n.d.a).Involvingcloudutilitiesintotheprevalenttransportationinfrastructurestriggeran
unprecedentedbreedingofdata,thatfurthermagnifiestheexertiononthestorageandprocessing
elements.Moreover,contemporarycloudprototypesarenotdesignedfortheV’sofBigDatathat
theIoTgenerates(Birman,Ganesh,&Renesse,2010).Themajorissuesassociatedwithtraditional
centralizedcloudmodelsare(Hussain&Alam,2017).

Latency
Timecriticalapplicationslikecloudrobotics,motioncontrolofdrones,anti-lockingbrakesforEVs
etc,requirereal-timeresponse.Thedistributionofstorageandprocessingelementsoff-thesourcein
theprevailingcloudcomputationparadigmfailstomeetsuchrequirements,asmovingalldatafrom
thenetworkedgetothedatacenterforaddsintolerablelatencies.Thus,bythetimethedatamakesits
waytothedatacentersforanalysis,theopportunitytoactonitmightbegone(Osanaiyeetal.,2017).

Security and Reliability
ThedatageneratedfromEVnetworkdemandsprotectionservicesbothintransitandatrest.The
traditionalclouddesignsmanyatimesfailtoprovidesecuredandautomatedresponseenvironment
acrosstheentireattackcontinuum:before,during,andafter.Sincethetransportationservicesare
primarilydedicatedtosupportactionsthataffectcitizensafety,theintegrity,availabilityandreliability
oftheinfrastructureservicesmustn’tbeinquestion.

Network Bandwidth
Thetransportationmodulessuchassmartmetering,andEVfleetsetc,generatetera-petabytesof
datainspanofminutesandhours.Transportingwholedatatrafficeverytimefrommultitudesofedge
nodestotheclouddatacentersultimatelyoutstripthenetworkbandwidthcapacity.

Communication
Thecloudserversaredestinedtocommunicateonlythroughinternetprotocols(IP).However,
IoTdevicesintransportationdomainemploydiverserangeofindustrialprotocolsandstandards
thataredifferentfromIP.Forsuccessfullytransportingthedatafrombillionsofedgestodata
centers for storageandanalysis, suchprotocolneeds tobe retranslated to IP, adding futile
computationaloverhead.

Howevertheedgemodelwillpotentiallyabridgethesilosbetweenpersonalizedandbulklevel
bigdataanalyticsinEVsystems.Inedgecomputingtheapplicationspecificlogicisembedded
notonlyinremoteclouds,butalsoacrosstheintermediaryedgeinfrastructurecomponents.A
robustedgetopologyallowsdynamicaugmentationofassociatededgenodes,thussignificantly
improvising the elasticity and scalability profiles of mission critical infrastructures. Table 1
comparesthefeaturesofthegenericcloudmodelswithdistributedcloudplatformsandedge
platforms.Thecloud-basedvehicularapplicationsemployadatacenterasacentralserverto
process data that is generated by IoT devices, such as OBUs, driver’s handheld devices and
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wearable,etc.Suchmodelplaceseverincreasingdemandsonmissioncriticalcommunication
andcomputationalinfrastructurewithinevitableadverseeffectonbothQualityofService(QoS)
andQualityofExperience (QoE).TheconceptofEdgeComputing ispredicatedonmoving
significantproportionof thiscomputational load towards theedgeof thenetwork toharness
computational capabilities that are currently untapped in edge nodes, such as OBUs, Base-
Stations(BS),autonomousvehicles,gatewaysandswitches(Coady,Hohlfeld,Kempf,McGeer,&
Schmid,2015).Theedge/fogbasedITSsolutionsofferEVutilities,therequiredstorage,control,
andnetworkingresourceswithminimaldelaysbecauseof“beingnear”totheusersorterminal
devicesalongthecloud-to-thingscontinuum(Chiang&Zhang,2016).Theutilitiesenforcing
edge/fogbasedBigDataAnalyticsaimedatminimizingtheresponsedelaybyservicingtheuser’s
requestatthenetworkedgeinsteadofmereservicingitatremoteclouddatacenters(Hu,Patel,
Sabella,Sprecher,&Young,2015).Doingsoalsominimizesthedownwardandupwardtraffic
volumesinthenetworkcore,ultimatelyleadingtoenergyefficiencyanddatacostreductions.
Therearemanyversionsofedgebasedtechnologies,oftenencounteredinliteratures,suchasedge
computing,fogcomputing,cloudlets,micro-datacenters,andnano-datacenters(Bilal,Khalid,
Erbad,&Khan,2018;Mao,You,Zhang,Huang,&Letaief,2017;K.Zhang,Mao,Leng,He,
&Zhang,2017).Inthispaperweusetheedgeandfogtermssynonymously.Inthissection,we
listsomedistinguishingfeaturesofedgeplatformsthatwillpotentiallysupportmissioncritical
BDAactivitiestowardssuccessfulEVintegration.

Table 1. Features of Cloud, Distributed cloud and Edge computing

Features Centralized Cloud 
Computing

Distributed Cloud 
Computing Edge/Fog Computing

Architecture Centralized Decentralized Decentralized

VerticalScalability Average High VeryHigh

Availability High High High

Latency/DelayJitter High Low Low

Mobility Limited Supported Supported

Context/Location
Awareness No Yes Yes

Geo-Distribution No No Yes

ContentGeneration/
Distribution Centralized Decentralized Decentralized

ServiceGeneration/
Distribution Withintheinternet Withintheinternet Atnetworkedges

EnergyConsumption High Low Low

RenewablesIntegration No Yes Yes

CarbonFootprint High Low Low

Virtualization AtCentralizedData
Centres Atmicro-dataCentres UserandNetwork

Equipment

ControlandOrchestration Centralized BothCentralizedand
Distributed HighlyDistributed

Client-ServerDistance Multi-hops Lessernumberofhops OftenSinglehop

En-routeThreatProbability High Average Verylow

LastmileConnectivity LeasedLines Wireless CognitiveWireless



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

31

Reduced Network and Data Traffic
ThenumberofIoTendpointsinEVnetworksisgrowingatanenormousrate,ascanberevealed
from the smart meter installation landscape in (“M. M. Insights). Consequently, the data traffic
generatedfromthesesourcesisalsogrowingexponentially.Considerasmartmeteringdevicethatis
reportingdataatfrequency4timesperhour.Itwillgenerate400MBofdataayear.Thus,anyutility
implementingAMItoonlyonemillioncustomerswillgenerate400TBofdataayear.In2012,BNEF
predicted680millionsmartmeterinstallationsgloballyby2017,leadingto280PBofdataayear
(M.M.Insights).Thisisnottheonlydatathatutilitiesaredealingwith,thegenerateddatavolumeis
anticipatedtocomefromotherSGattributessuchasconsumersloaddemand,energyconsumption,
networkcomponentsstatus,power-linefaults,advancedmeteringrecords,outagemanagementrecords
andforecastconditionsetc.

OnesolutiontocopewiththeBigDataavalancheistohaveanexpansionofdatacenternetworks
thatcanmitigatetheanalyticalworkloads.However,thisagainraisesconcernsrelatedtosustainable
energyconsumptionandcarbonfootprintofthosedatacenters.Attemptstoundertakeanalyticsonly
onfront-enddeviceisrestrictiveduetotheirresourcelimitationsandinmanycaseaggregatedand
collectiveanalyticsbecomesunfeasible.Addedtothisisthevolumeofnetworktrafficandcomplexity
inEVnetwork that worsens the reliability and availability of analytics services. Leveraging the
EVwithdedicatededge/fognodesdeployedatafewhopdistances(mostlyonehop)fromthecore
network,willcomplementthecomputationsofbothfrontenddeviceaswellasback-enddatacenter
tocopewiththegrowthofdataaswellasdistributingtrafficinanetwork.InVehicularInfotainment
Services(VIS)(Hou,Li,Chen,etal.,2016;Vehicular&Computing,2017),ifedge/fognodesare
usedasdatadeliveryandsharingpointsacrosstheroad-sideinfrastructures,hugevolumesoftransit
databetweencontentDistributionNetworks(CDNs)andnetworkedgecanbesaved.Cachingatthe
mobileedge(basestations/eNodeBs)maysavesignificantpercentageofbackhaulnetworktraffic.
Forsuchlatencycriticalapplications,theedgenodescanperformon-the-flyvideotranscodingto
createrequiredvideorepresentationversions.Itmayhostdedicatedservicesatedgetoprovidereal-
timeresponseanddatafiltration.Suchstrategiesreducethememoryrequirements,minimizeaccess
delays,andimprovetheviewer’sQoE(Alam&Beg,2018).

Decentralized Low Latency Analytics
InadatadrivenEVnetwork,thedatagenerationandconsumptionnodesaresparselydistributed
acrossthewholeinfrastructure.ForefficientEV-SGintegration,togetherwithacentralizedcontrol,
thesensorandactuatornodesdeployedacrossthesmarthomesorEVnetworksalsodemandgeo-
distributedintelligence.Often,thedomainofSGinformationvisibilitymayneedtobeextended
frommereSCADAsystemstoascalethatensuresnationallevelvisibility.SincemajorityoftheEV
servicesareconsumercentric, theapplicationsdemandlocationawareanalyticstobeperformed
closertothesourceofthedatatoimprovetheservicethatisdelivered.Thecontemporarycloud
infrastructuresposeseriouslatencyissuesforSG-EVintegratingapplicationsoperatedbyreal-time
decisions.Forinstance,real-timevisualguidemappingservicesworkonlywhentheresponsetime
islessthan50ms.Also,theSCADAsystememployedinamoderndatadrivenSGissotimedthat
itcanmalfunctionwhenoperatedoverubiquitousTCP/IPprotocolsandcannotsustaintheout-of-
the-boxTCPflowcontrollatencies.Thus,contentdeploymentatlocalISPs(edgenodes)iscritical
forareaswithlowconnectivityandhighresponsetime.Nowadays,anumberofISPshaveopened
theiredgeservicestootherprovidersandsubscribers,andoffervariousedge-basedsolutions,such
ascloudlets,networkfunctionsvirtualizations,andmobileedgecomputing.Theedgemodelprovides
lowlatencyandreduceddatatraffic,astheapplicationsarelocalizedtotheregionwheretheedgeis
deployed.Themobileedgecomputingcanalsoharnessthestoreandcomputeresourceslatentinthe
underutilizedinfrastructureresourcessuchasvehicles,forVehicularfogcomputing(Hou,Li,Chen,
etal.,2016).Inthatcase,edge/fogmodelcomplementsthecloudcomputationswithdedicatedand
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adhoccomputationalresources,tobeperformedontheedgenodesofanIoTaidedEVnetworkand
circumventingthenetworkinglatency.

Offloading Cloud Traffic and Computation
Thesuddenupsurgeinlocationawarevehicularservicesleadstoavalancheofdatagenerationper
day.AtypicalEVuser/commuterisleveragedwithsmarthandhelddeviceshavinginstalledsensors
suchasGPS,accelerometers,gyroscope,andtemperaturesensors,bodysensors,etc.Thedatalogged
bysuchapplicationsisoftensenttocloudintheformoftuples.Eachtuplecontainseveralpieces
ofinformation,suchasuserid,longitude,latitude,time,distance,speed,duration,andSoCetc.For
instance,arecentstudyonEndomondorevealedthatasingleworkoutgenerates170GPStuples,
andaveragenumberoftuplesgeneratedpermonthisbetween2.8and6.3billion(Jalali,2015).Ina
populationof30millionusers,thenumberoftuplesgeneratedpersecondcouldreach25,000tuples/
sec.InanIoTaidedEVinfrastructure,thisnumberwillbemanifold.Whensuchhighvelocityreal-
timedata-streamsaredispatchedtoremotecloudservers,theskeletonnetworkwillgetcongested
andthecloudserversmaygetoverburdened.Interestingly,notallofthesenseddataisuseful.Under
suchcircumstances,theedgenodescanbedeployedtolocallyprocessandfilterunnecessarydata,
therebyreducingthenetworktrafficandprocessingburdenfromcloudservers.

Theedgenodescanalsobeexploitedtooffloadcomputationfromdatacentersthatrequirelimited
resourcestotheedgenodes.Invehicularinfotainmentservices,uploading/sharinghighresolution
photosandvideosfromuserendpointstothecloudserversoccupyexcessivebandwidthandmay
causeintolerabledelayinplaceswhereinternetconnectivityispoor.Similarissuesariseincaseof
ERCservices,wherelivestreamssurveillancedatafromcamerasandVisualSensorsNodes(VSN)
needstobeuploadedtocloud.Priortouploadingtothecloudservers,thegeodistributededge/fog
nodescanbeutilizedtotransferspecificcompressionrelatedtasksneartotheendusers.,.Moreover,
insteadofuploadingtherawdatatothecloud,suchnodescanalsobeusedtoencrypttheuserdata,
thusensuringsecurityandprivacyofuserdataintheimmediatehops.

Reduced Load on EV User Devices
Astheend-user/EVdriver’ssmartphonesareresourceconstrained,itoftencausebatterydrainage
whensubjectedtosuchcomplextasksandprocessing.TheheterogeneousIoT/IoVdatasetsmayalso
createcompatibilityconcerns.Underthatscenario,thesedevicesmayoffloadsomeoftheirhigh
processingtaskstothenearbyedgetoreducetheirload.Also,notthewholedatageneratedfrom
theenddevicemaycontributeinthecomputationofusefulinformation.Inastudyconductedon
Endomondosportsactivitytrackingapplication,itisobservedthatevenifajoggerstopstotakerest,
hissensorsstoresthesamevaluesatregularintervals(Foster,Harrison,Freedman,Rexford,2011).
Inthatcase,theedgenodesmayemployefficientfilteringtechniquestodispose-offtheredundant
dataandonlyfiltereddataissenttothecloud.Similarly,ininteractiveinfotainmentservicessuchas
videoonvehiculardemand(VoD)applications(Alam&Beg,2018),theresourceintensivetasksmay
depleteVB.Processingsuchdatasetsattheedgeofthenetwork,anddeliveringsynthesizedvirtual
viewmayresultinsignificantbandwidthandenergysavingsatclient’send-points.

CHALLENGES AND FUTURE RESEARCH PROSPECTS

Aswithothers,thedistributedcloudaswellasedge/fogparadigmsalsofacesdeploymentchallenges.
Suchinfrastructureswillseldombedesignedfromscratch,butgrowoutofexistinginfrastructures.
Thus,whilesomeofthechallengesareinheritedfromcloudcomputing,manychallengesarisedue
tothenon-standardizationofedgetechnologies.Moreover,howtobestprogramsuchplatforms,also
dependsonthecontext,thespecificapplication,andtheobjectives.Thereareseveralchallengesthat
mustbeovercomeinordertocreateanecosystemwhereallactors(endusers,serviceproviders,
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infrastructureproviders)benefitfromtheservicesprovidedbyanydistributedcomputingparadigms.
ThewholerangeofedgecomputingrequirementsandresearchtaxonomyisshowninFigure5.

General Purpose Computing on Distributed Cloud/ Edge/Fog Nodes
Theoretically, theedge/fogtechniquescanbeimplementedonawiderangeoffeaturingdevices,
fromdiscreteandlowpoweredgenodestodedicatedaggregatornodesviz.gateways,accesspoints,
base-stationsetc.However,majorityofthesecomponentsanddevicesarenottailoredtoperform
analyticaltasksthattheedgebasedframeworkismeantfor.Forinstance,BaseStations(BS)incellular
networksareequippedwithsignalprocessingunits(e.g.DSPs),transducerstomanagetaskslike
routing,mobilityandhand-offmanagementetc.Itisnotreadilyknownwhethertheycanbeevolved
todowiththeanalyticalloads,previouslyarenotleveragedfor,orwhatadditionalpluginsneedsto
beinstalled.Intel’sSmartCellPlatform(Corporation,2000)isamongthenotableattemptstomake
theedgeresourcesupwardcompatibletoanalysisworkloadsandupgradingthemformulti-purpose
analytics.Recently,plentyofsolutionproviderstakenstepstorealizeedgecomputingusingsoftware
solutions,thankstoSoftwareDefinedNetworking(SDN)andNetworkFunctionVirtualization(NFV)
technologiesthatserveasprimersforedgebasedcomputationinIoTaidedvehicularenvironments
(“IoV-IOTFORUMMilan,2015).SimilareffortscanbeseenfromNokia,wheretheattemptisto
enablecellularBSformobileedgecomputing(MEC)(OpenFogConsortiumArchitectureWorking
Group,2017),oritmaybeCisco’sIOx3executionenvironmentforitsintegratedservicerouters.
Moreover,portableandcross-platformsolutionneedstobedevelopedsothattheapplicationsare
decoupledfromhardwaredependenciesandcanbeexecutedinheterogeneousenvironments.Design
ofmicrooperatingsystemsormicrokernelsisstillanascentresearchthrust,astheycanleverage
deploymentofapplicationsonheterogeneousedgenodes.Sincetheedge/fognodesarenotequipped
withheavycomputationalresourcesasaserver,utilitiesshouldforeseequickdeployment,reducedboot
uptimesandresourceisolationstrategiesthatwillallotfewerresourcestosuchadhocanddedicated

Figure 5. Requirements, challenges and future opportunities in next generation computing platforms
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computingendpoints.QoScanbeimprovisedbydevelopingmobilecontainerssuchasDocker,that
supportcrossplatformmultiplexingintovirtualclonesordevicesandenablequickdeploymentof
applicationsonheterogeneousplatform(Colman-Meixner,Develder,Tornatore,&Mukherjee,2016).

Programmability and Abstractions
Forbothdistributedcloudaswellasedgemodels,akeyresearchchallengeistoidentifysuitable
programmingmodels,primitives,andabstractions.Robustprogrammingmodelismissingevenfor
contemporarycloudplatforms,relyingonvirtualizationtechniques.Considerableprogresshasbeen
madeoverthelastfewyearsinthedesignofnetworkprogramminglanguagesprovidinghigherlevels
ofabstractions.For instance frenetic language family (Foster,Harrison,Freedmanetal.,2011.),
wheretheauthorsusedSDNtodescribetherecentconvergenceofmulti-tenantclouds,cloudlet,and
distributedcloudsetc.Foredgeplatforms,differentcomponentsandtheirinterconnectionswilllikely
beprogrammedindifferentlanguagesandstillthereisnolinguafranca,no“onesizefitsall.”Often,it
isconvenienttouseconstrained,domain-specificlanguagestoprovidetheright,hopefullyhigh-level
abstractions,toallowprogrammerstofocusontheimportantconcepts.IncontrasttoTuringcomplete
languageswherethebuggingisefficient,edgebasedsolutionsstillintroduceverifiabilityconcerns.

Resource Management
Determiningresourcesandservicesincloudmodelsisawellexploredareaandeasilyunderstood,but
exploitingnetworkedgesindecentralizednetworksettingscallforefficientnodediscoveryalgorithms
thatcanschedulejobstooptimalnodes(Skarlat,Schulte,&Borkowski,2016).Resourcediscovery
infog/edgecomputingisnotaseasyasinbothtightandlooselycoupleddistributedenvironments.
Manualmechanismsarenotfeasiblebecauseofsheervolumeofprocessingnodesavailableatfog/
edgelayer.Forinstance,ifanEV-SGintegrationutilitywantstoexecutemachinelearningorBigData
tasks,resourceallocationstrategiesalsoneedtocaterfordata-streamofheterogeneousdevicesfrom
multiplegenerationsaswellasonlineworkloads.Benchmarkalgorithmsneedtobedevelopedfor
efficientestimationofedgenodeavailabilityandcapability.Thesealgorithmsmustallowforseamless
augmentation(andrelease)ofthesedevicesinthecomputationalworkflowatvaryinghierarchical
levelswithoutaddedlatenciesorcompromisedQoE.Autonomicnoderecoverymechanismsneedsto
bedevelopedtoensureconsistencyandreliabilityinfaultdetectioninedgenetworkedarchitectures,
astheexistingcloudbasedsolutionsdon’tfit tothem.Besides,theonepotentialresearchaspect
toponder isworkflowpartitioning in fog/edgecomputingenvironments.Thoughnumerous task
partitioning techniques, languages and tools have been successfully implemented for cloud data
centers, but research regarding work apportioning among edge nodes is still in concept phase.
Withoutspecifyingthecapabilitiesandgeo-distributionofcandidateprocessingdevices,comingup
withautomatedmechanismsforcomputationoffloadingisperplexing.Maintainingarankedlistof
associatedhostnodesthroughpriorityawareresourcemanagementpolicies,makinghierarchiesor
pipelinesforsequentialoffloadingofworkloads,developingschedulersfordynamicallydeploying
segregatedtaskstoamultiplenodes,algorithmsforparallelizationandmultitaskingofonlyedges,
edgesanddatacentersoronlydataentersetc,arepotentialresearchhypesinacademiaaswellas
R&Dcommunity.

Orchestration Challenges
InanIoTintegratedEVnetworks,bothphysicaldevicesandapplicationsareintegratedinmashup
style,foreffectiveandcontrolleddevelopmentandmaintenancecost.Asdescribedinabovepoints,
theIoTbasedEVapplicationsarediverseintermsofreliability,scalability,andsecurityconstraints.
Managingthelocation,configuration,andservedfunctionalitiesoffog/edgenodesfurtheramplify
suchdiversities.However,inordertohaveconsumercentricbusinessobjectives,anorchestrating
framework is necessary to enable proper alignment and mapping of available resource pool to
corresponding applications. Anorchestration framework schedules proper mapping between IoT
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devicesandedgenodestorealizeanoptimalworkflowwhilemeetingnonfunctionalrequirements
suchassecurity,nodeavailabilityandreliability,networklatency,QoSandQoE.Theorchestrator
mustalsoscalewiththeheterogeneousIoTendpointsandedgedevicesmanufacturedbycompetitive
vendorsanddevelopers.Itshouldalsobeabletocaterthecomplexityconcernscreatedbycustomized
hardware configurations andprotocolswithpersonalized requirements.Besides, theorchestrator
shouldautomaticallypredict,detect,andresolveissuespertainingtoscalabilitybottlenecksarising
duetodynamicworkflows.Moreover,scalingandextendibilitymechanismcomesupwithraised
probabilityoffailure.Faultdiagnosisshouldgoparallelsincetheinceptionofexecution.Evenrare
softwarebugsorhardwarefaultscanleadtodebilitatingeffectsonsystemperformanceandreliability.
Meanwhile,numerousresearchavenuesareunlockedwhilecopingwithsuchorchestrationchallenges.
WithinlifecyclemanagementofIoTdevicesandedgenodes,oneaspectisoptimaldiscoveryand
placementinthedeploymentstage.InstallationofdynamicQoSmonitoringsolutionsandproviding
runtimeguaranteesvia incremental learning,processing, re-engineeringand reverseengineering
mechanismsarenascentdomainstoponderon.

CHALLENGES IN EDGE SECURITy

Oneofthegreatestchallengesforthecreationofedgeparadigmecosystemissecurity.Whileedge
andfogparadigmsinheritseveralfeaturesfromcloudcomputing,mostoftheexistingresearchis
compartmentalized;nosynergieshavebeenexplored.However,thecharacteristicsofedgemodels
givebirthtonewsecurityandprivacychallenges.Thisisespeciallytrueinthefieldofedgesecurity,
wheremostanalysesfocusonlyononeedgeparadigm,whileignoringtheothers.Theexistingsecurity
andprivacymeasurementsforcloudcomputingcannotbedirectlyappliedtothefogcomputingdue
to itsfeatures,suchasmobility,heterogeneity,andlarge-scalegeo-distribution.In thecontextof
edgecomputing,keysecuritychallengesarerelatedtoIdentityandAuthentication,AccessControl
Mechanisms, Network protocols, Trust Management, Intrusion Detection Mechanisms (IDM),
virtualization,edgeprivacyandforensics.Figure6showsdiversesecuritychallengesandsolutions
that come under edge umbrella. In this section we consider the challenges and future prospects
particulartoedgeprivacyandedgeforensics.Wealsoholisticallyanalysethethreatsandforensics,
challenges,andmechanismsinherentinalledgeparadigms,whilehighlightingpotentialsynergies
andvenuesofcollaboration.

Privacy in Edge Computing
SinceanIoTintegratedEVinfrastructurecomprisesofmultiplesensors,computerchipsanddevices
etc,theirdeploymentinvaryingdifferentgeographiclocationsresultinincreasedattackvectorof
involvedobjects.Asanontrivialextensionofcloudcomputing,itisinevitablethatsomeissueswill
continuetopersistinsuchfuturisticcomputingparadigms,especiallysecurityandprivacyissues
(Alam&Beg,2018).Forinstance,edgebasedsolutionsaredeployedbydifferentserviceproviders
andutilitiesthatmaynotbefullytrustedandthusdevicesarevulnerabletobecompromised.The
edgenodesareconfrontedwithvariousthreatsandattackvectors,alandscapeofwhichispresentedin
Figure6.TheIoTendpointsinEVnetworkshaveconstrainedstore,compute,andnetworkresources
thatareeasytobehacked,brokenorstolen.Examplesofattackvectormaybehuman-causedsabotage
ofnetworkinfrastructure,maliciousprogramsprovokingdataleakage,orevenphysicalaccessto
devices(Garraghan,Lin,&Rovatsos,2017).

The decentralized IoT integrated devices such as switches, routers and base stations etc, if
broughttobeusedaspubliclyaccessiblecomputingprocessingnodes,theriskassociatedbypublic
andprivatevendors thatown thesedevices aswell as those thatwill employ thesedeviceswill
needrevisedarticulation.Also,theintendedobjectiveofsuchdevices,e.g.aninternetrouterfor
handlingnetworktraffic,cannotbecompromisedjustbecauseitisbeingusedasedge/fognode.It
canbemademulti-tenantonlywhenstringentsecurityprotocolsareenforced.Althoughtheexisting
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solutionsincloudcomputingcouldbemigratedtoaddresssomesecurityandprivacyissuesinedge
computing,itstillhasitsspecificsecurityandprivacychallengesduetoitsdistinctivefeatures,such
asdecentralizedinfrastructure,mobilitysupport,locationawarenessandlowlatency.However,edge
computingoffersamoresecureinfrastructurethancloudcomputingbecauseofthelocaldatastorage
andthenon-realtimedataexchangewithcloudcenters.Forexample,theedgenodescouldserveas
proxiesforend-devicestoperformsecureoperations,ifthedeviceslackofthesufficientresources
todoso.Unfortunately, thesecurityandprivacyissuesandsecurityresources inedgeplatforms
havenotbeensystematicallyidentified.Hence,priortothedesignandimplementofedgecentered
EVapplications,criticalstudyofthreatprofiles,security,andprivacygoalsshouldbeperformed.
Moreover,holisticsecurityandriskassessmentproceduresareneededtoeffectivelyanddynamically

Figure 6. Potential threats and solutions in edge based computing paradigms



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

37

evaluatethesecurityandmeasurerisks,sinceevaluatingthesecurityofdynamicIoTbasedapplication
orchestrationwillbecomeincreasinglycriticalforsecuredataplacementandprocessing.

Edge Forensics
Forensic science is a branch of science that brings together a sequence of scientific principles
andmethodstoidentify,discover,reconstructandanalyzeevidencestobeusedforinvestigation.
However,theforensicsresultscannotbesinglehandedlyused,i.e.thecourtisnotboundtorelyon
theresultsthatarepresentedandcouldtakeintoaccountothermetricstodefinewhattheoriginals
are(“XuejiaoWanet.al.2015).Themainobjectiveofdigitalforensicsistoprovidemethodsthat
meettherequirementsforjudicialevidenceandcouldinvolvetheacquisitionandanalysisofany
formofdigitaldata.Therearegenerallytwotypesofevidenceinthedatathatcanberetrievedfrom
intelligentIoTdevicesinanyEVnetwork.Thefirstonecanbeusedtoprovecrimesdirectly,suchas
passwordtheft,DoS,DDoSattacks,VMmanipulation,denialofserviceattacks,etc.Theothertype
couldbeusedtosupporttheevidenceandbuildacompletechainofevidence,suchascallhistory,
messagingprofiles,logfiles,usagepatterns,etc.

Incaseofcloudcomputing,digitalforensicsfacilitatesdigitalevidencebyreconstructingpast
cloudcomputingevents(Jusas,Birvinskas,&Gahramanov,2017).However,duetoitscentralized
andremotenature,itfacesmanychallenges.Thefirstchallengeisrelatedtotechnicaldimensionthat
wherethekeyissueareinaccessibilitytoobtainlogdatafromthecloud,volatiledata,integrityand
correctnessofthedata,andmulti-tenancy,etc.Thesecondchallengedefinesorganizationaldimension
wherethechallengespertaintolackofforensicsexpertise.Thethirdbutnottheleastisrelatedto
legaldimensionthatfocusesoncustomerawareness,Internetregulation,andcross-borderlaw(s).

Analogoustocloudforensic,edgeforensicisdefinedastheapplicationofdigitalforensicsin
edgecomputing.Accordingto(Jusasetal.,2017;Mukherjee&Matam,2017),edgeforensicsthat
hasmanystepssimilar tocloudforensic,however, isnotapartofcloudforensics.Althoughthe
challengesinedge/fogforensicsaresameorsimilarascloudforensics(e.g.,cyber-physicalsystems
andcustodychaindependency,andintegritypreservation),manychallengesaremoresignificant
inedgeforensicscomparedtocloudforensics.Forexample,sinceedgemodelcomprisesofheavy
populationofsmallbatterypowerededgenodesasinfrastructure,retrievingthelogdatafromthese
nodesbecomesverydifficult.Moreover,sinceedgeplatformsareinherentlygeo-distributed,thecross-
borderissueislesscriticalcomparedtothecentralizedcloudforensics.However,duetothehugecount
ofprocessingnodes,thedependabilityissuebecomesmorecrucialinedgeforensics.Theresearch
inedgeforensicsisstillininfancy.Onlyfewworksarefoundthatovercometheaforesaidissues.For
instance,authorsin(ZawoadandHasan(2013);Fadlullah,Fouda,Kato,Takeuchi,Iwasaki(2011))
consideredglobalunityasasolutiontoovercomethecross-borderissue.Delportet.al(Delport,Kohn,
andOlivier,2012)discussedstrategiesforsolvingthemulti-tenancyissues.Adetailedanalysisofthe
mainrequirementsandstatusquosoffogcomputingforensicsispresentedin(Grispos&Glisson,
2012;Huang,Lu,&Choo,2017).Threecommonchallengesdetectedinthisworkare:a)storing
trustedevidenceinadistributedecosystemwithmultipletrustdomains,b)Respectingtheprivacy
ofothertenantswhenacquiringandmanagingevidence,andc)Preservingthechainofcustodyof
theevidence.Theauthorsalsoarguedthatedgeandfogbasedplatformsrequirelesscomputational
resourcestomanagepotentialevidence.Thisisbecausetheydonotneedtomanageasmanyresources
(e.g.networktraffic,virtualmachines)asincentralizedcloudinfrastructures.Romanetal.(Roman,
Lopez,&Mambo,2016)presentedaconceptualCyber-PhysicalCloudSystems(CPCS)forensic-
by-designmodelalongwiththeCPCShardwareandsoftwarerequirements,andindustry-specific
requirements.Thecharacteristicfactorsofaforensic-by-designmodelidentifiedinthispaperare:

1. Riskmanagementprinciplesandpractices;
2. Forensicreadinessprinciplesandpractices;
3. Incidenthandlingprinciplesandpractices;
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4. Lawsandregulation;
5. CPCShardwareandsoftwarerequirements;and
6. Industry-specificrequirements.

Howtobestintegrateforensicstechniquesandbestpracticesintothedesignanddevelopment
ofdistributededgearchitectures,sothatitisforensicallyready/friendlyisapotentialresearch
theme.Havingaforensicallyready/friendlyedgesystemwillallowthereal-timeidentification,
collection,andanalysisofdatathatcanbeusedtoimplementmitigationstrategies.Aboveall,
establishment of international legislations and jurisdictions for cross-border forensics is a hot
researchavenuetoponderon.

CONCLUSION

InthispaperweconsiderthecaseofElectricVehicle(EV)toSmartGrid(SG)integration.TheEVs
arekeyplayersforTransportOrientedSmartCities(TOSC)astheyhelpcitiestobecomegreenerby
reducingemissionsandcarbonfootprint.Weanalyzedifferentuse-casesinEVtoSGintegrationto
showhowefficientBigDataAnalytics(BDA)platformsandtechniquescanplayvitalroletowards
successfulEVrollout.Wethenanalyzethescopeofdistributededgebasedcomputingmodels,for
supportingBDAactivitiesinEVintegration.Wealsoprovidefutureresearchopportunities,trends,
andchallengesforboththesecomputingtechniques.Specifically,weexaminetheimplementation
challengesandstate-of-the-artsolutionsinedgeprivacyandedgeforensics.
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