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ABSTRACT

Recently,due to theadvanceand impressive resultsofdeep learning techniques in the fieldsof
imagerecognition,natural languageprocessingandspeechrecognitionforvarious long-standing
artificialintelligence(AI)tasks,therehasbeenagreatinterestinapplyingtowardssecuritytasks
too.Thisarticlefocusesonapplyingthesedeeptaxonomytechniquestonetworkintrusiondetection
system(N-IDS)withtheaimtoenhancetheperformanceinclassifyingthenetworkconnectionsas
eithergoodorbad.TosubstantiatethistoNIDS,thisarticlemodelsnetworktrafficasatimeseries
data,specificallytransmissioncontrolprotocol/internetprotocol(TCP/IP)packetsinapredefined
time-windowwithasuperviseddeep learningmethodssuchasrecurrentneuralnetwork(RNN),
identitymatrixofinitializedvaluestypicallytermedasidentityrecurrentneuralnetwork(IRNN),
longshort-termmemory (LSTM),clock-workRNN(CWRNN)andgated recurrentunit (GRU),
utilizingconnectionrecordsofKDDCup-99challengedataset.Themaininterestisgiventoevaluate
theperformanceofRNNovernewlyintroducedmethodsuchasLSTMandIRNNtoalleviatethe
vanishingandexplodinggradientprobleminmemorizingthelong-termdependencies.Theefficient
networkarchitectureforalldeepmodelsischosenbasedoncomparingtheperformanceofvarious
networktopologiesandnetworkparameters.Theexperimentsofsuchchosenefficientconfigurations
ofdeepmodelswererunupto1,000epochsbyvaryinglearning-ratesbetween0.01-05.Theobserved
resultsofIRNNarerelativelyclosetotheperformanceofLSTMonKDDCup-99NIDSdataset.
InadditiontoKDDCup-99,theeffectivenessofdeepmodelarchitecturesareevaluatedonrefined
versionofKDDCup-99:NSL-KDDandmostrecentone,UNSW-NB15NIDSdatasets.
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INTRoDUCTIoN

Informationandcommunicationtechnology(ICT)systemshaveplayedamajorroleinmostofthe
organizations,business,andsoon.Humanactivitieshighlydependonthissystem.Alongside,the
cyber-crimestoICTsystemsareversatileincyberspaceandithasbeenexistssincethebirthofthe
computers.AsICTsystemscontinuestoevolve,cyber-crimeschangeaccordingly.Thetaxonomy
ofcybercrimes,issuesandmethodsisdiscussedindetailby(Lallement,2013).Thevariousattacks
anditstechniquesusedforcyber-crimearebrieflyreportedby(Vaidya,2015).Toattackthesecyber-
crimeactivitiesandforensicinvestigationrequireaglaringneedofcomprehensiveresearchstudyof
anappropriatesolutionssystem.Onecommonlystudiedcriticalareabyindustriesandorganization
forthepastseveralyearsisintrusiondetection(ID).Itisanimportantapproachinnetworksecurity.
ManyconceptsandapproachesofmachinelearningaretransferredtoIDwiththeaimtoenhance
theperformanceindistinguishingbetweentheabnormalbehaviorsonthesystemfromthenormal
networkbehavior.(Anderson,1980)isaninitialcontributortowardstheworkinIDthroughapaper
“ComputerSecuritythreatmonitoringandsurveillance”publishedin1931.Fundamentally,theIDSs
arecategorizedintotwotypesbasedonthenetworktypeanditsbehaviorssuchas(1)networkbasis
IDS(N-IDS):dependasfarasthedatapriortopacketsinnetworktraffictoidentifythemalicious
activities(2)hostbasisIDS:relyonthecontentsasfarasthelogfilessuchassoftwarelogs,system
logs,sensors,filesystems,diskresourcesofparticularhostorasystem.Anorganizationusesthe
intercrossasfarasnetworkandhost-basedsystemtoeffectivelyattackthemaliciousactivitiesinreal
timeenvironment.ThishasbecomeanindispensablepartofICTsystemsandnetworks.However,
theperformancesofdetectingtheunforeseenattacksarenotacceptablewiththeexistingtraditional
approachesinN-IDS.

Anomalydetection,statefullprotocolanalysisandmisusedetectionaremainsignificantmethods
usedfornetworktrafficdataclassification.Misusedetectionisalsotermedassignaturedetectionthat
dependsonthepredefinedsignaturesandfilterstoefficientlydeterminethefamiliarintrusions.For
anonymousintrusions,theperformanceisunacceptable,whichmaybeduetothefactthatsignature
detectionreliesonhumantasktoconstantlyupdatethecorpusofsignatureswiththeaimtomaintain
thesignatureofnewattacks.Anomalydetectionaimsatdetectingtheunknownintrusionsbasedon
heuristicapproaches.Anomalydetectionisnotareliablemethodforunknownintrusionsmainlydue
toresultsinhighfalsepositiverate.Mostofthecommercialtoolsthatexistsinthemarkethaveused
thehybridsofmisusedetectionsandanomalydetections.Amostcommonlyusedpowerfulapproach
isstatefullprotocolanalysis.Statefullprotocolanalysisusesfeaturesthatproprietarilydesignedby
thesoftwarevendortodeterminethedivergenceofspecificconventionsandapplications.

Thecommercial toolsprevailing inmarketarebasedon thresholdcomputingapproachesor
statisticalmeasuresthatutilizeparametersfortraffickingsuchasflowsize,inter-arrivaltime,packet
lengthandsoonasfeaturestolearnthetraffickingpatternsforthenetworkinaparticulartimewindow.
Thecommercialsystemmaylimittheperformanceindetectingthecomplexattacksmainlydueto
themeasurescomputedstatisticallybasedonpacketheaderandpacketlength.

Inrecentdays,todetectandclassifythemaliciousactivitiesfrombenigncharacteristics,self-
learning systems are used. Self-learning systems are machine learning methods that are either
supervisedorunsupervised.Thesemethodsusealargecorpusofmaliciousandbenignconnection
recordstolearnthenetworktrafficbehaviorswiththeaimtodistinguishbetweenthebenignand
attackconnections.Self-learningsystemhascapabilitytodetecttheunknownintrusionsthathelps
in taking thenecessarycountermeasuresagainstall typesofcontingencies ina timeconstrained
fashion.Machinelearning(ML)methodsarecurrentprominentmethodsusedlargelyforIDS.These
MLbasedsolutionstoreal-timeIDSisnotaneffectiveapproachmainlyduetothemodel’soutputs
inahigh falsepositive rateand ineffective in identifying thenovel intrusions (Lee,Fan,Miller,
Stolfo, &Zadok, 2002). Themain reason is that themachine learning models learns the attack
patternsofsimplefeaturesofTCP/IPpacketslocally.However,therecentdevelopmentofmachine



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

67

learningmodelsresultedinarobustandadvancedlearningtechnique,namedas‘deeplearning’.
Deeplearningmodelshaveachievedsignificantresultsinvariousfieldsincludesnaturallanguage
processing(NLP),imageprocessing(IP)andspeechrecognition(SR)(LeCun,Bengio,&Hinton,
2015)comesunderthepurviewofartificialintelligence(AI)tasks.Deeplearningapproacheshave
twoessentialcharacteristics(1)Abilitytolearnthecomplexhierarchicalfeaturerepresentationof
TCP/IPpacketsglobally(2)AbilitytomemorizethepastinformationinlargesequencesofTCP/
IPpackets.TheperformanceofdeeplearningmethodsistransferredtoID(Staudemeyer,&Omlin,
2014;(Staudemeyer,2015;Kim,&Kim,2017).Moreover,recently(Hodo,Bellekens,Hamilton,
Tachtatzis,&Atkinson,2017)outlined the taxonomiesand theprecursoryworksof trivialdeep
learning algorithms to ID. Following, this paper compares the effectiveness of IRNN and other
approaches introduced to solving the long-range temporaldependencies forN-IDS.BothLSTM
andIRNNnetworkiscomplexandremainedasablack-box.Thismakesreverseengineeringthe
systemwithexactsamespecificationsbyamaliciousadversaryquiteimpossibleunlesshe/sheisin
possessionoftheexactsametrainingsampleusedtobuildthesystem.

Therestofthepapercontainstheliteraturestudyofmachinelearningandneuralnetwork-based
solutionsforIDS,necessarydetailsaboutwhataredeeplearningalgorithmsandhowtheyaretrained,
detailsofevaluationofexperimentsofvariousnetworkstructureandparametersoftopologies,the
detailedevaluationresults,futureworkandconclusionarepositionedatlast.

DeeP LeARNING

Convolutional neural network (CNN) and recurrent neural network (RNN) are most commonly
useddeeplearningmethods.CNNareheavilyusedinthefieldofcomputervisionthatextractsthe
complexfeaturesthroughlayerbylayerbyapplyingthefiltersonrectangulararea.Thecomplex
featuresrepresentthehierarchicalfeaturerepresentationsinwhichthefeaturesexistinhigherlevelare
composedfromasetoflowerlevelfeatures.ThehierarchicalfeaturerepresentationallowsCNNto
learnthedatainvariouslevelsofabstraction.Asingleorasetofconvolutionandpoolingoperations
andanon-linearactivationfunctionsareprimarybuildingblocksofCNN.Inrecentdays,theadvantage
ofusingtheReLUasanactivationfunctionindeeplearningarchitecturesiswidelydiscusseddue
toReLUasanactivationfunctioniseasytotrainincomparisontosigmoidortanhfunction(Nair,
&Hinton,2010).RNNismainlyusedforsequentialdatamodelinginwhichthehiddensequential
relationshipsinvariablelengthinputsequencesislearntbythem.RNNmechanismhassignificantly
performedwellinthefieldofNLPandSR(LeCun,Bengio,&Hinton,2015).Ininitialtimethe
applicabilityofReLUactivationfunctioninRNNwasnotsuccessfulduetothefactthatRNNresults
inlargeoutputs.Astheresearchevolved,authorsshowedthatRNNoutputsvanishingandexploding
gradientprobleminlearninglongrangetemporaldependenciesoflargescalesequencedatamodeling.
Toovercomethisissue,researchonRNNprogressedonthe3significantdirections.Onewastowards
onimprovingoptimizationmethodsinalgorithms;Hessian-freeoptimizationmethodsbelongtothis
category(Martens,2010).Secondonewastowardsintroducingcomplexcomponentsinrecurrent
hiddenlayerofnetworkstructure;(Hochreiter,&Schmidhuber,1997)introducedlongshort-term
memory(LSTM),avariantofLSTMnetworkreducedparametersset;gatedrecurrentunit(GRU)
(Cho,VanMerriënboer,Gulcehre,Bahdanau,Bougares,Schwenk,&Bengio,2014), andclock-
workRNN(CWRNN)(Koutnik,Greff,Gomez,&Schmidhuber,2014).Thirdonewastowardsthe
appropriateweightinitializations;recently,(Le,Jaitly,&Hinton,2015)authorshaveshowedRNN
withReLUinvolvinganappropriateinitializationofidentitymatrixtoarecurrentweightmatrixisable
toperformcloserintheperformanceincomparedtoLSTM.Thiswassubstantiatedwithevaluating
the4experimentsontwotoyproblems,languagemodelingandSR.Theynamedthenewlyformed
architectureofRNNasidentity-recurrentneuralnetwork(IRNN).ThebasicideabehindIRNNis
that,whileinthecaseofdeficiencyininputs,theRNNstaysinsamestateindefinitelyinwhichthe
RNNiscomposedofReLUandinitializedwithidentitymatrix.
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ReLATeD woRK

ResearchershaveintroducedvariousmachinelearningbasedsolutionstoN-IDS.Applyingmachine
learningfortheenhancementofimprovementindetectingthemaliciousactivitiesislargelyusedin
recentdays.ThissectiondelvesintodetailedstudiesofmachinelearningbasissolutionstoIDStill
dateanddisclosedwiththeissuesofKDDCup-99dataset.

MostoftheresearchstudiesconsideredN-IDSasaclassificationtaskthatfindsaseparating
planeforthebehaviorsofnormalandattacksinnetworktrafficdata.Asubstantialnumberofmethods
introducedfollowingthefirstpaperaboutN-IDS(Denning,1987).Inthat,machinelearninganddata
miningtechniquesappearedasprominentmethodsthatarelargelyusedtowardsIDS.However,their
performanceislessduetoN-IDSisanevolvingproblemwithnewtypesofattacks.Duetothis,IDS
hasbeenunderactiveresearchforthepast25years.

TheopenlyavailabledatasetforcreatinganeffectivemachinelearningmodelforN-IDSisvery
less.Afewdatasetsexist,buteachsuffersfromitsownissues.Amostcommonlyoccurredissueis
thatthedatasethavefailedtorepresentthereal-timenetworktrafficcharacteristics.KDDCup-99
isthemostcommonlyuseddefactostandardN-IDSdatasetforbenchmarkingtheperformanceof
machinelearningmodels.KDDCup-99datasetwasusedaspartofN-IDSchallengeconductedby
thirdInternationalKnowledgeDiscoveryandDataMiningToolsCompetition.Thetaskwastoclassify
theconnectionrecordsaseitherbenignorattack.Totally,24teamswereparticipatedandsubmitted
theirresults.Thedetailedevaluationsoftheseresultswerepublishedby(Lippmann,Haines,Fried,
Korba,&Das,2000)andKDDCup-98evaluationresultswerepublishedby(Lippmann,Fried,Graf,
Haines,Kendall,McClung,...&Zissman,2000).Thefirst3placeoccupiedteamswereusedthe
decisiontreeanditsvariants.The9thplaceoccupiedteamused1-nearestneighborclassifier.The
first17placeoccupiedteamshaveaverytinydifferenceindetectionrateandalargedifferenceis
foundbetween17thand18thentries.Thisinfersthatthefirst17winningentriesmethodsforN-IDS
wererobust.Afterchallenge,KDDCup-99datasetismostregularlyutilizeddatasetforassessment
asfarasvariousmachinelearningclassifiers.Mostoftheresearchstudiesused10%datasetfor
N-IDSinthecaseoffeaturereduction.Otherfewstudieshaveusedtheirowncustom-builtdatasets
(Sung,&Mukkamala,2003;Kayacik,Zincir-Heywood,&Heywood,2005).Thesecustom-builtin
datasetareconstructedusingtherandomselectionofconnectionrecordsfrom10%trainandtest
connectionrecords.

AftertheKDDCup-99challengemanyresearchstudieshaveusedKDDCup-99forN-IDS.These
studiesarenotdirectlycomparabletotriumphantentriesasfarasKDDCup-99trialduetothereason
thattheresearchstudieshaveusedvariationsofKDDCup-99data.Withmisusedetectioncontext,
(Sabhnani,&Serpen,2003)analyzedtheeffectivenessofvariousmachinelearningalgorithmsfor
thesameKDDCup-99trialdataset. Inaddition, theauthorsproposedthemulti-expertclassifier
andachievedtheenhancementinfalsealarmanddetectionrateincorrelationtotheKDDCup-99
triumphantentries.Theyclaimedwithvariousexperimentsusinganymachinelearningclassifiers
achievingacceptabledetectionrateforlowfrequencyattacks(‘U2R’nearly30%and‘R2L’nearly
10%)maynotbepossibleinthecontextofthemisusedetection.Thefollowingpublishedresultsare
notdirectlycomparable.(Sinclair,Pierce,&Matzner,1999)useddomainknowledgewithmachine
learningapproachesparticularlygeneticalgorithmsanddecisiontreestocreatetheruleforexpert
systemsthatclassifiesthenetworkconnectionsasbenignandmaliciousinexpertsystems.(Yeung,
&Chow,2002)discussedthenon-parametricdensityestimationapproachusingthegaussiankernels
forparzen-windowdensityestimation.(Mukkamala,Sung,&Abraham,2004)authorshavediscussed
theeffectivenessof lineargeneticalgorithmsoverartificialneuralnetworks (ANN)andsupport
vectormachines(SVM).

Afewresearchstudieshaveusedhybridclassifierssuchasneuralnetworkswithotherclassifiers.
(1)NeuralnetworkwithSVM(Mukkamala,Sung,&Abraham,2003)(2)ANNwithaFuzzynetworks
(Peddabachigari, Abraham, Grosan, & Thomas, 2007) (3) decision trees with neural networks



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

69

(Golovko,Kachurka,&Vaitsekhovich,2007)(4)neuralnetworkwithRNNs(Shah,Dave,&Chavon,
2004).Tounderstandthesequentialrelationshipsbetweennetworkevents,(Ourston,Matzner,Stump,
&Hopkins,B.2003)authorsmodeledthetemporalpatternsofnormalandmaliciousbehaviorsof
networkconnectionrecordswithhiddenmarkovmodel(HMM).TheHMMmodelissignificantly
performedwellincomparisontoMLP.(Debar,&Dorizzi,1992)observedtheapplicationofRNN
forIDS.TherelativeanalysisbetweenneuralnetworkandRNNisanalyzedby(Chowdhury,2008).
TheeffectivenessofRNNandavariantofRNN,LSTMiscomprehensivelystudiedandpublished
(Staudemeyer,&Omlin,2014;October&Staudemeyer,2015).

BACKGRoUND

Thesectiondiscussestheconceptsofvariousdeeplearningalgorithmsandhowtheyaretrained.In
addition,givesnotionofhowdeeplearningalgorithmsareadoptedtowardsN-IDS.

Recurrent Neural Network (RNN)
Theintroductionoflongestablishedneuralnetworkin1980’sforsequencedatamodeling(Elman,J.
L.1990)issupplementedbyrecurrentneuralnetwork(RNN).Itissimilartofeed-forwardnetworks
(FFNs)exceptthepaststatesinformationinfluencesthecurrentstates.Thecyclicconnectionsfrom
aunittoitfacilitatetostoreandupdatethevaluesataparticulartimestepbasedonitspresentand
pastinformation.Inaddition,thetraditionalFFNadoptsdifferentparameterforeachinputfeature,
RNNusethesameparametersacrosstimesteps.ThesharedparametersinRNNhelptomakeitto
generalizethecharacteristicsinsequencessuchasthepositionsanditslength.Thesharedparameters
generalize theRNN invariouspositionsofdata in timeseriesanddifferent time-series lengths.
RNNhaveestablishedasapromisingmethodformodelingsequencedataofarbitrarylengthover
traditionalFFN.RNNnetworkarchitectureisabasicandremainedasbaselinearchitectureforthe
newlyintroducedarchitectures.

Ingeneral,RNNconsiderx x x x x
T T

= −( , ...., )
, ,1 2 1

asinputandmapsthemtohiddenandoutput
vectorsequencesashl hl hl hl hl

T T
= −( , ,..., , )

1 2 1
andop op op op op

T T
= −( , ,..., , )

1 2 1
fromt = 1 toT

throughthefollowingequationsintheforwarddirection:

HL x hl A w x w hl b
xhl hlhl

( , ) ( )= + + 

HL m n n:� � �× → w
hx

n m∈ ×� w
hh

n n∈ ×� b k∈ � 

whereA b w, , denotesactivationfunction,biasvectorandweightmatricesrespectively.
Tolearnthetemporaldependencies,RNNfedstheinitialstephl0 layervaluetothenexttime

stephiddenlayerhl HL x hl
1 1 0
= ( , ) andthisisdefinedrecursivelyashl HL x hl

T T T
= −( , )

1
.Next,we

canfeed hl
T

 tostackedrecurrenthiddenlayeroroutputlayerthrough softmax or sigmoid as
non-linearactivationfunction.Ateachtime-stept ,theoutputnodeop valueisestimatedusingthe
hiddennodevaluehl attime-step t as:

op sf w hl b
t ophl t op
= +( ) 

RNNareconvertedtoFFNusingUnfoldingorUnrolling.Thishelpstounderstandtheinherent
dynamicsofeachtime-step t .UnfoldedRNNcontainshl hiddenlayersfortheinputsequencesof
length l .
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AsinFigure1,theunfoldedRNNlookssimilartodeepneuralnetworkexceptthattheweights
w w w
xh hh ho
, , aresharedacrosstimesteps.
RNNisaparameterizedfunctionandtofindtherightparameters,lossfunctionisused.Loss

functiongivestheunitsofdifferencebetweenthepredictedandtargetvalues.Thisisdefinedfor
subnetinunfoldedRNNateachtime-step t as:

L d tv pv d tv pv
i

T
= =

=∑( , ) ( , )
1



Thefullsequenceisconsideredasonetrainingvectorforexample( , , , )x x cl
1 41
� .So,totalloss

isestimatedbysummingthelossateachtime-step.Next,tominimizetheloss,gradientoftheloss
withrespecttotheweightparameters( )w hastobefoundandtheappropriateparametersforweight
parametersisselectedthroughstochasticgradientdescent(SGD).Likethepreviouslymentioned
processoftotalloss,onetrainingvectorrequiresumofgradientvectorateachtimestept .Agradient
iscalculatedusingbackpropagationwithachainruletoiterativelycomputethegradientfromthe
unfoldedcomputationalgraph.However,unfoldedRNNsshareitsweightparametersacrosstime-
steps.So,thisprocessiscalledbackpropagationthroughtime(BPTT)(Sutskever,2013).Whilein
theprocessofbackpropagatingerroracrossmanytime-steps,theweightmatrixhastobemultiplied
withthegradientsignal.Thiscausesthevanishingissuewhenagradientbecomestoosmalland
explodinggradientissuewhenagradientbecomestoolarge(Bengio,Simard,&Frasconi,1994).As
resultsRNNfoundtobeinefficientinlearningthelong-rangecontextinsequencedatamodeling.
To overcome from these issues, authors recommended regularization to automatically set the
appropriatevalueateachtimestep(Pascanu,Mikolov,&Bengio,2013).Theyalsorecommended
gradientclippingandasoftconstraintforexplodingandvanishingissue.Further,Realtimerecurrent
learning(RTRL)approachisintroduced(Williams,&Zipser,1989)thatestimatestheerrorderivative
ateachtimesteptodoasingleupdateinforwarddirection.However,thisRTRLwasnotfamiliar
duetothereasonRTRLproducesmorecomputationalcostincomparisontoBPTT.Truncatedback
propagationthroughtime(TBPTT)isanamendmentofbackpropagationthroughtime(BPTT)that
offersflexibilityinremovalofexplodinggradientissueincontinuouslyrunningnetworks(Williams,
&Peng,1990).TBTTrequiredsettingthenumberoftimestepsinwhichtheerrorcanbepropagated.
AsfurthertheresearchonRNNinhandlingvanishingandexplodinggradientissue,(Hochreiter,&
Schmidhuber,1997)introducedlongshort-termmemory(LSTM)thatfollowedentirelyanewkind
ofarchitecturetoenhancethestoringcapacityofvaluesforlongtime-steps.LSTMcontainsamemory
blockandadaptivemultiplicativegatingunitssuchasinput,forgetandoutputgatetocontrolamemory

Figure 1. Unfolded over time steps t t= =0 1,  and RNN



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

71

cell(Gers,Schmidhuber,&Cummins,1999;Gers,Schraudolph,&Schmidhuber,2002).Generally,
theforwardpassofLSTMisformulatedasfollows:

x hl mc hl mc
t t t t t
, , ,− − →1 1



in g w x w hl w ml b
t xin g t hlin g t mcin g t in g

_ ( )
_ _ _ _

= + + +− −σ
1 1



fr g w x w hl w ml b
t xfr g t hlfr g t mcfr g t fr g

_ ( )
_ _ _ _

= + + +− −σ
1 1



mc fr g mc in g w x w hl b
t t t t xmc t hlmc t mc
= + + +− −_ _ tanh( )� �

1 1


op w x w hl w mc b
t xop t hlop t mcop t op
= + + +−σ( )

1


hl op mc
t t t
= � tanh( ) 

where in g_ , fr g_ ,op areinput,forgetandoutputgatingfunctionsrespectively,mc denotes
memorycell,hl outputofhiddenlayer.

AsFigure2showsthatamemorycellcontainscomplexsetofoperationswithasinglememory
cell,3adaptivemultiplicativeunitsandaself-connectionwithafixedweight1.0.Toalleviatethe
numberofunits,manyvariantsofLSTMisintroduced.CWRNNandGRUismostprominentone.

Gatedrecurrentunit(GRU)isavariantofLSTMnetwork(Cho,VanMerriënboer,Gulcehre,
C.,Bahdanau,D.,Bougares,F.,Schwenk,H.,&Bengio,Y.2014).Generally,theforwardpassof
GRUisformulatedasfollows:

x hl hl
t t t
, − →1 

i f w x w hl b
t xi f t hli f t i f

_ ( )
_ _ _

= + +−σ
1

(Updategate)

f w x w hl b
t xf t hlf t f
= + +−σ( )

1
(Forgetorresetgate)

ml w x w fr hl b
t xml t hlml t ml
= + +−tanh( ( ) )�

1
(Currentmemory)

hl f hl f ml
t t
= + −−� �

1
1( ) (Updatedmemory)

Figure 2. Schema of RNN unit (left) and LSTM memory block (right) as adopted from (Elman, 1990; Hochreiter, & Schmidhuber, 
1997; Gers, Schmidhuber, & Cummins, 1999; Gers, Schraudolph, & Schmidhuber, 2002)
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TheGRUcomprisesofgates(updateandforget)whichisdissimilartoLSTMmemorycellgate
list(input,outputandforget)thatarecollaborativelybalancetheinflowasfarasdatawithintheunit.
Figure3showsthearchitectureofgatedrecurrentunit.

Clockwork Recurrent Neural Network (CwRNN)
ClockworkRNN(CWRNN)isavarianttostandardRNNarchitecture(Koutnik,Greff,Gomez,&
Schmidhuber,2014)inwhichthehiddenlayersubdividedintoparallelM modules.EachsuchM 
modulerunsatvariousclockratesT

m
andweightmatricesinmodulesaregetupdatedbasedonthe

conditiont T
m

mod = 0 acrosstimestepst otherwisethepreviousstatesareretained.Inaddition,
hiddenlayerwithmanytimestepsofCWRNNnetworkfacilitatetolearnboththeshorttermand
longtermdependenciesofthetemporalpatternsinsequencedata.Themodulesareconnectedfrom
hiddentocontextlayerinanincreasingorderedfashion(T T

n m
≥ )(Figure4).Theformulaeandthe

networkrepresentationisgivenbelow:

hl w x w hl b
t xhl t hlhl t hl
= + +−σ( )

1


op w hl b
t ophl t op
= +−σ( . )

1


Figure 3. Architecture of Gated recurrent unit as adopted from Cho, Van Merriënboer, Gulcehre, Bahdanau, Bougares, Schwenk, 
& Bengio (2014)

Figure 4. Schematic view of CWRNN, similar to SRNNs with X
t

 as input layer h
t

 as hidden layer and o
t

 as output layer
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w w
xhl hlhl
, aregetupdatedbasedonthe t T

m
mod = 0 ateachtimestep t .

Identity-Recurrent Neural Network (IRNN)
(Le,Jaitly,&Hinton,2015)proposedanewRNN,namedasidentity-recurrentneuralnetwork(IRNN)
withminorchangestoRNNthathassignificantlyperformedwellincapturinglong-rangetemporal
dependencies.Theminor changes are related to initialization tricks; to initialize the appropriate
RNNs weight matrix using an identity matrix or its scaled version and use ReLU as non-linear
activationfunction.Moreover, thismethodperformance iscloser toLSTMin4 important tasks;
two toyproblems, languagemodelingandspeech recognition. Inoneof the toyproblem, IRNN
outperformedtheLSTMnetworks.

IRNNuseReLU activationfunctionandidentitymatrixisinitializedtohiddenlayerweight
matrixw

hlhl
andthetermsofbiasaresettozero.ByfollowingthedescribedsectionofRNN,the

objectivefunctionop( )θ withasingletrainingset( , )x y isdefinedas:

op S op y
tt

=∑ ( , ( ))θ 

whereθ denotestheweightsandbiasesparametersinthecaseofmulti-classclassification:

S op y
t tjj tj
=−∑ log( ) 

Accordingto(Werbos,1990),backpropogationthroughtimetrainingalgorithm(BPTT)follows
thegradientcomputationasgivenbelow:
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EachJacobian:

∂

∂
+hl
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t

t

1 

isobtainedbymultiplyingthehiddenlayerrecurrentweightmatrixanddiagonalmatrixwithanon-
linearityactivationfunctionReLU .Whenx

t
=0 (infersnoinput),eachJacobian:
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producesL2 normas1.Itinfersthatthegradientoferrorsexponentiallyslowatdecayingorgrowing
overtime-steps.

TounderstandIRNNnetworkdesign,let’sdefinetherecurrentrelationwithtwohiddenunits.
InIRNN,theseunitsarecomposedofReLU ,inputsandbiasesarezeroandhiddenlayerweigh
matrixw

hlhl
ispositivedefinite:

hl D hl
t t

~ ~

= −1 

Ifhl
t− >1 0
~



hl
t

~

=0Otherwise

whereD Q W Q
hlhl

= −1 isadiagonalmatrixthatcomposedofeigenvectorsofW
hlhl

andhl D hl
t t

~

= −1 .

eXPeRIMeNTS

GPUenabledTensorflowisutilized torunallexperiments(Abadi,Barham,Chen,Chen,Davis,
Dean,...Kudlur,2016,November).Backpropagationthroughtime(BPTT)approachisusedtotrain
allthedeeplearningalgorithms.

Description of Data Sets for Network Intrusion Detection System
Duetoprivacyissues,theopenlyavailabledatasetforN-IDSisveryless.Thoughafewdatasets
exists;KDDCup-99,modifiedKDDCup-99i.e.NSL-KDDandrecentlyintroduceddatasetnamely,
UNSW-NB15,eachdatasetsuffersfromamajorissueasnotrealrepresentativeofrealnetworktraffic.
Inthefollowing,weoutlinethedetailsregardingthemethodsemployedtocollectTCP/IPpackets.

AsthefirsttimewiththesponsorshipfromDefenseAdvancedResearchProjectsAgency(DARPA
ITO)andAirForceResearchLaboratory,theDARPAIDAssessmentGroup(currentlytheCyber
SystemsandTechnologyGroup)hascollectednetworktrafficdataof1000’sUNIXmachinesinraw
tcpdumpformatfor9weeks.ThedatawasdistributedinKDDCup-98challenge.Theattackswere
ingestedtoUNIXmachinesfromoutsideperimeterofitsareausingSunOS,WindowsNT,UNIX,
Linux,andSolarisenvironments.Later,toenhancethedetectionrate,thesamerawtcpdumpdata
werepreprocessedandconvertedtoasetofconnectionrecordswithfeaturesandacorresponding
class labelusing theMiningAudit information forautomatedmodels for ID (MADMAID)data
miningfeatureconstructionframework.ThedetailedevaluationofKDDCup-98andKDDCup-99
werepublishedin(Lippmann,Haines,Fried,Korba,&Das,2000;Lippmann,Fried,Graf,Haines,
Kendall,McClung,...Zissman,2000).TheKDDCup-99datasethasmadeavailable,itsdataset
intwoforms(1)fulldataset(2)10%offulldataset.Thecomprehensivedescriptionof10%of
KDDCup-99isdisplayedinTable1.

ThepublishedresultsofKDDCup-99challengeandotherpublishedresultsafterthechallenge
achievedthehigherdetectionratefortheattackcategoriesDoSandProbeandperformanceofR2L
andU2Rattackscategoriesisveryless,particularlynotacceptable.Thebackgroundreasonforbehind
thiswasevaluatedby(Al-Subaie,&Zulkernine,2007)andmadeastatementthatachievingthehigher
detectionrateisnotpossible.Onewaytoimprovemaybetoaddafewmoreconnectionrecordsof
R2LandU2RtotheexistingKDDCup-99dataset.Thoughwithamixeddataset,authorsdidn’t
showtheperformanceofattackcategoriesofR2LandU2R.Anotherstudy(Sabhnani,&Serpen,
2003)reported,theconnectionrecordsof‘snmpgetattack’weresimilarinboththeNormalandR2L
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classes.Subsequentlythemachinelearningclassifiersperformanceisnoteffectiveinclassifyingthe
connectionrecordsof‘snmpgetattack’existinNormalandR2Lclasses.

IninitialtimetheperformanceofthetraditionalIDSwasnotshownfortheKDDCup-99data
set.Toovercome,(Bouzida,&Cuppens,2006)usedSnortIDSwiththeKDDCup-98tracesasinput.
Snortsystemperformancewasgoodfortheconnectionrecordsbelongtolowfrequencyattacks;R2L
andU2Rincomparisontothehighfrequencyattack;DoSandProbe.Thisisduetothefactthat
theSnortusedthefixedsignaturesasanapproach.Still,withtheharshcriticisms,theKDDCup-99
datasetwasusedinmanyresearchstudiestoevaluatetheeffectivenessofvariousmachinelearning
classifiersinthelastyears(Brugger,&Chow,2007).

NSL-KDDisafilteredversionofKDDCup-99(Tavallaee,Bagheri,Lu,&Ghorbani,2009).
Theappliedfiltersare(1),duplicateconnectionrecordswereremovedandasaresultitprotectsthe
classifierfrombeingbiasedtowardsthefrequentconnectionrecords.(2)TestConnectionrecords
existinginindexnumber136,489and136,497wereremovedentirely.(3)Theconnectionrecordsfor
NSL-KDDwerechosenrandomlywithmaintainingthedegreeofdifficultyinverselyproportionalto
KDDCup-99.(4)Theexistingnumberofconnectionvectorsintrainandtestdatasetisreasonable
complementtoeachclassdifficultylevels.(5)TherecordsofNSL-KDDarebalancedinboththe
trainandtestdata.NSL-KDDperformanceisacceptableformisuseoranomalydetection.Even,
NSL-KDDlackbehindinrepresentingthecharacteristicsofrealworldnetworktraffic.Theother
issuesare(1)Insteadoftimetolivevalueas126or253theNSL-KDDattackpacketshave127or
254(McHugh,J.2000).Theprobabilitydistributionofattackvectorsbetweentrainandtestdata
arenotunique(Mahoney,M.V.,&Chan,P.K.2003,September).Asaresult,themachinelearning
classifiersarebiasedorskewedtowardsthemorefrequentconnectionrecords.TheNSL-KDDisnot
acompleterepresentativeofpresent-timeconnectionvectorsofnormalandattacks.

ToovercomethereportedissuesofKDDCup-99andNSL-KDD,theAustralianCentreforCyber
SecuritygroupintroducedUNSW-NB15(Moustafa,&Slay,2016).Mainlythedatasetincludesthe
recentdatapatternsofnetworktraffic.ThedatasetconsistofNormalandmaliciousconnection
featuresasrelatedtointrusions,applications,protocols,orlowerlevelnetworkentitiesincluding
thevariousprofilesase-commerce,military,academia,socialmedia,andbanks.Thedatapackets
ofnormalandattackweregeneratedusingtheIXIAPerfectStormtool.CommonVulnerabilities
andExposures(CVE)housesthepresent-dayattacksandIXIAtoolcontinuouslylooksatCVEfor
knowing the latestmaliciousactivities.The testbedconfigurationcontains2servers fornormal
activitiesandoneserverformaliciousactivities.Usingthetcpdumptoolthetraceswerecollected
nearlyaround100GBsonJan.22forthedurationof16hoursandFeb17,2015forthedurationof
15hours.After,thecollectedPcapsaretransformedto1,000MBfilebyloadingintcpdumptool.
ArgusandBroIDSareusedtoextractfeaturesfromeach1,000MBpacap’sfileandinadditionto

Table 1. Description of KDDCup-99 and NSL-KDD challenge data set

Attack Category

Data Instances – 10% Data

KDDCup-99 NSL-KDD

Train Test Train Test

Normal 97,278 60,593 67,343 9,710

DoS 3,91,458 2,29,853 45,927 7,458

Probe 4,107 4,166 11,656 2,422

R2L 1,126 16,189 995 2,887

U2R 52 228 52 67

Total 4,94,021 3,11,029 1,25,973 22,544
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extractthehigher-levelfeatures,thecontentsofpacketsareanalyzedusingthe12algorithms.These
aredevelopedbythemusingC#programming.Thedatasetisopenlyavailableintwoforms(1)full
dataset(2)asmallsubsetoffulldataset.Asmallsubsetofdatasethas175,341connectionrecords
fortrainand82,332connectionrecordsfortest.ThecomprehensivedescriptionofUNSW-NB15is
displayedinTable2.

Hyperparameter Selection in IRNN and LSTM Networks
Thedeepnetworkssuchas,RNN,IRNN,CWRNN,LSTMandGRUareparameterizedfunctions,
findingthebestparameterisanimportanttask.Thisisprimarilybecausetheattackdetectionrate
implicitlydependsontheoptimalnetworkparameters.Atbeginning,theexperimentsaredoneon
basic IRNNnetwork.Thiscomposedof3 layerssuchas input layer,hidden layerandanoutput
layer.Aninputlayercontains41neurons,andhiddenlayercontainsmemoryblocksintherange
[4-64]containingonememorycelleach.Theconnectionbetweentheunitsininputlayerandthe
memoryblocksinthehiddenlayerarefullyconnected.Theoutputlayercontainsthefiveneuronsin
categorizingtheattackstocorrespondingcategoriesortwoneuronsincategorizingtheconnection
recordaseithernormaloranattack.

Themodelsaretrainedon10%ofKDDCup-99trainingdatasetandtheperformanceofthemis
evaluatedonthe10%correctedtestdataset.Tomonitorthetrainaccuracy,30%of10%KDDCup-99
training data set is used. The feature values in the connection records are normalized. Various
configurations of experiments are done for network parameters such as learning-rate within the
limit0.01-0.5,numberofunits/memoryblocksintherange[4-64]andnetworkstructure(hidden
recurrent layers in the range [1-4]).Theperformanceofeachnetwork is identifiedbyusing the

Table 2. Description of partition from UNSW-NB15

Attack Category Description
Data Instances – A Partition From 

UNSW-NB15

Train Test

Normal Connectionrecordswithoutmaliciousactivities 56,000 37,000

Fuzzers Intruderputsnetworkresourcesdownbyfeeding
datarandomlytothemcontinuously 18,184 6,062

Analysis Portscan,htmlfilepenetrationsandspamattacks
belongstotheanalysisattackscategory 2,000 677

Backdoors Intrudergetsaccesstoaspecificcomputerby
evadingthebaselinesecurity 1,746 583

DoS
Dosisanattackconductedtoputnetworkresources
downandasaresultevenalegalusernotableto
accessnetworkresources

12,264 4,089

Exploits Thesecurityholeofasoftwareisunderstoodby
intruderandmakeanattempttoexploitvulnerability 33,393 11,132

Generic Genericisanattackonablockcipher 40,000 18,871

Reconnaissance Anattackerworkcloselytothetargetedsystemto
capturetheinformationrelatedtovulnerability 10,491 3,496

Shellcode Asmallpieceofcodeusedinexploitationof
softwarevulnerability 1,133 378

Worms Withreplicatingthemselves,wormsaredistributed
throughcomputernetwork 130 44

Total 175,341 82,332
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confusionmatrix.Allexperimentswererunfor300epochswithbatchsize32,ADAMoptimizerand
categoricalcrossentropyaslossfunction.Twochallengesoftestsarerunfortheparametersrelated
tothenumberofunitsinIRNNwithonehiddenrecurrentlayerintherange[4-64].Experimentswith
64unitsperformedwellincomparisontotheotherunits.Moreover,theexperimentswithlessnumber
ofunitshavecompletelylearnedthehighfrequencyattacks.Buttheyarecompletelyineffectivein
detectingthelowfrequencyattacks.Basedonthedetectionrateoflowfrequencyattacks,64unitsare
setfortheremainingpartsoftheexperiments.Theperformanceofexperimentsassociatedwithlower
learning-rateisgoodinidentifyingtheconnectionrecordasnormaloranattackandcategorizing
totheircorrespondingcategories.Mostimportantly,theexperimentswithlearning-rate0.05have
performed well in comparison to the other learning-rates. Experiments with lower learning-rate
i.e.lessthan0.05hasrequiredmorethan5,000epochstoattainconsiderableperformanceforlow
frequencyattacks.Byreviewingthetrainingtimeandthedetectionrate,thelearning-rateissetto0.05
fortherestofthetest.Moreover,thetestwithlearning-rate0.05hasrequiredatleast1000epochsto
assimilatetheambushpatternsasfaraslowprevalenceattacks.ThebestperformedIRNNnetwork
detectionrateofeachattackisshowninFigure5.

Network Topologies
Thefollowingnetworkarchitecturesareusedtochoosethebestnetworkstructurefortrainingan
IDSmodelwithKDDCup-99:

1. RNN/IRNN/LSTM/CWRNN/GRU1layer
2. RNN/IRNN/LSTM/CWRNN/GRU2layer
3. RNN/IRNN/LSTM/CWRNN/GRU3layer
4. RNN/IRNN/LSTM/CWRNN/GRU4layer

Eachnetworkconfigurationissubjectedtotwotrailsofexperiments,for400epochs.Eachof
thenetworkconfigurationscontains64memoryblocks.Mostofthenetworktopologiesgavehigher
detectionrateforthehighfrequencyattackssuchasDoSandProbe,butperformedunderwhelmingly
forlowfrequencyattacks,wherethedetectionrateswerelow.Thisevidencethatthe400epochsis
notadequatetoacquiretheattackpatternsasfaraslowprevalenceattacks.Next,theexperiments

Figure 5. Performance as far as IRNN network for learning-rate between 0.01-0.5
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associatedwitheachofthenetworktopologiesareruntill1,000epochs.Inallconfigurationsof
experiments,IRNNandLSTMexecutedwellinrelativetotheothernetworks.Thebestperformed
IRNNnetworkstructureperformanceofeachattacksisshowninFigure5.TheIRNNnetworkhas
achievedhighestdetectionrateforthenormalandDoSforepochsintherange[50-150].Afterthat,
itfollowedfluctuationsindetectionratetill1,000epochs.Thisisprimarilyduetooverfitting.It
specificallysignifiesthatthenetworkhasinitiatedtokeeprecordsorbegantorememberconnection
recordsfromthetraindata,whichresultsinlowergeneralizationperformanceoveranygiventask.
TheProbeattackhasseenhigherdetectionrateatepochinrange[150-300]andafteritseensudden
decreaseindetectionrateandatlastitachievedhighestdetectionratetoo.Thedetectionrateoflow
frequencyattackhasfollowedimprovementindetectionratefor1,000epochs.Thisinfersthateach
attackhasrequireddifferentnumberofiterationstolearnitsbehaviors.

Innextconfigurationofexperiments,threesetsoftrialsareperformedforallnetworkarchitectures
todetectaspecificinterdependencerecordasnormalorattack.IRNNhascompletelylearnedthe
patternstodifferentiatebetweentheinterdependencerecordsaseithernormalorattackepochsinrange
[500-600],seeFigure6.Moreimportantly,complexIRNNnetworkhastooknumerousnumberof
iterationstoattainacceptabledetectionrate.Andfinally,theyareabletoattainhighestdetectionrate.

experiments with Minimal Feature Sets
Threetrialsofexperimentswereperformedon4layerRNN/IRNN/LSTM/GRU/networkforeach
oftheminimalfeaturesetsthatareproposedby(Staudemeyer,&Omlin,2014).Thetraindataset
israndomlydividedintotwosetssuchas70%fortrainingand30%forvalidation.Thevalidation
accuracyofnetworktopologiesofthreetypesasfarasminimalattributesetsisshowninFigure
7.Thevalidationaccuracyofallnetworktopologieswith11attributesetisgoodcomparedtothe
otherattributesets.Thisisprimarilyduetooverfittinginthedeepnetworks.Theperformanceof
allnetworktopologieswith11andeightminimalattributesetsisgoodinrelationtothe4minimal
attributeset.Moreover,thenetworktopologywith11attributesetisperformedwellincomparison
tothe8attributeset.ThedetailedstatisticsisdisplayedinTable3.AsTable3showsthattheIRNN
networkoutperformedLSTMinallthreetypesofminimalattributessets.

Figure 6. Performance as far as IRNN network with 4 layer over epochs between 0-1000
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Figure 7. Performance of IRNN networks for minimal feature sets KDDCup-99 and NSL-KDD

Table 3. Summary of test results for minimal attribute sets of KDDCup-99 and NSL-KDD

KDDCup-99

Algorithm
NORMAL DoS Probe U2R R2L

ACC
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR

LSTM11 0.999 0.058 0.941 0.002 0.948 0.019 0.414 0.0 0.258 0.001 0.933

RNN11 0.999 0.076 0.941 0.003 0.927 0.01 0.129 0.0002 0.107 0.0001 0.928

GRU11 0.999 0.058 0.941 0.003 0.939 0.02 0.5 0.0 0.215 0.0 0.932

IRNN11 0.994 0.073 0.959 0.014 0.754 0.002 0.0 0.0 0.0 0.0 0.936

LSTM8 0.998 0.082 0.939 0.038 0.782 0.002 0.0 0.0 0.014 0.001 0.922

RNN8 0.994 0.093 0.938 0.015 0.733 0.002 0.0 0.0 0.0 0.0 0.92

GRU8 0.998 0.092 0.938 0.01 0.762 0.002 0.0 0.0 0.001 0.0 0.921

IRNN8 1.0 0.081 0.938 0.059 0.642 0.001 0.0 0.0 0.0 0.0 0.924

LSTM4 0.982 0.093 0.938 0.015 0.769 0.003 0.0 0.0 0.0 0.0 0.918

RNN4 0.983 0.097 0.934 0.018 0.744 0.002 0.0 0.0 0.041 0.0 0.916

GRU4 0.984 0.093 0.938 0.015 0.772 0.003 0.0 0.0 0.001 0.0 0.919

IRNN4 0.996 0.081 0.939 0.051 0.721 0.001 0.0 0.0 0.006 0.0 0.921

NSL-KDD

LSTM11 0.997 0.124 0.747 0.018 0.898 0.093 0.45 0.001 0.429 0.002 0.832

RNN11 0.996 0.111 0.809 0.022 0.879 0.088 0.493 0.001 0.344 0.002 0.840

GRU11 0.996 0.093 0.781 0.024 0.848 0.076 0.448 0.001 0.53 0.015 0.849

IRNN11 0.992 0.299 0.738 0.034 0.625 0.058 0.0 0.0 0.047 0.005 0.750

IRNN8 0.999 0.199 0.805 0.08 0.586 0.063 0.0 0.0 0.089 0.001 0.777

IRNN4 0.999 0.112 0.757 0.190 0.755 0.047 0.0 0.0 0.001 0.0 0.768



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

80

eVALUATIoN ReSULTS

Two experimental scenarios were executed for each network on KDDCup-99, NSL-KDD and
UNSW-NB15.ThedetailedresultofbestexecutednetworkisdescribedinTable4.IRNNperformed
bettercomparedtoLSTMandothernetworktopologies.Additionally,IRNNhasattainedhighest
AUC of 0.999, as shown in Figure 8. For NSL-KDD, LSTM attained highest AUC of 0.999,
asshowninFigure9.TheperformanceofallnetworktopologiesisgoodforKDDCup-99and
NSL-KDDincomparisontotheUNSW-NB15.Thisisprimarilyduetothefactthatthehyper
parameterselectionisnotfollowedfortheUNSW-NB15.Eachtopologyismadetoundergothree
experimentaltrialsforidentifyingandcategorizinganattacktotheircorrespondingclassification.
Allchallengesoftestsarerunfor500epochs.Thebestexecutedmodelisevaluatedonthetestdata
setof10%KDDCup-99.ThedetailedanalysesoftestresultsarereportedinTable5.Additionally,
thesamenetworktopologiesareevaluatedontheNSL-KDDandUNSW-NB15dataset;results
areshowninTable6andTable7respectively.

Generally,theinputconnectionrecordsarepropagatedthroughmorethanonehiddenrecurrent
layersinIRNNtocapturethetimedependencies.Theactivationscoreineachlayerhelpstodistinguish
aninterdependencerecordasnormalorattack,andfurtherclassifiestheattacktotheparticularclass.
Theactivationvaluesofpenultimatelayerarepassedtot-SNE(Maaten,&Hinton,2008).Thisgives
usareduced2Drepresentationoftheoriginalhighdimensionalfeaturevector.Thetwo-dimensional
vectorsareshowninFigure10.TheconnectionrecordsbelongtonormalandDoSarewellseparated.
TheIRNNnetworkisalsoabletolearnthecharacteristicsofProbeattacks.Theattacksrelatedto
lowfrequencyattackssuchasU2RandR2Lhavenotcompletelyappearedinaseparatecluster.

To identify the significant features which contribute towards identifying an attack, the
backpropagationmethodologyisemployed(Simonyan,Vedaldi,&Zisserman,2013).TheTaylor
expansionisappliedonthefeaturevectorspenultimatelayertoestimatethefirstorderpartialderivative
ofthem.Thisgivesthesilentfeatureswhicharemostsignificanttowardsidentifyinganattack.As
shown inFigure11, theconnection record isbelonging to theProbe.But the featuresalsohave
similarcharacteristicsoftheDoSattack.TherearefewfeaturesofR2Lcontainssamecharacteristics
offeaturesofProbe.TheconfusionmatrixofIRNNandLSTMforKDDCup-99datasetisshown
inFigure12andFigure13respectively.Likewise,confusionmatrixofIRNNandLSTMforNSL-
KDDisshowninFigure14andFigure15respectively.TheconnectionrecordsbelongtoU2Rare
completelymisclassifiedinbothKDDCup-99andNSL-KDD.

CoNCLUSIoN AND FUTURe woRKS

ThispaperexaminestheeffectivenessasfarastheIRNNandotherRNNvariantsforID.Thedetection
ratesattainedforKDDCup-99intrusiondatasetfromIRNNmechanismsarecloselycomparableto
otherRNNvariants.Therationalebehindthenetworkstructureanditsparametersarestudiedindetail
withthevariousexperimentsofIRNNandRNNvariantsarchitectures.Experimentsareevaluated
withfulldatasetandminimalfeaturesetstounderstandtheimportanceofeachfeatures.IRNNand
RNNvariantsareshowneffectiveperformancefor‘DoS’and‘Probe’attacksduetothefactthat
theyformedauniquetimeseriesofnetworkevents.However,theperformanceinclassifyinglow
frequencyattacksisgoodinrelationtotheKDDCup-99challengetriumphantentries.Thismightbe
improvedbypromotingtrainingorstackingafewmorelayertotheexistingarchitecturesoradding
newfeaturestotheexistingdata.Inmostofthecases,thelowfrequencyattackcategoriesproducea
singleconnectionrecord.Theselowfrequencyattacksextractionappearstobehard,wheninformation
ofthemconcealedinotherconnectionrecords.OveralltheRNNanditsvariantshaveenhancedthe
performanceindetectionratesinrelationtotheKDDCup-99challengetriumphantentriesandother
previouslypublishedresults.Inaddition,thecomprehensiveperformancesofIRNNmechanismsare
evaluatedforNSL-KDDandUNSWNB-15N-IDSdatasets.
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Table 4. Detailed results of KDDCup-99, NSL-KDD and UNSW-NB15

Algorithm Accuracy Precision Recall F-Score

MLP1 0.924 0.996 0.908 0.950

MLP2 0.934 0.995 0.922 0.958

MLP3 0.938 0.988 0.934 0.960

MLP4 0.939 1.0 0.924 0.960

IRNNl 0.933 1.0 0.917 0.957

IRNN2 0.949 1.0 0.937 0.968

IRNN3 0.981 1.0 0.977 0.98

IRNN4 0.999 1.0 0.999 0.99

LSTM1 0.924 0.996 0.909 0.950

LSTM2 0.929 0.999 0.913 0.954

LSTM3 0.938 0.999 0.923 0.960

LSTM4 0.983 1.00 0.979 0.989

RNN4 0.942 1.0 0.928 0.962

GRU4 0.997 1.0 0.997 0.998

NSL-KDD

MLP1 0.799 0.717 0.879 0.790

MLP2 0.811 0.701 0.879 0.817

MLP3 0.861 0.766 0.977 0.859

MLP4 0.861 0.766 0.977 0.859

IRNNl 0.946 0.891 0.995 0.940

IRNN2 0.951 0.901 0.996 0.946

IRNN3 0.968 0.931 1.0 0.964

IRNN4 0.989 0.976 1.0 0.988

LSTM1 0.926 0.859 0.992 0.921

LSTM2 0.896 0.814 0.984 0.891

LSTM3 0.914 0.838 0.992 0.909

LSTM4 0.973 0.944 0.996 0.969

RNN4 0.978 0.958 0.992 0.975

GRU4 0.989 0.974 1.0 0.987

UNSW-NB15

MLP1 0.661 0.619 0.999 0.765

MLP2 0.687 0.676 0.829 0.745

MLP3 0.690 0.649 0.951 0.771

MLP4 0.694 0.647 0.977 0.778

IRNN1 0.873 0.863 0.966 0.912

IRNN2 0.894 0.878 0.980 0.926
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Table 4. Continued

Algorithm Accuracy Precision Recall F-Score

IRNN3 0.895 0.882 0.976 0.926

IRNN4 0.899 0.889 0.973 0.929

LSTM1 0.747 0.945 0.667 0.782

LSTM2 0.753 0.782 0.766 0.774

LSTM3 0.798 0.927 0.764 0.838

LSTM4 0.845 0.897 0.872 0.884

RNN4 0.883 0.876 0.965 0.918

GRU4 0.897 0.886 0.973 0.928

Figure 8. ROC curve of classical and deep networks for KDDCup-99

Figure 9. ROC curve of classical and deep networks for NSL-KDD
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The attacks to computers and its networks are dynamically evolving in contemporarydays.
DARPAIDSevaluationisremainedasabaselineworkinmostoftheIDSforthepastseveralyears.
However,inrecentdaysthisisconsideredasoutdatedduetothefactthattheattacksarecommonand
inherentissuesinconnectionrecords.ThoughNSL-KDDintroduced,itappearedasnotrepresentative
ofrealnetworktraffic.UNSW-NB15introducedrecentlywithcontainingthecharacteristicsofmodern
dayattacks,weshortfallbehindinevaluatingthedetailedexamineofthem.Thiswillbeconsidered
asoneoffuturedirection.

Table 5. Summary as far as test results KDDCup-99 in multi-categorize setting

Algorithm
NORMAL DoS Probe U2R R2L

ACC
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR

LSTM1 0.996 0.082 0.939 0.005 0.819 0.01 0.0 0.0 0.008 0.0 0.923

LSTM2 0.997 0.08 0.94 0.005 0.82 0.009 0.0 0.0 0.067 0.0 0.925

LSTM3 0.999 0.056 0.939 0.003 0.932 0.019 0.326 0.0001 0.33 0.001 0.934

LSTM4 0.998 0.073 0.941 0.003 0.842 0.001 0.0 0.0 0.466 0.002 0.937

IRNN1 0.986 0.078 0.940 0.050 0.616 0.001 0.0 0.0 0.132 0.001 0.922

IRNN2 0.986 0.076 0.939 0.022 0.709 0.002 0.0 0.0 0.332 0.003 0.928

IRNN3 0.979 0.071 0.959 0.023 0.708 0.003 0.0 0.0 0.6 0.001 0.933

IRNN4 0.999 0.072 0.94 0.001 0.862 0.001 0.171 0.0 0.499 0.003 0.938

RNN4 0.998 0.073 0.941 0.005 0.867 0.009 0.029 0.0004 0.186 0.001 0.93

CWRNN4 0.998 0.077 0.940 0.004 0.831 0.001 0.0 0.0 0.395 0.002 0.935

GRU4 0.998 0.076 0.94 0.003 0.84 0.001 0.0 0.0 0.401 0.002 0.935

MLP7 0.997 0.078 0.941 0.005 0.819 0.009 0.0 0.0 0.111 0.0004 0.927

Table 6. Summary as far as test results for NSL-KDD in multi categorize setting

Algorithm
NORMAL DoS Probe U2R R2L

ACC
TPR FPR TPR FPR TPR FPR TPR FPR TPR FPR

LSTM1 0.985 0.124 0.782 0.007 0.968 0.121 0.403 0.0009 0.164 0.002 0.814

LSTM2 0.986 0.126 0.782 0.007 0.978 0.095 0.493 0.026 0.134 0.001 0.812

LSTM3 0.991 0.048 0.800 0.016 0.919 0.099 0.388 0.006 0.394 0.025 0.845

LSTM4 0.994 0.053 0.841 0.012 0.934 0.071 0.299 0.0003 0.680 0.001 0.896

IRNN1 0.995 0.084 0.828 0.073 0.839 0.113 0.0 0.0 0.002 0.004 0.799

IRNN2 0.974 0.232 0.774 0.015 0.854 0.091 0.0 0.0 0.023 .001 0.776

IRNN3 0.976 0.149 0.777 0.059 0.816 0.065 0.0 0.0 0.343 0.007 0.812

IRNN4 0.976 0.149 0.777 0.059 0.816 0.065 0.0 0.0 0.343 0.007 0.783

RNN4 0.985 0.113 0.780 0.014 0.939 0.104 0.433 0.001 0.33 0.002 0.83

CWRNN4 0.980 0.075 0.773 0.009 0.967 0.114 0.448 0.002 0.325 0.022 0.828

GRU4 0.99 0.101 0.839 0.005 0.988 0.09 0.388 0.002 0.305 0.001 0.855

MLP4 0.982 0.091 0.777 0.014 0.922 0.111 0.0 0.0 0.261 0.026 0.816
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Table 7. Summary as far as test results for UNSW-NB15 in multi categorize setting

Figure 10. t-SNE visualization of penultimate layer activation values

Figure 11. Saliency map for Probe attack
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Figure 12. KDDCup ‘99’ confusion matrix for the best performed IRNN network

Figure 13. KDDCup ‘99’ confusion matrix for the best performed LSTM network

Figure 14. NSL-KDD confusion matrix for the best performed IRNN network
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AndinsteadofopenlyaccessibledatasetssuchasKDDCup-99,NSL-KDDandUNSW-NB15,
it isbetter to evaluate theperformanceon the real timegenerated intrusion information.While,
transformingtherealtimetcpdumpdatatoconnectionrecords,thereisapossibilityinenriching
thembyappendingthesecondarybehaviorsfromvariouslogs,firewalls,alarmsofeachsystem,
syslogservers,routers,andswitches.Eachconnectionrecordswillbemanuallylabeledbydomain
expertsandthisprocessmaybeextremelytimeconsuming.Evenoncethelabeleddatasetwillbe
available,thebehaviorsoftrafficoutdatedandthemachinelearningmodelperformindetectingthe
maliciousactivitiesinconsistently.Wemakeconcretestatementsuchthatthedeeplearningwillbe
apromisingdirectionindetectingnovelintrusionswiththepresent-daynetworktrafficconnection
records.Tosubstantiatethis, inseconddirectionofourfutureworkswewillcreatesuchlabeled
connectionrecordsandeffectivenessofdeeplearningfamilymechanismswillbeevaluatedonthe
sameconnectionrecords.
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Figure 15. NSL-KDD confusion matrix for the best performed LSTM network
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