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ABSTRACT

Homomorphic encryption (HE) is an encryption form that offers a third-party with the ability to 
carry out computations on encrypted data. This property can be considered as a great solution to get 
over some obstacles limiting the wide-spread adoption of cloud computing (CC) services. Since CC 
environments are threatened by insider/outsider security attacks and since CC consumers often access 
to CC services using resource-limited devices, the HE schemes need to be promoted at security level 
and at running time to work effectively. For this reason, at EMENA-TSSL’16 and at WINCOM’16, 
the authors respectively boosted the RSA and ElGamal cryptosystems at security level, Cloud-RSA 
and Cloud-ElGamal. At SCAMS’17 and at EUSPN’17, the authors then suggested two fast variants 
of the Cloud-RSA scheme. All proposed schemes support the multiplicative homomorphism (MH) 
over the integers. The aim of this article is to compare the Cloud-ElGamal scheme with the Cloud-
RSA schemes. This article first briefly presents the HE schemes and analyzes their security. This 
article then implements the schemes, compare and discuss their efficiency.
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INTRODUCTION

Cloud computing (CC) provides computing resources (e.g., storage, networks, servers, applications, 
etc.) as on-demand services through Internet (Armbrust et al., 2009; Hu et al., 2016). Lately, there 
has been a growing adoption of CC services. This is due to a number of privileges provided by 
CC providers including reducing costs, high scalability and elasticity of services, and powerful 
computations (Kiraz, 2016; Zhou, 2018). Nevertheless, the worry to see sensitive data being processed 
in clear within CC environment is still the main barrier restricting the wide-spread adoption of CC 
services (El Makkaoui et al., 2016c; Alam et al., 2017; Gao et al., 2018).
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The utilization of some techniques which can carry out computations on encrypted data appears 
to be an efficient way to address this barrier and to build trust in CC solutions (El Makkaoui et 
al., 2016c; Yan et al., 2017). In fact, scientists have stressed a promising technique, homomorphic 
encryption (HE), which offers a third-party having the capability to execute operations on encrypted 
data (i.e., can ensure the confidentiality of both storage and processing of outsourced data into CC 
environment) (Yi et al., 2014). The homomorphic property makes HE schemes useful in a number 
of privacy preserving applications e.g., electronic voting and digital healthcare (Liu and Ke, 2018).

The HE’s concept was introduced in 1978 by Rivest et al. (Rivest et al., 1978a). Since that time, 
many encryption schemes support homomorphic properties have been suggested. The HE schemes 
can be divided into two classes: somewhat and full homomorphic encryption. The schemes of the 
first class support one homomorphic property (usually additive homomorphism or multiplicative 
homomorphism) or even more but in a limited way e.g., (El Makkaoui et al., 2017a, 2017b, 2017c; El 
Makkaoui et al., 2016a, 2016b). While the full homomorphic schemes support many homomorphic 
properties simultaneously e.g., (Gentry, 2009; Van Dijk et al., 2010).

A consumer-provider model of CC employing homomorphic schemes can be represented in 
Figure 1, where:

•	 Key Generation: The CC consumer produces the pair key: a private key (pk) and an 
evaluation key (ek);

•	 Encryption: The CC consumer encrypts plaintexts using pk. He/she then sends the ciphertexts 
and the evaluation key ek to the selected CC provider;

•	 Storage: The ciphertexts and ek are stored in the CC environment;
•	 Request: The CC consumer requests the CC provider to execute operations on encrypted data;
•	 Evaluation: The processing server performs the requested operations using ek;
•	 Response: The CC provider returns to the CC consumer the processed encrypted results;
•	 Decryption: The CC consumer decrypts the results utilizing pk.

Since outsourced encrypted data under HE schemes can be stored for a long-time, usually by the 
same key, in CC environments and since the majority of CC consumers access to CC services utilizing 
resource-limited devices (e.g., smart-phone, tablet, etc.), these HE schemes need to be promoted in 
terms of security level and of running time to work effectively.

Figure 1. CC consumer-provider model employing HE schemes
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For this reason, in (El Makkaoui et al., 2017c), we boosted the RSA cryptosystem (Rivest et al., 
1978b) at security level, Cloud-RSA, to work efficiently in CC environments. The Cloud-RSA provides 
the MH over the integers and withstands more confidentiality attacks. The scheme is based on the 
generation of an RSA modulus n = pq which is the product of two distinct primes and the generation 
of two integers e and d satisfying d ≡ e − 1 (mod (p − 1)(q − 1)). The modulus (n) is the evaluation 
key and the triple (n, e, d) is the private key. The encryption scheme maintains the same form of the 
RSA encryption and decryption. The encryption and decryption process are done utilizing the private 
key. To get a fast Cloud-RSA decryption, in (El Makkaoui et al., 2017a), we proposed a variant of the 
Cloud-RSA scheme, MultiPrime Cloud-RSA. The proposed variant uses an RSA modulus n formed 
of k ≥ 2 distinct primes and employs Chinese remaindering (Katz et al., 1996) to decrypt. In order to 
get an extra decryption speed-up, in (El Makkaoui et al., 2017b), we suggested a new variant of the 
Cloud-RSA, MultiPower Cloud-RSA. The MultiPower Cloud-RSA scheme uses a modulus n = prqs 
for r ≥ 2 and s ≥ 1, and employs Hensel lifting (Yun, 1974) and Chinese remaindering to decrypt.

For similar reasons, in (El Makkaoui et al., 2016a), we boosted the ElGamal cryptosystem 
ElGamal (1985) at security level, Cloud-ElGamal, to work effectively in CC environments. The 
Cloud-ElGamal offers also the MH over the integers, it is semantically secure, and it withstands 
more confidentiality attacks.

In this work, we implement and compare the Cloud-ElGamal scheme with the Cloud-RSA 
schemes. The implementation will be carried out in a smart-phone.

We begin this article with related work. We then present the proposed HE schemes. We describe 
the algorithms of the encryption schemes and analyze their security. We then implement the schemes, 
compare and discuss their efficiency.

RELATED WORK

The HE’s concept was introduced by Rivest et al. (1978a). Since that time, many tries have been 
made to find practical HE schemes.

Rivest et al. (1978b) created the first practical encryption scheme, called RSA, which supports 
the multiplicative homomorphism (MH) over the integers. The RSA is secure under the difficulty of 
factoring large composite integers and of the eth root problem.

ElGamal (1985) proposed a new encryption scheme which is secure under the problem of discrete 
logarithm over finite fields. ElGamal’s scheme offers the MH and is semantically secure.

Paillier (1999) suggested two HE cryptosystems to support the additive homomorphism (AH) 
on the integers. Paillier’s encryption schemes achieve semantic security based on the Decisional 
Composite Residuosity.

Gentry (2009) proposed the first FHE scheme. Its security depends upon the euclidean lattices. 
The Gentry’s scheme encrypts plaintexts encoded as {0, 1} by adding randoms, whilst decryption is 
made up of getting rid of the randoms. The running time depends linearly on the number of operations 
carried out. Nevertheless, the Gentry’s homomorphic scheme is impractical for several applications 
since running time and ciphertexts size increase greatly as one increases the level of security.

van Dijk et al. (2010) suggested a new FHE scheme, known as DGHV scheme. Instead of 
Euclidean lattices, the DGHV’s operations are executed on the integers. The homomorphic scheme 
encrypts plaintexts in {0,1} and accomplishes semantic security based on the approximate greatest 
common divisor problem. Nevertheless, the DGHV’s public-key is in Õ(λ10) which is too large for 
practical applications.

Wang (2016) suggested a FHE scheme which is based upon octonion algebra over finite rings Zn. 
The HE properties are obtained via regular matrix functions. The homomorphic scheme is just secure 
within the weak ciphertext-only security model. Moreover, it is insecure against enemy who has access 
to sufficiently many linearly impartial ciphertexts with knowing session randomness and plaintexts.
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In El Makkaoui et al. (2016a), we boosted ElGamal’s encryption scheme at security level by 
suggesting a new variant of the encryption scheme, called Cloud-ElGamal. The suggested scheme 
supports the MH over the integers, is semantically secure and is resistant to confidentiality attacks.

In El Makkaoui et al. (2016b), we boosted the main Paillier’s scheme (Paillier, 1999) at security 
level to work effectively in cloud environments, we refer to as Cloud-Paillier. The Cloud-Paillier 
addresses an exception of the Paillier’s encryption scheme, we showed that one cannot eliminate 
random integers padding in the encryption process if the integers are not relatively prime to the Paillier’s 
modulus. The Cloud-Paillier supports the AH over the integers and it is resistant to confidentiality 
attacks. It accomplishes semantic security under double trapdoor assumptions: the difficulty of 
factoring large composite integers and the hard decisional composite residuosity assumption.

In (El Makkaoui et al., 2017c), we boosted the RSA cryptosystem (Rivest et al., 1978b) at security 
level, called Cloud-RSA, to work efficiently in cloud environments. The Cloud-RSA provides the MH 
over the integers and withstands more confidentiality attacks. To get a fast Cloud-RSA decryption, 
in El Makkaoui et al. (2017a), we suggested a variant of the Cloud-RSA scheme, called MultiPrime 
Cloud-RSA. The proposed variant slightly modifies the form of the Cloud-RSA modulus and employs 
Chinese remaindering (Katz et al., 1996) to decrypt. In order to get an extra decryption speed-up, in 
El Makkaoui et al. (2017b), we suggested a new variant of the Cloud-RSA, we refer to as MultiPower 
Cloud-RSA. The MultiPower Cloud-RSA scheme modifies the form of the Cloud-RSA modulus, 
employs Hensel lifting (Yun, 1974) and Chinese remaindering to decrypt.

In this paper, we focus on the Cloud-ElGamal, Cloud-RSA, MultiPower Cloud-RSA and 
MultiPower Cloud-RSA schemes. We implement and compare, in terms of encryption and decryption 
running time, the Cloud-ElGamal scheme with the Cloud-RSA schemes.

PROPOSED HE SCHEMES

In this section, we describe the proposed HE schemes, namely Cloud-RSA scheme (El Makkaoui 
et al., 2017c), fast Cloud-RSA’s variants (El Makkaoui et al., 2017a, 2017b) and Cloud-ElGamal 
scheme (El Makkaoui et al., 2016a).

Cloud-RSA Scheme
We present the constituent algorithms of the Cloud-RSA scheme. We then analyze its security level.

Algorithms
The Cloud-RSA encryption scheme is based on the generation of a modulus n formed of two distinct 
prime numbers p and q, and on the generation of two integers e and d satisfying d ≡ e− 1 (mod (p − 1)
(q − 1)). The modulus n is made public and represents the evaluation key, and the integers e and d 
are made secret and represent the private key. The Cloud-RSA key generation process is highlighted 
in Algorithm 1.

The Cloud-RSA scheme encrypts plaintexts under the private key as explained in Algorithm 2. 
Zn denotes the ring of integers modulo n and its complete residue class is {0, 1, . . ., n − 1}.

Algorithm 1. Cloud-RSA key generation
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The selected CC provider performs the MH over the ciphertexts using the evaluation key (as 
outlined in Algorithm 3).

The Cloud-RSA scheme decrypts the ciphertexts under the private key as highlighted in Algorithm 4.

Security
The security of the Cloud-RSA scheme depends upon the hardness of factoring a composite integer 
of the form n = pq and discovering the decryption exponent d when the encryption exponent e is 
also private.

The prime factors of n must be cautiously chosen to prevent the speediest factorization attacks, 
namely the Elliptic Curve Method (ECM) (Lenstra, 1987) and the Number Field Sieve (NFS) 
(Lenstra et al., 1993).

Even if an attacker succeeds in factorizing the modulus n, he/she must discover two exponents 
e and d that satisfies ed ≡ 1 (mod φ (n)) and that the decrypted data is semantically proper.

Fast Variants of Cloud-RSA
In this part, we present two fast variants of the Cloud-RSA scheme. The first variant, called MultiPrime 
Cloud-RSA (El Makkaoui et al., 2017a), uses a modulus n formed of k ≥ 2 distinct prime numbers and 
employs the Chinese remaindering to decrypt. The second fast variant, called MultiPower Cloud-RSA 
(El Makkaoui et al., 2017b), uses a modulus n = prqs for r ≥ 2 and s ≥ 1, and utilizes Hensel lifting 
and Chinese remaindering to decrypt.

MultiPrime Cloud-RSA Scheme
We present the key generation and decryption algorithms of the MultiPrime Cloud-RSA encryption 
scheme. We then analyze the security level of the scheme.

Algorithm 2. Cloud-RSA encryption

Algorithm 3. Cloud-RSA evaluation

Algorithm 4. Cloud-RSA decryption
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Algorithms
The MultiPrime Cloud-RSA scheme is based on the generation of a modulus n= p1 . . . pk for k ≥ 2, 
where the primes p1, . . ., pk are distinct. And it is based on the generation of an integer e and k integers 
di, for i = 1, . . ., k, satisfying di ≡ e− 1 (mod (pi − 1)). The modulus n is made public and represents 
the evaluation key, and the integers e and di are made private. To obtain an extra decryption speed-up, 
we pre-compute the Chinese remaindering coefficients and store it as a part of the private key. The 
MultiPrime Cloud-RSA key generation process is highlighted in Algorithm 5.

The MultiPrime Cloud-RSA scheme keeps the same form of the Cloud-RSA encryption 
algorithm (Algorithm 2).

The CC provider carries out the MH over the ciphertexts using the evaluation key (as illustrated 
in Algorithm 3).

The CC consumer decrypts the return encrypted result under the MultiPrime Cloud-RSA private 
key employing the Chinese remaindering (as highlighted in Algorithm 6).

Security
The safety of the MultiPrime Cloud-RSA scheme depends upon the trouble of both factoring 
the modulus = p1 . . . pk, for k ≥ 2 large and distinct primes, and discovering the decryption 
exponent d when the encryption exponent e is also private. The speediest factorization 
algorithm, NFS (Lenstra et al., 1993), is unable to capitalize on the structure of the modulus 
n . Nonetheless, one has to ensure that the prime factors of n do not fall in the abilities of the 
ECM algorithm (Lenstra, 1987).

Algorithm 5. MultiPrime Cloud-RSA key generation

Algorithm 6. MultiPrime Cloud-RSA decryption
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Even if an attacker succeeds in factorizing n, to reveal the decryption exponent, he/she must 
discover two exponents e and d that satisfies ed ≡ 1 (mod φ (n)) and that the decrypted data is 
semantically correct.

MultiPower Cloud-RSA Scheme
We present the key generation and decryption algorithms of the MultiPower Cloud-RSA encryption 
scheme. We then analyze its security level.

Algorithms
The MultiPower Cloud-RSA scheme is based on the generation of a modulus n = prqs for r ≥ 2 and 
s ≥ 1, where the primes p and q are distinct. It is also based on the generation of three integers e, 
dp and dq satisfying the equations: dp ≡ e −1 (mod p − 1)) and dq ≡ e− 1 (mod p − 1)). The modulus 
n is made public and represents the evaluation key. The integers e, dp, and dq are made private. To 
obtain an additional decryption speed-up, we pre-compute the Chinese remaindering coefficients 
and store it as a part of the private key. The MultiPower Cloud-RSA key generation process is 
outlined in Algorithm 7.

The MultiPower Cloud-RSA scheme keeps the same form of the Cloud-RSA and the MultiPrime 
Cloud-RSA algorithms (as pointed out in Algorithm 2).

The CC provider executes the MH over the ciphertexts using the evaluation key (as illustrated 
in Algorithm 3).

The CC consumer decrypts the return encrypted result under the MultiPower Cloud-RSA private 
key employing the Hensel lifting and the Chinese remaindering (as highlighted in Algorithm 8).

Security
The safety of the MultiPower Cloud-RSA scheme depends upon the hardness of factoring the modulus 
n = prqs for r ≥ 2 and s ≥ 1, and of the discovering the decryption exponent d when the encryption 
exponent e is also private.

The prime factors of n must be thoroughly chosen to prevent the speediest factorization attacks: 
the ECM (Lenstra, 1987) and NFS (Lenstra et al., 1993). In addition, the integers r and s should not 
be very large (Coron et al., 2016).

Even if an attacker succeeds in factorizing n, to reveal the decryption exponent, he/she must 
discover two exponents e and d that satisfies ed ≡ 1 (mod λ (n)) and that the decrypted data is 
semantically correct.

Cloud-ElGamal Scheme
Now, we present the constituent algorithms of the Cloud-ElGamal encryption scheme. We then 
analyze the security level of the scheme.

Algorithm 7. MultiPower Cloud-RSA key generation
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Algorithms
The Cloud-ElGamal scheme is based on the generation of a prime p and on the generation of a 
generator g of the multiplicative group Zp*. The prime p is made public and represents the evaluation 
key. The private key is composed of the generator g, an integer 2 ≤ a ≤ p − 2 and β ≡ g a (mod p). 
The Cloud-ElGamal key generation process is highlighted in Algorithm 9.

The Cloud-ElGamal scheme encrypts plaintexts under the private key as described in Algorithm 10.
The selected CC provider carries out the MH over the ciphertexts using the evaluation key (ek) 

(as illustrated in Algorithm 11).
The Cloud-ElGamal scheme decrypts the ciphertexts under the private key (pk) as highlighted 

in Algorithm 12.

Security
The security of the Cloud-ElGamal scheme relies upon the hardness of taking out discrete logarithms 
over finite groups. Recall that a group Zp*, p is prime, can be outfitted with more than one generator. 

Algorithm 8. MultiPower Cloud-RSA decryption

Algorithm 9. Cloud-ElGamal key generation
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Since in the proposed scheme the selected generator g of Zp* and β ≡ ga (mod p) are made private and 
the scheme is probabilistic; therefore, no polynomial-time algorithm can recover the decryption key a 
from the ciphertexts or from the prime p. Hence, the Cloud-ElGamal scheme is semantically secure.

The ElGamal scheme (ElGamal, 1985) can be broken if an adversary succeeds in recovering the 
private key from the public key. Indeed, many polynomial-time algorithms (e.g., baby-step giant-step 
(Coron et al., 2005) and Index Calculus (Adleman, 1979)) can easily recover the private key when 
utilizing weak prime numbers. So, to achieve a high security level, the prime p of the Cloud-ElGamal 
scheme should not be too weak.

SIMULATION AND PERFORMANCE EVALUATION

In this section, we implement the above HE schemes. We then compare and discuss the efficiency 
of the schemes.

Simulation Results
The proposed HE schemes, namely the Cloud-RSA, the MultiPrime Cloud-RSA, the MultiPower 
Cloud-RSA, and the Cloud-ElGamal scheme have been implemented. The performance evaluation at 
encryption and decryption running time has been measured applying Python programming language. 
The implementation has been performed in a Smart-phone [CPU 600 @ 1,9 GHz and RAM @ 2 Go].

Algorithm 10. Cloud-ElGamal encryption

Algorithm 11. Cloud-ElGamal evaluation

Algorithm 12. Cloud-ElGamal decryption
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The evaluation and the private keys of the schemes have been generated utilizing PARI/GP system 
(Batut et al. 2000). We have set three moduli n1 = pq, n2 = p1p2p3 and n3 = p1

2p2 each of 1024-bit 
lengths. n1, n2 and n3 represent the Cloud-RSA modulus, the MultiPrime Cloud-RSA modulus and 
the MultiPower Cloud-RSA modulus, respectively. The Cloud-RSA scheme and its variants share 
a common small and secure exponent e which is relatively prime to φ(n1), φ(n2) and λ(n3). We have 
also set a prime p of 1024-bit lengths. We have then generated a generator g of the multiplicative 
group Zp* over which the Cloud-ElGamal is defined.

Our implementation has offered the following tables, Table 1 and Table 2. The Cloud-RSA 
encryption time is as fast as its variants, since the schemes share a common encryption exponent. Table 
1 depicts the required time to encrypt a quantity of data (from 100 to 1000 bits) under the Cloud-RSA 
and the Cloud-ElGamal schemes. Table 2 depicts the required time to decrypt the corresponding 
encrypted data of the plain data (from 100 to 1000 bits) under the HE schemes.

Table 1. Encryption time performance

Plaintext Bit Size Cloud-RSA Cloud-ElGamal

100 bits 5.09 ms 756.99 ms

200 bits 5.75 ms 741.67 ms

300 bits 6.24 ms 765.60 ms

400 bits 7.31 ms 754.78 ms

500 bits 8.05 ms 797.58 ms

600 bits 8.87 ms 749.40 ms

700 bits 9.70 ms 794.13 ms

800 bits 10.65 ms 788.37 ms

900 bits 11.05 ms 727.19 ms

1000 bits 12.24 ms 743.06 ms

Table 2. Decryption time performance

Plaintext Bit Size Cloud-RSA MultiPrime Cloud-
RSA

MultiPower Cloud-
RSA Cloud-ElGamal

100 bits 452.09 ms 80.28 ms 63.42 ms 448.30 ms

200 bits 450.26 ms 80.52 ms 61.66 ms 451.20 ms

300 bits 455.12 ms 81.16 ms 65.17 ms 462.63 ms

400 bits 453.48 ms 79.83 ms 62.80 ms 469.70 ms

500 bits 457.81 ms 82.62 ms 64.45 ms 458.02 ms

600 bits 445.59 ms 78.40 ms 63.78 ms 446.72 ms

700 bits 459.54 ms 81.81 ms 64.76 ms 437.57 ms

800 bits 448.47 ms 79.92 ms 66.12 ms 471.86 ms

900 bits 464.40ms 83.88 ms 64.64 ms 458.13 ms

1000 bits 461.83 ms 82.34 ms 63.11 ms 443.64 ms
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Comparison and Discussion
The simulation results show that the Cloud-RSA encryption process is about 89.68 times faster than 
that of the Cloud-ElGamal; whereas, the Cloud-ElGamal decryption time is as fast as that of the 
Cloud-RSA scheme. Figure 1 shows that the Cloud-RSA encryption time raises with the increase in 
data bit-size, and the Cloud-ElGamal encryption time is approximately stable since the time depends 
on bit-size of the random integers.

The MultiPrime Cloud-RSA gets a decryption speed-up by factor of 5.61 over the Cloud-RSA 
encryption scheme. The MultiPower Cloud-RSA can get a faster decryption; it gets an experimental 
decryption speed-up factor of 7.10 over the Cloud-RSA. The Chinese remaindering and the Hensel 
lifting steps take negligible time compared to the full exponentiation of the Cloud-RSA decryption. 
The decryption time of the schemes is approximately stable since the different ciphertexts have about 
1024−bits long.

Counter to the Cloud-RSA scheme and its fast variants, the Cloud-ElGamal scheme achieves 
semantic security. However, the Cloud-ElGamal ciphertexts are two times larger than the 
corresponding plaintexts.

CONCLUSION

In this paper, we presented four encryption schemes support HE over the integers, namely the Cloud-
RSA, the MultiPrime Cloud-RSA, the MultiPower Cloud-RSA, and the Cloud-ElGamal schemes. The 
schemes resist more the confidentiality attacks. The Cloud-RSA scheme and its variants, MultiPrime 
Cloud-RSA and MultiPower Cloud-RSA, are secure under the hardness to factor large composite 
integers and to discover the decryption exponents when the encryption exponents are private; whereas, 
the Cloud-ElGamal scheme is secure under the hardness of taking out discrete logarithms over finite 
groups when the selected generator of the group is private.

The Cloud-RSA’s variants are designed to get a faster decryption. The simulation results show 
that the MultiPower Cloud-RSA scheme offers a large decryption speed-up over the three proposed 
HE schemes while providing a recommended security level.
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