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ABSTRACT

Homomorphicencryption(HE)isanencryptionformthatoffersathird-partywiththeabilityto
carryoutcomputationsonencrypteddata.Thispropertycanbeconsideredasagreatsolutiontoget
oversomeobstacleslimitingthewide-spreadadoptionofcloudcomputing(CC)services.SinceCC
environmentsarethreatenedbyinsider/outsidersecurityattacksandsinceCCconsumersoftenaccess
toCCservicesusingresource-limiteddevices,theHEschemesneedtobepromotedatsecuritylevel
andatrunningtimetoworkeffectively.Forthisreason,atEMENA-TSSL’16andatWINCOM’16,
theauthorsrespectivelyboostedtheRSAandElGamalcryptosystemsatsecuritylevel,Cloud-RSA
andCloud-ElGamal.AtSCAMS’17andatEUSPN’17,theauthorsthensuggestedtwofastvariants
oftheCloud-RSAscheme.Allproposedschemessupportthemultiplicativehomomorphism(MH)
overtheintegers.TheaimofthisarticleistocomparetheCloud-ElGamalschemewiththeCloud-
RSAschemes.ThisarticlefirstbrieflypresentstheHEschemesandanalyzestheirsecurity.This
articlethenimplementstheschemes,compareanddiscusstheirefficiency.
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INTRoDUCTIoN

Cloudcomputing(CC)providescomputingresources(e.g.,storage,networks,servers,applications,
etc.)ason-demandservicesthroughInternet(Armbrustetal.,2009;Huetal.,2016).Lately,there
hasbeenagrowingadoptionofCCservices.This isdue toanumberofprivilegesprovidedby
CC providers including reducing costs, high scalability and elasticity of services, and powerful
computations(Kiraz,2016;Zhou,2018).Nevertheless,theworrytoseesensitivedatabeingprocessed
inclearwithinCCenvironmentisstillthemainbarrierrestrictingthewide-spreadadoptionofCC
services(ElMakkaouietal.,2016c;Alametal.,2017;Gaoetal.,2018).

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJuly1,2019willproceedwithpublicationasanOpenAccessarticle
startingonFebruary2,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.
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Theutilizationofsometechniqueswhichcancarryoutcomputationsonencrypteddataappears
tobeanefficientwaytoaddress thisbarrierand tobuild trust inCCsolutions(ElMakkaouiet
al.,2016c;Yanetal.,2017).Infact,scientistshavestressedapromisingtechnique,homomorphic
encryption(HE),whichoffersathird-partyhavingthecapabilitytoexecuteoperationsonencrypted
data(i.e.,canensuretheconfidentialityofbothstorageandprocessingofoutsourceddataintoCC
environment)(Yietal.,2014).ThehomomorphicpropertymakesHEschemesusefulinanumber
ofprivacypreservingapplicationse.g.,electronicvotinganddigitalhealthcare(LiuandKe,2018).

TheHE’sconceptwasintroducedin1978byRivestetal.(Rivestetal.,1978a).Sincethattime,
manyencryptionschemessupporthomomorphicpropertieshavebeensuggested.TheHEschemes
canbedividedintotwoclasses:somewhatandfullhomomorphicencryption.Theschemesofthe
firstclasssupportonehomomorphicproperty(usuallyadditivehomomorphismormultiplicative
homomorphism)orevenmorebutinalimitedwaye.g.,(ElMakkaouietal.,2017a,2017b,2017c;El
Makkaouietal.,2016a,2016b).Whilethefullhomomorphicschemessupportmanyhomomorphic
propertiessimultaneouslye.g.,(Gentry,2009;VanDijketal.,2010).

Aconsumer-providermodelofCCemployinghomomorphicschemescanbe represented in
Figure1,where:

• Key Generation: The CC consumer produces the pair key: a private key (pk) and an
evaluationkey(ek);

• Encryption:TheCCconsumerencryptsplaintextsusingpk.He/shethensendstheciphertexts
andtheevaluationkeyektotheselectedCCprovider;

• Storage:TheciphertextsandekarestoredintheCCenvironment;
• Request:TheCCconsumerrequeststheCCprovidertoexecuteoperationsonencrypteddata;
• Evaluation:Theprocessingserverperformstherequestedoperationsusingek;
• Response:TheCCproviderreturnstotheCCconsumertheprocessedencryptedresults;
• Decryption:TheCCconsumerdecryptstheresultsutilizingpk.

SinceoutsourcedencrypteddataunderHEschemescanbestoredforalong-time,usuallybythe
samekey,inCCenvironmentsandsincethemajorityofCCconsumersaccesstoCCservicesutilizing
resource-limiteddevices(e.g.,smart-phone,tablet,etc.),theseHEschemesneedtobepromotedin
termsofsecuritylevelandofrunningtimetoworkeffectively.

Figure 1. CC consumer-provider model employing HE schemes
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Forthisreason,in(ElMakkaouietal.,2017c),weboostedtheRSAcryptosystem(Rivestetal.,
1978b)atsecuritylevel,Cloud-RSA,toworkefficientlyinCCenvironments.TheCloud-RSAprovides
theMHovertheintegersandwithstandsmoreconfidentialityattacks.Theschemeisbasedonthe
generationofanRSAmodulusn = pqwhichistheproductoftwodistinctprimesandthegeneration
oftwointegerseanddsatisfyingd ≡ e − 1 (mod (p − 1)(q − 1)).Themodulus(n)istheevaluation
keyandthetriple(n,e,d)istheprivatekey.Theencryptionschememaintainsthesameformofthe
RSAencryptionanddecryption.Theencryptionanddecryptionprocessaredoneutilizingtheprivate
key.TogetafastCloud-RSAdecryption,in(ElMakkaouietal.,2017a),weproposedavariantofthe
Cloud-RSAscheme,MultiPrimeCloud-RSA.TheproposedvariantusesanRSAmodulusnformed
ofk ≥ 2distinctprimesandemploysChineseremaindering(Katzetal.,1996)todecrypt.Inorderto
getanextradecryptionspeed-up,in(ElMakkaouietal.,2017b),wesuggestedanewvariantofthe
Cloud-RSA,MultiPowerCloud-RSA.TheMultiPowerCloud-RSAschemeusesamodulusn = prqs
forr ≥ 2ands ≥ 1,andemploysHensellifting(Yun,1974)andChineseremainderingtodecrypt.

For similar reasons, in (El Makkaoui et al., 2016a), we boosted the ElGamal cryptosystem
ElGamal (1985) at security level,Cloud-ElGamal, toworkeffectively inCCenvironments.The
Cloud-ElGamaloffersalso theMHover the integers, it issemanticallysecure,anditwithstands
moreconfidentialityattacks.

In this work, we implement and compare the Cloud-ElGamal scheme with the Cloud-RSA
schemes.Theimplementationwillbecarriedoutinasmart-phone.

Webeginthisarticlewithrelatedwork.WethenpresenttheproposedHEschemes.Wedescribe
thealgorithmsoftheencryptionschemesandanalyzetheirsecurity.Wethenimplementtheschemes,
compareanddiscusstheirefficiency.

RELATED woRK

TheHE’sconceptwasintroducedbyRivestetal.(1978a).Sincethattime,manytrieshavebeen
madetofindpracticalHEschemes.

Rivestetal.(1978b)createdthefirstpracticalencryptionscheme,calledRSA,whichsupports
themultiplicativehomomorphism(MH)overtheintegers.TheRSAissecureunderthedifficultyof
factoringlargecompositeintegersandoftheethrootproblem.

ElGamal(1985)proposedanewencryptionschemewhichissecureundertheproblemofdiscrete
logarithmoverfinitefields.ElGamal’sschemeofferstheMHandissemanticallysecure.

Paillier(1999)suggestedtwoHEcryptosystemstosupporttheadditivehomomorphism(AH)
on the integers.Paillier’sencryptionschemesachievesemanticsecuritybasedon theDecisional
CompositeResiduosity.

Gentry(2009)proposedthefirstFHEscheme.Itssecuritydependsupontheeuclideanlattices.
TheGentry’sschemeencryptsplaintextsencodedas{0,1}byaddingrandoms,whilstdecryptionis
madeupofgettingridoftherandoms.Therunningtimedependslinearlyonthenumberofoperations
carriedout.Nevertheless,theGentry’shomomorphicschemeisimpracticalforseveralapplications
sincerunningtimeandciphertextssizeincreasegreatlyasoneincreasesthelevelofsecurity.

van Dijk et al. (2010) suggested a new FHE scheme, known as DGHV scheme. Instead of
Euclideanlattices,theDGHV’soperationsareexecutedontheintegers.Thehomomorphicscheme
encryptsplaintextsin{0,1}andaccomplishessemanticsecuritybasedontheapproximategreatest
commondivisorproblem.Nevertheless,theDGHV’spublic-keyisinÕ(λ10)whichistoolargefor
practicalapplications.

Wang(2016)suggestedaFHEschemewhichisbaseduponoctonionalgebraoverfiniteringsZn.
TheHEpropertiesareobtainedviaregularmatrixfunctions.Thehomomorphicschemeisjustsecure
withintheweakciphertext-onlysecuritymodel.Moreover,itisinsecureagainstenemywhohasaccess
tosufficientlymanylinearlyimpartialciphertextswithknowingsessionrandomnessandplaintexts.
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InElMakkaouietal.(2016a),weboostedElGamal’sencryptionschemeatsecuritylevelby
suggestinganewvariantoftheencryptionscheme,calledCloud-ElGamal.Thesuggestedscheme
supportstheMHovertheintegers,issemanticallysecureandisresistanttoconfidentialityattacks.

InElMakkaouietal.(2016b),weboostedthemainPaillier’sscheme(Paillier,1999)atsecurity
leveltoworkeffectivelyincloudenvironments,werefertoasCloud-Paillier.TheCloud-Paillier
addressesanexceptionofthePaillier’sencryptionscheme,weshowedthatonecannoteliminate
randomintegerspaddingintheencryptionprocessiftheintegersarenotrelativelyprimetothePaillier’s
modulus.TheCloud-PailliersupportstheAHovertheintegersanditisresistanttoconfidentiality
attacks. It accomplishes semantic security under double trapdoor assumptions: the difficulty of
factoringlargecompositeintegersandtheharddecisionalcompositeresiduosityassumption.

In(ElMakkaouietal.,2017c),weboostedtheRSAcryptosystem(Rivestetal.,1978b)atsecurity
level,calledCloud-RSA,toworkefficientlyincloudenvironments.TheCloud-RSAprovidestheMH
overtheintegersandwithstandsmoreconfidentialityattacks.TogetafastCloud-RSAdecryption,
inElMakkaouietal.(2017a),wesuggestedavariantoftheCloud-RSAscheme,calledMultiPrime
Cloud-RSA.TheproposedvariantslightlymodifiestheformoftheCloud-RSAmodulusandemploys
Chineseremaindering(Katzetal.,1996)todecrypt.Inordertogetanextradecryptionspeed-up,in
ElMakkaouietal.(2017b),wesuggestedanewvariantoftheCloud-RSA,werefertoasMultiPower
Cloud-RSA.TheMultiPowerCloud-RSAschememodifiestheformoftheCloud-RSAmodulus,
employsHensellifting(Yun,1974)andChineseremainderingtodecrypt.

In this paper, we focus on the Cloud-ElGamal, Cloud-RSA, MultiPower Cloud-RSA and
MultiPowerCloud-RSAschemes.Weimplementandcompare,intermsofencryptionanddecryption
runningtime,theCloud-ElGamalschemewiththeCloud-RSAschemes.

PRoPoSED HE SCHEMES

Inthissection,wedescribetheproposedHEschemes,namelyCloud-RSAscheme(ElMakkaoui
etal.,2017c),fastCloud-RSA’svariants(ElMakkaouietal.,2017a,2017b)andCloud-ElGamal
scheme(ElMakkaouietal.,2016a).

Cloud-RSA Scheme
WepresenttheconstituentalgorithmsoftheCloud-RSAscheme.Wethenanalyzeitssecuritylevel.

Algorithms
TheCloud-RSAencryptionschemeisbasedonthegenerationofamodulusnformedoftwodistinct
primenumberspandq,andonthegenerationoftwointegerseanddsatisfyingd ≡ e− 1 (mod (p − 1)
(q − 1)).Themodulusnismadepublicandrepresentstheevaluationkey,andtheintegerseandd
aremadesecretandrepresenttheprivatekey.TheCloud-RSAkeygenerationprocessishighlighted
inAlgorithm1.

TheCloud-RSAschemeencryptsplaintextsundertheprivatekeyasexplainedinAlgorithm2.
Zndenotestheringofintegersmodulonanditscompleteresidueclassis{0, 1, . . ., n − 1}.

Algorithm 1. Cloud-RSA key generation
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TheselectedCCproviderperformstheMHovertheciphertextsusingtheevaluationkey(as
outlinedinAlgorithm3).

TheCloud-RSAschemedecryptstheciphertextsundertheprivatekeyashighlightedinAlgorithm4.

Security
ThesecurityoftheCloud-RSAschemedependsuponthehardnessoffactoringacompositeinteger
oftheformn = pqanddiscoveringthedecryptionexponentdwhentheencryptionexponenteis
alsoprivate.

Theprimefactorsofnmustbecautiouslychosentopreventthespeediestfactorizationattacks,
namely theEllipticCurveMethod (ECM) (Lenstra, 1987) and theNumberFieldSieve (NFS)
(Lenstraetal.,1993).

Evenifanattackersucceedsinfactorizingthemodulusn,he/shemustdiscovertwoexponents
eanddthatsatisfiesed ≡ 1 (mod φ (n))andthatthedecrypteddataissemanticallyproper.

Fast Variants of Cloud-RSA
Inthispart,wepresenttwofastvariantsoftheCloud-RSAscheme.Thefirstvariant,calledMultiPrime
Cloud-RSA(ElMakkaouietal.,2017a),usesamodulusnformedofk ≥ 2distinctprimenumbersand
employstheChineseremainderingtodecrypt.Thesecondfastvariant,calledMultiPowerCloud-RSA
(ElMakkaouietal.,2017b),usesamodulusn=prqsforr ≥ 2ands ≥ 1,andutilizesHensellifting
andChineseremainderingtodecrypt.

MultiPrime Cloud-RSA Scheme
WepresentthekeygenerationanddecryptionalgorithmsoftheMultiPrimeCloud-RSAencryption
scheme.Wethenanalyzethesecuritylevelofthescheme.

Algorithm 2. Cloud-RSA encryption

Algorithm 3. Cloud-RSA evaluation

Algorithm 4. Cloud-RSA decryption
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Algorithms
TheMultiPrimeCloud-RSAschemeisbasedonthegenerationofamodulusn=p1 . . . pkfork ≥ 2,
wheretheprimesp1, . . ., pkaredistinct.Anditisbasedonthegenerationofanintegereandkintegers
di,fori = 1, . . ., k,satisfyingdi ≡ e− 1 (mod (pi − 1)).Themodulusnismadepublicandrepresents
theevaluationkey,andtheintegerseanddiaremadeprivate.Toobtainanextradecryptionspeed-up,
wepre-computetheChineseremainderingcoefficientsandstoreitasapartoftheprivatekey.The
MultiPrimeCloud-RSAkeygenerationprocessishighlightedinAlgorithm5.

The MultiPrime Cloud-RSA scheme keeps the same form of the Cloud-RSA encryption
algorithm(Algorithm2).

TheCCprovidercarriesouttheMHovertheciphertextsusingtheevaluationkey(asillustrated
inAlgorithm3).

TheCCconsumerdecryptsthereturnencryptedresultundertheMultiPrimeCloud-RSAprivate
keyemployingtheChineseremaindering(ashighlightedinAlgorithm6).

Security
ThesafetyoftheMultiPrimeCloud-RSAschemedependsuponthetroubleofbothfactoring
themodulus=p1 . . . pk,fork ≥ 2largeanddistinctprimes,anddiscoveringthedecryption
exponent d when the encryption exponent e is also private. The speediest factorization
algorithm,NFS(Lenstraetal.,1993),isunabletocapitalizeonthestructureofthemodulus
n.Nonetheless,onehastoensurethattheprimefactorsofndonotfallintheabilitiesofthe
ECMalgorithm(Lenstra,1987).

Algorithm 5. MultiPrime Cloud-RSA key generation

Algorithm 6. MultiPrime Cloud-RSA decryption
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Evenifanattackersucceedsinfactorizingn,torevealthedecryptionexponent,he/shemust
discover twoexponents e andd that satisfiesed ≡ 1 (mod φ (n)) and that thedecrypteddata is
semanticallycorrect.

MultiPower Cloud-RSA Scheme
WepresentthekeygenerationanddecryptionalgorithmsoftheMultiPowerCloud-RSAencryption
scheme.Wethenanalyzeitssecuritylevel.

Algorithms
TheMultiPowerCloud-RSAschemeisbasedonthegenerationofamodulusn = prqsforr ≥ 2and
s ≥ 1,wheretheprimespandqaredistinct.Itisalsobasedonthegenerationofthreeintegerse,
dpanddqsatisfyingtheequations:dp ≡ e −1 (mod p − 1))anddq ≡ e− 1 (mod p − 1)).Themodulus
nismadepublicandrepresentstheevaluationkey.Theintegerse,dp,anddqaremadeprivate.To
obtainanadditionaldecryptionspeed-up,wepre-computetheChineseremainderingcoefficients
andstoreitasapartoftheprivatekey.TheMultiPowerCloud-RSAkeygenerationprocessis
outlinedinAlgorithm7.

TheMultiPowerCloud-RSAschemekeepsthesameformoftheCloud-RSAandtheMultiPrime
Cloud-RSAalgorithms(aspointedoutinAlgorithm2).

TheCCproviderexecutestheMHovertheciphertextsusingtheevaluationkey(asillustrated
inAlgorithm3).

TheCCconsumerdecryptsthereturnencryptedresultundertheMultiPowerCloud-RSAprivate
keyemployingtheHenselliftingandtheChineseremaindering(ashighlightedinAlgorithm8).

Security
ThesafetyoftheMultiPowerCloud-RSAschemedependsuponthehardnessoffactoringthemodulus
n = prqsforr ≥ 2ands ≥ 1,andofthediscoveringthedecryptionexponentdwhentheencryption
exponenteisalsoprivate.

Theprimefactorsofnmustbethoroughlychosentopreventthespeediestfactorizationattacks:
theECM(Lenstra,1987)andNFS(Lenstraetal.,1993).Inaddition,theintegersrandsshouldnot
beverylarge(Coronetal.,2016).

Evenifanattackersucceedsinfactorizingn,torevealthedecryptionexponent,he/shemust
discover two exponentse andd that satisfiesed ≡ 1 (mod λ (n)) and that thedecrypted data is
semanticallycorrect.

Cloud-ElGamal Scheme
Now, we present the constituent algorithms of the Cloud-ElGamal encryption scheme. We then
analyzethesecuritylevelofthescheme.

Algorithm 7. MultiPower Cloud-RSA key generation
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Algorithms
TheCloud-ElGamalscheme isbasedon thegenerationofaprimepandon thegenerationofa
generatorgofthemultiplicativegroupZp*.Theprimepismadepublicandrepresentstheevaluation
key.Theprivatekeyiscomposedofthegeneratorg,aninteger2 ≤ a ≤ p − 2andβ ≡ g a (mod p).
TheCloud-ElGamalkeygenerationprocessishighlightedinAlgorithm9.

TheCloud-ElGamalschemeencryptsplaintextsundertheprivatekeyasdescribedinAlgorithm10.
TheselectedCCprovidercarriesouttheMHovertheciphertextsusingtheevaluationkey(ek)

(asillustratedinAlgorithm11).
TheCloud-ElGamalschemedecryptstheciphertextsundertheprivatekey(pk)ashighlighted

inAlgorithm12.

Security
ThesecurityoftheCloud-ElGamalschemereliesuponthehardnessoftakingoutdiscretelogarithms
overfinitegroups.RecallthatagroupZp*,pisprime,canbeoutfittedwithmorethanonegenerator.

Algorithm 8. MultiPower Cloud-RSA decryption

Algorithm 9. Cloud-ElGamal key generation



International Journal of Digital Crime and Forensics
Volume 11 • Issue 3 • July-September 2019

98

SinceintheproposedschemetheselectedgeneratorgofZp*andβ ≡ ga (mod p)aremadeprivateand
theschemeisprobabilistic;therefore,nopolynomial-timealgorithmcanrecoverthedecryptionkeya
fromtheciphertextsorfromtheprimep.Hence,theCloud-ElGamalschemeissemanticallysecure.

TheElGamalscheme(ElGamal,1985)canbebrokenifanadversarysucceedsinrecoveringthe
privatekeyfromthepublickey.Indeed,manypolynomial-timealgorithms(e.g.,baby-stepgiant-step
(Coronetal.,2005)andIndexCalculus(Adleman,1979))caneasilyrecovertheprivatekeywhen
utilizingweakprimenumbers.So,toachieveahighsecuritylevel,theprimepoftheCloud-ElGamal
schemeshouldnotbetooweak.

SIMULATIoN AND PERFoRMANCE EVALUATIoN

Inthissection,weimplementtheaboveHEschemes.Wethencompareanddiscusstheefficiency
oftheschemes.

Simulation Results
TheproposedHEschemes,namelytheCloud-RSA,theMultiPrimeCloud-RSA,theMultiPower
Cloud-RSA,andtheCloud-ElGamalschemehavebeenimplemented.Theperformanceevaluationat
encryptionanddecryptionrunningtimehasbeenmeasuredapplyingPythonprogramminglanguage.
TheimplementationhasbeenperformedinaSmart-phone[CPU600@1,9GHzandRAM@2Go].

Algorithm 10. Cloud-ElGamal encryption

Algorithm 11. Cloud-ElGamal evaluation

Algorithm 12. Cloud-ElGamal decryption
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TheevaluationandtheprivatekeysoftheschemeshavebeengeneratedutilizingPARI/GPsystem
(Batutetal.2000).Wehavesetthreemodulin1 = pq,n2=p1p2p3andn3=p1

2p2eachof1024-bit
lengths.n1,n2andn3representtheCloud-RSAmodulus,theMultiPrimeCloud-RSAmodulusand
theMultiPowerCloud-RSAmodulus,respectively.TheCloud-RSAschemeanditsvariantsshare
acommonsmallandsecureexponentewhichisrelativelyprimetoφ(n1), φ(n2)andλ(n3).Wehave
alsosetaprimepof1024-bitlengths.Wehavethengeneratedageneratorgofthemultiplicative
groupZp*overwhichtheCloud-ElGamalisdefined.

Our implementationhasoffered the following tables,Table1andTable2.TheCloud-RSA
encryptiontimeisasfastasitsvariants,sincetheschemesshareacommonencryptionexponent.Table
1depictstherequiredtimetoencryptaquantityofdata(from100to1000bits)undertheCloud-RSA
andtheCloud-ElGamalschemes.Table2depictstherequiredtimetodecryptthecorresponding
encrypteddataoftheplaindata(from100to1000bits)undertheHEschemes.

Table 1. Encryption time performance

Plaintext Bit Size Cloud-RSA Cloud-ElGamal

100bits 5.09ms 756.99ms

200bits 5.75ms 741.67ms

300bits 6.24ms 765.60ms

400bits 7.31ms 754.78ms

500bits 8.05ms 797.58ms

600bits 8.87ms 749.40ms

700bits 9.70ms 794.13ms

800bits 10.65ms 788.37ms

900bits 11.05ms 727.19ms

1000bits 12.24ms 743.06ms

Table 2. Decryption time performance

Plaintext Bit Size Cloud-RSA MultiPrime Cloud-
RSA

MultiPower Cloud-
RSA Cloud-ElGamal

100bits 452.09ms 80.28ms 63.42ms 448.30ms

200bits 450.26ms 80.52ms 61.66ms 451.20ms

300bits 455.12ms 81.16ms 65.17ms 462.63ms

400bits 453.48ms 79.83ms 62.80ms 469.70ms

500bits 457.81ms 82.62ms 64.45ms 458.02ms

600bits 445.59ms 78.40ms 63.78ms 446.72ms

700bits 459.54ms 81.81ms 64.76ms 437.57ms

800bits 448.47ms 79.92ms 66.12ms 471.86ms

900bits 464.40ms 83.88ms 64.64ms 458.13ms

1000bits 461.83ms 82.34ms 63.11ms 443.64ms
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Comparison and Discussion
ThesimulationresultsshowthattheCloud-RSAencryptionprocessisabout89.68timesfasterthan
thatoftheCloud-ElGamal;whereas,theCloud-ElGamaldecryptiontimeisasfastasthatofthe
Cloud-RSAscheme.Figure1showsthattheCloud-RSAencryptiontimeraiseswiththeincreasein
databit-size,andtheCloud-ElGamalencryptiontimeisapproximatelystablesincethetimedepends
onbit-sizeoftherandomintegers.

TheMultiPrimeCloud-RSAgetsadecryptionspeed-upbyfactorof5.61overtheCloud-RSA
encryptionscheme.TheMultiPowerCloud-RSAcangetafasterdecryption;itgetsanexperimental
decryptionspeed-upfactorof7.10overtheCloud-RSA.TheChineseremainderingandtheHensel
liftingstepstakenegligibletimecomparedtothefullexponentiationoftheCloud-RSAdecryption.
Thedecryptiontimeoftheschemesisapproximatelystablesincethedifferentciphertextshaveabout
1024−bitslong.

CountertotheCloud-RSAschemeanditsfastvariants,theCloud-ElGamalschemeachieves
semantic security. However, the Cloud-ElGamal ciphertexts are two times larger than the
correspondingplaintexts.

CoNCLUSIoN

Inthispaper,wepresentedfourencryptionschemessupportHEovertheintegers,namelytheCloud-
RSA,theMultiPrimeCloud-RSA,theMultiPowerCloud-RSA,andtheCloud-ElGamalschemes.The
schemesresistmoretheconfidentialityattacks.TheCloud-RSAschemeanditsvariants,MultiPrime
Cloud-RSAandMultiPowerCloud-RSA,aresecureunderthehardnesstofactorlargecomposite
integersandtodiscoverthedecryptionexponentswhentheencryptionexponentsareprivate;whereas,
theCloud-ElGamalschemeissecureunderthehardnessoftakingoutdiscretelogarithmsoverfinite
groupswhentheselectedgeneratorofthegroupisprivate.

TheCloud-RSA’svariantsaredesignedtogetafasterdecryption.Thesimulationresultsshow
thattheMultiPowerCloud-RSAschemeoffersalargedecryptionspeed-upoverthethreeproposed
HEschemeswhileprovidingarecommendedsecuritylevel.
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