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ABSTRACT

Insecurewebapplicationdevelopment,theroleofwebserviceswillnotcontinueifitisnottrustworthy.
Retainingcustomerswithapplicationsisoneofthemajorchallengesiftheservicesarenotreliable
andtrustworthy.Thisarticleproposesatrustevaluationanddecisionmodelwheretheauthorshave
definedindirectattribute,trust,calculatedbasedonavailabledirectattributesinqualitywebservice
(QWS)datasets.Aftergettingtrainingofsuchevaluationanddecisionstrategies,developersand
customers,bothwillusetheknowledgeandimprovetheQoS.Thisresearchprovidesweb-based
learningaboutwebservicequalitywhichwillbeutilizedforprediction,recommendationandthe
selectionoftrustedwebservicesinthepoolofwebservicesavailableglobally.Inthisresearch,the
authorsincludedesignstomakedecisionsaboutthetrustworthywebservicesbasedonclassification,
correlation,andcurvefittingtoimprovetrustinwebserviceprediction.Inordertoempowerthe
webserviceslifecycle,theyhavedevelopedaqualityassessmentmodeltoincorporateasecurity
andperformancepolicy.
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INTRoDUCTIoN

Webbasedlearningisveryhelpfulinallareaswhereeverneedoftrainingisrequiredtobelatest
andupdated.Ourresearchisrelatedtothefieldofinformationtechnologyprojectmanagementand
trainingwheredeveloperneedtoworkinuserorcustomerfriendlydevelopmentenvironment.which
shouldbevital,highqualityandofascholarlynaturetoadvancetheknowledgeintheinformation
technologyprojectmanagementfield.Duetohigheconomicimpactofglobalmarketsandtheagility
ofbusinessprocesses,thereisneedtoincreaseinthenumberofpublishedwebservices.Webservice
clientshavingtechnicalhitchesinoptingthesuitableandeconomicallyeffectiveproviderwithrequired
setofwebserviceswithconsumer’spreference.Trustwhichisadegreeofconfidence,isrequired
tocomeoverthistechnicalhitch.

Inourresearchobjective,wehavepresentedaweb-basedself-learningtechniqueforacustomized
providerlistforselectivetypesofwebservices.WebsupportingWSsimulatorwhichcanbedesign
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onthebasisofourresearchwork,canbeveryhelpfulformakingconsumerawareaboutwebservice
anditsproperandeffectiveutilization.Thislistwillbeautomaticallyupdated,andcustomerneed
tounderstandtheusabilityandworkingofthelistwhichcanbedonethroughunderstandingofweb
servicelifecycle,meansoftrustwehavefocusedinimprovingtheservicequalityandassuringthe
securitywhichcanbepossiblethroughsafeandsecurewebservicecommunicationinbetweenusers
anddevelopers.Wehaddefinedourresearchobjectivesandeffortsinthefieldsofimprovingthe
qualityofwebserviceselectionanditslifecycle.Wehaddoneliteraturestudyofvariouswebservice
lifecycleanddevelopmentframeworks,compositewebservicesandtheirareaofimplementationas
complexwebapplication.Throughresearchsurveywehadfoundthatnumberofworksaredoingin
thefieldofservicepredictionbuttherearethescopeoftrustbasedwebserviceselection.Thiscanbe
doneonlyifwecalculatetrustbasedonavailableattributesfromdatasetsofwebservicequality.We
hadselectedQWSdatasetforthesedirectattributesandusethemathematicalderivationasdefined
fortrustcalculation.ForvalidatingtheTrustEvaluationModel(TEM),wehadusedtheRapidMiner
toolwherefirstwehadanalysetherelationbetweentheprovidedattributesandcometoaconclusion
withamathematicalequationforcalculatingtrustasaderivedattributefromdirectattributesQWS
dataset.Tovalidatethistrustequation,weanalysiscorrelationmetricstoobservethecorrelations
betweendirectparametersanduseitinTEMforevaluatingtrustvalues.Inextensionofthatwehad
usedclassificationandclusteringinourresearchwherefirstwecomparethedifferentclassification
techniquesandfindthesuitabletechniqueforimplementationinTEM.ForClassification,wehave
analyzed k-nearest neighbor, Naive Bayes classification model, decision tree and rule induction
modeltechniqueswhichisdemonstratedanddiscussedinimplementationandresultanalysispart
ofthearticle.

TheMajorfocusofthispaperistoevaluatetrustandtodesignqualityassessmentmodelforQoS
awarewebservicepredictionandupdatingConsumerspecificCustomizedProviderList.Theexisting
modelsreflectonnumerouspermutations/combinationsofQoSmetricstocalculatethetrustofweb
service.However,veryfewofthemdidconsiderthecorrelationamongthedifferentmetrics.Asper
abovediscussion,wehadalsofocusedincorrelationbutwithinthemetricstogenerateimproved
methodforcalculatingtrustscorewhichreducethechancesofwrongestimationofconfidencein
computation.

THEoRETICAL BACKGRoUND AND LITERATURE REVIEW

Thewebservicetrust inlifecyclehasnumberofexistingliteraturewherequalityismeasuredas
themetricstoevaluatethetrustofwebservicesbasedonpossibility.WebServiceLifecycle(Raj,
Singh,&Bansal,2014)hasbeenproposedinnumberofliteraturesincludethephasesasdefinedas
development,deploy,maintenance,archiveanddestroy.Webservicesaremicroprocessesrelayon
openstandardsforcommunicationtofindtheinter-operabilitytopreventtheincidenceofalongtime
dependencyovertheprovider(Xenos,Stavrinoudis,&Christodoulakis,1999).

WebServicesputeffortsasguidedbyservice-orientedarchitecturewhichisanideaofservice
operationandexecutionofanyapplication.SOAgivesassureddescriptiontoWSanditstrustfrom
servicedesignandimplementation(Jaiswal,Arunima,Raj,&Singh,2014).

Web Services can be composed, self-contained and modular design. Services can describe
methodscalledbyanotherwebapplicationorserviceviaputtingattributeandfetchinginformation
fromexistingmethods.Combinedservicescanbeassumedasacompositeserviceforalargeand
complexwebapplication.WebServiceuserrequestforservicewhichisexecutedatwebserver.

TrustedWebServiceswhichisindemandneedstodescribeinavastvarietyofservicedomain.
TrustedWebServicesaredominatingintheareaofe-commerceaswellasm-commerceandlotsof
researcharedevelopingandunderprocess(Yao,Sheng,&Maamar,2012;Rotteretal.,2017;Alrifai,
Skoutas,&Risse,2010).
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InNon-functionalproperties,qualityisthemajorsystemparameterdefinedforbetterutilization
andclientssatisfactionin thewebservicescenarios.Quality isanessential requirement tobuild
andisanimportantactivityforaprojectmanagementatthetimeofplanning,design,development,
deployment,andmaintenance.InFigure1,thesecurityofthewebservicelifecycleisthefirstpriority
asitisdirectlylinkedwiththeclient’srequestandresponsecommunication.Ifthereareanyissues
inquality,thebusinesswillsufferandtherewillbealossofclients.

Hence,itiscompletelydeficienttopresumethatthesystemishavingpredefinedandsetquality
parametersasperstandard.Weneedtoreviewitsimplementationinbetweenafterauniquetime
intervalanddesignaframeworkandproposedanarchitecturalmodeltoreusethesewebservicesby
improvingonthebasesofcollecteddatasets,feedbacksandanalysisdone.Sothereisrequirementof
findingsuitabledatasetwhichwillprovidereliability,responsetime,latency,throughput,availability,
etc.,asdirectattributesorpropertieswhichsupportsatruntimeinQualityofWebService(Roubtsov,
Telea,&Holten,2007;Sharma,Mishra,&Tiwari,2016).Toimproveperformance,theimperative
factorsforQoSareResponseTime(RT),Throughput(TP),Reliability(RL),availability(AV)and
Latency(LA)(Al-Masri&Mahmoud,2007;Karimi,Isazadeh,&Rahmani,2017;Mishra&Raj,
2017).

With large increment in demand due to scalability, not only service execution rather than
performance is also expected. To deliver QoS is a decisive and significant objective of current
researchers.Webserviceswhichareusedinwebapplicationwithdifferentcharacteristics,needsto
competeforlimitedandsecurewebresourceswhichareaccesseddynamicallyfromdifferentlocations
viainternet.ItisabigfailuresindeliveringofwebserviceduetoDDOSattackwhichcreatesthe
needforimprovementinQoSstandards,i.e.WS-Standards(Salas&Martins,2014;Al-Masri&
Mahmoud,2007).

Figure 1. Security framework for WS lifecycle
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ISSUES AND PRoBLEM IDENTIFICATIoN

Amodelwasrequiredtoanswertheissuesofsecurityandqualitywhilealsomakingitfamiliarand
advertisedinbetweenconsumersanddeveloperstomakeoptimumserviceutilization.Thereisneed
ofarecommendationsystembasedontrustbetweenwebserviceandusers.Wehavefoundtheissue
inselectionofatrustworthywebservicewhichisnotpossiblewithoutmakingconsumerawareabout
thequality,trustandsecuritysothereisneedofalearningsystemorinformationsystemformaking
latestinformationavailabletoconsumerbymonitoringandlistingthetrustedwebserviceinuser
reach.Web-basedsupportisrequiredforpublishingthesewebserviceslistinwhichcloudbased
trustedwebservicemanagementandmonitoringisnotavailable.ForunderstandingQoSweneed
toconsiderthelatestparametersandupdateddatasets.Inthisfielddatasetwhichisavailabletous
arenotupdatedwhichneedtobebasedoncurrentanalysisandconsideritforregularimprovement
indatasetandtrainingofpredictionsystembasedonANN.Thereislackofeffectivetrust-based
webservicedevelopment,predictionandselectioninwebservicelifecycle.Fromthequalityweb
serviceperspective.

PRoPoSED METHoDoLoGy

Trustworthy Web Service (TWS) Selection
Themonitoringistoidentifyissuesandminimizetheeffortforsolvingthem.Italsoreducefixing
timebyeffectivetimemeasurement(Govindaraj&Jaisankar,2017;Raj,Sarfaraz,&Singh,2014;
Uusitalo,Karppinen,Juhola,&Savola,2010).Wecanclassifythemonitoringapproachesasfollows:-

a. Proactive monitoring:Aproactivestrategyisdesired,asopposedtoreactivemonitoringand
performancemanagementtoavoidancestrategy.

b. Reactive monitoring:Realtimeinformationisrequiredtoapplythismonitoringmodel.Italso
requiresprioritizationandescalationprocesses.

Wehavedesignedalayoutanddataflowin-betweenprocesseswhichisanessentialelement
ofsoftwareengineering.Wecanbifurcate thisdata flow into twoaspects. InFigure2, first, the
serviceUI/UXdesignwhichconstitutestheGUIdesignhelpsinuserinteractionandfixestheuser
requirementsandnatureoftheserviceresponsewhichisthegatewaytoservicefunctionalityandan
indicationofknowledgeandthenotionoffunctionality.Second,thedesignofservicefunctionality
oftheworkingpartandthebusinesslogicareexecutedinside.

Trustworthy Web Service Request-Response Monitoring
MonitoringofrequestandresponseinTWSisaSOAPbasedcomplexcommunicationsystem,which
needstobeuser-friendlyandaccessible.TWSmonitoringisimportanttohelpintherecognitionof
informationflowandperformancewhichisusefulinidentifyingdrawbacksinservicedeliverytoall
user/client/broker/providerandcanbeusedtoimproveinwebservicequalityprovided.Itwillbe
veryusefulinmanagingservicelifecycleinsecuremanner.(Liu,Jing,&Cheng,2016;Raj,Sarfaraz,
etal.,2014;Raj,Singh,etal.,2014;Uusitaloetal.,2010)

Systemincludestheuser-controlledGUI-basedapplicationwheretherolesofusersareclassified
asuser,brokerandprovider.Thepurposeistomonitortherequests/responseofparameter-based
TWSselection.

a. User Role:ToselectandusethewebservicecharacteristicsinWebApplicationfromTWS
BrokerandProviderwhichhasbeenupdatedthroughTrustDecisionModel(TDM)andTrust
EvaluationModule(TEM).
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b. Provider Role:Webservicesproviderscanbeupdatedbyremoving/addingtrustedWSproviders
inTWSBroker.AsweareincludingcloudtherearedifferenttypeofserviceprovidersasLocal,
RemoteandHybrid.Localwhichhavebeenhostedlocallyasprivatecloudserve.Remoteservices
areglobalserviceswhoseinformationwearehavingthroughQWSdataset.Hybridservices
includestheserviceswhicharecustomisedbasedonuserparametersanddemandforeffective
andsatisfactoryuseofresourcesbyexistinguserasapremiumpaidservice.
i. Service List:Servicelistwhichcanbeusedtomonitorrecenttrendsanddemandsinthe

market.Itincludesadescriptionandcorrespondingparametersprovidedintheservice.
ii. Service Feedback:foreachservice,afteruseconsumerhastofillfeedbacktoendtheprocess.

Thisnewoptionallowstheusertostrictingivingfeedbackwhichismostimportantfor
updatingandanalysingqualityofwebservice.

iii. Analysis and Reports:Usefulforprovidertoincreasesatisfactionofconsumersbygetting
analysisofrecentupdatesandstatsofthesystem.

Figure 2. Flow for trustworthy web service (TWS) selection
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ThroughFigure3,wehavedefinedthedesignof theresearchenvironmentwhichwill fulfil
theobjectiveofourresearchaims.Aswedecidedtoidentifythetrustevaluationmodeloftheweb
servicelifecycle,wehadshownherecompletecommunicationbetweenthecustomer,broker,provider,
andotherstockholders.Theywilldealwithallaspectswhicharerequiredtofindthetrustedweb
serviceusingaqualityandsecuritypolicyconsiderationwhereweuseWS-securityandaWS-quality
frameworktoselectthepolicysetinapolicysetselectionmechanism.(Al-Masri&Mahmoud,2007;
Jaiswal,Arunimaetal.,2014;Ladan,2011;Mell&Grance,2011;Raj,Sarfaraz,etal.,2014;Salas
&Martins,2014;Takabi,Joshi,&Ahn,2010)

Quality Assessment Model using QWS Data Set
Wehaveexplainedthedetailedimplementationprocessofqualityassessmentmodelinwhichincludes
thefollowingmodels

a. QWSBasedTrustEvaluationModel(TEM)
b. TrustedDecisionModule(TDM)
c. EffectivePolicySetSelection(PSS)

Wehadalso shown theprocessof evaluationof trust throughQWSdataset and its internal
structureisalsoexplainindetailinFigure4and5.InourmainModulewhereweutilizebothPolicy
SetSelection(PSS)andTrustEvaluationModel(TEM)results,decidethetrustparameterofeach
WSDLlinkbasedonQWSdatasetanalysisanditsownanalysisofcustomerdependentwebservice
parameterselectioncriteria.After thedecision through themodel, theCustomizedProviderList
(CPL)willbeupdatedandprovideTrustedwebserviceinformationtocustomertoaccessMethods
andWSDLLinksofwebservicestoredinCPL(Emelie,Mäntylä,Runeson,&Borg,2014;Liuet
al.,2016;Liu,Chu,Jia,Shen,&Wang,2016;Manolescuetal.,2005).

Figure 3. Package design of TWS request and response monitoring in quality assessment model
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Figure 4. Detailed Implementation of quality assessment model using QWS Based TEM, TDM and PSS

Figure 5. Trust evaluation model (TEM) for QWS dataset



International Journal of Web-Based Learning and Teaching Technologies
Volume 15 • Issue 1 • January-March 2020

60

IMPLEMENTATIoN AND RESULT ANALySIS

QWS Dataset Analysis and Design
Wehavedonedata analysis inQWSdataset for calculating the trust-basedbenchmark in aWS
selectionwhichincludes2,507WSDLweblinksandrelatedQWSconstraintthathasbeencarried
outincurrentyearsthroughWSBframework.Inthisresearch,wehadselectedthedatasetofdifferent
ServiceNames,WSDLlinksandtheirmeasuringparametersi.e.responsetime(ms),throughput
(invokes/sec),reliability(%),availability(%),latency(%).Ourmotiveistoselecttrustworthyrelation
fromdifferentWSs.

TheQWS,astandarddatasetproducedandupholdbyUniversityofGuelph,Canada,usedin
our researchwork,ClusteringandClassificationhasbeenappliedonQWSdatasets through the
RapidMinertool.Wehaddesignedtheprocessconsistofconnectingtheoperatorsinameaningfulway.
WehadimplementedfourparallelprocessesasperFigure6whichwillillustratedifferentclassification
andsimpledistributionsinrangesandfindfactsandrelationalanalysisbetweenthroughput,response
timereliability,latencyandavailabilitywhichisshownasresponsetimevs.throughput,reliability
vs.throughput,reliabilityvs.latency,reliabilityvsavailabilityinFigures7,8,9,and10,respectively.
ThroughtherelationshowninFigure7,depictedthatbothofthemareinverselyproportionateto
eachotherasresponsetimeincreases,it’sthroughputsurelydecreases.NextFigures8,9,and10,
showreliabilitywiththroughput,latency,andavailability.Asreliabilityimpactontrustindifferent
aspectsasyouincreasethroughput,latencyoravailability,itproportionallyimpactsonreliability.
Thiswillbeveryhelpfulinunderstandingthattrustwhichisproportionallyimpactedbyreliability,
isformulatedbasedonthesestatistics.Relationinresponsetimeandthroughputisasweimplement
decisiontree,ithelpsinfindingcontrolforselectingrangeanddesignrulesthroughrulesInduction
operator.(Govindaraj&Jaisankar,2017;Liuetal.,2016;Mehdi,Bouguila,&Bentahar,2016;Tang,
Dai,Liu,&Chen,2017)

Figure 6. Clustering and Service Classification process of QWS dataset on RapidMiner for TEM using k-NN, Naive Bayes, Decision 
Tree and Rule Induction
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Mathematical Model for TRUST Calculation
Wehavereceived194recordsafterimplementingcleaningandremovingduplicatedata.Wehavealso
removedthedatarowswithmissingattributeswhichreducethetotalsizeofrecordas167individual
rowsasitdenotesdifferentWSDLlinkaswellaswebservice.Wehaveanalyzedthestatisticsofthe
parametersandfounditsmin,maxandaveragevaluesandstoreitintableforfurtheruse.Clustered

Figure 7. Response time vs. throughput

Figure 8. Reliability vs. throughput
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QWSdatasetcanusetoclassifythewebservices,whereitisclearlystatedthroughabovegraphical
analysisthatthroughputandresponsetimeareinverselyproportional.Theprocessimplementedhere
consistsoftheoperatorsandworksasfollows:

The“readexcel”operatorfetchesthedataintheformofinputdatafromtheexcelsheetofQWS
dataset.Thedatapre-processingoperationsareperformedbythenexttwooperators,i.e.,“Remove
Duplicates”andthe“Normalize”operators.Theseareusedtocleanthedataofanyrepeatingvalues

Figure 9. Reliability vs. latency

Figure 10. Reliability vs availability
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andnormalise thedataset respectively.Theclusteringoperator isused toperformclusteringvia
k-meanswhich iswidelyusedandprimaryalgorithmsforclustering.Thevalueofkdefines the
numberofcreatedclusters.Here,wehadtakenkas4,MaxRunsas10,MeasuretypesasBregman
Divergences,DivergenceasSquaredEuclideanDistanceand100maximumoptimizationstepsto
generatetheresults.

Infurtherprocessofanalysis,wehavetoapplydatamappingbetweenallparametersbuthere
wehadfocusedonthreeparametersasresponsetime,throughputandreliability.Wehavefoundthe
followingstatistics:

OnthebasisofstatisticaldatainTable1and2,wehaveclassifiedtherangeinfiveslabsas
Lowest, Above Lowest, Average, Above Average, Highest. Through this classification we had
generated4clustersforeachparameterwithdefinedboundarylimitsi.e.Cluster_1{Min: Lowest, 
Max: Above Lowest}, Cluster_2{Min: Above Lowest, Max: Average}, Cluster_3{Min: Average, Max: 
Above Average}, Cluster_4{Min: Above Average, Max: Highest}.Astherearefiveparametersare
considering foranalysis,numberof testcasesbasedonpermutationsandcombinationsarevery
large.ForfindingthecorrelationbetweenThroughput (Th), Reliability (Re)andResponse Time (Rt) 
Availability (Av), Latency (Lc)whichhaveaverycomplexrelationship,weneedtodoanalysisthrough
correlationmetricswhichwehadgeneratedwiththehelpofRapidMinerasfollowingtable.Through
theCorrelationmetrics,InTable3,Wehadstoredtheobservationswheresecondbestcorrelation
ofeachparameterisselected.ThroughthisanalysislargestcorrelationinbetweenResponseTime
andLatencyequalsto0.390,nextlargestisinbetweenthroughputandreliabilityequalto0.255and

Table 1. Statistical Data received for parameters in QWS data set

Maximum Minimum Average

ResponseTime 3203 45 260.892

Throughput 29.5 0.1 10.081

Reliability 97.4 5.9 72.073

Table 2. Classification of Statistical Data of parameters in QWS data set

Lowest Above Lowest Average Above Average Highest

ResponseTime 45 152.946 260.892 1731.946 3203

Throughput 0.1 5.0905 10.081 19.7905 29.5

Reliability 5.9 38.9865 72.073 84.7365 97.4

Table 3. Correlation Parameters in QWS data set

Parameter RT AV TP RL LA

RT 1 -0.0663 -0.2530 0.0471 0.3907

AV -0.0663 1 0.2006 0.1289 -0.0982

TP -0.2530 0.2006 1 0.2556 -0.1450

RL 0.04711 0.1289 0.2556 1 -0.0238

LA 0.39073 -0.0988 -0.1450 -0.02388 1
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nextlargestisinbetweenAvailabilityandthroughputequalto0.200(Mehdi,Bouguila,&Bentahar,
2016).ThisobservationstatesthebindingofparametersdescribedinFigure11.

Throughanalysisofcorrelation,wearetestingtrustbasedonfollowingformulationsisdeveloped
fortrustcalculationofeachwebservice.

Trust α Availabilty ThroughPut Reliability
ResponseTime Latency

* *

*
 (1)

Trust = µ *Availabilty ThroughPut Reliability
ResponseTime Latency

* *

*
 (2)

WhereµisproportionateCoefficientwhichcanbeidentifiedusingcorrelationsbetweenconcern
attributesderivedfromTable.4asfollows:

Forfindingthevalueofµ,wecanusedifferentrelationalcorrelationsformulasi.e.

µ1 =(0.2556*0.2006)/(0.3907)=0.130
µ2 =(0.2556+0.2006)-(0.3907)=0.0655
µ3 =(0.2006*0.1289*0.2556)/(0.3907)=0.016916
µ4 =(0.2006+0.1289+0.2556)-(0.3907)=0.1944

µ1, µ2, µ3 and µ4aredifferentpossiblecoefficientsvalueswhichcanbetestanduseinfinalizing
thetrustvalueinTEMandfurtheruseinTDMforsettingthewebservicetrustvaluebasedonQWS
dataset.InTEM,ServiceClassification&Clusteringprocessofdirectattributescanbeanalyzed
usingfollowingoperationsintheprocessdefinedinTable5whichshowsacomparativeanalysis
overQWSdatasetanditsparameters:

Distributionofrangeindecisiontreeforfindingbestpracticetoclassifynumericaldataisshown
inFigure12whererange1andrange2isdescribed.

Figure 11. Relations designed using correlation Metrics between QWS parameters

Table 4. Correlations between concern attributes

Proportionate correlation Inverse proportionate Correlation

Availability∧Throughput→0.2006
Availability∧Reliability→0.1289
Throughput∧Reliability→0.2556

ResponseTime∧Latency→0.3907
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RuleInductionModelisthepredictiontechniqueusingoperatorwhichworksaslikealearner
basedonpropositionallogic.Inoursimulation,ruleInductionprovidesfollowingrules/logicswhich
aredesignedtoselectrangeusingBestPractice(BP),Throughput,ResponseTimeandSuccess-ability:

1. ifBP>79.500
2. thenrange2[61-∞]-Selection-(19/1552)
3. ifThroughput≤5.850andBP≤71.500andSucc≤88.500
4. thenrange1[-∞-61]Selection-(144/2)
5. ifBP≤73andBP>71.500andThroughput>3.150

Table 5. Comparison of Classification techniques

k-Nearest Neighbor (K-NN) Naive Bayes 
Classification Model

Decision Tree

Thismodelisusingfordata
classificationandregressionwhich
isbasedontheinputDatasetand
itsparameters.Asimplementation
ofK-NNmodelinoursystem,we
haddoneclassificationandfindthe
following2-NearestNeighboringrange
asinclassification.Themodelincludes
2507sampleswith11extentasthe
rangeofclassesdefinedbyrange1[-∞-
61]&range2[61-∞].
Throughthismodelclassification,we
canconcludethatK-NNisreasonable
andjustifiablewithinallConsiderable
parameterswhichfrequentlyutilizedfor
itseffortlessofunderstandingandsmall
computationtime.

It’saprobabilistic
classificationtechnique
whichhasfocused
onimplementBayes’
theorem.TheUnique
achievementofthisNaive
Bayes’classification
techniqueisthatit
needsverytinyamount
oftrainingfactsto
approximationthe
discrepancyinparametric
factsnecessaryfor
classification.

Ithelpsincreationofadecision-basedtreefor
nominalandnumericaldataclassification.It’s
aninvertedtreewhichhasrootnodeatthetop
andnodesaddedindownwarddirectioninleft
andright.Thistypeofdatarepresentationhas
numberofadvantagesoverotherapproaches
andeasytounderstand.Inthisclassification
techniquewepredictthetargetbasedon
multipleinputparameterinQWSdataset.
Followingdecisiontreehasbeengenerated
BestPractices=range1[-∞-72.500]:range1
[-∞-61]{range1[-∞-61]=274,range2[61
-∞]=250}
BestPractices=range2[72.500-∞]:range2
[61-∞]{range1[-∞-61]=230,range2[61-
∞]=1753}

Figure 12. Decision tree for finding best practice for classification of numerical data
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6. thenrange2[61-∞]Selection-(2/95)
7. ifBP≤67.500andSucc>87.500andDocumentation>23.500
8. thenrange2[61-∞]Selection-(7/68)
9. ifBP≤74.500andBP>73
10.thenrange1[-∞-61]Selection-(66/0)
11.ifBP>71.500andBP≤78.500andBP>76.500
12.thenrange2[61-∞]Selection-(7/125)
13.ifSucc>85.500andBP>67.500andResponseTime>185.335
14.thenrange1[-∞-61]Selection-(116/9)
15.ifBP≤75.500andBP>71.500andResponseTime>164
16.thenrange2[61-∞]Selection-(4/78)
17.ifBP>75.500
18.thenrange1[-∞-61]Selection-(47/0)
19.ifSucc≤90.500andBP≤71.500andBP>67.500
20.thenrange1[-∞-61]Selection-(22/0)
21.ifResponseTime≤151.410andLatency≤12.035andThroughput≤18.250
22.thenrange2[61-∞]Selection-(4/22)
23.ifSucc≤93.500andResponseTime>138.415andDocumentation≤76.500
24.thenrange1[-∞-61]Selection-(26/1)
25.ifBP≤65.500andBP>60.500
26.thenrange2[61-∞]Selection-(3/35)
27.elserange1[-∞-61]Selection-(33/14)

Itstartswiththelessprevalentclasseswheretheiterationisusedinalgorithmandapplyrule
ofpruninguntiltherearenopositivesetofinformationindatasetmissingortheerrorrateislarger
thanfiftypercent.NumberofcorrectdatainQWSdatasetasperabovestatedrulesare2429outof
2501trainingexamples.

Curve Fitting Implementation
AnalysisofvalidationandtestingonQWSdatasethasbeendonethroughMatlabcurvefittingapproach
of neural network. Here, we pass all four parameters (Throughput, Response time, Availability,
ReliabilityandLatency)asInputandfindmappingoftheseparameterwithTrustasTargetoroutput
parameterwhichwewanttopredictonthebasesofformulationdefinedinequationnumber1.Here,
wewanttoareusingthisfittingapproachtoidentifysuitablescenariotopredicttheeffectiveand
closestTrustedvalueasoutput.Here,thesizeofourdatasetis2507samplevalueswhichwillbe
dividedintraining(70%),validation(15%)andtesting(15%)phases.

Levenberg -Marquardttrainingalgorithmisusedwhichgenerallytakesmorememorybutless
time.ThistrainingalgorithmgeneralizeandimproveprocesstillMeanSquareError(MSE)improves.
AstheseprocessesautomaticallystopwhenMSEofvalidationsampleisincreased.Inresults,we
analyzethetestoutputoverfittingcurveanderrorvaluesininputparameters.Wehaddonethistesting
andvalidatingoutputparameterastargetvalue.Here,wecanperformexploratorydataanalysisover
inputQWSdatasetandpreprocessandpost-processthisQWSdataset.Here,wecanusedifferent
librarymethodsaslinearandnonlinearmethodsandstartingconditionsusedasoptimizedsolver
parameterstoimprovethequalityofyourcurvefitting.

Forbetterunderstanding,wehaddonesimulationofcurvefittingfortrainingQWSparameters
viafittingneuralnetworkwithhiddenneuronsshowninFigure13.Here,inFigure14fittingfunction
describerelationbetweeninputandoutputvalues.AsperQWSanalysis,wefindtheeffectofneurons
indefinedhiddenlayerwhichgeneralisedtheideaofselectionofneuronsasifwewanttoseethe
progressinperformanceoftargetdata,weneedtoselectneuronsveryeffectively.Inourcustomised
scenario,wehadanalyseandfindthat100neuronshelpingeneratinglesserrorsingeneralizing
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inputdataandrangeofoutputandtargetdataisapproximately-75to150.Thisrangeisoptimised
ascomparetorangesindifferenttestscenarios.

CurvefittingregularlyandconsistentlyanalyzesQWSinputdatasetbeginningfromstartingdata
tofinishingdataandremovepoorqualityvaluesidentifiedincurveswhichexplainedinInput-Error
bargraphinFigure15.

Wehavestudied theerrorhistograminbetween theseparametervaluefittingwhichwillbe
helpfultoidentifypredictingvaluefromtargetvalue.Thiserrorgivesideaofdifferencebetween
targetandpredictedvalues.ErrorisidentifiedasmultiplicationofTargetandoutputvalues.Process
of identifying the error histogram is include reading data from QWSdatasetwhichwill further
forwardedinnextprocesswhereweidentifyfeedforwardnetfunctionwhichdefinehiddenlayerwith

Figure 13. Fitting neural network with different hidden neurons for training QWS parameters
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neuronsandoutputlayer.Aftertrainingandvalidatingthefeedforwardnetfunction,wepredictthe
responsesofallinputparametersoveroutputusingobjectofthefunction.Inourscenariowedefine
6differentneuronsas10,20,40100,500,1000sequentiallytotesttheoptimalerrorhistogram.By
makingchangesinfeedforwardnetfunction,wehadanalyzedifferentscenariosandfoundthatwith
20binand40hiddennodeserrorisminimumandcloseto1.Ifweincreaseordecreasevaluesof
neurons,thiserrorvaluewillincrease.Thisminimumerrorvalueisdefiningthatoursetupishaving

Figure 14. Plotting fitting function with different hidden neurons with 10,20, 40, 100, 500, 1000, respectively

Figure 15. Plotting error histogram with different hidden neurons with 20 bins and 40 neurons
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istrainedoverthescenarioandnowonthebasesoftheinputparameterasresponsetime,availability,
throughputandreliability,wecanpredictoutputvalueastrustvalue.

Asweknowthatthisfittingcurveisamulti-layerednetworkflowwithtraining,validatingand
testing.Ithelpsincheckingandidentifyingthefeedforwardnetperformancetodeterminethechanges
needtobemadeinselectionofneuronsinhiddenlayerandanyothertrainingalgorithm.Itimproves
thenetworkarchitectureasitcontainsallconcerninginformationrequiredtotrainthenetworkasdata
pointsandtestsets.Ifthereisanyneedtoretrainthenetwork,wecantoitusingthesamedivision
ofdata.Inourscenario,wehaddonetestingwithdifferentnumberofneuronsinhiddenlayerand
summarizeditasarangeof40to100issuitableforgettinggoodperformanceduetolargequantity
ofneuronsinhiddenlayerwhichprovidebetterflexibilityasinoursimulationinputparameterscan
optimizeandbestfitintargetparameter.

Now,asperalldiscussionandanalysisdoneindifferentsimulationsinFigure16,wecometo
conclusionastofindthebestsuitableperformanceofourscenariocanbefindbydefiningtherange
ofneuronsfrom40to100.throughwhichverylesserrorfoundininputdatasetafternormalization
andgeneralizationofdata.Itisbestvalidationperformancedefineinrespecttomeansquareerror
indefiningoutputastrustvalueusingformulationdefinedthroughequation1and2withallfive
parametersasinputi.e.Throughput (Th), Reliability (Re)andResponse Time (Rt) Availability (Av), 
Latency (Lc).

CoNCLUSIoN

Inconcludingtheresearchworkinourpaper,wehavefocusedindesigningandproposingsolution
forsecurityandtrustviaQualityAssessmentModelusingTEM,TDMandPSS.TEMincludesWeb
ServiceClassification&Clusteringanalysis(i.e.K-NN,NaiveBayes,DecisionTreeClassification

Figure 16. Plotting best validation performance vs. MSE with different hidden neurons with 10,20, 40, 100, 500, 1000, respectively
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ModelandRuleInductionModelwhichislearner-basedpredictiontechniqueonpropositionallogic).
WehadfoundtherelationsinbetweenQWSdatasetandcalculatedTrustvalueasdirectandderived
attributesusedinTDMforpredictingtheQoSinWebService.Inordertovalidatethecorrectnessof
definedmathematicalmodel,wehadcalculatedcorrelationinparametersanduseditinformulating
TrustofWS.AfterCalculatingTrust,wehadperformedCurveFittingbetweendirectattributes
providedbyQWSdatasetandTrustasderivedattributeusingNeuralNetworkusingfittingfunction
withdifferentNeurons.Asatestingresult,wecansummarizetherangeof40to100neuronsare
suitableforgettinggoodperformancewhichprovidebetterflexibilityandoptimizationintobestfit
valuesintargetparameter.UserwillusetheCustomizedProviderList,whichishavingupdatedlist
ofproviderswithtrustvaluesasuserspecificprioritylistbasedonuserparameterselection.

FUTURE SCoPE

Thisresearchhasbroadfuturescopeasit isrelatedtothefieldwithuncertaingrowthintrusted
servicerequirementininformationandprojectcommunicationmanagement.Aswearefocusingon
qualityassessmentandassurance,qualitycontrolmanagementisalsohavinghugescopeofstudyin
webservicelifecycle.Inaddition,numberofnon-functionalaswellasfunctionalissuesstillrequires
addressingandevaluate.Thereisascopeofimprovementincloudbasedvirtualizedenvironment
whichmaybereplacedwithdockersandcontainerbasedsecurewebservicescanningandmonitoring
forserviceproviders.Infuturestudiesourobjectiveistoimprovethemonitoringofthewebservice
lifecycleusingthisanalysisofstatedissuesintermsofimprovisedreliability,availabilityandsuccess-
ability in service utilization using large dataset and deep learning implementation in designing
moreeffectivelymodeltocalculatetrustforwebservice.Aweb-supportingWSSimulatorhasbeen
designedforwebbasedself-trainingwhichtraintheconsumeraswellasdeveloperabouttrustedweb
servicesandhelpinclusteringtheminacustomizedlistofservicesforproviders.Itwillbehelpful
inprediction,recommendationandselectionoftrustedwebservices.
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