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ABSTRACT

TheInternetofThings(IoT)represents theseamlessmergingof therealanddigitalworld,with
newdevicescreated thatstoreandpassarounddata.Processing largequantitiesofIoTdatawill
proportionatelyincreaseworkloadsofdatacentres,leavingproviderswithnewsecurity,capacity,and
analyticschallenges.Handlingthisdataconvenientlyisacriticalchallenge,astheoverallapplication
performance ishighlydependenton thepropertiesof thedatamanagement service.This article
explores the challenges posed by cybercrime investigations and digital forensics concerning the
shiftinglandscapeofcrime–theIoTandtheevidentinvestigativecomplexity–movingtotheInternet
ofAnything(IoA)/InternetofEverything(IoE)era.IoTforensicsrequiresamulti-facetedapproach
whereevidencemaybecollectedfromavarietyofsourcessuchassensordevices,communication
devices,fridges,carsanddrones,tosmartswarmsandintelligentbuildings.
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INTRoDUCTIoN

Crimehasalwaysbeenapartofhumansociety,butthemeansbywhichthesecrimesarecommitted
are constantly developing and expanding. The evolving nature of technology supports criminals
withnewmethodsandtoolstocommitcrimes.Previously,criminalinvestigationsgenerallyrelied
ontheanalysisofphysicalevidence,thestudyofthecrimescene,speakingtoandtakingstatements
fromwitnesses,andinterviewswithsuspects.Today,thecriminalinvestigatormustrecognisethat
theevidencetheyhavetoanalysecouldbeinanelectronicordigitalform(Macdermott,Baker,&
Shi,2018).Thecrimescenemaycompriseacomputersystem,smartandsmall-scaledigitaldevices
ornetworktraffic/logsasopposedtothetraditional‘physical’scene.The‘witnesses’inthesecases
maybecomputer-generatedlogfiles,metadata,orbrowsinghistory.Youcanprovewithforensic
sciencethatsomeonewasholdingacertainweaponviaDNA/fingerprints,buthowdoweprove
thataparticularsuspectwastheoneatthekeyboardatthetimethecrimewascommitted?Forensic
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linguisticsisincreasinglyusedwithinthisdomaintofacilitateinvestigationsbyidentifyingactors
withinanexchange,determinemotiveandbehaviours,andestablishatimelineofevents.

TechnologicaldevelopmentsandourincreasedinterconnectiontotheInternet,anddevicesinour
everydaylives,leadtotheincreaseincybercrimes.Thesedevelopmentsandtheanonymitythatcomes
fromtheInternetserveasincentiveforcriminals,andthusleadtoanincreaseincrimesinvolving
computersandcybernetics.Cybercrimeisabroadlydefinedterm,whichmeans“criminalactivities
carriedoutbycomputersortheInternet”(McMurdie,2016)andconsistsofthreemaincomponents:

• Thecomputerusedasatoolforcommittingthecrime
• Thecomputerisarepositoryforinformationusedorgeneratedinthecommissionofacrime
• Informationresidingonthecomputeristhetargetofthecrime,withtheintentionofdamaging

itsintegrity,confidentialityoravailability

TheanonymityoftheInternetcancreateafeelingofdistance,sooftencriminalsfeelremoved
fromtheircrimesorhaveafeelingofdissociativeignorancetotheeffectstheiractionshaveonothers.
Therewereapproximately3.6millioncasesoffraudandtwomillioncomputermisuseoffencesin2017,
accordingtoanofficialsurveybyTheOfficeforNationalStatistics(Casciani,2017).Cybercrimeis
increasinglyaffectingavarietyofdomains:governmentsystems,largeorganisations,small-to-medium
enterprises(SMEs),ecommerce,onlinebanking,andcriticalinfrastructure.Motivationsdiffer,but
cybercrimeforgainissignificant,muchmoresignificantthantheperceptionofnon-economicattacks,
butmuchlessintermsofvolumeofattemptsorreportedcases.Thekeyconcernsincludedamageto
reputation,monetaryloss,andeffectstotheconfidentiality,integrityandavailabilityofdata.

Withthisevidentincreaseincybercrime,asignificantchallengefromaninvestigativestandpoint
isthemassofdevicesthatcanbeutilisedforcommittingthecrime,andtheamountof“devicesof
interest”tobeidentified,collected,andanalysedatacrimescene.Thesedevicesvaryintechnological
complexity and storagecapabilities, and range fromsmartphones to smartwatches, smart toys,
gamingconsoles(XboxOne,SonyPlayStation-PS3andPS4),healthwearablesanddrones.The
increasingutilisationofcloudservicesintheirday-to-dayoperationsbyorganisations,utilisation
ofhugestoragedevices(e.g.,RedundantArrayofInterdependentDisk(RAID))andtheheightened
emergenceofsmartdeviceutilisationmeansthatdigitalforensicinvestigationsinvolvingsuchsystems
wouldinvolvemorecomplexdigitalevidenceacquisitionandanalysis(Taylor,Haggerty,Gresty,&
Hegarty,2010).Whiledevelopingstandardstodealwithelectronicordigitalevidence,itisnecessary
thatothersupportingdisciplinesmustalsoevolvetoassisttheinvestigatorinthisnewrealmand
ensuretheyareknowledgeableonsuitableconductatthecrimescene.

Aswelookaheadtoaworldofexpandingubiquitouscomputing,theinterconnectionof‘Things’
toan‘InternetofThings’,thechallengeofforensicprocessessuchasdataacquisition(bothlogical
andphysical)andextractionandanalysisofdatagrowsinthisspace.Themainpurposeofthisarticle
istoexplorethekeycontributorstothisparadigmshiftandillustratehowcybercrimeinvestigations
anddigital forensicsareadjusting to thisnewwaveofcybercrime.Objectives forexploring this
technologicaladvancementbeginbyillustratingtheprogressionofdigitalforensics–fromtheinfant
computer forensics, tomobile forensics, tonetwork/Cloudforensics–andhowthe focus isnow
shiftingtoIoTforensics,andinevitablyIoA/IoEforensics.Imperativetothisistheidentificationof
therangeofdevicesnowinvolvedindigitalforensicinvestigations,makingforensicprocessesmore
challengingandproblematic.Futuredirectionswithinthefieldofdigitalforensicsandconsiderations
arepresented.Therestofthepaperisorganisedasfollows:thenextsectionprovidesbackground
ondigitalforensicsandcybercrimeinvestigationandtheIoTparadigmisaddingtothecomplexity,
followedbydigital forensicsmethodologiesandproceduresforvariousevidences, thenpotential
challengesandconsiderationswithconcludingremarksandfuturedirections.
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BACKGRoUND

Theterm‘digital forensics’wasoriginallyusedasasynonymforcomputerforensicsbuthasexpanded
toincludeaninvestigationofalldevicescapableofstoring,processingandtransmittingdigitaldata.
Withrootsinthepersonalcomputingrevolutionofthelate1970sandearly1980s,thediscipline
evolvedinadisorganisedmannerduringthe1990s,anditwasnotuntiltheearly21stcenturywhen
its prominence was realised (Hausknecht & Gruičić, 2017). Despite the field’s quick evolution,
advancementindigitalforensicsisnowmoredifficulttoachieve.Itsevolutionischallengedheavily
bytheincreasingpopularityofdigitaldevicesandtheheterogeneityofthehardwareandsoftware
platformsused.Forexample,theplethoraoffileformatsandoperatingsystems(OSs)impedethe
creationofunifiedorstandardtools,andtheadventofsmartphonesthatextensivelyusecryptography
or embed digital rights management/trusted computing frameworks make collecting evidence a
complextask(Caviglione,Wendzel,&Mazurczyk,2017).

Atacybercrimeinvestigation,digitalforensicanalystsscrutiniseseizeddataandexplainthe
currentstateofthedigitalartefact(s).Cybercrimeinvestigationsfollowthestandarddigitalforensic
processandtheinvestigationsareperformedonstaticdata,intheformofdigitalimagesthathave
beentakenusingspecialistsoftware,suchasFTKImagerorEnCaseForensicImager.Typicalforensic
analysis includes a manual review of the material on the media and filtering files of suspicion.
Reviewingtheregistryforsuspiciousinformationisanadditionalaction,asisusingkeywordsearches
forevidencerelatedtotheoffenceinthehopethatfilesofsuspicionarefound–whichisalengthy
andtime-consumingprocess.Digitalforensicsdealswiththeacquisition,preservation,examination,
analysisandpresentationofelectronicevidence.Networkedcomputing,wirelesscommunicationsand
portableelectronicdeviceshaveexpandedtheroleofdigitalforensicsbeyondtraditionalcomputer
crimeinvestigations.Practicallyeverytypeofcrimenowinvolvessomeaspectofdigitalevidence;
digitalforensicsprovidesthetechniquesandtoolstoarticulatethisevidenceinlegalproceedings.Ithas
avitalroleininformationassurance–investigationsofsecuritybreachesyieldvaluableinformation
thatcanbeusedtodesignmoresecureandresilientsystems(Liu,Singhal,&Wijesekera,2017).

Network forensics techniques assist in tracking internal and external network attacks by
focusingonthedevicespresentandthecommunicationmechanismsapplied.Manynetworkattacks
aredesigned toblockusers fromaccessingservicesandproviders fromdeliveringservices, i.e.,
DenialofService(DoS)orDistributedDenialofService(DDoS).Criticalsecurityissuesinclude
dataintegrity,userconfidentiality,dataandserviceavailability,andtrustamongentities.Securing
applicationsandservicesprovidedintheCloudagainstcyber-attacksishardtoachieveduetothe
complexity,heterogeneity,anddynamicnatureofsuchsystems(Macdermott,Shi,&Kifayat,2017).
Networkforensicsinvolvesidentifying,capturing,discovering,andanalysingnetworkdevicesaswell
asinfrastructure(Khan,Gani,Wahab,Shiraz,&Ahmad,2016).Thepurposeofsuchananalysis
istoexploredigitalevidenceinthenetworktrafficaftertheoccurrenceofasuspiciousevent.Ina
largerscaleenvironment,itistheabilitytosiftthroughgigabytesofthecapturednetworktrafficand
constructmultipleviewsofthattrafficbenefitsnetworksecurity,policyenforcement,andnetwork
maintenancepersonnel(Corey,Peterman,Shearin,Greenberg,&VanBokkelen,2002).Cloudforensics
isanemergingbranchofnetworkforensics,whichinvolvespost-incidentanalysisofsystemswith
distributedprocessing,multi-tenancy,virtualisationandmobilityofcomputations(Liuetal.,2017).
Inthevirtualenvironmentsprovidedinacloudcomputingsystem,digitalforensicinvestigationscan
betroublesomeduetoitsdynamicnature.Ifasoftwareapplicationisaccessedviaacloudcomputing
system,dataistraditionallywrittentotheOS.Evidencecanbeacquiredintheformofregistryentries
ortemporaryInternetfiles,whichwouldresideorbestoredwithinthevirtualenvironmentandso
getlostwhentheuserexitsthecloud.

Digitalforensicsisbecomingmorechallengingduetothetremendousincreaseincomputing
devices andcomputer-enabledparadigm,providingnewchallenges to thedistributedprocessing
ofdigitaldataandaddingtotheinvestigativecomplexity.TheIoTforeseestheInternetasasetof
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intelligent, self-configuring, and interconnected objects in a dynamic and global infrastructure.
These‘Things’or‘Objects’refertouniquelyaddressablesmartdevicesthataregenerallydistributed
endowedwithsensingandactuationcapabilitiesandequippedwithlimitedcomputingresourcessuch
asCPU,memory,andnetworkcapabilities.Thisisevidentlyanintegrationofseveraltechnologies
andcommunicationsolutionssuchasRadioFrequencyIdentification(RFID)technology,sensors
and actuators (Baker, Asim, Tawfik, Aldawsari, & Buyya, 2017). To effectively deal with this
fundamentalchangeinevidence,thescienceofdigitalforensicsisdeveloping.Theobjectiveisstill
thesameasinphysicalcrimescenes;determiningthecrime,identifyingandanalysingtheevidence,
andestablishingthepartyorpartiesinvolved.Whiledevelopingstandardsfordealingwithelectronic
ordigitalevidence,itisnecessarythatothersupportingdisciplinesmustalsoevolvetoassistthe
investigator(Rogers,2003).Asofnow,thereisastandardisedmethodforretrievingevidencefrom
traditionaldevicessuchasharddrivesandmobilephonesbutnoclearprocedures for IoT-based
investigations,whichwebelievewillrequireamulti-facetedapproach.Therearenodefinedprinciples
forIoTforensicsasthesphereof“devicesofinterest/potentialevidence”continuestogrow,assuch;
investigationswillsignificantlyrelyonthemechanicalandphysicalnatureofthesmartdevice,since
evidencefingerprintingisamajorchallenge.Evidencecanbecollectedfromfixedsensorsinhomes
andbuildings,movingsensorsbuiltintocarsandwearabledevices,communicationdevices,cloud
storageandevenISPlogs.

CyBeRCRIMe INVeSTIGATIoNS AND DIGITAL FoReNSICS

Digital forensicshasbecomean important tool in the fightagainstcybercrimevia identification
of computer-based and computer-assisted crime. Today’s huge volumes of data, heterogeneous
information and communication technologies, and borderless cyber infrastructures create new
challengesforsecurityexpertsandlawenforcementagenciesinvestigatingcybercrimes.Pursuing
cybercrimeinvestigationscanspaninternationalborders,jurisdictions,andlegalsystems.Thisissue,
jointlywiththehugevolumeandrichnessofinformation,highlyheterogeneousICTtechnologies,
andcomplexmodernhardware/software frameworks, raisesnewchallenges, especially indigital
forensics(Caviglioneetal.,2017).Digitalforensicinvestigationsareubiquitouslyutilisedwithin
lawenforcementtoinvestigateelectronicmediaandincreasinglywithinorganisationsaspartoftheir
incidentresponseprocedures(AlFahdi,Clarke,&Furnell,2013).Historically,theimpactofe-crime
orcomputerrelatedcrimehasinvolvedonlyasmallproportionofvictimsandinvestigators.However,
this position is changing and the impactofdigital evidencewithin ‘conventional’ investigations
isalreadywidespread.Anyinvestigationwithinthepublicorprivatearenaislikelytoinvolvethe
seizure,preservationandexaminationofelectronicevidence,thereforedigitalevidenceprocessing
mustformanintegralpartofthewiderinvestigativeprocess.

A ‘digital forensicsprocessmodel’or ‘digital forensicmethodology’provides a framework
forproceduresandprocessesthatshouldbefollowedwhenengaginginadigitalforensics-based
investigation. An increasing number of models have been proposed, attempting to speed up the
investigativeprocessor tosolveproblemsencounteredduring theforensic investigation(Du,X.,
Le-Khac,N.A.,&Scanlon,2017).Mocasidentifiedthefollowingstandardsfordigitalevidence:
Duplicationintegrity,Authentication,Reproducibility,Non-interference,Identifiablenon-interference,
andMinimisation.Thesepropertiesandtermsestablishprinciplesforresearchandtoolsdevelopment
(Mocas,2004).Forcrimesceneprocessingandevidenceconfiscation,theuseofmodelormethodology
isdependentupontheinvestigator.Therearemanymodelstochoosefrom,eachcomprisingthesame
mainstages(identify,secure,analyse,present),butwithdifferingattentionfocusingondifferent
stages.Forexample,the“AdvancedDataAcquisitionModel”(ADAM)methodology(Adams,2013)
allocatesconsiderabletimeforpre-planningandpre-investigativestages.TheaimoftheADAMisto
addresstheshortcomingsidentifiedinapreviousreviewstudy(Adams,2012),revealingthatnone
ofthecurrentlyavailablemodelsmeettheneedsofpractitionersandresearchers.
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Currentmodelsarecriticisedfromdifferentaspects,suchasbeingtoospecific(Reith,M.,Carr,
C.,&Gunsch,2002),toobroad(Rogers,2006),ortoocomplex(Selamat,S.R.,Yusof,R.,&Sahib,
2008).Incontrast,“CFSAP”(ComputerForensics–Secure,Analyse,Present)comprisesthefourkey
elementsofcomputerforensics(identification,preservation,analysis,andpresentation)intothreesteps
tofollow:Secure(identifysourcesofdigitalevidence,preservedigitalevidence),Analyse(forensic
analysisofdigitalevidence:extract,process,interpret),Present(Presentationofdigitalevidence,expert
opinionandtestimony)(Macdermottetal.,2018).“FrameworkforReliableExperimentalDesign”
(FRED)proposedbyHorsman,focusesontheunderpinningproceduresinvolvedwithinundertaking
thereverseengineeringofdigitaldatastructuresandtheprocessofextractingandinterpretingdigital
contentinareliableway.Theproposedframeworkisdesignedtobearesourceforthoseoperating
withinthedigitalforensicfield,bothinindustryandacademia,tosupportanddevelopresearchbest
practicewithinthediscipline(Horsman,2018).Regardlessofapproach,thethreekeystagesarethe
collection,analysis,andpresentationofevidence,butthelevelofemphasisandattentiononother
stagescandiffer.Dependingonthescenario,therecouldbeaneedtopaymoreattentiontoother
stagesortoadapttheapproach.Thereisaneedforstandardisationandtransparencyindigitalforensic
researchmethodologiestoallowsufficientpeer-reviewofpractices,secondaryinterpretationofdata
andtheabilitytoassessthereliabilityoffindingsthatareofferedinanycontributiontoknowledge
(Horsman,2018).Followingageneralprocessmodelisnotspecificenoughtodealwiththedifferent
typesofcybercrimeandthebroadrangeofcasesencounteredbylawenforcement.

TheACPO(AssociationofChiefPoliceOfficers)guide(ACPO,2012)underpinsthecurrent
actionsundertakenbyinvestigators,regardlessofforensicsmethodologyfollowedwithintheUnited
Kingdom.TheACPOguidedetails instructionsfor the investigator to legallyobtainandanalyse
theevidence,butas theevidencecancomeinmanyformsand therearemanyscenarios,which
thisevidencemaybeinvolvedin,thereneedstobeaneffectiveframeworktosupportthis.With
thisreasoning,theinvestigatoratthecrimescenemustfollowtheguidelinessetbyACPOensuring
analysisofthedataoccurs,collectingallrelevantdatainanefficientandresourcefulmanner.The
ACPOguidelistsprinciplesforcomputer-basedelectronicevidenceandislistedbelow(ACPO,2012):

• Principal1:“Noactiontakenbylawenforcementagenciesortheiragentsshouldchangedata
heldonacomputerorstoragemediawhichmaysubsequentlyberelieduponincourt.”

• Principal2:“Incircumstanceswhereapersonfindsitnecessarytoaccessoriginaldataheld
onacomputeroronstoragemedia,thatpersonmustbecompetenttodosoandbeabletogive
evidenceexplainingtherelevanceandtheimplicationsoftheiractions.”

• Principle3:“Anaudittrailorotherrecordofallprocessesappliedtocomputer-basedelectronic
evidenceshouldbecreatedandpreserved.Anindependentthirdpartyshouldbeabletoexamine
thoseprocessesandachievethesameresult.”

• Principle4:“Thepersoninchargeoftheinvestigation(thecaseofficer)hasoverallresponsibility
forensuringthatthelawandtheseprinciplesareadheredto.”

Theseprinciples,iffollowed,allowtheinvestigatortolawfullyobtainandanalysetheevidence,
andmaintainagoodchainofcustody.Muchofthelastdecade’sprogressconcerningtheshifting
landscapeofcrimeisquicklybecomingirrelevantaccordingtoGarfinkel(Garfinkel,2010)presenting
“DigitalForensicsResearch:TheNext10Years”attheDigitalForensicsResearchConferencein
2010.Garfinkelargues,“Wehavebeenina“GoldenAgeofDigitalForensics,”andthattheGolden
Ageisquicklycomingtoanend.Increasinglyorganisationsencounterdatathatcannotbeanalysed
withtoday’stoolsbecauseofformatincompatibility,encryption,orsimplyalackoftraining.”The
mainissuesidentifiedbyGarfinkelareconcernedwiththegrowingsizeofdevicesofinterest,the
sizeofstoragedevices(meaninglongertimespentcreatingaforensicimage),andtheproliferationof
OSsandfileformats,whichisincreasingtherequirementsandcomplexityofforensicanalysistools
andprocedures.Intheinfancyofcomputerforensics,caseswerelimitedtotheanalysisofasingle
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device;increasinglycasesrequiretheanalysisofmultipledevicesfollowedbythecorrelationofthe
collectedevidence.Issuesidentifiedwithinthestudyarestillprominentnowin2018(Horsman,
2018),andtherapidembraceoftheIoT/IoAeraenhancestheseconcerns(Macdermottetal.,2018).

IoT-based forensic investigations need to identify, preserve, analyse, and present the digital
evidencecollectedfromtheIoTcomponents.Thechanginglandscaperequireswell-definedaccredited
tools,adaptiveframeworks,anddynamicsolutionstailoredtotheIoT/IoAparadigm.WhenanIoT
deviceisidentified,thereisnodocumentedmethodorareliabletooltocollectresidualevidences
fromthedeviceinaforensicallysoundmanner.Inaddition,thereareverylimitedmethodstocreate
aforensicimageofagivenIoTdeviceignoringethicalconsiderationswhencollectingevidences
fromdevicesrunninginamulti-tenancyenvironment.Therecanbemassesofdatatoanalyse,asthe
amountofdigitalmedia,storagemassescanrangefromindividualtoindividual,andtheanalysis
andscrutinyofthesecanbeextremelytimeconsuming,especiallywhenthereisnoclearobjectivein
thecaseinitially.Therapidimplementationofconnectivityinindustrialcontrolprocessesincritical
systems,acrossawiderangeofindustriessuchasenergy,mining,agricultureandaviation,hascreated
the“IndustrialInternetofThings”–IIoT.Thisissimultaneouslyopeningupthepossibilityofnew
devicesandprocesses,whichwerenevervulnerabletosuchinterferenceinthepast,beinghacked
andtamperedwith,withpotentiallydisastrousconsequences(Hammond,2016).

Table1presentsforensicevidenceperdigitalforensics‘category’–Computer-based,Mobile-
based,Network-based,Cloud-basedandIoT-based.Comparedtotraditionaldigitalforensics,there
islesscertaintyinwheredataoriginatedfrom,andwhereitisstored,sodatapersistencemaybea
problem(Lillis,Becker,O’Sullivan,&Scanlon,2016).Evidenceextractionandanalysisisalsoan
issuewithIoTdevices.InIoTscenarios,persistentrecordingisnoteasilyachievedduetoresource
constraintsinembeddedsystems,orsmartobjectswithlimitedmemoryandcomputing.IoTdevices
differnotonlyintheirtypebutalsoinaccessibilityandinterfaces,vendor-specificfeatures,anddata
storage(localversuscloud-basedandpersistentversusvolatile) (Caviglioneetal.,2017).Future
digitalforensicstoolsandtechniquesshouldbeengineeredtosupportheterogeneousinvestigations,

Table 1. Forensic evidence per digital forensics ‘category’

Forensic evidence

Computer Theidentification,preservation,collection,analysisandreportingonevidencefoundoncomputers,
laptops,andremovablestoragemedia.

Mobile Therecoveryofevidencefrommobilephones,smartphones,SIMcards,PDAs,GPSdevices,tablets,
smarttoys,wearables,dronesandgameconsoles.

Network Themonitoring,capture,storingandanalysisofnetworkactivitiesoreventsinordertodiscoverthe
sourceofsecurityattacks,intrusionsorotherproblemincidents.Mechanismsincludetraceback,logging,
packetmarking,referenceheuristicbase,packetanalysis(dependentuponnetworkmonitoringsetup).

Cloud Evidencecanbedistributedacrossseveralmachines,mostofwhichwouldbeoutsidethecontrolofthe
investigator,e.g.,socialnetworklogs,ISPs,dataintransit,onlinestoragemedia,datastoredbymobile
networkproviders.Otherchallengesincludethedependenceofforensically-valuabledataonthecloud
deploymentmodel,largevolumesofdata,proprietarydataformats,multipleisolatedvirtualmachine
instancesrunningonasinglephysicalmachineandinadequatetoolsforconductingcloudforensics(Liu
etal.,2017).Everythingonlinemeanspotentialevidencetooisstoredinthecloudandnotjustlocallyon
thedevice:
•Usagelogsfromsmarthomes.
•Connectionlogsfromsmartbuildings.
•GPSdatafromsmartcars/trafficsensors/utilitydevices.

IoT Therecoveryofevidencefromdeviceslocally(dependinguponIoTdevice)butthiscouldalsoencompass
mobile/network/Cloudforensics.Examplesincludefixedsensorsinhomesandbuildings,movingsensors
builtintocars,wearabledevices,communicationdevices,cloudstorage,ISPlogs,dronedata,wearable
technology.
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preserveprivacy,andofferscalability.NewtoolsarenecessarytoimproveIoTforensics,especially
becauseanti-forensictechniqueswillcontinuetobecomeincreasinglysophisticated(Caviglioneetal.,
2017).CurrentlydigitalforensicandcybersecurityexpertsareexploringtheIoTfromtheperspective
ofadigitalforensicanalystconcerningevidencehandling,evidenceextraction,andanalysisofthe
collecteddata.Manyquestionshaveyet tobeanswered in thisemergingarea.Using innovative
technologies,alongsidetheknowledgeacquiredfromthesestudiesasastartingpointforunderstanding
theIoTworldandIoT-warewillhelpinansweringthesequestionsandguidingtheindustrywith
moreknowledgeonIoTforensics.WiththenewtypesofdevicesthatarepartoftheIoT,wemust
determinethebestapproachforensuringtheyareexaminedinthesameforensicallysoundmanner.
Evidenceprioritisationviaadvancingcrimescenemethodologiesandprocessmodelsisessential.

CASe STUDy: CRIMe SCeNe CoNSIDeRATIoNS AND CHALLeNGeS

Digitalforensicsinvestigationsundertakenbyhigh-techcrimeunitsorlawenforcementcaninvolve
analystswithvaryingskillsets.Whiletherearenewandemergingtechnologiesincreasinglybeing
usedtocommitcrime,therecouldbemiscommunicationonthehandlingofthesedevices,which
couldaffectongoingcasesanduseofseizedevidence incourt.Additionally, searchandseizure
proceduresused in theconventionalcomputer forensicprocessareusuallynotapplicabledue to
evidencebeingstoredinclouddatacenters.Asthedigitalrevolutionadvances,consumerattitudes,
beliefsandintentionshavecontinuedtoevolve–moreconsumersareturningtheirhomesinto‘smart’
homesorintroducingIoT-enableddevicesintotheirhome.Assuch,withinanIoT-basedcrimescene,
therearearangeofdevicesthatcouldbelocatedonsite.ExamplesofpotentialIoT-basedevidence
includesmarthomeassistants,e.g.AmazonAlexa(itcouldcontaincorrespondencebetweensmart
assistantsatotherhomes,orrecentvoicecommands),homeappliances,heatingcontrol,lighting,
smartenergymeters,smartplugs,doorbells,security,tonameafew.Regardlessofthecircumstance
oftheinvestigation,therecouldbedataresidingononeormoreofthesedevicesthatisvitaltoacase,
beit,corroboratinganalibi,ordeterminingthedevicewasusedforsomethingillegalormalicious.
Additionally, compatibility and interoperability between devices is not as readily available as it
seems,somanyofthesedevicesarecontrolledviamobileapp,orthroughthesmarthomeassistant.
Theymayalsobeconnectedtodifferentnetworkswithinthesamelocation,orconnectedtoanother
locationnearby.Priortoattendingacrimescene,ifdetailsaremissingfromthetermsofthewarrant,
vitalpiecesofevidencemaybemissed.

Themain IoT/IoAchallenge fromadigital forensicperspective is that ofdata imagingand
acquisition–knowingexactlywhere thedata is andactually acquiring thedata (Macdermott et
al.,2018).Itisalsodifficulttomaintainaclearchainofcustodyrelatingtotheacquisitionofthe
evidence.Essentially,IoT/IoAmeansthatinvestigatorsareunabletoconformtotheACPOguide,
asitisdifficultifnotimpossibletosatisfyallACPOprinciples(iftheinvestigationisbasedwithin
theUK).Almosteverydigitalforensicinvestigationmodelshouldstartwithauthorisation,planning
andobtainingawarrantasthisisfundamentalandcanbeassumedasaproperstandardoperating
procedure,leadingintoastrategytonavigatethedigitalforensicinvestigationfurther(Oriwoh,Jazani,
Epiphaniou,&Sant,2013).

Cybercrime investigators are often overwhelmed with the mass of digital evidence, so
identificationofitemsofforensicinterestcanbetimeconsuming.Asthedigitalagecontinuesto
produceanever-increasingvarietyofdigitalevidence–fromdrones,USBdrives,CCTVfootage,
MicroSDcards,Xboxes,harddrives,tothebroadarrayofmobilephones,cancausesubstantialcase
backlogsduetotheindividualscrutinyofdevice(Dolliver,Collins,&Sams,2017).Fromapolice
perspective,thiscanslowdowntheprogressionofthecasetothecourtoflawwherethedigital
evidencemaybepinnacletothecase.Dataintegritychecking,whichisthecoreofdigitalforensic
processisanotherchallenge,whichislackinguniformityduetodifferentdataimagingandacquisition
approachesemployedbydifferentstakeholdersatdifferentlocationsperformedwithheterogeneous
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tools.Crossintegritycheckingandverifiabilityofimagedevidenceinasituationwheredifferent
stakeholderssuchasISP,cloudserviceprovider, lawenforcement,digitalforensicscompanyare
jointlyworkingonthesameforensiccasewillremainanopenquestionforinvestigators.Webelieve
blockchaintechnologycouldbeanefficientandaccuratewaytomaintainintegrityofevidenceand
haveaclearchainofcommandinacollaborativeinvestigation,buttheapplicationswillbeconsidered
infutureinvestigations.

Encryptionandcloudcomputingboththreatenforensicvisibilityandbothinmuchthesameway.
Cloudforensicsalsofacesmanychallengesassociatedwithtraditionaldigitalforensics.Encryption
andotheranti-forensictechniquesarecommonlyusedincloud-basedcrimes.Thelimitedtimefor
whichforensicallyimportantdataisavailableisalsoanissuewithcloud-basedsystems.Becausesaid
systemsarecontinuouslyrunningdata,canbeoverwrittenatanytime.Timeofacquisitionhasalso
provedtobeachallengingtaskconcerningcloudforensics(Lillisetal.,2016).Tracingtheorigin
ofmaliciousactivitiesordeviceswithinanIoTenvironmentcanbechallengingwithoutmonitoring
architecturewithforensicloggingcapabilities.Thekeytoimprovingresearchisthedevelopment
andadoptionofstandardsforcasedata,higher-leveldataabstractions,andimplementablemodels
forforensicprocessing(Garfinkel,2010).

Blurrynetworkboundariesand/oredgelessnetworksareanissueforIoT/IoAinvestigationsi.e.,
withoutperimeter,orlessclearlydefinedperimeters.Thelocationofevidenceeffectseaseofaccess,
possibleconnectiontootherdevices,localorcloud-based,etc.AllavailableinformationonanIoT
devicecanberecordedlocallyorinthecloud.Localstorageisusuallylimited;thus,thenumberof
recordedsensorvalues/actuatorstatesiskeptunderacertainthresholdandolderdatamightnotbe
accessible(Caviglioneetal.,2017).Additionally,timesynchronisationtooisakeyissuehere.With
multiplesources,theymaypresentdifferenttimezonereferences,timestampinterpretations,clock
skew/driftissues,andthesyntaxaspectsinvolvedingeneratingaunifiedtimeline(Lillisetal.,2016).
Legalandjurisdictionissuesarecommonplace;giventhefactthatsomeinvestigationsencompassan
internationalscope,e.g.,dataresidingundermultiplejurisdictions,lawsandregulationsmustevolve
toenableaglobalstandardfordigitalforensics(Sachowski,2016).Themulti-jurisdictional,multi-
environmentalnatureofcasesresultsindifferentapplicationsofdigitalforensicprinciplesbeingseen
bycourtsindifferentways;therefore,themethodologyemployedbydigitalforensicpractitioners
willalwayscomeunderscrutiny(Adams,2012).

Oriwohetal.(Oriwohetal.,2013)stateanydigitalforensicssolutionthatfailstoconsiderthe
natureoftheIoTtocontinuallygrow,adaptandmutatemayeventuallybecometoostructuredto
beofanyuse.WithanIoT-basedenvironment,thenetworksbleedintoeachotherwithBodyArea
Networks(BAN)movingbetweenWideAreaNetworks(WAN)aspeopletravelfrom,forinstance,
theirhomestotheirplacesofwork.Oneramificationfordigitalforensicinvestigatorswillbehowto
handledevelopingefficientmethodsofcollectingalltherelevantevidencefromanobjectofforensic
interestthathastravelledbetweenmultiplenetworks,leavingmultipledigitalfingerprintsinitswake.
ThisisbecauseintheIoTdomaintheboundariesbetweenBAN,PersonalAreaNetworks/Perimeter
Area Networks/Premise Area Networks (PAN), Home Area Networks (HAN) or Hospital Area
Networks(HAN),LocalAreaNetworks(LAN),NeighbourhoodAreaNetworks(NAN),Metropolitan
AreaNetworks(MAN)andWANwilldisappearandthesenetworkswillbleedintoeachotheras
usersroamfromoneintoanother.

Figure1(Oriwohetal.,2013)showsthemovementofIoT-warebetweeninter-connectednetworks
introduces challenges fordigital forensics. IoT-based forensic solutionswouldhave to recognise
IoT-baseddevicesastheyapproachandjoinnetworks,andrecognisewhentheyleave.Movement
ofthingsfromonenetworktoanothercanhaveimplicationsforforensicsbecauseofthechallenge
ofobtainingpermissionattheperimetersofthesedisparatenetworksaswellaswithinthenetworks
(Oriwohetal.,2013).

DigitalforensicswillhavetobeabletoinvestigateIoTcomponents,whichcanrangefromnodes
deployedinsmallscenarios(suchassmartobjectsandsmartwatches)tothosedeployedinlargeones
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(suchassmartcities)–includinganalysisofattacksonIoTdevices,andthedigitalforensics–aided
investigationsofphysical-worldcrimes(Caviglioneetal.,2017).Cloudforensicswillalsoplayarole
inreinforcingcybersecuritybestpractices,sincealldatageneratedbyIoTcomponentswillbestored
onacloudduetoitsscalability,capacityandconvenience.Addressingsecurityconcernswillrelyon
aneweraofdigitalforensicsandbestpracticestosimultaneouslyverifyandleveragephysicaland
digitalevidencewithinachangingregulatorylandscape(Salama,2017).Movementofthingsfrom
onenetworktoanothercanhaveimplicationsforforensicsbecauseofthechallengeofobtaining
permissionattheperimetersofthesedisparatenetworksaswellaswithinthenetworks.

A further challenge is that of available tools for digital forensic investigations. Increasingly
investigatorsencounterdatathatcannotbeanalysedwithtoday’stoolsbecauseofformatincompatibility,
encryption,or the intricacyof thedevice. IoTforensics requiresamulti-facetedapproachwhere
evidencemaybecollectedfromavarietyofsourcessuchassensordevices,communicationdevices,
cloudstorageandISPlogs.Doesthedeviceholddataorisitsimplymiddleware?Forexample,the
Alexaenabledwirelesssmartspeakerisagatewayforallvoicecommandssubmittedinthehome.
ThisintelligentvirtualassistantinteractswithaplethoraofcompatibleIoTdevicesandthird-party
applicationsthatleveragescloudresources(Chung,Park,&Lee,2017).Understandingthecomplex
cloudecosystemthatallowsubiquitoususeofAlexamaybeparamountforsupportingIoTdigital
investigationsinthefuture.Usinginnovativetechnologies,alongsidetheknowledgeacquiredfrom
thesestudiesasstartingpointsforunderstandingtheIoTworldandIoT-warewillhelpinanswering
thesequestionsandguidingmoreknowledgeonIoTforensics.Oneofthemajorchallengestobe
addressedinthenearfuture,isthecreationoftoolsandtechniquestoanalysethebulkofdataand
reportpossibledigitalcluestotheexaminerforfurtherinvestigation(Caviglioneetal.,2017).While
IoTdatacouldbeusefulininvestigations,theresultingclashwithuserprivacymayleadtobarriers
inobtainingdataandraiseconcernsaboutuserdataandprivacy.

Whilecybercrimeinvestigationsanddigitalforensicshavebeenaffectedbytheidentification,
collection,andanalysisofthevastamountofIoTdevicesavailable,thereisafurtherchallengein
the presentation of evidence. Data will often have undergone aggregation and processing using

Figure 1. Movement of IoT-ware between inter-connected networks (Oriwoh, Jazani, Epiphaniou, & Sant, 2013)
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analyticfunctionsthatcanalterthestructureandmeaningofdata.Thegranularityandsemantics
ofevidencefromtheIoTwillcreatechallenges–atthedevicelevel,lossycompressiontechniques
mayreducethegranularityofthedatatopreservelimitedresourcessuchasmemory,batterylife,
networkbandwidth.(Hegarty,Lamb,&Attwood,2014).Ascloudandrelatedtechnologiesadvance,
forensicinvestigatorswillfinditchallengingtokeeppace,inthesenseofidentifyingnewforensic
artifacts.Thus,thereisaneedforongoingresearchintoidentifyingnewforensicartefactsinthecloud
andrelatedenvironment(e.g.multi-cloudandfederatedcloud,fogcomputing,edgecomputing,and
IoT),consideringbothdata-at-restanddata-in-transit,aswellasdevelopingnewforensicallysound
datacollectiontechniques(Choo,Esposito,&Castiglione,2017).Todate,thedigitalinvestigation
processeshavebeendirectedbytechnologybeinginvestigatedandtheavailabletools.Mostofthese
proceduresweredevelopedfortacklingdifferenttechnologyusedintheinspecteddevice.Asaresult,
whenunderlying technologyof the targetdevicechanges,newprocedureshave tobedeveloped
(Selamat,S.R.,Yusof,R.,&Sahib,2008).

Withoutaclearstrategyforenablingresearcheffortsthatbuildupononeanother,forensicresearch
willfallbehindthemarket,toolswillbecomeincreasinglyobsolete,andlawenforcement,military
andotherusersofdigitalforensicsproductscannotrelyontheresultsofforensicanalysis(Garfinkel,
2010).Existingmethodologiesaredesignedforadifferentgenerationofevidencesources,andthe
assumptionisthattheobjectsofforensicinterestwillbeavailableandaccessible–whileintheIoT,
objectsofforensicsinterestmaynotalwaysbeavailableoraccessible.IoTusagecreatesapointof
interactionbetweenthecyberandphysicalworlds,makingdigitalIoTforensicsaneffectivewayto
collectinformationaboutthenon-digitalenvironmentaswell.Oncetheforensicinvestigatorshave
locatedthesuspectedmediumthathascommunicatedwithrespecteddevice,theforensicinvestigator
couldproceedwithtriageexamination.Duringthisperiodaverycarefulinvestigationisrequiredas
fragiledataplayahugeroleinIoTforensicinvestigations.Themostcommondeviceorplatforms
thatneedtocopewitharerouter,gateway,CloudplatformsandFogplatforms.Thecollectionof
thisdeviceorplatformalsocouldbeknownasservercluster.TheconceptofIoTforensicincloud
andfogenvironmentrequireanewmindsetwheresomedatawillnotbeavailable,somedatawill
besuspect,andsomedatawillbecourtreadyandcanfitintothetraditionalnetworkforensicmode
(Perumal,MdNorwawi,&Raman,2015).

CoNCLUSIoN

DuetothetremendousinfluxofIoT-connecteddevices,ithasbecomeanecessitytodevelopanew
processtoinvestigateIoT-relatedincidents.ChallengesforIoT-basedforensicinvestigationsincludethe
increasingnumberofobjectsofforensicinterest,relevanceofidentifiedandcollecteddevices,blurry
networkboundaries,andedgelessnetworks.ContaininganIoTbreachisincreasinglychallenging–
evidenceisnolongerrestrictedtoaPCormobiledevice,butcanbefoundinvehicles,RFIDcards,and
smartdevices.Addressingsecurityconcernswillrelyonaneweraofdigitalforensicsandbestpractices
tosimultaneouslyverifyandleveragephysicalanddigitalevidencewithinachangingregulatory
landscape.WhiletherearenodefinedprinciplesforIoTforensics,investigationswillsignificantly
relyonthemechanicalandphysicalnatureofthesmartdevice,sinceidentifyingevidencesourcesis
amajorchallenge.CurrentlydigitalforensicandcybersecurityinvestigatorsareexploringtheIoT
concerningevidencehandling,evidenceextraction,andanalysisofthecollecteddata.Evidencecan
becollectedfromfixedsensorsinhomesandbuildings,movingsensorsbuiltintocarsandwearable
devices,communicationdevices,cloudstorageandevenISPlogs.Weexpectthatthepracticalstudy
ofthisemergingfieldwillidentifymethodsforperformingIoT-baseddigitalforensicsanalysis.The
studyandpresentationofconsiderationsfortheIoT/IoEareawilllayafoundationfortheforensic
soundnessandreliabilityofdigitalforensicprocessesinthesefuturecrimescenes.
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