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ABSTRACT

Unmannedaerialvehicles(drones)havegainedincreasedpopularityastheirinnovativeusescontinue
toexpandacrossvariousfields.Despitetheirnumerousbeneficialuses,droneshaveunfortunately
beenmisused,throughmanyreportedcases,tolaunchillegalandsometimescriminalactivitiesthat
posedirectthreatstoindividuals,organizations,publicsafetyandnationalsecurity.Thesethreatshave
recentlyledlawenforcementagenciesanddigitalforensicinvestigatorstopayspecialattentionto
theforensicaspectsofdrones.Thisimportantresearchtopic,however,remainsunderexplored.This
studyaimstofurtherexploredroneforensicsintermsofchallenges,forensicinvestigationprocedures
andexperimentalresultsthroughaforensicinvestigationstudyperformedonaParrotARdrone2.0.
Inthisstudy,theauthorspresentnewinsightsondroneforensicsintermsofforensicapproaches,
accesstodrone’sdigitalcontainersandtheretrievalofkeyinformationthatcanassistdigitalforensic
investigatorsestablishownership,recuperateflightdataandgainaccesstomediafiles.
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INTRoDUCTIoN

Unmannedaerialvehicle(UAVa.k.a.drone)isaremotelycontrolledaircraft.Itiscapableofcapturing
imagesandvideosequencesofatargetedregionandtransferringthemtoaremoteserverforstorage
andfurtherprocessing.Theservercanbeco-locatedwiththeGroundControlStation(GCS)orit
canbehousedinasecuredcloudenvironment.Adroneisusuallycontrolledbyahandhelddevice
suchasaradiocontroller,amobilephoneoratablet(Singh,2015).

The past few years have witnessed a steady proliferation of drones across a wide spectrum
of applications including recreational, commercial, educational, law enforcement, and national
securityuses.BusinessInsider(BI)Intelligenceexpectssalesofdronestosurpass$12billioninthe
U.S.by2021(Camhi,2016).Today,dronetechnologyisnolongerconfinedtohigh-endmilitary
andmeteorologicaluses.Infact,smallUAVtoys,whicharecapableofcapturinglivevideosand
images,canbepurchasedtodayforfewhundreddollarsfromvarioustoyretailers(Hyde,2014).In
theconsumermarket,majorplayerslike3DRobotics,ParrotandDJIareconstantlyexpandingthe
usefulnessoftheirUAVproductlineswithnewfeatures,betterperformanceandenergyefficiency,
aswellassmallersize,reducedweightandenhancedusability.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJanuary1,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary27,2021inthegoldOpenAccessjournal,InternationalJournalofDigitalCrimeandForensics(convertedtogoldOpen
AccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecommons.org/

licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginalworkand
originalpublicationsourceareproperlycredited.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

36

Recentadvancesinembeddedsystems,nanotechnologies,sensortechnologies,imageprocessing
andnavigationsystemshavegivenrisetoanewbreedofaffordableUAVswithpowerfulinformation
collection,storageandprocessingcapabilities.TheUAVhobbycommunity isalsoboomingand
variousonlineblogsandforumshavebeenestablishedtosupportcustomizedusageofdrones.

TheIntelligence,Surveillance,andReconnaissance(ISR)featuresofUAVshaveenabledamyriad
ofnewapplicationsandusesofthesedevicesthatgobeyondtherecreationaluses(Ravich,2015).
Infact,whenequippedwithsophisticatedalgorithmsfor informationacquisitionandprocessing,
UAVscanretrievearichsetofinformationfootagesincludinghighresolutionimagesandvideos,
thermalimages,andaccurate3Dtopographicalmaps,amongmanyothers.Accordingly,UAVshave
beenusedinvarioustaskssuchasfilmmaking,ecosystemmonitoring,precisionirrigation,parcel
delivery,borderpatrolling,crowdmonitoringinmajoreventsandidentificationofhazardousmaterial.
Addedtothis,theyhavebeenimplementedinsearch-and-rescueoperations,damageassessmentand
cetera(Singh,2015).

Unfortunately,UAVscanaswellbeusedtolaunchillegalactions,includingvoyeurism,invasion
oftheprivacyofcitizensandsensitiveplaces,smugglingofcontrabanditems,spyingonindividuals
orothernationstates.Thisusagemayincludealsoespionageoncompaniesandgovernmententities,
andtheunauthorizedlaunchingofaerialmissileattacks.Intherecentpast,droneshavealsobeen
caughtinunintendedviolationofno-flyzones.Today,thereisagrowingfearthattheymightbeused
byterroriststoperpetratepanicorcauseotherdamages(Elandset.al,2016).

Thepastfewmonthshavewitnessedanincreasingnumberofreported“illegal”usagesofdrones,
includingcommercialusagesthatviolateFAAregulations,unlawfulsurveillanceanddrugsmuggling,
amongmanyothers.Thiobane(2015)arguedthatdronesaretargetedbycriminalsfortheirpayload
value,andtheircapabilitiestolaunchdatabreachandcyber-attacks.Forinstance,onOctober2015,
a Tulsa man was accused of using a drone to smuggle contraband items to an Oklahoma State
PenitentiaryinmatewithTulsagangties(Pickard,2016).OnJuly2015,thePakistanarmyclaimed
thatdigitalforensictestsonaQuadcopteritdownedalongthelineofcontrol(LoC)revealedthatthe
deviceoriginatedfromIndia.TVmediahavealsoreporteddrones’violationofrestrictedairspace
aroundnuclearsubmarinesiteandairnavigationordersatmajorsportingevents,andthecatching
ofabandonedUAVsattheWhiteHouselawn(Kovar,2015).Manyotherdrone-relatedincidents
havebeenreportedinthepress,includingtheusageofdronestosmuggledrugsovertheUS/Mexico
border,andtheflyingofdronesoverrestrictedandcontrolledairspacessuchastheairports.The
potentialcriminalusageofdroneswillbefurtheramplifiedasthesedevicescontinuetoevolvewith
anewbreedofembeddeddevicesandcapabilities.

Droneshavethecapabilitytorelayvideoimaging,launchcyber-attacks,jam,hackorspoofthe
wirelesscommunicationlinksofsurveillance,publicsafetyandsecuritydevices(Hyde,2014;Elands
et.al,2016).Forexample,Paganini(2014)reportedthattheSnoopyapplication,runningonadrone,
candetectthepresenceofanearbymobilephoneandtricksitsownerthats/heisconnectingtoa
trustedaccesspoint,whichcanpotentiallyleadtoidentitytheftattacks.Dronesarealsovulnerable
to cyber security attacks (e.g., jamming, spoofing,hacking, andeavesdropping) that can lead to
hijacking,theftofcollectedinformation,andlossofcontrol(Elandset.al,2016).

Theillegitimateusesofdronesledmanylawmakers,civilgroups,lawenforcementagencies,
aviation regulators,andgovernmentsexpress theirdeepconcernover thepotentialunlawfuland
criminalusagesofthesedevices.ThisconcernisfurtheramplifiedbythefactthatUAVsareaccessible
toalmostanybodyatanylocationateverypricepointandatanytime(Ravich,2015).Thepastfew
yearshavewitnessedarapidgrowthinthenumberofstartupcompanieswithinnovativetechnologies
andapplicationsfordroneusageandmanypeoplearebecomingskepticalaboutthefuturelandscape
ofdroneusage(Elandset.al,2016).Whennotproperlycontrolled,orwhenoperatedduringbad
weatherconditions,droneshavebeeninvolvedinmanyincidentsinvolvingcollisionswithmanned
aircraftsanddamagestoaircrafts’engines(Elandset.al,2016).Amalfunctioningdronecancrash
overpersonsandpropertiesontheground,resultinginpotentialphysicaldamagesandinjuries.
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IntheU.S,theFederalAviationAdministration(FAA)banstheflyingofprivate,civil(non-
governmental)andcommercialUAVs,unlessitispre-approvedeitherthroughaSpecialAirworthiness
Certificates–ExperimentalCategory (SAC-EC) forcivilaircraft for thepurposeofR&D,crew
training,andmarketsurveys.ItcanalsobeapprovedinadvanceviapetitionstotheFAAforexemption
underrestrictedcategoryorforcommercialuseinlow-riskcontrolledenvironment.

Thepotentialmisuseofdronestolaunchillegalorcriminalactivitiesledforensicanalyststo
payspecialattentiontotheforensicaspectsofthesedevices.Infact,acapturedorabandonedUAV
(oritsremains)canrevealarichsetofuncompromiseddigitalevidencethatcanbeusedtosupport
civilandcriminallawsuits.

DroneForensicscanbeviewedasasubsetofMobileandWirelessForensicswhichbelongsto
thewidercategoryofDigitalForensics(Singh,2015).Traditionally,digitalforensicshasfocused
onextractingevidencesfromconventionalcomputingdevicessuchasmobilephones,computers,
tablets,ordigitalcamerasbecausethepervasiveusageofthesedevicesmakesthemmorelikelytobe
usedbycriminals(Hyde,2014).However,asexplainedinthenextsection,theuniquecombination
ofadrone’shardwareartifactsandsoftwarecontainersmakesdroneforensicsabigchallenge.New
investigationframeworksandtoolsarenowrequiredforbothforensicinvestigatorsanddigitalforensic
researcherstofacilitatetheforensicinvestigationofUAVs.However,literaturerevealsthatresearch
ondroneforensicsisstillinaprematurestagereflectedbythelackofin-depthunderstandingofdrone
forensicschallenges,andthescarcityofsounddroneforensicsinvestigationproceduresandresults.

Theobjectivesofthiscontributionarethreefold:(1)drawtheattentionofresearcherstothekey
challengesofdroneforensics,andseekabetterunderstandingofsomeofthesechallengesthrough
acase-studyrelatedtotheParrotARdrone2.0,(2)presentadroneforensicinvestigationprocedure
thatcanguidefutureresearchand(3)providenewresultsondroneforensicsincludingtheability
toaccessthefilesystemfromFTPorserialconnectionsaswellastheretrievalofthecontroller’s
AndroidIDthatcanbeusedtoestablishownership.

Theremainingofthispaperisorganizedasfollows:InSection2,wepresentaliteraturereview
andhighlightthecontributionofthisstudy.InSection3,wediscusskeychallengesindroneforensics.
Section4presentsourresearchmethodology.InSection5,wepresentsomeexperimentalresults
ontheforensicanalysisofParrotAR2.0drone.Finally,inSection6,weprovideasummaryofthe
mainfindingsofthisstudyandsomerecommendationsforfutureresearch.

LITeRATURe ReVIew AND ReSeARCH CoNTRIBUTIoNS

Therecentinfluxofsmall-scaledigitaldevicessuchassmartTVs,smarttoys,GPS,gamingconsoles,
anddronesinthemarkethasincreasedtherisksofmisusingthesedevicestolaunchillegitimateand
criminalactivities.Therefore,investigatingthesedevicesforforensicrelevancehasbecomeimperative.
Theliteraturereviewindicatesthatveryfewstudieshavebeenconductedonforensicinvestigation
ofgamingconsoles(Khanjietal.,2016),smarttoys(Raffertyetal.,2017),smartTVs(Hungetal.,
2016),andsmartmeters(Hasanetal.,2018);anddronesarenotanexception.Todate,droneforensics
remainsanunfamiliarsubjecttomanylawenforcementagenciesanddigitalforensicinvestigators.

Peacock&Johnston(2013)performedaseriesofexperimentstotestsomesecurityvulnerabilities
oftheParrotARdrone2.0.Theyfoundthatthedronehadsomeopenports(enabledbydefault)that
couldbeaccessedbyathirdparty.TheirstudyalsorevealedthattheParrotcouldbede‐authenticated,
thussuggestingthatthecontrolcanbehijackedbyanunauthorizeddevice.

AmongthemostnotableearlierresearchcontributionsondroneforensicsisthestudyofHorsman
(2016)whichwasbasedontheParrotBebopdrone.Theauthorpresentedanintroductorydiscussion
onUAVforensicanalysisandhighlightedvariouschallengesassociatedwithdroneforensicsanalysis.
Recently,Clarketal.(2017)presentedsomepreliminaryresultsofaforensicanalysisontheDJI
PhantomIIIdronewithaparticular focusonanalyzing theproprietary filesstructuresstoredby
thisparticulardrone.TheauthorsproposedatooltoparsetheproprietaryDATfilesformatofthe
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PhantomIII.Bycorrelatingdataextractedfromthemobiledeviceandthedrone,theauthorswere
alsoabletolinktheusertoaparticulardrone.This,ofcourse,assumesthatboththedroneandthe
controllerareavailable.

Thisstudyaimstoenhanceourunderstandingofdroneforensicsbydrawingtheattentionof
forensicinvestigatorsandresearcherstothepeculiarchallengesassociatedwiththisresearchfield.
Ourstudysuggeststhatdroneforensicscanbeintegratedintothebroaderdigitalforensicdisciplineto
thesamedegreeasothercomputingdevices.Putdifferently,ourresearchsuggeststhat,inprinciple,
thesamestandardforensicinvestigationproceduresandworkflowsthatapplytoinformationretrieval
fromcomputers,cameras,mobiledevices,smartTVs,orgamingconsolescanbeadaptedtodrone
forensics.Wepresentadroneforensicinvestigationprocedureandprovidesomenewresultsofa
forensic investigationonaParrotARdrone2.0 thataddresssomeof the important issuesraised
byHorsman(2016).ItshouldbenotedthatourworkislimitedtotheParrotARdrone2.0and,as
highlightedbyClarketal.(2017),tryingtodevelopagenericapproachtoforensicallyanalyzeall
typesofdronesavailableonthemarketisanintricateandanexhaustingendeavor.

CHALLeNGeS oF DRoNe FoReNSICS

Performingathoroughforensicanalysisondronescanbeadauntingchallengefordigitalforensic
investigatorsforthefollowingmainreasons:

• Thecomponentsofasmallunmannedaerialsystem(sUAS)(e.g.,drone,radiocontroller,server)
whichconstitutethephysicalevidencescanbepotentiallyscatteredinvariouslocations.Further,
establishingasoundforensicassociationbetweenaseizeddroneandtheassociatedradiocontroller
toascertainownershipcanbechallenging(Horsman,2016).

• TheversatilityofthedigitalcontainersembeddedinatypicalUAVaircraftmakesitdifficultfor
thedigitalforensicanalysttorelyonasingleforensictooltoextractalltheinformationneeded
fortheforensicinvestigation.

• Performingaforensicimagingoftheon-boardUAVcamera,withoutjeopardizingitsintegrity,
maynotbestraightforwardinmostcases.ManydronesprovideUSBconnectionsthatdonot
allow direct access to the physical disk for forensic imaging (Horsman, 2016). This forces
forensic investigators to rely on wireless connections to perform forensic imaging remotely
(overanetwork).

• Someembeddeddatastoragecontainers(suchastherecordedflightdataresidingintheflight
controllerchip)canbeconcealedoraccess-protected,makingitdifficultfortheinvestigatorto
pluginaforensicdeviceandextractthedigitizedevidence.Inaddition,asreportedin(Horsman,
2016),potentialaccessrestrictionscanpreventtheoperatingsystemfilesandcontentfrombeing
includedintheforensicimage,forcingtheforensicinvestigatorstoestablishaTelnetsession
withtheUAVandtoissuestandardcommandstobrowsesystemfoldersandconfigurationfiles.

• AsingleUAVaircraftcanhostmorethanfivedifferenttypesoffilesystems.Thisincreasesthe
chancethatsomeofthesefileswouldnotbesupportedbyexistingcommercialforensictools
(Kovar,2015).

• The on-board drone’s software, hardware and firmware have not been standardized yet and
mayvaryfrommanufacturertomanufacturer.Forinstance,todatethereisnodefactostandard
protocolforflightcontrollers,norastandardformatforrepresentingflightdata.Somevendors
relyonproprietarysolutionswhichfurthercomplicatestheforensicanalysis.Userscanenhance
thefunctionalityofadronebyembeddingadditionalcomponentsorbymodifyingthedevice
usingsoftwaredevelopmentkits(SDKs)thatareprovidedbymostdronemanufacturers.

• Accesstotheflightdatathroughtheon-boardflightcontrollerchipoftenrequiresexplicitowner
permissionviatheremotecontrol,whiletheremotecontrolwouldmostlikelybeunavailablefor
forensicinvestigators.Further,theflightdata,extractedfromtheflightcontrollerchipisusually
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encrypted.Hence theabsenceof the remotecontrol adds further complexity to the forensic
investigation(Elandsetal.,2015).

• Similar toother small-scaledigitaldevices,drones relyheavilyonvolatilememoryand the
flightdatastoredthereinwillvanishifthebatterydrainsout.Further,somesensordatacanbe
programmedtobeuploadedtoasecureserverhostedinaprivateorpubliccloudorbeposted
onfilesharingorsocialnetworkingsites.

• Notallcommercialdroneshaveflightcontrollersthatareequippedwithdataloggingcapabilities.
• Whenthecontrollerisnotseizedwiththedrone,itmightnotbepossibletoascertainownership

ofthedrone(i.e.,pairingbetweentheseizeddroneandthecontroller)basedonaforensicanalysis
ofthedrone’sdigitalcontent(Horsman,2016)

• Asuspectcanuse thecontroller toremotelydeletemediafilesfromthedroneorperforma
completefactoryrest,whichcanjeopardizetheforensicinvestigation(Horsman,2016).

• GPSinformationstoredinthedroneincludestheGPSlocationofthehandsetcontrollerand
theGPSinformationrelatingtothedrone’sflightpath.BothformsofGPSinformationcanbe
tamperedusingGPSspoofingapplication,orblockedfrombeingrecorded,thushidingthetrue
drone’sflightpathorthelocationofthehandsetduringtheflight(Horsman,2016).

Amongthechallengesthatthiscontributionaimstoaddressaretheassertionofdrone’sownership
basedontheextracteddigitalcontentandtheintricatetaskofaccessingthefilesystem(whichis
performedinourcaseviaFTPandserialconnections).

Amongthedroneforensicschallengesthatthiscontributionaimstoaddressare:

• Intricatetaskofaccessingthefilesystem(which,inourcase,isperformedviaFTPandserial
connections)

• Assertionofdrone’sownershipbasedontheextracteddigitalcontent

ReSeARCH MeTHoDoLoGy

Asafirststeptowardsdevelopingsoundforensicmethodologiesandworkflows,forensicinvestigators
andresearchersneedtoknowonwheretolookforkeypiecesofbothphysicalanddigitalevidence.
Forthispurpose,itisimportanttonotethatatypicalsUASconsistsofthefollowingkeycomponents
whichcanbescatteredingeographically-dispersedlocations:

• Thedrone:containsradiotransceivermodule,CPU,internalflashmemory,flightcontrollerchip
(withpossibledataloggingcapabilities),multiplesensors(e.g.,opticalimagesensors,inertial
(gyro-metersandaccelerometers)sensors,velocitysensors,magnetometers,GPSsensors,etc.),
compass,batteries,collisionavoidancedetectors,spectrometersandspectrophotometers,wireless
router, optional mounted camera, removable SD card, engines, QR code, Serial and model
numbers,optionalsmallsolarpanels,andcarriedpayload,amongothers.

• TheBatterychargingsystem.
• Aradiocontrolleror typicallyasmartphone(withadedicatedflightnavigationapplication)

actingasaremotecontroller.SomeadvanceddronescanbecontrolledwithFirstPersonView
(FPV)terminalsorvideogogglesfortelepresence.

• AnoptionalWi-Firangeextender.
• Anoptionallaptopthatmightbeusedtoconfigureothercomponents.
• Aserverpresentatthegroundlevelorinaremotecloudenvironment,wherethecaptureddata

canbetransferredandstored.

Eachoftheabovecomponentscanbeusedasphysicalevidenceduringaforensicinvestigation.
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Thisstudyislimitedtoperformingforensicinvestigationonaspecificdrone,namelytheParrot
ARDrone2.0withthemainobjectiveofextractingasmuchforensicallyrelevantinformationas
possibletosupporttheinvestigationprocess.Basedonthesixcardinalpointsofinvestigation(5W
+1H),droneforensicsaimstoaddressthefollowingquestions:

• Whathappened?(natureoftheoffense)
• Wheredidithappen?(placeorlocationoftheoffense)
• Whendidithappen?(timeanddate)
• Whowasinvolved?(ownerofthedrone)
• Whydidithappen?(reasonormotiveoftheoffense)
• Howdidithappen?(manner,methodsanddevicesusedintheoffense)

To address these questions, the investigator needs to extract forensic data related to drone
ownership(controller’sID,serialnumber,AndroidID,etc.),pathflighthistory(includinglocation
fromwherethedronewaslaunched,flightattitudes,speed,flight-timeanddistancetraveled),onboard
sensors that have been activated, photographs and video recordings, log files, system files, and
timestamps,amongmanyothers.Thegoaloftheforensicinvestigationistovalidatetherequirements
ofadigitalnon-repudiationbycorroboratingthedrone’sownershipwiththeevidenceofdeliberate
usage.Forensicinvestigationonotherphysicalcomponents,includingtheradiocontrollerandthe
groundcontrolserver,isoutsidethescopeofthispaper.

Our drone forensics investigation approach is based on the principle that drone forensics
(especiallylogicalacquisition)canbeviewedastheconsolidationoffilecarvingandforensicanalysis,
performedonthekeydiscretedigitalcontainersofthedrone.Theyinclude:

• EmbeddedOSandassociatedfilesystemsandfirmware,
• DigitalcameraimagefilesandassociatedthumbnailsorEXIFopticalsensormetadata,
• Digitalcameravideofiles,
• Telemetryinformation,
• FlightpathdatabasedonflightcontrollerchipinformationandGPScoordinates.

Theresearchmethodologyofthisstudyisinspiredbythegeneralguidelinesforforensically
examiningartifactsasoutlinedbyNISTSpecialPublication800-86(Kentetal.,2006)anditconsists
ofthreemainsteps:
Step1: AccesswithcautiontheUAVaircraftandensurethatitispoweredofftopreventremote
temperingofthedata.Considertraditionalforensicinvestigationtechniquestoestablishownership,
basedonfingerprintandDNAtechniques.Ensurethattheseevidencesarepreservedthroughoutthe
investigation.
Step2: Accessanddocumentthevariousartifactsanddigitalcontainers, includingthosestored
intheremovableSDcard.Physicalevidencescanincludethedrone’smanufacturer,Serial/model
number,MACaddress,payload,andQRcode,amongothers.Cautionmustbeexertedtoensure
the integrityof thedigital forensicevidenceandhenceensure that theonboarddataextracted is
forensicallyvalidated.
Step3: Analyzethevariousartifactsanddigitalcontainerstorecoverevidence:Firmware,thumbnail
imagesandEXIFmetadata,Linuxfilesystems,registrysettings,active/hiddenfiles,andmountfiles.

Toaccomplishtheaforementionedsteps,wefollowedasix-phaseapproachwhichisdepicted
inFigure1.

Thisapproachwasinspiredfromthedigitalforensicinvestigationliteratureincludingthework
ofHoog(2011),Sivakumaran(2014)andthesurveypaperofYunusetal.(2011).
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Phase One:Performafactoryresetonthedroneanditscontroller(theAndroidsmartphoneinour
case)toclearupconfigurationsettingsandolddatasuchaspastflightdataandvideocache
fromNVRAM.

Phase Two:InstalltheAR.Freelightapplicationonsmartphoneandcreatesomesimulatedflight
scenariosthatincludeimagecapturesandvideorecordings.

Phase Three:Switchoffthedroneandusethediskdump(dd)utilitytodumptheentiredisktoan
imagefile.Extractembeddeddigitalevidencethatincludesflightdata,EXIFdatainrecorded
mediafilesandownershipdataetc.

Phase Four:UseExiftooltoanalyzemetadataonJPEGandMP4files.Analyzetheuserboxfilewhich
iscreatedeachtimeaflightsessionisestablishedwiththeParrotARdrone2.0.Theuserboxfile
containsbothconfigurationdetails(e.g.firmwareversion,serialnumber,totalflighttime,flight
settings)aswellasnavigationdata(e.g.dronestatus,attitude,speed,sensordata,batterylevel,
GPSdetails).AnalyzeadditionalartifactsanddigitalcontainerssuchasLinuxfilesystem,registry
settings,pathflightlogs,andhiddenfiles.Aggregateandcorrelatethecollectedevidencesto
reconstructeventsoractionsinordertogenerateinitialhypothesesandprovidefacts.

Phase Five:Conductexperimentstoapproveordisprovethehypotheses.Ifthetestresultsdonot
supportsomehypotheses,thenrevisethemandperformfurthertests.

Phase Six:Providethekeyfindingsoftheforensicinvestigation,alongwiththeassociatedlevels
ofconfidence.Further,provideadetaileddescriptionof thestepsconducted throughout the
investigationanddocumentalltheinformationrelatedtotheacquisitionandtheanalysisphases.
This allowsother examiners tounderstandwhathasbeendone and to access theoutcomes
independentlyinordertoconfirmordisprovealibisandprovidedclaims.

CASe STUDy: THe PARRoT AR DRoNe 2.0

Togainabetterunderstandingofdroneforensics,wepresentinthissectionthedetailsofaforensic
investigationstudyperformedonaParrotARdronePowerEditionversion2.0(Figure2).

The Parrot AR Drone 2.0 (hereafter referred to as the “Parrot AR”) is a remote-controlled
quadcopterfromtheFrenchcompanyParrotSA.Theconnectiontothedroneistypicallyestablished
usingitswirelessrouter,whichconsistsofawireless802.11chipset.TheParrotARcanbecontrolled
usingsmartphonesortablets,runningiOS(Freelightapplication)orAndroid(ARFreelight)operating
systems.OncetheconnectionbetweenthesmartphoneandtheParrotARisestablished,thetwo
devicesareautomaticallypaired.TheParrotARisequippedwithahighdefinitionfrontalanda
verticalcamerathatprovidefull-rangecoverage.

Figure 1. Methodology
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TheParrotARisbasedonaLinuxoperatingsystemrunningkernelversion2.6.32(BusyBox).It
featuresa1GHz32-bitARMcortexA8processorwith1GbitDDR2RAMat200MHz.TheParrot
ARisequippedwithaflightrecorderthatusesaplug-and-playUSBconnectionwith4GBofbuilt-
internalflashmemorytostorevideosandflightdata,asshowninFigure3.Theflightrecordercan
geo-locateandkeeptrackofthepositionoftheParrotARwithitsGPSmodule.

WehavefirstrestoredtheParrotARtoitsdefaultsettingsandconductedvariousflightsessions,
eachassociatedwithimageandvideocaptures.Thegoalofourinvestigationwastorecoverasmuch
dataaspossible,includingthedrone’spathflighthistoryandthemedia(imagesandvideos)captured
bythecamera.Wealsoaimedtoexplorewaysofextractingthecontroller’sIDtodeterminethe
ownershipoftheconfiscateddrone,asopposedtoestablishingpairingwiththeremotecontroller,
reportedpreviouslyin(Horsman,2016).Thisisarelevantresearchobjectivegiventhatthecontroller
mightnotbeavailablefortheforensicinvestigators.Wealsoaimtoshedlightsonsomehurdlesalong
thepathofthedrone’sdigitalforensicinvestigationandshowcasehowtocircumventthem.

Data Acquisition Phase
Forthepurposeofdataacquisition,wehaveexploredfouraccessmethods:Wirelessconnectionvia
FTPorTelnetanddirectconnectionviaUSBportorserial(UART)portconnections.

Connecting to the Parrot AR and Acquiring Data Using a Wireless Connection
Whenpoweredup,theParrotARautomaticallybootsupandbecomesreadyforusewithinseconds.
ItchecksthemotorsandsetupanunencryptedWi-Fihotspotnamedardrone2_followedbya6-digits
randomnumber.Inourcase,theWi-Fihotspotisnamedardrone2_011053.TheParrotusesWi-Fi
protocoltopairwithitscontroller.Bydefault,theconnectionisnotpassword-protected.

AfterconnectingtotheWi-Fihotspot,aportscanusingtheNmaptoolonthedronesIPhas
beenperformedasillustratedinFigure4.Asmaybeseen,theParrotARmaintainsanIPaddressof
192.168.1.1.Theaddress192.168.1.2istheIPaddressoftheinvestigationworkstation(KaliLinux).

At this stage, the investigator has twooptions to access the content of thedrone, namely a
connectionviaaTelnetorviaanFTPsession,asshowninFigure5.

Telnet Access
ATelnet session initiated to192.168.1.1 connects directly to theParrotARand leads to a root
shell.Therootaccountisnotpassword-protectedwhichgivesdirectaccesstotheentireOperating
SystemandsystemfilesasshowninFigure6.Usingthe“netstat”command,wewereabletodisplay

Figure 2. The Parrot AR drone power edition 2.0



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

43

informationaboutthestateoftheavailablenetworkconnections,whichprovidesadditionalinsights
intootheravailableportsontheParrotAR.Table1providesabriefdescriptionofthemainservices
offeredbyeachdefinedportontheParrotAR.

OnceaTelnetsessionisestablished,issuingthefdisk-lcommandrevealsthepartition/dev/sda
mounted,approximately4GBinsize.Issuingthe“dd”commandonthispartition,wewereableto
copythecontentofthe4GBpartitionintoanexternalUSBdeviceconnectedtotheUSBportofthe
flashmemory(/dev/sdb).Bydoingso,wewereabletoaccessthefullcontentofthe“/data/video/
usb”folder,whichcontainsthemediafiles.

Figure 3. Flight recorder of the Parrot AR drone 2.0

Figure 4. Port scan using Nmap
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FTP Access
AsillustratedinFigure7, theconnectiontotheFTPserviceisnotpasswordprotected,allowing
anonymousftpaccesstothe/data/video/subdirectory.Additionally,asillustratedinFigure8,we
wereabletomodifythefile/etc/inetd.confthatdefinestheFTPdaemoninstancestoauthorizeaccess
toalldirectoriesthatareavailablewhenconnectingdirectlytotheParrotARfilesystem.Recall
thatthe/etc/inetd.conffileisthedefaultconfigurationfilefortheinetddaemon.Thisfileenablesto
specifythedaemonstostartbydefaultandsupplytheargumentsthatcorrespondtothedesiredstyle
offunctioningforeachdaemon.Inourcase,thiswasachievedbyaddingamasterFTPdaemon(21
streamtcpnowaitrootftpdftpd–w/)instance.Throughthisworkaround,itwaspossibletoaccess
thesystemfilesandonboardresidentdatafromanFTPconnection.Thisisanewfindingcompared
tothepreviousworkreportedbyHorsman(2016),wherebyFTPconnectionwasreportedtoonly
provideaccesstomediafiles.

Connecting to the Parrot AR and Acquiring Data Using a Direct Connection
In somecases, establishingawireless connection to theParrotARmaynotbepossible. In this
situation,directaccessisneededtoretrievesomeevidentialinformation.Thiscanbeaccomplished
throughadirectUSBconnectionorviaaserialconnection,asfurtherdescribedbelow.

Accessing the Parrot AR and Acquiring Data Using a USB Connection
WeconnecteddirectlytotheParrotARviaitsUSBport;theUSBthumbdriveisauto-mountedto/
data/video/usb/asshowninFigure9.

ThismethodallowsdirectaccesstotheconnectedUSBdevicewhichcontainstheParrotAR
Mediafolder.ThisMediafoldercontainspicturesandvideosstoredontheParrot’sinternalstorage.
Unfortunately,USBconnectiondoesnotallowdirectaccesstothephysicaldiskforforensicimaging
purposes.Tocircumventthislimitation,weexploredotherdirectconnectionmethodsthatwould
enableustoconductforensicimagingandcollectfurtherforensicevidences.

Figure 5. Open ports on the Parrot AR Drone
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Accessing the Parrot AR and Acquiring Data Using Serial Console Connection
Using the experimental setup depicted in Figure 10, we were able to establish a serial console
connectiontotheParrotARbyusingaCP210USB-to-TTLconverterandsomeadditionalwires.

ComparedtoadirectUSBconnection,theserialconnectionhastheadvantageofenablingthe
forensicinvestigatortogainaccessnotonlytothemediafilesbutalsototheUAV’ssystemfilesand
onboarddata.Infact,usingatext-basedserialportcommunicationsprogram(e.g.,TeraTerm),wewere
abletoconnecttotheserialportoftheParrotARandaccessitssystemfiles,asshowninFigure11.

Figure 6. List of system files of the Parrot using Telnet

Table 1. Parrot AR port descriptions

Port Service

21(TCP) FTPServer

23(TCP) TelnetServer

67(UDP) DHCPservertoassignIPaddressestoconnecteddevicesandcommunicatewithdhcpv4
clients

5551(TCP) FTPaccesstoretrievedrone’sversionandupdatefirmware

5552 Authenticationport

5553(TCP) VIDEOport:UsedtotransmitH264-720pframeswhentheapplicationisrecording

5554(UDP) NAVDATAport:Usedtosendnavigation(telemetry)datatoclients

5555(TCP) VIDEOport:Usedtosendlivevideostreams

5556(TCP)(UDP) AT-port:UsedtosendATcontrolcommandstothedrone

5557(TCP) RAWcaptureport

5559(TCP) CONTROLport:usedtotransfercriticalconfigurationdata
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The Analysis Phase
Thevariousactivitiesperformedduringtheacquisitionphasehaveenabledthecollectionofsignificant
forensicdata.Theselatterrequiredeeperanalysisinordertoexploreitsusefulnessasforensicevidence
inacourtoflaw.

Figure 7. FTP connection to the Parrot

Figure 8. Content of ‘/etc/inet.conf’ folder

Figure 9. Structure of ‘/data/video’ folder
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Figure 10. USB to TTL connector using CP210 Bridge

Figure 11. Accessing the Parrot AR system files
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Establishing Flight Path Data
Amongthemainobjectivesofadroneforensicanalysisistheextractionofitsflightpathhistory
whichallowstheinvestigatortoreconstructthedroneflightpathandprovewhetherornotitwas
flyingoverarestrictedareaorno-flyzone.

AsillustratedinFigure12,theflightpathhistoryisstoredunderthe“/data/video/”folder.More
precisely,eachtimeaflightsessionisestablishedwiththeParrotAR,auserboxfileiscreatedunderthe
correspondingflightsubdirectory.Auserboxfileisabinaryfilethathasthefollowingstructure:/data/
video/boxes/flight_YYYYMMDD_hhmmss/userbox_<timestamp>where<timestamp>represents
the timesince theDroneARbooted.Thisfile(showninFigure13)containsbothconfiguration
details(e.g.,firmwareversion,serialnumber,totalflighttime,flightsettings)aswellasnavigation
data(e.g.,dronestatus,attitude,speed,sensordata,batterylevel,GPSdetails).

Itisworthmentioningthatforeachflightsession,theflightpathdatacanberecoveredfromthe
mobilecontrollerrunning(inourcase)theAR.FreeFlightapplication,aslongastheappdoesnot
connecttoanduploadthisflightdataontothe“ARAcademy”.Inthiscase,foreachflightsession,
theuserboxfilewillalsobestoredinthesubfolderflight_yyyymmdd_hhmmssundertheDocuments
folderofAR.FreeFlightapp.Eachfolder’snamingconventionreflectsthedateandtimeoftheflight.
Togainmeaningfulinsightsintothecontentoftheuserboxfile,weusedDarklo’sRubyscriptthat
takesauserboxfileproducedbyParrotARandoutputsaGPXfilethatcanbeopenedbyGoogle
Earthapplication.AGPXfileisanopenGPSexchangeformatthatisanXMLschemadesigned
asacommonGPSdataformatforsoftwareapplications.ItcanbeusedtodescribeGPSwaypoints,
tracksandroutes.

Inourexperimentalstudy,wecarriedoutsomesampleflightsasillustratedinFigure14.
Inaddition,ashighlightedinFigure15,wewereabletoexfiltratewaypointsinformationfor

theflightpath.
ThecontentoftheGPXfile,showninFigure16,revealsusefulforensicevidenceswhichinclude:

• Nameoftheflight
• TrackSegmentwhichholdsalistofTrackpointsthatarelogicallyconnectedinordertorepresent

asingleGPStrack:thepathflight
• LatitudeandlongitudefortheParrotARhomepoint
• Flight-time
• ParrotAR’selevation

Accessing the Parrot AR Media Files
When theParrotAR takespictures, it saves themas JPEG images in its internal flashmemory,
named:/data/video/boxes/tmp_flight_YYYYMMDD_hhmmss/picture_YYMMDD_hhmmss.jpg,as
previouslyillustratedinFigure12.TheflightdirectoryisthendownloadedviaFTPontheAcademy
folder.

TheflightrecorderoftheParrotARstoresflightvideosinitsexternalflashmemoryasMP4
files(Figure12)named/data/video/usb/media_YYYYMMDD_hhmmss/video_YYMMDD_hhmmss.
mp4.Thesevideofilescanalsoberetrievedfromthecontroldevice.Weinvestigatedthefilescreated
forsignificantExchangeableImageFileformat(EXIF)dataandTimestamps.Giventhefactthat
theParrotARisabletoobtainaGPSlock,thecamerawillstorelatitudeandlongitudecoordinates.
Ontheotherhand,ifthedroneisunabletolocktotheGPSsignal,theEXIFdatadoesnotcontain
GPSattributes.

Inourcase,weusedtheExiftoolutilitytoretrievetheEXIFdataasillustratedinFigure17.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

49

Identifying the Controller’s ID and Establishing Ownership
IdentifyingtheownerofaconfiscatedUAVbasedoninformationextractedsolelyfromthedrone
wasfoundtobeanunviabletask.Earlierresearch(Horsman,2016)reportedthatsearcheswithinthe
ParrotBebopUAVmemorypartitionandoperatingsystempartitionsdidnotrevealanyinformation
aboutthecontroller’sID(e.g.,MACaddress,serialnumber,IMEInumber,MSISDnumber).However,
whenboththeUAVanditscontrollerareseized,itwaspossibletomatchtheUAVSerialNumbers
(SNs)foundonboththeUAVanditscontroller’shandsettoestablishpairingbetweenthemandprove
ownership(Horsman,2016).InthecaseoftheDJIPhantomIIIdrone,Clarket.al(2017)demonstrated
thatwhenboththedroneandthecontrollingmobiledeviceareseized,itwaspossibletocorrelate
extracteddataandhencelinktheusertoaspecificdeviceonthebasisoftheextractedmetadata.

Inourcase,thepairingconnectionwaseasytoestablishastheSNoftheParrotARisreadily
accessiblefromthe/factory/serial.txtfileortheSNcouldbefoundonthebodyoftheParrotARas
showninFigure18.

Figure 12. Structure of “/data/video/” folder
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The Serial Number information also appears on the smartphone (e.g., under the /storage/
emulated/0/Android/data/com.parrot.freelight/cachedirectory).Thesetwopiecesofinformationcan
beusedtoestablishpairingoftheUAVwithitscontroller.

Wehaveexploredothermeanstoestablishownership.AsillustratedinFigure19,allidentified
applicationsettingsarestoredin/data/custom.config/folder,undersubfoldersapplis,profilesand
sessions,writtenasfollows:config.<id>.ini.Thelastelementoftheconfig.inifiledisplaystheprofile
description.Thisdescriptionissetas[“.”.”buildmanufacturer(model)”:AndroidID].

InFigure19,theprofiledescriptionshows[.Samsung_SM_G935F:ee8840cd20342521],where:

• Samsung_SM_G935Fspecifiesthebrandnameandversionofthecontroller.
• ee8840cd20342521istheAndroidIDwhichisauniquedeviceidentificationnumber.Thisisa

randomalphanumericidentificationcodestringthatisgeneratedduringthefirstbootofthedevice.
Itisusedtouniquelyidentifyusers,forthepurposeofmarketdownloadsofgamingapplications.

TheAndroidID,whichisauniqueIDtoeachdevice,canbeusedbylegalauthoritiestoidentify
themobiledeviceandeventuallyitsowner.Thisfindingaddstotheearliercontributionreportedby
Horsman(2016)bysuggestingthatitwouldbepossibletoretrieveinformationaboutthecontroller’s
IDandeventuallyproveownershipofacapturedParrotARdronebasedonitsresidentinformation.

Figure 13. Userbox file content
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CoNCLUSIoN

Thisstudyhighlightskeychallengesindroneforensicsandpresentstheresultsofaforensicanalysis
performedonaParrotARdrone2.0.Ouranalysisaddsnewinsightstotheexistingbodyofknowledge
ondroneforensics.TheyincludetheabilitytoaccessthefilesystemfromFTPorserialconnectionsas
wellastheretrievalofthecontroller’sAndroidIDthatcanbeusedtoestablishownership.Whilethis

Figure 14. Flight path carried on the Parrot AR

Figure 15. Waypoints on Google Earth application
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contributionassertsthecommonalitiesbetweendroneforensicsandothercomputingdeviceforensics,
italsohighlightssomepeculiaritiesanduniquechallengesofperformingforensicinvestigationon
drones.ItisworthmentioningthatthisstudyisfocusedonParrotARdrone2.0.Thisworkcanbe
extendedtocarryfurtherforensicanalysisontheParrotARanditscontroller,aswellasonother
UAVsinordertoinferanalogiesanddissimilarities.Moreover,theJTAGandchip-offanalysiscould
beexploredtoextractmoreevidencefrompotentialdamageddrones.
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Figure 16. The content of userbox.gpx file
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Figure 17. EXIF data retrieved from a picture taken by the Parrot AR
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Figure 18. The serial number of the Parrot AR
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Figure 19. Description of the content of the repository /data
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