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ABSTRACT

In this article, the authorspropose adeep learning framework formalware classification.There
hasbeenahugeincrease in thevolumeofmalware inrecentyearswhichposesserioussecurity
threatstofinancialinstitutions,businesses,andindividuals.Inordertocombattheproliferationof
malware,newstrategiesareessentialtoquicklyidentifyandclassifymalwaresamples.Nowadays,
machinelearningapproachesarebecomingpopularformalwareclassification.However,mostof
these approaches are based on shallow learning algorithms (e.g. SVM). Recently, convolutional
neuralnetworks(CNNs),adeep learningapproach,haveshownsuperiorperformancecompared
totraditionallearningalgorithms,especiallyintaskssuchasimageclassification.Inspiredbythis,
theauthorsproposeaCNN-basedarchitecturetoclassifymalwaresamples.Theyconvertmalware
binariestograyscaleimagesandsubsequentlytrainaCNNforclassification.Experimentsontwo
challengingmalwareclassificationdatasets,namelyMalimgandMicrosoft,demonstratethattheir
methodoutperformscompetingstate-of-the-artalgorithms.
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INTRoDUCTIoN

Malwareismalicioussoftware(e.g.viruses,worms,Trojanhorses,andspyware)thatdamagesor
performsharmfulactionsoncomputersystems(MalwareDefinition,2017). In this Internet-age,
manymalwareattackshappenthatposeserioussecuritythreatstofinancialinstitutionsandeveryday
users.Priorstudiesalsohighlightthatmalwareanalysisiscrucialfordigitalforensicinvestigation
(Kaur&Nagpal,2012).Figure1representsthenumberofmalwaresspottedinayear.Itisclear
thatthetotalnumberofinstancesofmalwarehasdrasticallyincreasedovertheyears.Forexample,
Symantecreportedthatmorethan357millionnewvariantsofmalwarewereobservedin2016(Internet
SecurityThreatReport,2017).Oneofthemainreasonsforthishighvolumeofmalwaresamplesis
theextensiveuseofobfuscationtechniquesbymalwaredevelopers,whichmeansthatmaliciousfiles
fromthesamemalwarefamily(i.e.similarcodeandcommonorigin)areconstantlymodifiedand/
orobfuscated.Inordertocopewiththerapidevolutionofmalware,itisessentialtodeveloprobust
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malwareclassificationtechniquesthataretolerantofvariantsofmalwarefilesthatbelongtosame
family.Towardsthisendeavor,weproposeadeeplearningarchitectureformalwareclassification.

Conventionalmethodsusebinarysignaturesofmalwareforanalysis.Malwaretypicallycarries
a uniquely identifiable signature. Signature-based methods were extensively used in the past in
anti-virussoftware.Giventheexponentialincreaseinmalwarefilesanddegreeofvariation,these
signature-basedmethodsarenotscalable.Othermethodsformalwareanalysis includestaticand
dynamiccodeanalysis (Nataraj,Karthikeyan, Jacob,&Manjunath,2011). In staticanalysis, the
malwarecodeisdisassembledtofindmaliciouspatterns.Incontrast,dynamicanalysisisdoneby
executing themaliciousprogram inavirtualenvironmentand itsbehavior isanalyzedbasedon
executiontrace.Dynamicanalysisismoreeffectivethanstaticasitdoesnotrequiredisassembling,
butitistimeconsumingandresourceintensive.Also,itispossiblethatduringthedynamicanalysis
maliciousbehaviorsgounnoticedbecausethevirtualenvironmentmaynotbeabletosimulatethe
exactrealconditions(Nataraj,Karthikeyan,Jacob,&Manjunath,2011).

Previousresearchonmalwareclassificationsuggest thatmalwaresamples typically fall into
a family that sharecommonbehavior.Mostnewmalwarearevariantsofexistingones (Nataraj,
Karthikeyan,&Manjunath,2015).Hence, theprospectofbuildingamethodthatcanefficiently
classifymalwarebasedonitsfamilyirrespectiveofbeingavariant,seemsespeciallyfruitfulanda
meansofdealingwiththerapidgrowthofmalware.

Inthispaper,wetakeacompletelydifferentapproachtoanalyzeandclassifymalwarecompared
withtraditionalmethods.WeuseaConvolutionalNeuralNetwork(CNN),adeeplearningarchitecture,
totacklethisproblem.

Recently,CNNshaveproducedstate-of-the-artperformanceonthe imageclassificationtask
inthefieldofcomputervision.Motivatedbythissuccess,wetranslatethemalwareclassification
problemintotheimageclassificationproblemtobeaddressedusingCNNs.Wefirstlyrepresenteach
malwarebinaryfileasagrayscaleimageandthentrainaCNNarchitecturetoperformclassification.
Previouswork(Nataraj,Karthikeyan,Jacob,&Manjunath,2011)showedthatmalwarebelonging
tosamefamilyarevisuallysimilar,whichisbeneficialwithrespecttothecapacityforaCNNto
detectrelevantpatterns.Thisisespeciallytruegiventhatthesameorsimilarcodeisusuallyused
togeneratevariantsofmalware.However,themethodproposedin(Nataraj,Karthikeyan,Jacob,&
Manjunath,2011)haveseveralshortcomings(SeetheRelatedWorksection).

There is a recent work (Gibert Llauradó, 2016) that uses CNN for malware classification,
butitisstillveryshallowinarchitecture.Incomputervision,researchershaveshownthatdeeper
CNNarchitectures(e.g.(Simonyan&Zisserman,2014))arehelpfulinminimizingerrorforimage
classificationtasks.Inthispaper,wetaketheapproachofvisionresearchersandadopttheirtechnique
formalwareclassification.

CoNTRIBUTIoNS

Wemakethefollowingmaincontributionsinthispaper:

1. Wedevelopadeepconvolutionalneuralnetwork(CNN)architectureformalwareclassification,
which isgeneric innature,unlike traditionalmethods.Existing techniques thatachievehigh
accuracyareoften tailored fora specificdataset. Incontrast, theproposedapproach isdata
independentandlearnsthediscriminativerepresentationfromthedataitselfratherthandepending
onhand-craftedfeaturedescriptors.

2. Weshowthatmalwareclassificationwithhigheraccuracyispossibleevenifonlyaportionof
malwaresampleisavailable.Asfarasweknow,wearethefirsttodevelopCNN-basedmethod
thatcanclassifymalwaresamplesusingonlypartialknowledgeofthepropertiesofsamples.In
addition,thereareanumberofadvantagesoftheproposedapproachthatarediscussedinthe
Advantagessection.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 1 • January-March 2020

92

3. Weperformextensiveexperimentsontwobenchmarkdatasets(Malimg(Nataraj,Karthikeyan,
Jacob,&Manjunath,2011)andMicrosoft(Microsoft,2017))whichdemonstratethatourapproach
outperformsstate-of-the-artmethods.Weobtain99.97%accuracyontheMicrosoftdatasetwhile
thewinningteam(Wang,Liu,&Chen,2017)oftheMicrosoftMalwareClassificationChallenge
(BIG2015)(Microsoft,2017)achievedanaccuracyof99.87%onthesamedataset.Notethata
preliminaryversionofthisworkhasalsoappearedin(Kalash,etal.,2018).

The remainder of the paper is organized as follows. We present related work on malware
classificationintheRelatedWorksection.TheBackgroundsectiondiscussesrelevantbackground
forthiswork.TheApproachsectiondescribesourproposeddeeplearningframework.Wepresent
experimentalsettingsandevaluationondifferentdatasetsintheExperimentssection.TheAdvantages
sectionliststheadvantagesofourproposedmethod.Finally,weconcludeanddiscusssomeinteresting
pathsforfutureworkintheConclusionsection.

ReLATeD woRK

Previousworkonmalwareclassificationcanbebroadlyclassifiedintotwocategories:non-machine
learningmethodsandmachinelearning-basedmethods

Non-MachineLearningMethods:In thepast,malwarewasdetectedusingstaticordynamic
signature-basedtechniques(Idika&Mathur,2007).Staticanalysisusessyntaxorstructuralproperties
oftheprograminordertodetectmalwareevenbeforetheprogramunderinspectionexecutes.However,

Figure 1. Last 10 years malware statistics (Total Malware, 2017). Total volume of malware has increased drastically over the last 
10 years.
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malware developers use various encryption, polymorphism and obfuscation techniques (You &
Yim,2010)(Sung,Xu,Chavez,&Mukkamala,2004)toovercomethesedetectionalgorithms.In
thedynamicapproach,malwareisexecutedinavirtualenvironmentanditsbehaviorisanalyzedin
ordertodetectharmfulactionsduringoraftertheprogramexecution.Althoughdynamicanalysisof
malwareisapromisingapproach,itisstillverycomplexandtimeconsuming(Nataraj,Karthikeyan,
Jacob,&Manjunath,2011).Themajordrawbackofclassicalsignature-baseddetectionisthatitis
notscalableanditseffectivenesscanbeunderminedwiththegrowingvariantsofmalware(Rieck,
Holz,Willems,Düssel,&Laskov,2008).Therefore,weadoptanotherapproachwhichisbasedon
intelligentmachinelearningalgorithms.

MachineLearning-BasedMethods:Inordertoaddressthelimitationsoftheaforementioned
methodsandinspiredbythefactthatvariantsofmalwarefamiliestypicallysharesimilarbehavior
patterns (Nataraj, Karthikeyan, Jacob, & Manjunath, 2011), anti-malware organizations started
todevelopmoresophisticatedclassificationmethodsbasedondataminingandmachinelearning
techniques(Siddiqui,Wang,&Lee,2008).Thesetechniquesusedifferentfeatureextraction(i.e.data
representation)methodstobuildmoreintelligentmalwaredetectionsystems.

Riecketal.(2008)proposedalearning-basedapproachforautomaticclassificationofmalware.
Theyanalyzedthebehaviorof10,072malwaresamplesthatwerelabeledanddividedinto14malware
familiesbyananti-virussoftware.Basedontheiranalysis,astringfeaturevector(i.e.frequencyof
somespecificstrings)wasgeneratedforeachmalwaresample.Then,anSVM-basedclassifierwas
trainedthatproducedaclassificationaccuracyof88%onthedataset.Schultzetal.(2001)proposed
aNaiveBayesclassifierformalwareclassification.Theirapproachmakesuseofstringsandbyte
sequencesasfeatures.Theywereabletoachieveasmuchastwicetheaccuracywhencompared
withthetraditionalsignature-basedmethods.Thedrawbackofthesemethodsisthatusingextracted
stringsfromamalwareexecutableasfeaturesdoesnotproviderobustperformancebecausemalware
authorscaneasilychangethem.Kolteretal.(Kolter&Maloof,2004)triedtoclassifymalicious
executableusingbyte-sequencen-grams(i.e.acontiguoussequenceofnhexadecimalvaluesfrom
agivenmalwarefile)asfeatures.Theytraineddifferenttypesofclassifiers(NaiveBayes,decision
trees,supportvectormachines,etc.)andthenevaluatedandcomparedeachclassifierperformance
fordifferent sizesofn-grams.However, these shallow learning techniquesarenotvery scalable
withthegrowingnumberofmalwaresamples.Anotherdrawbackisthatthesemethodsarenotfully
automated,whichimpliesthatitisfirstnecessarytodeterminethebestfeaturerepresentationbased
ontheavailablemalwarefiletypesandthendesignfeaturerepresentations(orextractionbyhand),
which is followedbyretrainingofanassociatedclassifier. Inorder to tackle theseproblems,we
developadeeplearningarchitecturethatisrobustandmoregeneralinnature.

Natarajetal.(2011)presentastrategycloselyrelatedtoourproposedmethod,inparticularin
thewaythatthemalwarefilesarepre-processed.Thismethodusesabinaryvector(abinarystringof
zerosandones)thatrepresentsamalwareexecutabletogenerateagrayscaleimage.Wealsoconvert
themalwarebinaryfilestograyscaleimagesfollowingtheirmethod.Inordertocharacterizeand
classifythegeneratedmalwareimages,theyusedastandardimagefeaturedescriptor,GIST(Oliva
&Torralba,2001)(Torralba,Murphy,Freeman,Rubin,&others,2003),tocomputetexturefeatures.
Then,thegrayscalemalwareimagesareclassifiedusingk-nearestneighboralgorithm.Sincetheir
featureextractoronlycapturestheglobalimagetexture,malwaredeveloperscaneasilyattackthis
approachbyswappingsectionsinmalwarebinaryorbyaddingsomeredundantdata.Anotherproblem
withtheirapproachisthatitisnotscalableastheirlearningalgorithmcomplexitygrowswiththe
increaseinnumberofmalwaresamples.

Drewetal.(Drew,Moore,&Hahsler,2016)performedmalwareclassificationontheMicrosoft
Malwaredataset (Microsoft,2017)usingmoderngenesequenceclassification toolandachieved
97.42%accuracy.Theyexpandedupontheirworklater(Drew,Hahsler,&Moore,2017)toinclude
newfeatureextractionandensembletechniquesforthefilesgeneratedbytheInteractiveDisassembler
Tool(IDA)inthedatasetandachievedhigheraccuracyof98.59%.Ahmadietal.(2016)extracted
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andfused13differentgroupsof features thatspecifically target theMicrosoftMalwareDataset.
TheytrainedaclassifierbasedontheXGBoost(Chen&Guestrin,2016)techniqueandachievedan
accuracyof99.77%onthetrainingsetoftheMicrosoftmalwareclassificationdataset.Thewinning
team(Wang,Liu,&Chen,2017)oftheMicrosoftMalwareClassificationChallenge(BIG2015)
(Microsoft,2017)usedahighlycomplexcombinationoffeaturesandtrainedaclassifierbasedon
theXGBoost(Chen&Guestrin,2016)techniquethatachievedanaccuracyof99.87%onthetraining
setoftheMicrosoftmalwaredataset.AlthoughtheseworksachievehighperformanceonMicrosoft
malwaredataset,theyaredesignedtotargethigherperformanceonspecificdatasets.Incontrast,our
aiminthisworkistobuildamoregenericframework(i.e.atechniquethatisnotdatasetspecific)
whichcanbeusedwithanytypeofmalwaresample.

Allthepreviouslydiscussedmethodsuseconventionalmachinelearningtechniques.Eventhough
deeplearninghasalreadydemonstrateditssuperiorityduetoitsmultilayerdeeparchitecture,ithas
not beenyetwell-explored in the areaofmalware classification.Convolutional neural networks
(CNN)aredistinguishedfromsomeexistingapproachesinthattheyareabletolearnthefeature
representationfromthedataitself.Thisapproachoflearningthefeaturerepresentationfromthedata
isamoreintuitivewaytoaddressthechallengeposedbythehugeriseinthenumberofmalware
classesanddegreeofvariability.Hardelyetal.(2016)proposedadeeplearningframeworkformalware
detection(i.e.tosayafileisamalwareornot).Theirmethodachievedveryhighdetectionaccuracy
(95.64%)whichdemonstratestheusefulnessofdeeparchitecturesformalwareanalysis.However,
inthispaperweareinterestedinthemorechallengingproblemofmalwareclassification,whichis
essentialtoanalyzethebehaviorofdifferentmalwarefamiliesinordertodealwiththeever-growing
bodyofmalwareinthewild.

Arecentmethodin(GibertLlauradó,2016)isalsocloselyrelatedtoourproposedmethod.This
workappliesaCNNformalwareclassification.Theauthorexperimentedwith3differentarchitectures
byaddinganextrablock(ablockconsistsofaconvolutionallayerfollowedbyaMax-poolinglayer)
eachtimetoitsbasemodel.However,theirmodelisstillveryshallowinnature.Incomputervision,
researchershaveshownthatdeeperarchitectures(i.e.networkwithmanylayersandhugenumberof
parameters)increasestheimageclassificationperformance(Simonyan&Zisserman,2014).Another
closelyrelatedworkby(Raffetal.,2017)proposedaneuralnetworkformalwareclassificationthat
operatesontherawbytessequences.Differentfromthem,weconsidertheapproachofconverting
malwaretoimages.Insummary,thispaperisanattempttoleveragetheexistingCNN-basedstate-
of-the-artimageclassificationtechniquestosolvemalwareclassification.

BACKGRoUND

AConvolutionNeuralNetwork(CNN)isafeed-forwardneuralnetworkthatisbiologicallyinspired,
inparticularbytheorganizationofanimalvisualcortex(Convolutionalneuralnetwork,2017).CNN
isthecurrentstate-of-the-artneuralnetworkarchitectureforimageclassificationproblem.CNNis
comprisedofneuronswithlearnableweightsandbiases.CNNsmainlyconsistofthefollowingthree
components(IntrotoConvolutionalNeuralNetworks,2017):

1. Convolutional layers:These layersapplyacertainnumberofconvolutionoperations (linear
filtering) to the image in sequence. Typically these filters extract edge, color, and shape
informationfromtheinputimage.Basicallythefiltersoperateonsubregionsofanimageand
performcomputationsuchthatitproducesasinglevalueasoutputforeachsubregion.Theoutput
(sayx )ofthislayeristypicallyforwardedtoanon-linearfunction(calledReluactivation)which
isdefinedas f x x( ) = ( )max ,0 .

2. Pooling layers:Thislayerisresponsiblefordownsampling(i.e.reducingthespatialresolution
oftheinputlayers)thedataproducedfromconvolutionlayerssothatprocessingtimecanbe
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reduced,andcomputationalresourcescanhandlethescaleofthedata.Itistheresultofpooling
operationthatthenumberoflearnableparametersisreducedinthesubsequentlayersofthe
network.Maxpoolingisacommonlyusedpoolingtechniquethatkeepsthemaximumvaluein
aregion(e.g.2×2non-overlappingregionsofdata)anddiscardstheremainingvalues.

3. Fully connected layers:Thislayerperformsclassificationontheoutputgeneratedfromconvolution
layersandpoolinglayers.Everyneuroninthislayerisconnectedtoeveryneuronpresentin
thepreviouslayer.ThistypeoflayeristypicallyfollowedbyaDropoutlayerthatimprovesthe
generalizationcapabilityofthemodelbypreventingover-fittingwhichiscommonlyoccurring
problemindeeplearningdomain.
OurproposedCNNisstackofmultipleconvolutionallayers,poolinglayersandfullyconnected

layers.Givenamalwaresampleasaninput,theCNNpredictsNscores(N=numberof
malwareclasses)whereeachscoreindicateshowlikelythemalwaresamplebelongstoa
particularmalwareclass.Theclasswithhighestscoreisthepredictedorfinalclasslabel
forthegivenmalwaresample.

APPRoACH

Inthissection,wediscusstheproblemdefinitionandproposedsolutionmethodology.

Problem Definition
Theproblemtackledinthispapercanbedividedinthefollowingtwoparts:i)GivenadatasetDof
malwarefiles,assignaclasslabelctoeachunlabeledmalwarefile;ii)Givenapartofmalwarefile,
assignclasslabelctoit.

Althoughshallowlearningmethods,suchasSupportVectorMachines(SVM),DecisionTrees
(DT),andArtificialNeuralNetworks(ANN)canbeusedtohandlethemalwareclassificationtask,
ConvolutionalNeuralNetworks(CNN)couldhelpusachievemuchsuperiorperformanceonthis
task.Inthispaper,weexploreCNN-basedarchitectureformalwareclassification.

Visualizing Malware as Image
Malwareauthorsusuallychangeaportionofthepreviouslyavailablecodetoproducenewmalware
(Nataraj,Karthikeyan,&Manjunath,2015).Ifwerepresentmalwareasanimage,thenthesesmall
changescanbeeasilytracked.Inspiredbythisandpreviouswork(Nataraj,Karthikeyan,Jacob,&
Manjunath,2011),wevisualizemalwarebinaryfilesasgrayscaleimages.Figure2demonstratesthe
processofconvertingmalwarebinaryfilestograyscaleimage.

Firstly,agivenmalwarebinaryfileisreadinavectorof8-bitsunsignedintegers.Secondly,the
binaryvalueofeachcomponentofthisvectorisconvertedtoitsequivalentdecimalvalue(e.g.the
decimalvaluefor[00000000]inbinaryis[0]andfor[11111111]is[255])whichisthensavedina
newdecimalvectorrepresentingthemalwaresample.Finally,theresultingdecimalvectorisreshaped
toa2Dmatrixandvisualizedasagrayscaleimage.Selectingwidthandheightofthe2Dmatrix(i.e.
thespatialresolutionoftheimage)mainlydependsonthemalwarebinaryfilesize.Weusethespatial
resolutionprovidedbyNatarajetal.(2011)whilereshapingthedecimalvectors.Figure3visualizes
someexamplesofgeneratedgrayscalemalwareimagesformalwarebelongingtodifferentfamilies.

MoDeL oVeRVIew

WeuseaConvolutionNeuralNetwork(CNN)formalwareclassificationwhichwerefertoasM-CNN
throughouttheremainderofthepaper.OurmodelarchitectureisbasedonVGG-16(Simonyan&
Zisserman,2014).Inputtoournetworkisamalwareimageandoutputissetofscores/confidences
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forvariousmalwareclasses.Wefinallyselecttheclasswithmaximumscoreasourpredictionfor
thegivenmalwaresample.

Following(Simonyan&Zisserman,2014),ourCNNarchitectureconsistsof16weightlayers
including13convolutionlayersand3fullyconnectedlayers.Theconvolutionallayershavefilters
ofsize3x3andaredividedinto5groupswhereeachgroupisfollowedbya2x2max-poolinglayer
thatdownsamplestheoutput.Thenumberoffiltersinthefirstgroupofconvolutionallayersis64
whichincreasesbyamultipleof2aftereachmax-poolinglayer,resultingin512filtersinthelast
groupofconvolutionlayers.Wethenhave3fullyconnectedlayerswithdropoutlayers.Thelastfully
connectedlayerproducesoutputofasizethatmatcheswiththenumberofmalwareclassesinthe
dataset.Figure4showsanoverviewofourproposedCNNarchitecture(M-CNN).

Learning
Sincemalwareislabeledwithaclass(i.e.family)name,weemployalearningmethodthatoptimizes
aclassificationloss.Weusecross-entropylosstotrainournetwork.ThelossLforatrainingdatay
isdefinedasfollows:

Figure 2. Overview of malware visualization process. Firstly, the malware binary file is divided into 8-bit sequences which are 
then converted to equivalent decimal values. Finally, this decimal vector is reshaped and a grayscale image is generated that 
represents the malware sample.

Figure 3. Examples of malware grayscale images belonging to different malware families. These images are acquired from Malimg 
Dataset. We can see that malware samples from same family are visually similar. Note that images shown above are rescaled 
for better visualization.
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parametersofthemodelarelearnedusingstochasticgradientdescent(SGD),whichtriestominimize
thelossincurredonthetrainingdata.

eXPeRIMeNTS

Inthissection,wediscussthemalwaredatasets,experimentsandtheevaluationscheme.

Datasets and experimental Setup
Weconductexperimentsonthefollowingtwochallengingmalwaredatasets:

1. Malimg Dataset:Thisdataset(Nataraj,Karthikeyan,Jacob,&Manjunath,2011)hasatotalof
9,339malwaresamplesthatarerepresentedasgrayscaleimages.Eachmalwaresampleinthe
datasetbelongstooneofthe25malwarefamilies.Also,thenumberofsamplesbelongingtoa
malwarefamilyvaryacrossthedataset.Inourexperiments,werandomlyselect90%ofmalware
samplesinafamilyfortrainingandtheremaining10%fortesting.Attheend,wehave8,394
malwaresamplesfortrainingand945samplesfortesting.

2. Microsoft Malware Dataset: In2015,MicrosofthostedaKagglecompetition formalware
classification(Microsoft,2017).Inthischallenge,Microsoftreleasedahugedataset(almosthalf
aterabytewhenuncompressed)consistingof21,741malwaresamples.Thisdatasetisdividedin
twoparts,10,868samplesfortrainingandtheother10,873samplesfortesting.Eachmalware
samplebelongs tooneof9differentmalware families (i.e.Ramnit,Lollipop,Kelihos_ver3,
Vundo,Simda,Tracur,Kelihos_ver1,Obfuscator.ACYandGatak).LiketheMalimgdataset,the
distributionofmalwaresamplesoverclassesinthetrainingdataisnotuniformandthenumber
ofmalwaresamplesofsomefamiliessignificantlyoutnumbersthesamplesofotherfamilies.
Eachfilehasaclasslabelwhereeachlabelisrepresentedbyanintegerfrom1to9,where‘1’
representsthefirstmalwarefamilyintheabovelist,and‘9’thelastone.Therearetwofilesthat
representeachmalwaresample,.bytesfilethatcontainstherawhexadecimalrepresentationof
thefile’sbinarycontentwiththeexecutableheadersremovedand.asmfilethatcontainsthe

Figure 4. Overview of our proposed CNN architecture (M-CNN). The network takes a malware image as an input and produces 
a set of scores of equal size to the number of malware classes (NClasses) in the dataset as an output at the end. We pick the 
top-scoring class as the predicted class label for the given malware sample provided as input.
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disassembledcodeextractedbytheIDAdisassemblertool.Inourexperiments,weonlyusethe
.bytesfilestogeneratethemalwaregrayscaleimages.Weexperimentwithtwodifferentsetups
involvingthisdataset:1)Setup-A:followingpreviouswork(Drew,Moore,&Hahsler,2016)
(Drew,Hahsler,&Moore,2017),theoriginaltrainingset(10,868malwaresamples)isclass-
wiserandomlydividedintotwosubsetswherethefirstsetconsistsof90%malwarefiles(9,776)
andtherest10%(1092)isusedfortesting;2)Setup-B:wefollowtheoriginaltrain-testsplit
whichisprovidedbyMicrosoft(i.e.10,868samplesfortrainingandtheother10,873samples
fortesting).

Alltheexperimentsareconductedon64-bitUbuntu14.04IntelCorei7-5820KCPU(3.30GHz)
with64GBRAMandaNVIDIATitanXGPUwith12GBmemory.Weimplementourframework
usingtheTorchmachinelearninglibrary(Collobert,Kavukcuoglu,&Farabet,2011).Wesetthe
initiallearningratetobe0.001whichisreducedbyafactorof10every20epochswhere1epoch
meansexposingalearningalgorithmtotheentiresetoftrainingdataonce.Wesetweightdecayand
momentumto0.0005and0.9,respectively.WeinitializetheparametersinM-CNNnetworkwiththe
VGG-16(Simonyan&Zisserman,2014)pre-trainedweights.Wealsorandomlyshufflethetraining
dataineveryepoch.

eXPeRIMeNTS AND eVALUATIoN

Ourexperimentsaredividedintotwocategories:1)whenwehaveaccesstowholemalwareimage;
2)whenonlypartofthemalwareimageisavailable.Thegoalofthefirstsetofexperimentsisto
determineclassificationperformancewhenwholemalwaredataisfedtothemodel,whereasthesecond
setofexperimentsisconductedtodeterminewhetherornotourproposednetworkcanidentifythe
classofamalwaresamplebyseeingonlyaportionofit.Notethatweconvertallthemalwarebinary
filesinthedatasetstograyscaleimagesusingthemethoddescribedinSectionAPPROACH.Forthe
Microsoftmalwaredataset,weonlyusedthe.bytesfilestogeneratethegrayscalemalwareimages.To
evaluatetheperformanceoftheproposedmodel,wereporttheperformanceofdifferentmethodsin
termsofaccuracywhichsimplyreferstothepercentageofmalwaresamplesthatarelabeledcorrectly.

1. Classificationwithwholemalwareimage

Weevaluateourproposednetworkwhentheinputisthewholemalwareimage.Wealsocompare
theperformancewithseveralbaselinemethods.

Apartfromcomparingwithsomepreviousworks,wealsoimplementourownbaseline.We
extractGIST(Oliva&Torralba,2001)(Torralba,Murphy,Freeman,Rubin,&others,2003)features
(ahandcraftedfeaturethatcomputestexturefeatures)fromeachmalwareimage.Next,wetraina
multi-classSupportVectorMachine(SVM)classifieronbothofthedatasets.Wecallthisbaseline
GIST+SVM,whichachievesaccuracyof93.52%ontheMalimgdatasetsand88.74%ontheSetup-A
ofMicrosoftmalwaredataset.TheseresultsareshowninTable1.

OurproposednetworkM-CNNistrainedfor25epochswithabatchsize(asetoftrainingdata
thatisforwardedtothemodelatonce)of6fortheMalimgdatasetandabatchsizeof8whentraining
onMicrosoftmalwaredataset.M-CNNachievedthebestperformancewithaclassificationaccuracy
of98.52%onthetestingsetofMalimgdatasetand98.99%ontheSetup-AofMicrosoftmalware
dataset.Ourmethodoutperformsseveralbaselinemethodsbyahugemarginonbothofthedatasets
ascanbeseeninTable1.

Inaddition,whenevaluatedonthetrainingsetofMicrosoftmalwaredatasetwithSetup-B,our
M-CNNmodelachievesveryhighclassificationaccuracyof99.97%whereonly3sampleswhere
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misclassified.Thisperformanceis0.1%higherthantheaccuracyoftheMicrosoftKagglechallenge
winner’ssolutionwhichhad15misclassifiedmalwaresamples.SeeTable1fordetails.

Figure5showsthebehaviorofthenetworkonthetwodatasetsduringtrainingandtesting.We
computetheperformanceofthenetworkatvariousepochonbothtrainingandtestingset.Theplots
suggestthatthenetworkperformanceimproveswiththeincreaseinthenumberoftrainingepochs.
Figure6andFigure7showtheconfusionmatrixforMicrosoftdatasetwithSetup-BandMalimg,
respectively.

Lastly,weevaluateM-CNNonthetestsetofMicrosoftmalwaredataset,whichissameasthetest
setofSetup-B.Wesubmittedourpredictionstotheevaluationserverwhichevaluatesthesubmissions
basedonmulti-classlogarithmicloss

logloss
N

y p
i

N

j

M

i j i j
= − ( )

= =
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1

1 1
, ,
log 

whereNisthenumberofmalwaresamples,misthenumberofmalwareclasses,y
i j,

is1ifthe
predictioniscorrectand0otherwise,and p

i j,
isthepredictedprobability(Microsoft,2017).Table

2showstheperformanceofdifferentmethodsintermsoflogloss.notethatourperformanceisnot

Table 1. Classification performance on whole malware images

Malimg Dataset Microsoft Dataset: Setup-A Microsoft Dataset: Setup-B

Method Accuracy Method Accuracy Method Accuracy

Natarajetal.
(2011) 97.18% Drewetal.

(2016) 97.42% Gibert(2016) 99.76%

GIST+SVM
(ours) 93.23% Drewetal.

(2017) 98.59% Ahmadietal.
(2016) 99.77%

M-CNN(ours) 98.52% GIST+SVM
(ours) 88.74%

Winner(Wang,
Liu,&Chen,
2017)

99.87%

M-CNN(ours) 98.99% M-CNN(ours) 99.97%

Figure 5. Accuracy on different datasets at different epochs. The curve in blue denotes test accuracy, whereas the curve in red 
denotes training accuracy. Left: M-CNN performance on the Malimg dataset. Right: M-CNN performance on the Microsoft dataset 
with Setup-A.
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directlycomparablewiththebestmethodastheyuseboth.bytesand.asmfilesintheirmethod,
whereasweonlyuse .bytes files for trainingourmodel.weachieve thebestperformancewhen
comparedwithmethodsthatonlyuse.bytesfiles.

2. Classificationwithpartofthemalwareimage

WeperformanothersetofexperimentstoexaminetheperformanceofM-CNNwhenonlypart
ofthemalwareimageisgivenasinput.Wecropeachmalwareimageatarandompositiontogenerate
severalcroppedversionsofthesamemalwareimage.Thecroppingsizeisrandomlyselectedinsuch
awaythatthefinalcroppedimagerepresents50%ormoreoftheoriginalmalwareimage.Figure
8showsanexampleofamalwareimageanditscroppedversionsasaresultofrandomcroppingat
differentpositions.Duringthetrainingprocess,allofthecroppedversionsofamalwareimageare
resizedtotheoriginalmalwareimagesize(i.e.224×224)andfedtothenetwork.

Figure 6. Confusion matrix of our M-CNN network when tested on the Microsoft dataset with Setup-B.
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WemodifyourtrainingproceduresothatourM-CNNmodelcancorrectlyclassifycropped
malwareimages.WecallthismodifiedmodelM-CNN-C.WefirstlytrainM-CNN-Cmodelfor5
epochsonthewholemalwareimagesandthenwhenthemodelispartiallytrained,westarttraining
withrandomlycroppedmalwareimages.Asmentionedabove,thesecroppedimagesarerescaled
totheoriginalmalwareimagesizebeforebeingforwardedtothemodel.Fromepoch6onwards,
wetrainnetworkwith25%randomlyselectedoriginaltrainingmalwareimages(i.e.thesearenot
cropped)and75%randomlycroppedandresizedimages.WetrainourM-CNN-Cfor40epochson
theMalimgdatasetandfor42epochsontheMicrosoftmalwaredataset.

Table3showstheperformanceofourM-CNNandM-CNN-Cindifferentcroppingsettings.
Weexperimentwith3differentimageconfigurations:1)NoCropping:whereboththemodelsare

Figure 7. Confusion matrix of our M-CNN network when tested on the Malimg dataset. Note that the number along the diagonal 
represents number of samples correctly classified in a particular class, whereas the % represents the percentage of malware 
samples belonging to that class in the dataset. The last column shows the class-wise accuracy achieved by our model.
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evaluatedonoriginalmalwareimages;2)RandomCropping:wheremodelsaretestedonmalware
imageswithrandomcroppingsizes;and3)50%Cropping:wheremodelsareevaluatedonmalware
imageswithstrictly50%ofrandomcropping.M-CNNtrainedonwholemalwareimageperforms
poorlyonboththedatasetswhentestedonrandomlycroppedimage(2ndlastrowinthetable).M-CNN
performancefurtherdropswhentestedwithhalf-croppedmalwareimages(lastrowinthetable).
M-CNN-Cimprovestheclassificationaccuracybymorethan25%comparedwithM-CNNwhen
testedwithcroppedmalwareimagesfromMalimgdataset.M-CNN-Calsoperformssignificantly
wellcomparedtoM-CNNonMicrosoftmalwaredatasetwithSetup-A.

WebelievetheperformancegainbyM-CNN-CoverM-CNNoncroppedmalwareimagescan
beattributedtotwofactors.First,thecroppingprocedurecreatesvariantsofmalwareinthesame
classwhichhelpsthemodellearnamorediscriminativerepresentationofmalwareoriginatingfrom

Table 2. Performance of different methods on original test

Method Files used Logloss on test

Gibert(2016) .bytes 0.1176

Drewetal.(2016) .bytes 0.2228

Drewetal.(2017) .bytes+.asm 0.0479

Ahmadietal.(2016) .bytes+.asm 0.0063

Winner(Wang,Liu,&Chen,2017) .bytes+.asm 0.0028

M-CNN(ours) .bytes 0.0571

Figure 8. Examples of random cropping on a malware image

Table 3. Quantitative results for classification accuracy of various methods tested with cropped malware images. M-CNN refers 
to our base network which is trained with original malware images, whereas M-CNN-C refers to M-CNN trained with cropped 
malware images.

Image configurations
Malimg Dataset Microsoft Dataset Setup-A

M-CNN M-CNN-C M-CNN M-CNN-C

NoCropping 98.52% 98.41% 98.99% 99.08%

RandomCropping 72.80% 97.35% 78.57% 96.34%

50%Cropping 32.17% 94.39% 50.82% 86.36%
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differentclasses.Second,paralleltrainingwithwholeoriginalimagesishelpfulandimportantbecause
itenablesthemodeltokeeptrackoftheoriginaloverallstructureofthemalwarefamily.

Furthermore,weperformvisualanalysisoftheM-CNNmodeltoshowthemostimportantregions
ofmalwareimagesthatthemodelisusingtocorrectlyclassifythatimage.Inspiredby(Selvaraju
etal.,2016),weshowinFigure9theclassactivationmapsforsomemalwareimagesfromboth
thedatasets.Theseclassactivationmapshighlightthesubregionsofthemalwareimagewherethe
modelfocusesinordertopredictitsclass.Forexample,whenthemodelisgivenamalwaresample
thathasverticaldarkstripes(5throwand3rdcolumninthefigure),itlooksatthedistinctivestripes
itcontainsinordertopredictitsclass.Forsomeoftheclassactivationmapexamples(suchasin
4throwand2ndcolumn),weseethatthemodelisfocusingonlargeareaofthemalwareimagein
ordertoclassifyit.Inthiscase,sincethemodelcouldnotfindanyfinerdiscriminativeregionslike
thepreviousexample,itlooksatthebroaderregiontodeterminetheclassofthemalwaresample.In
summary,thisclassactivationmapsindicatethedifferentdistinctiveregionswheretheCNNlooksin
performingtheclassification,andalsoshowsthatinsomeinstancesthesearehighlylocalizedwhile
inotherstheyaremorediffuselylocatedrequiringbroaderanalysisofthefilecontents.

ADVANTAGeS

Therearemultipleadvantagesoftheproposedframeworkoverpreviousmethodswhichareasfollows:

1. Thisisthefirstattemptintheliteratureconcerningmalwareclassificationtoperformclassification
evenifonlyapartofthemalwaresampleisgiven.Oneveryinterestingapplicationofthiscan
beseeninnetworksecurity.Whensharingafilethroughanynetwork,thereceiverdoesnot
typicallyreceivethefileatonce,insteaditistransmittedinparts.Thus,usingourframework,we
candetectandclassifywhetherornotthefilecontainsmalwareevenbeforehavingitcompletely
transmittedtothesystem.Ifmalwareisfoundthenwecanimmediatelystopthefiletransferand
preventtheattack.

2. Eventhoughourmodelistrainedwithonlyhalfoftheavailabletrainingdata(weuseonlythe
.bytesfilesanddonotusethe.asmfilesfortheMicrosoftmalwaredataset(seetheExperiments
sectionformoredetails),itachievessuperiorperformancewhichdemonstratesthatourproposed
modelisaquicklearner,i.e.,ourproposedmodelcanlearndiscriminativefeaturesofmalware
familieswithlessinformationascomparedtootherapproachesthatusebothfilesintheirmethods.

3. Our framework is a generic in nature. Existing methods are highly specialized and tailored
specificallyforonesystemortask.Forexample,mostoftheothermethodsbasedontheMicrosoft
malwaredatasetextractedfeaturesmanuallyusingalloftheavailablefileswhichmaynotbe
generalize toothermalwaredatasets,and theirextractionmethodswerealsofocusedon the
givendataset.However,ourframeworkisgeneralandcanoperateonanymalwarefileaslong
asthebinaryrepresentationofthatfilecanbeacquired,whichisusuallythecaseirrespective
ofoperatingsystem.

4. Thegeneratedimagessignificantlyreducethespaceneededforstoringlargedatasetsofmalware.
Forexample,theoriginalMicrosoftmalwaredataset.bytesfileshaveatotalsizeofalmost51
GB,whereasthecorrespondinggrayscaleimagesuseonly615MBofdiskspace.

5. Ourmodelisveryfastinpredictingaclasslabelforagivenmalwaresample.Theusualtime
requiredtoclassifyanewmalwaresampleissignificantlylessthanmostexistingmethods.Only
afractionofasecondisneededtoforwardanewmalwareimagetothemodelandobtainthe
predictedclasslabel.
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CoNCLUSIoN

Malwareisincreasinglyposingaserioussecuritythreattocomputersystems.Itisessentialtoanalyze
thebehaviorofmalwareandcategorizesamplessothatrobustprogramstopreventmalwareattacks
canbedeveloped.Towardsthisendeavor,wehaveproposedadeepconvolutionalneuralnetwork
(CNN)architectureformalwareclassification.Wefirstconvertmalwaresamplestograyscaleimagesin
ordertotrainaCNNforclassification.Experimentalresultsontwobenchmarkmalwareclassification
datasetsdemonstrate thatourproposedmodelperformsbetter than state-of-the-artmethods.We
trainedourCNNsuchthatitcancorrectlyclassifysamplesevenifonlyportionofamalwaresample
isprovided,whichwebelievewearethefirsttodointhebodyofworkaddressingmalwaredetection.
Throughextensiveexperimentsontwomalwaredatasets,weshowedtheeffectivenessofproposed
CNNformalwareclassification.

Figure 9. Class activation maps from M-CNN. The final class score is mapped back to the previous layers to generate the class 
activation maps. These activation maps highlight the malware class-specific discriminative image regions.
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Infuturework,weplantoincorporateSpatialTransformerNetworks(STN)(Jaderberg,Simonyan,
Zisserman,&others,2015)intheproposedneuralarchitecture.Themotivationbehindthisisthat
itmaynotbenecessarythatwholemalwareimagescarrydiscriminativeinformationthatcanhelp
inclassification,i.e.,someregioninamalwaresamplecanhelpindistinguishingtheirfamily.STN
is a tool that can enable capture of such discriminative information which will result in further
improvements to classification accuracy, including handling more extensive changes to existing
malwarecategories.
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