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ABSTRACT

Mobilepaymentisanewpaymentmethodofferingusersmobility,reachability,compatibility,and
convenience.Butmobilepaymentinvolvesgreatuncertaintyandriskgivenitselectronicandwireless
nature.Therefore,biometricauthenticationhasbeenadoptedwidelyinmobilepaymentinrecentyears.
However,althoughtechnologyrequirementsforsecuremobilepaymenthavebeenmet,standards
andconsistentrequirementsofuserauthenticationinmobilepaymentarenotavailable.Theflow
managementofuserauthenticationinmobilepaymentisstillatitsearlystage.Accordingly,thispaper
proposesananonymousauthenticationandmanagementflowformobilepaymenttosupportsecure
transactiontopreventthedisclosureofusers’informationandtoreduceidentitytheft.Theproposed
managementflowintegratestransactionkeygeneration,encryptionanddecryption,andmatching
toprocess users’ personal information andbiometric characteristics basedonmobile equipment
authenticationcarrier.
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1. INTRodUCTIoN

Theadventofelectroniccommerce, thegrowthof theInternet,andthedevelopmentofwireless
technologies promoted various payment methods in the past two decades (Assarzadeh and
Aberoumand,2018;Hassani,Huang,andSilva,2018;Khan,Olanrewaju,Baba,Langoo,andAssad,
2017;Oliverio2018;ViriyasitavatandHoonsopon,2018;Whitmoreetal2015).Particularly,the
astonishinggrowthofmobilenetworkandmobiledevicesmakemobilepaymentgloballyapplicable
(DeVriendt,Lainé,Lerouge,andXu,2002;PaunovandVickery,2006).Wirelesstechnologies,such
asNearFieldCommunication(NFC),Bluetooth,QuickResponse(QR)Code,andRadioFrequency
Identification(RFID),enableconsumerstoprocesspaymentovermobilenetworkswiththeirmobile
devicesforbothonlinepurchasesandofflinemicropayments(Khan,Olanrewaju,Baba,Langoo,and
Assad,2017).Mobilepaymentischangingthepaymentmarket(HedmanandHenningsson,2015)
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andbecomesanalternativetousingcash,check,creditcards,ordebitcardsataretailpointofsale
(Chen,2008).Inemergingeconomieswherepenetrationofformalbankingsystemislow,mobile
paymenthasbeenwellaccepted(Khan,Olanrewaju,Baba,Langoo,andAssad,2017).According
toStatista(2018),worldwidetransactionvaluewithmobilepaymentamountsto$391.435billion
in2018.Transactionvalueviamobilepaymentisexpectedtogrow35.7%annuallyfrom2018to
2022.Thetotalamountoftransactionvalueviamobilepaymentwillbe$1,328.244billionin2022.

Mobilepaymentprovidesusersmobility, reachability, compatibility, andconvenience (Kim,
Mirusmonov,&Lee,2010).Itfreesconsumersfromtemporalandspatiallimitationsandenables
themtomakepaymentatanytimefromanywhere(YanandYang,2015;Zhou,2015).However,
mobilepaymentinvolvesgreatuncertaintyandriskduetoitselectronicandwirelessnature(Leong,
Ewing,&Pitt,2003).Mobilenetworksarevulnerabletohackerattackandmobiledevicesmaybe
infectedbyvirusesorbelost(Zhou,2015).Forexample,whenmobilepaymentusersconnecttheir
mobiledeviceswithunsafeWi-Fi,theauthenticationoftheirinformationmightbeintercepted(Chen
&Chen,2012;Li&Liu,2014;Zhou,2014).Whenmobiledevicesarelostorstolen, thestored
sensitiveinformationmayfallintothewronghands(Xi,Ahmad,Han,&Hu,2011).Thus,security
isamajorconcernamongmobilepaymentusers(Chen,2018;Dahlberg,Guo,&Ondrus,2015).

User authenticationaims to confirmordenyaperson’s claimed identity.Cryptography is a
conventionalmethodofauthenticatingusersandprotectingcommunicationmessagesinelectronic
payment systems (Xi, Ahmad, Han, & Hu, 2011). Traditional authentication methodologies are
basedonwhattheuserknows(e.g.,secretphrase,password,PersonalIdentificationNumbers(PINs),
anduserIDs)oronwhattheuserhas(e.g.,token,electroniccard,passport,badgesorsmartcards).
However,passwords,PIN,andkeycanbeguessedout.Inmobilepayment,SubscriberIdentityModule
(SIM)cardsareembeddedinusers’mobiledevices,whichareeasytobelostorstolen.Therefore,
traditionalauthenticationmethodologiessecuritycountermeasuresdonotmeettherequirementsof
mobilepayment(Conti,Militello,Sorbello,&Vitabile,2009).Asaresult,biometrictechniquesare
appliedinmobilepaymentforuserauthentication.Forexample,ApplePayandGoogle’sAndroid
Payusefingerprintrecognitiontocertifyconsumeridentityandconductpaymentsin2013(Cheng,
Hsu,&Lo,2017).Alipaybegantousefingerprintrecognitionfunctionstoguaranteesecurityof
userinformationin2015(Guo&Bouwman,2016).Althoughtechnologyrequirementsforsecure
mobilepaymenthavebeenmet,standardsandconsistentrequirementsarenotavailable.Theflow
managementofuserauthenticationinmobilepaymentisstillatitsearlystage.Accordingly,thispaper
proposesananonymousauthenticationandmanagementflowformobilepaymenttosupportsecure
transaction,topreventthedisclosureofusers’information,andtoreduceidentitytheft.

2. BACKGRoUNd

2.1. Mobile Payment
Mobilepaymentreferstopaymentsforgoods,servicesandinvoicesusingamobiledeviceviawireless
andothercommunicationtechnologies(Dahlberg,Guo,&Ondrus,2015).Mobiledevicesinclude
smartphones,wirelesshandsets,personaldigitalassistants,radiofrequencydevices,ornearfield
communication-baseddevices(Chen&Nath,2008).Theadvanceofmobilenetworktechnologies
andmobiledevicesprovidesdifferentformatsofmobilepayment.Wang,Hahn,andSutrave(2016)
classifymobilepaymentintomobilepaymentatthePOS(e.g.ApplePayandGoogleWallet),mobile
paymentasthePOS(e.g.SquareRegister),mobilepaymentplatform(e.g.PayPal,Alipay,andWeChat
payment),independentmobilepaymentsystem(e.g.mobileappsfromAmazonandStarbucks),and
directcarrierbilling(e.g.Boku).

Mobilepaymentprovidesconvenientpaymentfeaturesfordailypurchases,includingrestaurant
bills,busandtraintickets,movietickets,aswellasutilitybills,andtuitionfees(GeekPark,2014).
It reduces transactionfeesand increasesconvenience(Hoofnagle,Urban,&Li,2012).Fastdata
connections,broadareasofnetworkcoverage,andcheaperdataplansmakemobilepaymentwidely
adoptedbyconsumersacrosstheworld(Chen,2018).
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2.2. Security in Mobile Payment
Datasecurityreferstoconfidentiality,authentication,integrity,andnon-repudiation(Merz,2002;
LiandXu2017).Itinvolvesmethodology,technology,andpracticeswhichguaranteethatdatais
securedfromalterationorunintentionalchange,andunauthorizedaccess,andthatapprovedclients
cangetaccesstodatapromptly(Khan,Olanrewaju,Baba,Langoo,&Assad,2017).

Inthecontextofmobilepayment,confidentialitymeansthattransactioninformationofpayments
canonlybeviewedbyauthorizedusers(Chen,2006;Khan,Olanrewaju,Baba,Langoo,&Assad,2017;
Merz,2002).Dataexchangedduringamobilepaymenttransactioncanonlybereadandunderstood
byintendedusers(Suh&Han,2003).Thus,transactioninformationofpaymentsisencryptedto
guaranteeconfidentiality(Merz,2002).

Authenticationmeansthatdataexchangedduringapaymenttransactionisrestrictedtolegitimate
usersonly(Chen,2006;Chen&He,2013).Itguaranteesthatthetransactioninformationoriginates
fromthepresumedtransactionpartner(Merz,2002).Authenticationincludesuserauthentication
and transaction data origin authentication. Authentication is a visible procedure that is directly
relatedtopaymentsecurity,andthusinfluencesconsumers’perceptionsofsecurityandtrust(Chen
&He,2013;Kousaridas,Parissis,&Apostolopoulos,2008;Tsiakis&Sthephanides,2005).PINs,
passcodes,screenlocks,andfingerprintsareusuallyrequiredtoguaranteeauthentication.Recently,
manybiologicaldetectionpaymentmethodshavebeendevelopedtoensuresecuritycertificationin
mobilepaymenttransactions(Cheng,Hsu,&Lo,2017).

Integritymeansthatdataexchangedduringapaymenttransactionremainsintactandcannotbe
altered(Chen,2006;Chen&He,2013;Merz,2002).Itreferstothevalidity,accuracyandcompleteness
ofdata(Hahn&Kodó,2017),andmeasuresthesecurityofconsumers’paymentinformationduring
andafterapaymentprocess(Romdhane,2005).Digitalsignaturesarerequiredtoguaranteeintegrity
(Merz,2002).

Non-repudiation means that the participants of a payment transaction cannot deny their
participationinthetransaction(Suh&Han,2003).Inotherwords,nooneshouldbeabletoclaimthat
thetransactiononhis/herbehalfwasmadewithouttheirknowledge(Merz,2002).Digitalsignatures
canguaranteenon-repudiationandpreventeitheraconsumeroramobilepaymentserviceprovider
fromdenyingatransmittedmessage(Merz,2002).

2.3. Authentication in Mobile Payment
Cryptographyisappliedinmobilepaymentaimingforguaranteeingthatonlytheuserwhopossesses
thecorrectcryptographickeycanaccess theencryptedcontent (Xi,Ahmad,Han,&Hu,2011).
Cryptographic algorithms can be coarsely grouped into symmetric algorithm and asymmetric
algorithm.AdvancedEncryptionStandard(AES),whichadoptssymmetricalgorithm,wasreleased
bytheU.S.FederalBureauofStandardsin1997.CAST256,MARS,andRivestCipher(RC)6all
followAES.Thesymmetricalgorithmisfastandsuitableforencryptinglongmessage(Xi,Ahmad,
Han,&Hu,2011).Butexchangingcryptographickeysbetweenasenderandareceiverisrisky.In
contrast,asymmetricalgorithmdoesnotneedtoexchangecryptographickeysbetweenasenderanda
receiver.Rivest-Shamir-Adleman(RSA),themostwidelyappliedasymmetricalgorithm,wasproposed
byRivest,Shamir,&Adleman(1978).Miller(1985)andKoblitz(1987)proposeanasymmetric
cryptographicschemecalledEllipticCurveCryptography(ECC),whichhasasmallerkeysizebut
offersthesamesecuritystrengthasRSA.AlthoughECCprovideshigherlevelofauthenticationthan
AES,itmakesthesignaturecomputationsveryexpensiveandisappliedinshortmessageencryption/
decryptiononly(Martinez-Pelaez,Rico-Novella,&Satizaba,2010;Xi,Ahmad,Han,&Hu,2011).
Therefore,ECCispreferableformobiledevicesthathavesmallmemoriesandlowcomputational
powers(Ahmad,Hu,&Han,2009).

Comparedwithtraditionalelectronicpaymentsystems,mobilepaymentrequireshigherlevelof
authentication.Meanwhile,userauthenticationinmobilepaymentcannotbetoosimpleortoocomplex,
becauseeasyauthenticationisnotabletoguaranteethattransactionisrestrictedtolegitimateusersonly,
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whereascomplexauthenticationsystemsmaysacrificetheconvenienceofmobilepayment(Al-Qayedi,
Adi,Zahro,&Mabrouk,2004;Chen,2006).Atpresent,manyauthenticationmechanismshavebeen
adoptedtoensuremobilepaymentsecurity,includingusername/password,PINs,andtoken(Wang,
Hahn,&Sutrave,2016).Theseauthenticationsarebasedoneitherknowledgethatusersknow,such
aspasswordsandPINs,ortokenthatusershave,suchasSIMcards(Xi,Ahmad,Han,&Hu,2011).

2.3.1. Password Authentication
Passwordauthenticationisthebasicschemeofinformationassuranceandsecurityatthelowestcost
(Hu,Sueng,Liao,&Ho,2012).SingleSign-On(SSO)andOneTimePassword(OTP)arethemain
modesofpasswordauthentication.Theyconduct identificationsviauser IDandpassword.SSO
iswidelyadoptedbyenterprisesbecauseusersjustneedtologononceforaccessingapplication
systemsonanetwork.CommonSSOcommercialmodesincludeAccessMasterdevelopedbyEvidian,
EtrustdevelopedbyComputerAssociates,TivoliGlobalSign-OndevelopedbyIBM,SecureLogin
developedbyNovell,andV-GOSingleSign-OndevelopedbyPasslogix(Wang,Ge,Zhang,Chen,
Xin,&Li,2013).

Scholarshavestudiedpasswordauthenticationfromdiverseperspectives.Forexample,In1980s,
anidentityauthenticationsolutionbasedonapasswordlistforaccessofremoteuserswaspresented
(Akowuah,Yuan,Xu,&Wang,2013).Purdy(1974)proposes touseaone-wayfunctionY=f(x)
transformationforacquiring thecorrespondingrelationbetweenapasswordandanexplicit text.
Lamport(1981)presentsalong-distanceuserauthenticationschemebasedonacode(orpassword)
table.ChangandWu(1991)presentalong-distancepasswordauthenticationschemebasedonthe
smartcardofdouble-factoridentityauthentication.FerraioloandKuhn(1992)proposetheRBAC
model,whichauthenticatesusersbasedontheirnameIDandpasswords.Benenson,Dewald,and
Freiling(2009)identifythesecurityproblemofusers’authenticationprotocolinthesensornetwork
and propose a multi-party authentication mechanism. Das, Saxena, and Gulati (2004) present a
passwordauthenticationschemebasedondynamicID.NyangandLee(2009)improveDas’double-
authenticationprotocol.Liao,Lee,andHwang(2005)improveDas’schemeandproposethedouble-
wayauthentication.Aydos,Yanik,andKoc(2001)presentASK,awirelessauthenticationprotocol,
basedonECC.LiangandWang(2005)proposeawirelessauthenticationprotocolusingECCfor
digitalsignature.Comparedwithtraditionalbig-numberoperationpasswordsystem,theperformance
ofECCisbetterinmobileidentityauthenticationprotocols(Akowuah,Yuan,Xu,&Wang,2013;
Chen&Chen,2012;Shi,2007;Xie&Liu,2013;Yang,Lu,&Cao,2011;Yang,Lu,&Cao,2012).

Themaindisadvantageofpasswordauthenticationmodeisthatitbringsusersalotofdifficulties.
Inaddition,password-onlymodeofauthenticationdoesnotfitformobilepaymentbecausepasswords
areeasytoforget,lose,orleak.Inaddition,itisextremelyhardtoidentifywhoprovidespasswords
(Han, Hu, Yu, Feng, Zhou, 2006; Hu & Han, 2009; Han, Hu, Yu, & Wang, 2007). However,
althoughthesecuritylevelofpassword-basedlong-distanceidentityauthenticationislow,password
authenticationisthemostconvenient,rapidest,andsimplestidentityauthenticationmode.

2.3.2. Biometric Authentication 
Asa secureandeffectivemethod for individualauthentication,biometricauthenticationverifies
users’ unique and personal biometric features (Conti, Militello, Sorbello, & Vitabile, 2009). To
improve security and privacy protection, intrinsic, specific, and exclusive biological features of
humanbody,suchasfingerprint,face,iris,sound,andvein,areadoptedinmobilepaymentforuser
authentication(Cheng,Hsu,&Lo,2017).Biometricauthenticationiseffectivebecauseeveryone
hasbiometricfeatures,whichareuniquefrompersontopersonandremainstablethroughoutone’s
lifetime(Xi,Ahmad,Han,&Hu,2011).Biometricauthenticationprovideshigherlevelprotection
thanconventionalknowledge-basedandtoken-basedauthenticationmethods(Maltoni,Maio,Jain,
&Prabhakar,2009).Biometricauthenticationconsistsofthreesteps,namelybiometricsignature
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acquisition,digitalbiometric signatureextraction,andmatchingbetween theacquiredbiological
signatureandthestoredcorrespondentone(Conti,Militello,Sorbello,&Vitabile,2009).

Ifaperson’sphysiologicalorbehavioralfeaturesmeet7requirements,thesefeaturescanbeused
asbiologicalfeaturesforauthentication.Since1990s,biometricidentitytheoryandapplications,
especially the research on fingerprint and facial expression identification, have attracted much
attention(Shen,Wang,Xu,Ma,Chaudhry,&He,2016;Yang,Lu,&Cao,2012;Yen,2011).Face
authenticationbecomesthefocusofartificialintelligenceandmodalidentification.Manyalgorithms
aredevelopedforpromotingfaceauthentication.Someapplicationsforfaceauthenticationhavebeen
developed.Sofarfaceauthenticationisbasedontwomaintechnologies.Oneisthepicture-based2D
faceauthentication.Theotheris3Dfaceauthenticationthatisbasedon3Dgeometricinformation.
MatureapplicationsoffaceauthenticationwereadoptedbyBeijingOlympicGamesin2008and
ShanghaiWorldExpoin2010fordetectingterroristsandpreventingdestructiveorcriminalactivities.

However,unlikeconventionalknowledge-basedandtoken-basedauthenticationmethodsinwhich
IDs,passwords,andcertificatescanbereplaced,biometricdatawillbepermanentlycompromised
ifitisstolen(Conti,Militello,Sorbello,&Vitabile,2009).

2.3.3. Multi-factor Authentication
Multi-factorauthentication includesdouble factorauthenticationand triple-factorauthentication.
Basedonsingle-factorauthentication(e.g.SecureElectronicTransaction),double-factorauthentication
usesanadditionalauthenticationtokentogeneratedynamicpasswords.Forexample,bio-cryptography
combinestheadvantagesofconventionalcryptographyandbiometricsecurity.Mosttriple-factor
authenticationsintegratepassword,smartcard,andbiologicalfeaturestogether(Wang,Ge,Zhang,
Chen,Xin,&Li,2013).Scholarshavedevelopedmulti-factorauthenticationmethodsreadyformobile
payment.Forinstance,Lee,Li,andHwang(2002)presentafingerprint-basedcombinedsmartcard
toachievetriple-factorauthenticationbasedonlong-distanceusers.Bhargav-Spantzel,Squicciarini,
Modi, Young, Bertino, and Elliott (2007) propose a multi-factor long-distance authentication
schemethatcanconcealusers’identity.LiandHwang(2010)presentatriple-factorauthentication
schemebasedontherandomfunctionandone-wayHashfunction.Atpresent,anonymousidentity
authenticationbecomesthetrendforimprovingsecurityinmobilepayment.

3. PAyMeNT FLow MANAGeMeNT IN ANoNyMoUS 
BIoMeTRIC AUTHeNTICATIoN 

Inthissection,threekeycomponentsinbiometricauthenticationwillbediscussed,namelyusers’
personal information, biometric characteristics, and mobile devices. Authentication in mobile
paymentreliesonthesecomponents.Onlyafterthesecomponentsareverified,canentrustedcredit
beprovidedandfundtransactionsbecompleted.Biometricauthenticationusuallycollectsusers’
fingerprint,face,oriris.

A biometric identification system for mobile payment should be able to scan and map the
biometriccharacteristicsforusers,registerthemonadatabase,andcreateatemplatethatcanbe
checkedagainstallfurtherscanstoverifytheuser’sidentity(Conti,Militello,Sorbello,&Vitabile,
2009).Takefingerprintauthenticationasanexample.First,users’fingerprintispreprocessed.Then
users’ fingerprintminutiaeareextracted.Finally, fingerprint templatesmatching isconducted to
findthecorrespondencebetweenaprocessedfingerprintimageandoneormorestoredtemplates.

3.1. Anonymous Biometric Authentication for Mobile Payment 
AccordingtoChen,Chen,Shih,andWei(2011),anonymousauthenticationhasrequirements.First,
authenticating servers cannot find anything about a userwith a credential that is encrypted and
transferredwithorwithouttheidentity.Second,authenticatingserverscandecryptacredentialwith
asecretkeyorprivatekeythatisgeneratedforverifyingorganizationsonly.



Journal of Global Information Management
Volume 28 • Issue 1 • January-March 2020

194

The three components required by anonymous biometric authentication are users’ personal
information(IDnumber,name,age,gender,title,andphoto),biometriccharacteristics(fingerprint,
face,oriris),andmobileequipmentauthenticationcarrier(shortmessageservice(SMS)card).

Thefollowingarethethreeconditionsrequiredbyanonymousbiometricauthentication.

1. Hardwarerequirements.Users’mobiledevicesshouldhaveavideocameraorafingerprintCPU
tocollecttheirfingerprint,face,oriris.Users’mobiledevicesshouldhaveenoughmemoryand
spaceforprocessingcollectedbiometriccharacteristics.

2. Biometricauthenticationsystem.Users’mobiledevicesandthemobilepaymentsystemshould
beembeddedwithbiometricauthenticationsystem.Users’mobiledevicesshouldbeableto
initiatethecollectedbiometriccharacteristicsandtoperformthepreparationforreal-timeidentity
comparison.Inaddition,users’mobiledevicesshouldbeabletogeneratethekeyformobile
paymentandtosendittothemobilepaymentsystem.Themobilepaymentsystemshouldbe
abletocompareusers’biometriccharacteristicstemplate, todecipherthetransaction,andto
completetheanonymousauthentication.

3. Network. 2G/3G/4G/5G wireless networks or Wi-Fi network is needed to support the
communication between users’ mobile devices and mobile payment system. Biometric
authenticationreliesonfastandreliablenetworkconnection.

Withthedevelopmentoftechnologiesformobiledevices,manycellphoneshavebuiltincamera
now.Thisfeaturemakes thecollectionoffacemucheasier. Incontrast,onlysomehigh-endcell
phoneshavefingerprintcollector.Accordingly,itismoreconvenienttocollectfacethanfingerprint.
Comparedwithfingerprintauthentication,faceauthenticationiseasiertoperformformobilepayment.
Asthedevelopmentofmobiletechnologies,biometricauthenticationisexpectedtobeadoptedwider
inmobilepayment(Carton,Hedman,Damsgaard,Tan,&McCarthy,2012).

3.2. Anonymous Biometric Authentication and Mobile Payment Management Flow 
Anonymousbiometricauthenticationinmobilepaymentaimstoprotectusers’identityandtoachieve
confidentialcommunicationandsecuretransaction.Inpractice,anonymousbiometricauthentication
caneffectivelypreventusers’ informationdisclosure in interactionsandprotectusers’privacy in
mobile payment. However, standards and consistent requirements are missing in authentication
ofmobilepayment.Althoughtechnologyrequirementsforsecuremobilepaymenthavebeenmet,
flowmanagementinmobilepaymentisstillatitsearlystage.Awide-acceptedflowmanagement
isnotavailableformobilepayment.AsshowninFigure1,eachcomponentinflowmanagementof
mobilepaymentworksindividually.Accordingly,loopholesexistinexistingflowmanagementof
mobilepayment.

Takefingerprintauthenticationinmobilepaymentforanexample.Ifusers’signatureisaccepted,
users’fingerprintispreprocessedonusers’mobiledevicesandthentransmittedfromusers’mobile
devicestoanauthenticationserver.Next,minutiaeinusers’fingerprintareextractedontheserver.At
last,fingerprinttemplatesmatchingisconductedontheservertofindwhetherthereiscorrespondence
betweenaprocessedfingerprintimageandoneormorestoredtemplates.Amatchingalgorithmis
requiredtoperformthematching.Ifmatchingisfound,theauthenticationissuccessful,andusers
canmovetothenextstageoftransactioninmobilepayment.

Faceinformationincludeseyemodel,noseandmouthvectortrianglefeatures,andexpression
features.Infaceauthentication,alocalfieldinformationassemblymodelOisgeneratedforeach
person.ModelOisatopographicalstructuremodel,whereO=[(x,y),θA,θB,θC,fi](A,B,Caredifferent
featurepoints).Inaddition,facefeaturesofindividualsarecollectedforgeneratingtheidentitytemplate
standardstructuralassemblyO’=[(x’,y’),θA’,θB’,θC’,fi’]whenusersinitiatefaceauthentication.If
detailpointsinusers’facefeaturearesame,thedirectionalfieldandfrequencyfieldofO,A,B,C
aresameaswell:Ψo(x,y)=Ψ’o’(x,y).Otherwise,displacementandrotationbetweenaprocessed
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faceimageandonestoredtemplatecanbefound.Allnodesinusers’faceneedtobecalculatedfor
findingwhetherthedeviationofcertainstatisticalpointsofthestandardnodesinOismorethanO’
(seeFigure2).

3.3. Anonymous Authentication Payment Transaction Application and Management 
Anonymouspaymentneedsmobilepaymentuserstoinitiatethetransactionrequest,includingthe
categoryandquantityofpurchaseditems,totalamountofexpenses,aswellasthelistofpurchased
items.Transactionsofmobilepaymentoccuronmobilepaymentusers’devicesandmobilepayment
platformsbyfollowingthestepsbelow.

1. First,users’facefeatureiscollectedandpreprocessedbytheirmobiledevices.Theradiofrequency
camera in users’ mobile devices collects users’ face. Some parameters, such as system
identificationthresholdandidentificationrefuserateFAR,areinitialized.

2. Users’mobiledevicessendreal-timerequesttothemobilepaymentplatformaskingfordouble-
wayauthentication.Aftertherequestisreceived,themobilepaymentplatformconductssearchin
storedtemplatesbasedonreceivedcharacteristicsandthendisclosesthefacetemplateitfound.
Next,acomparisonbetweencollectedfacedataandthedisclosedtemplateisconductedbythe
mobilepaymentplatform.Attheend,theresultofthecomparisonisreturnedfromthemobile
paymentplatformtousers’mobiledevices.Ifthereisnomatching,themobilepaymentprocess
stops.

3. Ifthereisamatchinginthecomparison,themobilepaymentplatformestablishesthetransaction
recordandcreatestheproductlistPC_Dlistinthispayment.Thenthemobilepaymentplatform
followsitssecurityencryptionprotocolstandardtoestablishapublickeyKAandaprivatekeyKB.
Theencryptionprotocolmanagementinvolvestwocategoriesofprotocols,namelysymmetrical
protocolsandasymmetricalprotocols.Amongthesetwoprotocols,asymmetricaloneprovides

Figure 1. Anonymous authentication and management flow in mobile payment
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highersecurity,becauseitisbasedontheellipticalhyperbola.Themobilepaymentplatform
keepsthepublickeyKAandthenreceivesPPText _Encripfromusers’mobiledevices.

4. AftergettingPPText _Encrip, themobilepaymentplatformuses theprivatekeyKBand the
publickeyKAtodecipherit.ThenthemobilepaymentplatformgetsthePCDlisttransaction

Figure 2. Flow of getting the mobile payment key from biometric identity modeling
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recordtoacquirethetotalamountinthetransaction.Atthisstage,ifmobilepaymentusersdonot
canceltheirtransaction,themobilepaymentplatformwillcontinuetheprocessbyestablishing
the automatic expense settlementbasedonusers’ authorizationcommitment andgenerating
thesettlementdisposalresult.Next,themobilepaymentplatformsavesthetransactionrecord
PC_Dlist,keepsthetransactiontime,authorizestheinformationfromusers’mobiledevices,
andprocessestherecordPC_Dlistandanonymousmobiletransactions.Attheend,themobile
paymentplatformclosesthetransactionlineandendsthelinkingtousers’mobiledevices.If
usersmakemobilepaymentfortheironlineshopping,theshoppingsitewillarrangeshipping
forusersafteritreceivestheconfirmationofpayment.

4. SUMMARy oF USeR AUTHeNTICATIoN IN MoBILe PAyMeNT

Theadventofelectroniccommerce, thegrowthof theInternet,andthedevelopmentofwireless
technologiespromotedvariouspaymentmethodsinthepasttwodecades(Bietal2018;Huangetal
2018;Lu2018;Xu,HeandLi2014;Xu,XuandLi2018).Wirelesstechnologies,suchasNearField
Communication(NFC),Bluetooth,QuickResponse(QR)Code,andRadioFrequencyIdentification
(RFID),enableconsumerstoprocesspaymentovermobilenetworkswiththeirmobiledevicesfor
bothonlinepurchasesandofflinemicropayments(Chengetal2018;Jiaetal2018;Jiangetal2014;
Lietal2013,2015,2018;Maoetal2016;Wangetal2014;XuandViriyasitavat2014;Yangand
Xu2018;Zhaietal2016).Mobilepaymentinvolvesgreatuncertaintyandriskgivenitselectronic
andwirelessnature.Therefore,mobilepaymentneedstointegrateidentityauthenticationandprivacy
protection for strengthening access control. Compared with password authentication, biometric
authenticationcanprovidesaferauthentication.Particularly,anonymousbiometricauthentication
caneffectivelypreventusers’informationdisclosureininteractions.Biometricauthenticationhas
beadoptedinmobilepaymentinrecentyears.Forexample,Apple,AlipayandWechatPayment
adoptedfingerprintauthenticationinmobilepaymentin2013.Later,AlipayandWechatPayment
applyfaceauthenticationinmobilepayment.Biometricauthenticationisexpectedtobeadopted
morewidelyinmobilepayment(Du,Wang,Du,Xu,Chaudhry,Bi,Guo,Huang,&Li,2017;Kim,
Mirusmonov,&Lee,2010).

Although the main mobile payment platforms have adopted biometric authentication and
technology requirements for secure mobile payment have been met, standards and consistent
requirementsarenotavailable.Theflowmanagementofuserauthenticationinmobilepaymentis
stillatitsearlystage.Accordingly,thispaperproposesananonymousauthenticationandmanagement
flowformobilepaymenttosupportsecuretransaction,topreventthedisclosureofusers’information,
andtoreduceidentitytheft.

Theproposedmanagementflowintegratespublickeyandprivatekeygeneration,encryptionand
decryptionofthetransaction,tracingmanagement,andmatchingtoprocessusers’personalinformation
andbiometriccharacteristicsbasedonmobileequipmentauthenticationcarrier.Themanagement
flowsupportssafebusiness transactionsandpaymentsettlement inmobilepaymentbyreducing
internalidentityalterationanddecryptionrisks.Anonymousauthenticationofbiometricidentitywill
beadoptedmorewidelyinmobilepayment.Futurestudiesshouldvalidatethemanagementflow
proposedbythispaperandintegratepseudoface,fingerprint,anddynamicidentityauthenticationto
improveuserauthenticationinmobilepayment(Chen2017;LuandXu2018;Xu2017;Xuetal2009).
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