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ABSTRACT

Asanewobjectinjudicialpractice,electronicevidenceisofgreatpracticalsignificance.Tolocate
theprobativeforceofelectronicevidence,whichcanbeusedtoprovethefactsofthecrime,judging
theelectronicevidencevalidity,andhowtoestablishscientificrulesofelectronicevidence,which
notonlyeffectivelycontainscrime,butalsoprotectscivilrightsfromillegalinfringementofstate
powerbecomesveryimportant.Thisarticleoutlinesthedefinitionofelectronicevidenceandrules
andestablishesasuitableelectronicevidencesystemofChina’scriminalproceduresystembased
ontheanalysisofproblemsineachlinkofjudicialproofinjudicialpracticeandthefouraspectsof
judicialproof.
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1. oVERVIEw oF ELECTRoNIC EVIDENCE AND RULES

ThereisnouniformevidencelawinthejudicialpracticeinChina,andtherelevantevidencesystems
aredividedinthethreebigprocedurallaws.Inthecontextofthenewcriminalprocedure,theprovisions
arelackofmaneuverability,althoughthereareevidenceprovisionsinthejudicialinterpretation,it
stillcannotmeettheneedsofjudicialpractice.

Toestablisharationalcriminalevidencelaw,wemuststartfromtherationalityandprocedural
justice,toanalyzethecharacteristicsofdifferentevidence,andconstructtherelevantevidencerules.
Thayer,afamousjuristofevidence,believesthatthecorecontentoftheevidenceisasetoftechnical
rulesthatareessentiallynegativenormsandrulesofexclusion.Thesespecificationsandtechnical
rulesmakeclearlydefinedwhichfactsmayappearinthecourtaswellashowtoprovethefacts
appearinthecourt(Chongyi,2014;Shuhou,2015;Jianlin,2014;Jiahong,2014;Jiahong,2014).

Scientificevidencerulesareanimportantembodimentoftheproceduraljusticeandtheguarantee
ofhumanrights.ProfessorBaoguoFanghasthreepointsaboutthefunctionsandrolesofevidence:
first,evidenceruleshelpidentifythecasefacts,butalsorestrictsthefactinvestigationtoacertain
extent.Second,evidencerulesenhancetheoperabilityoftheproceedings,andrestrainthediscretion
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ofthejudges(Ping,2013).Third,evidenceruleshelptoprotecthumanrights,specificsocialrelations,
andsocialinterests.

1.1. Definition of Electronic Evidence
Withthedevelopmentofcomputertechnologyandextensiveapplication,intheearliest50sinthelast
century,theemergenceoftheconceptofcomputerevidence,whichgenerateselectromagneticrecords
duringthecomputerorcomputersystemrunningintheprocessandusestoprovethefactsofcases.
Later,withtheapplicationofnetworktechnology,thereappearedtheconceptofnetworkevidence,
whichreferstotheelectromagneticrecordsinthenetworkenvironmentandusestoprovethefactsof
cases.Untilthe90sinlastcentury,besidescomputerandnetwork,theemergenceofalargenumber
ofdigitalproducts,andtheadvanceddigitalsignalsoftelephone,Telegraphandtelevisionwhich
wereusedtotransmissionsignalsbyanalogsignal.Atthistime,thejurisprudentialcirclecalledthis
“electronicevidence”whichdiffersfromthetraditionalformsofevidence“record”(Ping2013).

Inthispaper,inordertocoverdifferentformsofelectronicevidence,wechoosethecarrierform
ofelectronicevidenceforthegeneralizeddefinition:existinelectronicform,usedastheinformation
technologyorinformationequipmentevidenceform,allthedataanditsderivatives.Thisdefinition
indicatesthattheelectronicevidenceshouldhavelegalcharacteristicsfirstly,anditisusedasaproof
materialtoprovethecasefacts.Secondly,theelectronicevidencearepresentinelectronicformand
informationtechnology,sotheirgeneration,transmission,resulting,acceptanceandstoragehavea
certaincommonality.Finally,thecarrierofelectronicevidencemustrelyonelectromagneticmedia,
suchasdisk,CDtype,sothedatainformationalwaysleavesometracesintheseelectromagneticmedia.

1.2. Definition and Function of the Evidence Rules
TheformulationofrulesofevidencemainlycomesfromtheAnglo-Americanlegalsystem,which
iscalled“ofevidencerules”inEnglish.Anditiscalled“thelawofevidence”inTaiwanarea.The
evidence rules inAnglo-American legalsystemcountriesareusedascustoms,cases,or judicial
interpretations (Pinxin 2013). However, since the second half of the 19 Century, the system of
evidenceintheAnglo-Americanlegalsystemcountrieshasbeengraduallygotcodification,suchas
India’sevidencelaw,“therulesofthefederalrulesofevidence”(ChinesePeople’sPublicSecurity
UniversityPress2013),etc.Generallyspeaking,therulesofevidenceinAnglo-Americanlegalsystem
mainlyrefertothevariousbasicrulesandaseriesofexceptionsandconditions,whichareusedfor
thecorrectuseofevidence.Thecontentmainlyincludes:therulesoftheburdenofproof,therules
oftheassociationrulesofevidenceandtherulesofhearsayevidence.

Atpresent,thedomesticscholarshavedifferentviewsandinterpretationsindefiningtherules
ofevidence.Somescholarsbelievethattheevidencerulesarethegeneraltermofconfirmingthe
scopeoftheevidence,adjustingandrestrictingthelegalnorms,whichisaconcentratedexpression
ofthelawofevidence.Somescholarsbelievethattheruleofevidencereferstothenormsofthe
collection,reviewandevaluationofnormativeevidence.Therearescholarsthatbelievethattherules
ofevidencehavebroadandnarrowpoints.Inanarrowsense,itreferstoadominantroleinthetrialor
hearingrules,whichreferstoadmissibilityrules;inabroadsense,itreferstotheevidencerulesand
guidelinesofcollectionanduse.Inanarrowsense,itbelongstotheAnglo-Americanlegalsystem,
thisarticleadoptsthetheoryofbroadsensewhichproceedfromChina’sreality.

2. THE EXISTING PRoBLEMS oF CHINA’S CRIMINAL 
ELECTRoNIC EVIDENCE RULES

Nowadays,wehaveenteredtheeraofinformationwiththedevelopmentofelectronicinformation
technologyandthewideapplicationofelectronicproducts.Informationiseverywhere,theelectronic
evidencesexistintheformofelectronicinformationanduseforbeingevidences.Theyarethedata
informationandvariousofitsderivativeswiththeassistanceofinformationtechnologyorequipment.



International Journal of Digital Crime and Forensics
Volume 12 • Issue 3 • July-September 2020

113

Therearevariousformsofelectronicevidence,notonlythetraditionaltelegraph,telephoneandfax
etc.,butalsotheelectronicbulletin(BBS)datanetwork,IPaddress,router’sMACaddressanddigital
signaturesareincluded.TheelectronicevidencealsofacessomeproblemsintheChina’scriminal
proceedings,oneisthequestionofelectronicevidence’sposition,andtheotheristhelackofelectronic
evidencerulesindifferentforensics,quote,certificationandcross-examination.

2.1. Positioning of Electronic Evidence
Touseevidencewhichexistsintheformofelectronicsanditsderivatives,ingeneral,allcountriesin
theworldholdapositiveattitude,andsodoesChina.Itisnotaproblem,becausewehavearelevant
provision,whichisanythingthatcanproveacase,isevidence(Guomin,2012).Butthequestion
ofwhatpositionshouldbegiventotheelectronicevidencehasbeenaconstantdisputeamongthe
academiccommunity.

Thishasbeenanage-olddiscussionforelectronicevidenceamongthelawcircle.Therearethree
pointsnowthroughthepreviousdebate:“classified”,“independence”and“mixedtheory”.These
pointsofviewhavetheirownadvantagesanddisadvantages.January1,2013thenew“Criminal
ProcedureLawofthePeople’sRepublicofChina”provisionsofarticle48laysdowntheelectronic
evidenceisoneofthestipulatedlegalevidencetypes.Sincethenthedebatinglegalstatusofelectronic
evidencehadendedandtheelectronicevidencewonitslegalstatusincriminalproceedings(Joachim
2012).Itisthefirsttimeforthetwonewcivilandcriminalprocedurelawthatcombinestheelectronic
evidencesandthetraditionalevidencesatthesametime.ItisalsothefirsttimethatChinalawmade
electronicevidencecleartobeakindoflegalevidences.

Tobegroupedindocumentaryevidence,audio-visualmaterialisonlyamakeshiftforelectronic
evidencebeforethereviseofcriminalprocedurelaw.Itcannotreflectthedifferenttextureofelectronic
evidence.Electronicevidenceisanewsocialphenomenonintheinformationage,whichobviously
doesnotbelong to the traditional typesofevidence.Even if themanifestation formsareseemly
relatedtosometraditionalevidence,buttheelectronicevidencerelyingonitsstrongproofability
becominganexceptionalindependenttypeofevidenceinthelawsuit,andplayinganimportantrole
ofevidence,whichcannotbereplacedinthecase,whenthere’sadilemma.

Inthelongrun,withthedevelopmentofscienceandtechnology,therewillbemoreandmore
newevidenceinthehumansociety,whichwillalsobefacedwiththeproblemoflegalorientation.
Therefore,thedivisionofevidenceshouldbecarriedoutaccordingtoitsnature,characteristicsand
proofmechanism.For thestatusofelectronicevidence, theauthorbelieves thatweshouldbuild
anopensystemofevidenceclassificationinMr.PeiCandling’smethod,andclassifiedtheminto:
materialevidence,documentaryevidenceandwitnesses.Inthissystem,ithasbeendividedinto4
basictypesaccordingtothecharacteristicsofthematerial:physicalevidence,vestigialevidence,
traces evidence and intangible evidence. Documentary evidence has been divided into 3 basic
types:texts,picturesandvideodocumentaries.Thewitnesshasbeendividedinto3basictypes:the
testimonyofwitnesses,statementsofvictims,thecriminalsuspectsordefendant’sconfessionand
defenseetc.Thentheevidenceswillbeclassifiedintothese3categoriesaccordingtothemechanism
oftheelectronicevidence.Forexample,usinge-mailasevidence,thepartsofexpressionsinthe
mailaregoing tobelong to thedocumentaryevidence.And theautomaticallygenerated records
suchastheemailheaders,messagesourceandtargetaddress,e-mailsystemrecordsarebelonging
toanotherdocumentaryevidenceofmailauthenticity.Ifthemessagewasdeletedafterthesuspect
bytheevidence,forensicexpertsrestorede-mailbytechnicalmeans,thenitisandevidenceofexpert
testimonywhichisissuedbytheexpertwitness,soitbelongstowitnessevidence.

2.2. The Issues of Electronic Evidence in the Process of obtaining Evidence
Thedevelopmentofinformationtechnologyandtheextensiveapplicationhasboundcrimedetective
andtheelectronicevidenceevermoretightlytogether.Peopleoftengetmorecluesandevidence
bymeansofmoderntechnology,butinjudicialpractice,thematerialisoftenusedasinvestigators
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clues,ratherthanthefinalmaterial.Thisisduetotheeasydestroyandmodifycharacteristicsof
electronicevidence, if takenasamaterial, in theaspectsofcross-examination,especially in the
criminalproceedings,whichrequiresahigherstandardofproof,“beyondreasonabledoubt”,dueto
thecharacteristicsofelectronicevidence,therealessenceofelectronicevidencewillbequestioned,
so,itisindeedregrettableformanycasesthatcannotbeconvictedwithhardworkinobtainingthe
electronicevidence.Andallthisisbecausethelackofnecessarylegalrulesofelectronicevidence
collectioninourcountry(Yuan2012).Thespecificperformanceisthatinvestigatorsdonotknow
wheretoimplementthelegallimitsofelectronicevidence,butthefactthatthisactivityintoday’s
Chinaisnospecificlegalconstraints.Underthecaseofnospecificlawtoconstrainthebehavior
ofelectronicevidence,willitleadtosomeoftheproblemsofimproperinfringementtocivilrights
wheninvestigatorsusethesoftwareandtechnology?Thereisstillaninsufficientinteractionbetween
legalnormsandelectronicevidenceintoday’sChina.

Fromthepointofthepracticeinelectronicforensics,theelectronicevidencesareusingmore
concentrated inonlinegambling,online fraudand Internetpornographycaseswhen identify the
factsofcrimes.Intheinvestigation,iftheserverisnotinthescopeofthejurisdictioninourcountry,
duetolackofmethodsinobtainingtheoriginalones,investigatorsusuallyusethe“screenshot”or
“download” toapproach thepreservationofevidence.Under thewaysofevidencepreservation,
whichareintheabsenceofotherevidencetoprotectitsformsofauthenticity.Willthesekindsof
evidencewithstandthescrutiny?

Inaddition,searchandseizureisanimportantpartintheevidencecollection.Searchisamajor
wayofobtainingevidenceincriminalcases,anditisalsoaninvestigatingactdirectlyrelatingtothe
rightsofprivacy,personalrightsandpropertyrights.Therefore,theimplementationshouldbetaken
strictexaminationandapprovalprocedures,andensuredstrictobservanceoflaws(Shan2012).The
actofobtainingtheelectronicevidenceisinthevirtualspace,soitisimportantforustothinkabout
whatkindoflegalregulationshouldbetakeninthevirtualspacewhensearchandseizure,sothat
wecanguaranteetoobtaintheevidenceandnotinfringethelegalrightsofothersatthesametime.

To sum up, from a technical point of view, the scope of electronic evidence forensics will
become increasingly larger and larger, forensics technologywill sooner away from“download”,
“screenshot”thiskindoforiginalmethods,buttoamoreprofessionalforensics.Moreover,theprocess
ofobtainingevidenceisboundtomovetowardsthestandardizationmanagement.Fromalegalpoint
ofview,electronicevidenceforensicssystemalsobelongstothescopeofforensicsregulation.And
theelectronicforensicstechnologyandstandardsmustaccepttheregulationbylaw.Onlybythese,
cantheelectronicevidencereallyhavetheabilityastomaketowithstandinterrogation.Therefore,
withthedevelopmenttrendofelectronicevidence,thisisanemergentneedforChinatohavedual
constraintsintechnologyandlaws.

2.3. The Issues of Electronic Evidence in Proof
The“proof”meanstheactivitiesofthepartiesinthecasewhichprovideevidencetothecourtto
proveitsclaimduringthetrialortheevidenceexchange.Bothsides’evidenceneedtobereviewed
beforetheproof,thereviewismainlyexaminingthecompetenceofevidenceandtheprobativeforce.
Thereviewofthecompetenceofevidenceisaproceduralreview(Eoghan2012).Itisprimarilyto
dealwiththeevidencequalifications.Meanwhile,thereviewofevidencecompetenceplaysalegal
restrictionontheprobativeforce.Thisrequiresthelegitimacyreviewoftheevidencesubject,sources,
methodsandotheraspects.Theprobativeforcereviewisasubstantiveexaminationoftheevidence.
Usingevidencetoprovethefactsofthecase,somelogicallinksbetweentheevidenceandthecase
arerequired.Becausetheworldisacommonlinkasawhole,asaresult,therequirementofthe
relevanceevidenceandthefactsinthelawsuitmustreachacertaindegree.Whichallofthesearein
ordertoimprovetheefficiencyoflitigation,topreventtheunlimitedexpansionscopeoftheevidence
investigationinthecourt.Itwillbeabandonedifthereisnooralmostnorelationshipbetweenthe
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evidenceandfactsthatshouldbeconfirmed.Sothereviewofprobativeforceneedstobesatisfied
withthe“minimumprobativeforce”.

InChina’sjudicialpractice,duetothelackoftherelevantprovisionsandprobativeforceof
electronicevidence,there’sfewelectronicevidencementionedintheprocess.Eveninsomecases
thatneedelectronicevidence,theeffectshowsinsignificant.Inthetrial,thetraditionalproofisnot
suitablefortheelectronicevidencerevealing.Especiallywhenthedefensequestionsthecontentof
theevidencepresentedbytheaccusingparty,thejudgerequirestheaccusingpartytoreinforcethe
evidence.Thenthequestionsabouthowtoreinforceandwhatstandardconstraintsneededtobeset
shouldberegulatedbyeachcharacteristicsofelectronicforensics.Injudicialpractice,thereisthe
caseofthejudgewhoorganizedthepartiesdirectlytotheInternetandobtainedevidenceofthecase
inthetrial,sowhatkindoflegalregulationshouldbesetinthiscase.

Sowemustaimat theChina’s lawsuit system,combine thecharacteristicsof theelectronic
evidencecollection,researchandconstructtheruleofelectronicevidenceinreviewingandproof.

2.4. The Issues of the Electronic Evidence in the Cross-Examination
Inlitigationactivities,thecross-examinationisthenecessaryprerequisiteforattestation,whichalsoact
onit.Thekeyofcross-examinationisthequestionanddoubt,sothecross-examinationisanimportant
meansofbothsidestorefuteandattacktheothersideoftheevidence,butalsoanimportantway
tohelpandaffectthejudge’sattestation.Cross-examinationmaybedifferentaccordingtodifferent
typesofevidence.Ittakesquestioningorcross-examinationforwitnesstestimonyandotherwords.
Itquestionsthecontentsorfeaturesforphysicalevidenceanddocumentaryevidence.Asfor the
electronicevidence,itqueriesmorequestionsbecauseofitsdiversity.

Intheproceedings,evidencecanonlybetakenasabasisaftersubjectedtocross-examination
procedures.Whentakingcross-examination,bothpartieswillquestion,explanationsandarguethe
authenticity,relevanceandlegitimacyandtheprobativeforceontheevidence.Andbecauseofthe
authenticityofelectronicevidencecannotbeseparatedfromthesystemenvironment,andsomeof
thesystemenvironmentsandnotinthejurisdictionofthelawinourcountry.Inthiscircumstance,
itiskindofimpositionforbothpartieswhoonlytohaveageneralknowledgetoengageincross-
examinationontheprocessofreplicationandgeneration,storage,transfer,andjudgeifthere’sany
potentialsubstantivechanges in it.Cross-examinationshouldbea fairgameforbothsides.And
takingintoaccount,thecostoflitigation,judicialefficiencyandotherfactors,thejudgecanexcept
fromsomecross-examinationwiththecomplianceofacertainrules.Therefore,itisamusttosetup
aspecific“rulesofthegame”.

2.5. The Issues of Electronic Evidence in the Authentication Process
Theauthentication,referstoactivitiesthatthejudgereviewing,judgingandconfirmingtheevidence
inthetrialprocess.Certificationisthepurposeanddestinationtotheforensics,burdenofproofand
cross-examination,thejudicialproofcannotbecompletedwithoutthelinkofauthentication.Inthe
authenticationprocess,thejudgeneedstomakejudgmentsforbothparties’evidence.Thetraditional
evidence,thejudgecanmakeajudgmentbyvirtueofcommonsenseinmostcases.Duetotheir
simplerelationshipsandmechanisms(Binhua2011).

Theemergenceofelectronicevidencemakestheauthenticationprocessgettingcomplicated.
Becauseofthevariousformsandawiderangeoflinksofelectronicevidence,themechanismsare
complexandhardtodirectlyperceive.Moreover,atpresent,theevidencesystemofourcountryhas
notyetsetthelegalnormsandrulesofevidence.Inthiscase,itistantamounttoaskjudgestojudge.

Intheprocessofauthentication,thequestionsaboutwhatconstrainsshouldbetakentothejudges
andwhatcontentsshouldbeincludefortheelectronicevidenceauthenticationstandardareclosely
connectedtothefinaljudgment.Soconstructingasuitableauthenticationruleofelectronicevidence
forChina’sjudicialsystemisaburningissueswhichneedtobesolved.
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3. CoNSTRUCTIoN oF CRIMINAL ELECTRoNIC EVIDENCE RULE SySTEM

Atpresent,withthedevelopmentofelectronicinformationtechnologyandthewideapplicationof
electronicproducts,wehaveenteredtheeraofinformation.However,duetothelackoftherulesof
electronicevidence,ontheonehand,toachieveinthejudicialpracticeoftenasmaterialhandling
materials,ratherthanevidence;ontheotherhand,resultingintheelectronicevidencecollection,
seizure and preservation methods was the defense questioned at the time of cross examination
(Ruihua,2009).

3.1. The Forensic Rules of Electronic Evidence
Forensicwork,asthefirstpartofthejudicialproof,itinvolvesthecollectionandpreservationof
evidence.Theevidencecollectionandpreservationarethepremiseoffindingoutthecases’facts,
anditisalsothenecessarystageofhandlingcases.Itisthebasisofcompletionofthetask,andthe
realizationoftheprocess.Thus,itisessentialtoestablishtheforensicrulesofelectronicevidence.
Firstofall,theprincipleshouldbeestablishedbeforeestablishingtheforensicrulesofelectronic
evidence.Theso-calledprincipleofevidenceforensicisageneralcriterionforsearch,collectionand
preservationofevidence.Theauthorbelievesthattheelectronicevidenceforensicactivitiesshould
complywith thefollowingtwoprinciples:firstly, theprincipleof legalityofobtainingevidence.
Secondly,theprincipleoftightlyregulatedprocessing.

The forensic rules of electronic evidence are abiding by the previous 2 principles premise;
constructthespecificactivitiescriteriafortheconstructionofelectronicevidencesearching,collection
andpreservation.Fromtheperspectiveoflegalregulationsandtechnicalnorms,thefollowingrules
canbeconstructedasfollowing:

• First,inadditiontotheexceptionofthespecialprovisionsofthelaw,thesearchforcriminal
electronicevidencemusthaveasearchwarrant;

• Second,thecriminalelectronicevidencewarrantneedtomeet3conditions:(1)theinvestigators
havefoundevidencethattheevidenceinvolvedinelectronicequipmentfromthesearchedperson
orprivatevirtualspace;(2)adetaileddescriptionforthesearchorseizureofequipmentand
privatevirtualspace;(3)issueawarrantaccordingtothelaw;

• Third,thesearchscopeofelectronicevidenceshouldbeasclearaspossible;
• Fourth,acompletechainshouldbeestablishedforthepreservationofcriminalelectronicevidence.

Theauthorthinks,sincethesearchscopeofelectronicevidenceisdifficulttobecleared,
andthestoragemediummayalsohaverelevantevidence,theinvestigatorscanusethequery
andsearchfunctionsincomputerforensicssoftwareorothertechnicalequipment,takeforensic
activitieswithinscopeandatthesametimerecordthedefinitionofstorageinordernotto
miss any evidence. Searching for evidence in a limited scope, due to various reasons, the
investigatorsaresometimesimpossibleorthereisnoneedforalldatainthestoragemediato
betraverseviewed,sothattheremaybemissingevidence.Thisrequiresinvestigatorsrecord
reasons for files that are not be able to implement a thorough search. A regular chain of
evidencesintheforensicofcriminalprocessshouldbeestablishedduringtakingcollecting,
fixingandfilingthetechnicalmeans.Incriminalproceedings,thepurposeofestablishingthe
chainofevidenceisnotonlytoprotecttheintegrityofelectronicevidence,butalsotoindicate
whether there isapossibilityof tampering in the regulatoryprocess.Thechaincontentof
electronicevidenceshouldinclude:thepersonnel,locationandtimethatareinvolvedinthe
processofsearchingandfixingtheelectronicevidence,thetechnicalmeansandthereasons
forthedisposaloftheprocess.
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3.2. The Rules of Electronic Evidence Proof
Therulesofelectronicevidenceproofistheprocessofprovidingelectronicevidenceinprosecution
anddefense.Therulesofproofalsoincludetherulesofevidencebeforetrial.Thereviewofthe
evidencebeforethetrial,ismainlytojudgetheusingevidenceintheprosecutionandthedefense.
Thereviewingcontentincludesthecompetenceofevidenceandprobativeforce.Fromtheperspective
oflegalregulationsandtechnicalnorms,thefollowingrulescanbeconstructedasfollowing:

• First, thecontentofthereviewingincompetenceofelectronicevidencemainlyincludesthe
qualificationofthesubjectandtheexaminationofthesource;

• Second,thecontentofthereviewinginprobativeforceofelectronicevidencemainlyincludes
thereliabilityandintegrityofelectronicevidence;

• Third,intheprocessofproof,theparticipationofprofessionalandtechnicalpersonnelshould
bedeemedasnecessarypermissiontoassistthetrial.

Theauthorbelievesthattheorgans,institutionsorindividualsshouldbefundamentallydenied
ifthereisnosubjectqualificationforcollecting,fixingandanalyzingtheidentificationofelectronic
evidence.Fortheexaminationofthesourceofelectronicevidence,mainlytoensuretheobtainingthe
time,methodandplaceofelectronicevidence,whichproofits“formalauthenticity”.Ifthesourceof
theelectronicevidenceisdefective,thedenyingmethodshouldbedifferentfromthe“fundamental
negation”ofsubjectqualification.Becausethedatasourcenetworkenvironmentiseasytochange,
thisflawedevidencedoesnotnecessarilyconstituteadefensetotheentityagainst.Therefore,this
typeofevidencedoesnotneedtoberuledoutforthereferee,theadmissibilityoftheevidencewon’t
beaffectedbyitstechnicalviolations,anditcanbeidentifiedbydataandothertechnicalmeasures
toreinforce.

Therearethreewaystodeterminethereliabilityofthesystem:first,thecomputersystemofa
certainelectronicevidenceisreliable,anditispresumedcomesthattheelectronicevidenceisreliable.
Second,anevidencepreservedorprovidedbyanadversesideparty,andthepresumptioncomesthat
theelectronicevidenceisreliable.Third,anevidencethatcanbeprovedasgeneratedandstoredin
normaloperationofthebusinessactivities,andthepresumptioncomesthattheelectronicevidence
isreliable.Fortheidentificationofintegritycanalsohavetwoways:firstisthedirectdetermination,
thiswayisaprerequisiteforafurthercompareoftheoriginalsampleofelectronicevidence,oneby
onecheckthanbycheckingsoftware.Secondistheindirectidentification,makepresumptionofthe
electronicevidencereliabilitythroughthenormaloperationofthecomputersystemthattheelectronic
evidencerelieson.Andatthesametime,someelectronicevidencesarenotcompletelyinpractice,but
theycanbealsoconsideredtohaveintegrity.Forexample,insomecasesofInternetpornography,the
suspect’schatrecordscanbeusedasevidence.Inthiskindofcases,thoughthesuspect’schatrecord
isnotcompletely,thecontentsoftherecordhasbeenenoughtoallowthejudgetobelievethatthe
occurrenceofcriminalfacts.Suchevidenceshallbedeterminedintermsofitscontenttobeproved.

Theelectronicevidenceinessenceisabinarysequenceofnumbers,soitsshownotonlyneed
thehelpofstoragemediaasacarrier,butalsoneedrelateddisplaysoftwareandsystemstoconvey
therealmessageout.Therefore,electronicevidence’sproducingissometimesneededtheoperation
byprofessionalandtechnicalpersonnel,inthiscase,wemayfileanapplicationtothecourt,the
court reviews the statusandqualificationsofprofessional technicalpersonnel, and theyshallbe
permitted.Inthedisplayofelectronicevidence,professionaltechnicalpersonnelshouldhaveacertain
explanationofelectronicevidence.

3.3. The Rules of Electronic Evidence Cross-Examination
Wigmore,anexpertonevidence,oncesaid,“Thecross-examination,thegreatestlegalengineforthe
discoveryofthetruthofhumanbeings“.Asamatterofcross-examination,whichplaysanimportant
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roleinreviewingandjudgingfortheevidence.Therulesofcross-examinationofelectronicevidence
istheelectronicevidenceandprooftestimonybybothpartiesinthetrial.Fromtheperspectiveof
improvingthequalityofthecross-examinationandthejudicialefficiency,therulescanbeconstructed
asfollowing:

• First,itshouldbeallowedforbothpartiestoapplyforprofessionaltechnicalpersonneltoexamine
thetechnicalissuesincross-examination;

• Second, in criminal proceedings, for those approved evidencebybothparties, or evidences
involvingstatesecrets,commercialsecretsorpersonalprivacywhichnotallowtheotherparty
toknowthespecificcontent,thejudgecandirectlyidentifytheevidencebyself-review.

Theauthorbelieves,fortheprotectionofbothsides’defensingquality,especiallythelegitimate
rightsandinterestsofbothparties,thejudgeshouldallowthemtoapplyforprofessionaltechnical
personnel todispute the technical issues in thecase.Thepurposeof the rules is to improve the
efficiencyof litigation,andcontrol itscost,whichbasedon theprotectionofdefendant’s rights.
Therefore,notallof theelectronicevidence that involvestatesecrets, tradesecretsandpersonal
privacycanbeexemptedfromcross-examination.Thereissomeevidence,suchasforensicsmeansand
technologywhichcanopentobothpartiesbutnottothepublic.Soitstillcanbecross-examinedwith
anunopenedway.Inthetrialofcriminalcase,theprosecutioncannotinvokethecross-examinationof
forensicmethodsofelectronicevidencebythisrulewhilethedefenseraiseanobjection.Thejudge
musthavesufficientreasontouseittoavoidcross-examination.

3.4. Attestation Rules for Electronic Evidence
Theattestationrulesofelectronicevidenceis theactivityforthejudgetoexamine,evaluateand
confirmtheelectronicevidenceprovidedbythetwopartiesinthecourse.Theattestationrulesof
electronicevidencedependontheauthenticationofthecontentsandmethods.Therearecertification
rulestoadapttoeachcontentandmethods.Theconstructionofattestationrulesofelectronicevidence
shouldbebasedonthefactsandthelegalregulationofforensicsbehavior.Andstartingfromthe
existingtechnicallevel,judgethecompetenceofevidence,probativeforceandthevalueofelectronic
evidence.Theauthorbelievesthattheconstructionoftheattestationrulesforelectronicevidence
shouldbeasfollows:

• First,intheinvestigationofcriminalcases,itshouldberecognizeditslegitimacyinaccordance
with the legal procedures when use secret way to obtain electronic evidence. With the
development of computer network technology, more and more criminal investigation using
electronic technologytoobtaintheinvestigationofcriminalsuspects,whichmanycountries
havedevelopedsimilarinvestigationmeasures,suchastheUnitedStatesdevelopeda“TheLaw
ofWiretap”, theBritish“TheLawofEavesdropping“,Japanese“TheLawCommunication
InterceptionSupervision”.Thereisnosuchlegislationinourcountryatpresent,butinjudicial
practice,therearegreatnumberwhousethismethodtocarryonthecriminalinvestigation.And
becausethelackoflegalnorms,theinvestigationinevitableviolationtherightoffreedomfor
whombeinginvestigated.Andgettinginformationcanbeonlyasaclue,butnotanevidence
asaresult.China’slegalsystematpresent,thelegitimacyidentificationofelectronicevidence
shouldbebasedontheconstructionoftheexclusiverule.Theauthorthinksthatweshouldset
upthefollowingrules:inviolationofthelaw,conductsearchandseizureofelectronicevidence,
causingseriousconsequencesshallbeexcluded;inviolationofthelaw,obtainedtheelectronic
evidencebyinterceptionshallbeexcluded;andotherseriousillegalplotsshallbeexcluded;

• Second,theattestationofelectronicevidenceidentification.Intheattestationoftheidentification
of electronic evidence, theauthenticity canbededuced ifbothpartiesmake recognition,or



International Journal of Digital Crime and Forensics
Volume 12 • Issue 3 • July-September 2020

119

distinguishingthatithasnotbeenalteredbyexpertsqualification,orobtainrelevantevidence
theoriginalevidencegenerationenvironmentthroughothermeanswhichareunabletoobtainthe
originalelectronicevidence.Forthe“originalelectronicevidence”,whichisthedatagenerated
inoriginal.“Theoriginalgeneratingenvironment”referstothestoragemediawhichisfixedin
thefirstgeneration;

• Third, the association of electronic evidence. The authority of the association of electronic
evidence takes the logical coherent argument. A certain extent on the facts of the relevant
electronicevidencethatcanbeprovedtohaveasubstantialimpact.Thejudgeshoulddecide
itsrelevance.

The above 3 points belong to the identification of the competence of evidence e of
electronicevidence.

• Fourth,thereliabilityofelectronicevidence.Indeterminingthereliabilityofelectronicevidence,
iftheequipmentandsoftwareofevidencegeneration,storage,transmissionandfixedcanrun
normally,orstate itdoesnotaffect thereliabilityofelectronicevidencewhenitsabnormal,
itcanbepresumedtheelectronicevidenceisreliable;iftheelectronicevidenceisautomatic
generatedbyanindependentthirdpartyinnormalbusinessactivitiesanditcanbededucedthat
theelectronicevidenceisreliable;

• Fifth,thevalueofelectronicevidence.Acopyoftheelectronicevidenceiswiththesamevalue
ofitsoriginalone,unlesstheauthenticityoftheoriginaloneorotherindependentevidenceis
beingquestioned;orfromtheoverallsituationofthecase,theallowanceofcopyoriginalones
willleadtosubstantialinjustice;

• Sixth,theprobativeforceofelectronicevidence.Indeterminingtheforcelevelofelectronic
evidence,whenseveralcopiesofelectronicevidencepointtoproveonefact,usingthefollowing
rulestoevaluatetherespectiveproofforce:theprobativeforceofelectronicevidenceisgenerally
greater than that without justice, such as after justice, electronic evidence registration. The
probative forceofelectronicevidence isgenerallygreater than that ismade for thepurpose
oflitigationwhentheelectronicevidenceiscustodyinnormalbusinessactivitiesofthethird
party.Thestrengthoftheevidenceisgenerallygreaterthantheelectronicstoragedevices.The
probativeforceofelectronicevidenceisgenerallygreaterthannotaffiliatedinformationand
systemenvironmentinformation.

4. CoNCLUSIoN

Based on the analysis through the current system of criminal electronic evidence rules in
Chinaandtheconstructionoftheenvironment,basedontheresearchofevidenceclassification
system,adetailedanalysisofthedrawbacksofthecurrentclassificationofelectronicevidence,
andputforward theclassificationofelectronicevidenceon thesolution,and thescientific
positioningofelectronicevidence.Aftertheanalysisofthejudicialpracticeinourcountry,the
forensics,proof,cross-examinationandattestationofelectronicevidenceinthefouraspectsof
theapplicationofelectronicevidence.Finally,theconstructionofelectronicevidencesystem
ofcriminallitigationsysteminChina,andtriestosolvetheexistingjudicialproofthrough
theevidencesystem.

Theconstructionofcriminalelectronicevidencesystem,mainlyrulesthecompetenceofevidence
andtheproactiveforce.Itaimstosetadualconstraintsystemandregulateforensicsbehaviorsby
thetechnicalnormsandlegalnorms.Andmakemoretechnicalstandardtodistinguishtheprobative
forceofelectronicevidence.Soastomakecontributiontoimprovejudicialefficiencyandcurbcrime.
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