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ABSTRACT

E-governmentcangreatlybenefitbytheuseofIoT,enablingthecreationofnewinnovativeservices
orthetransformationandenhancementofcurrentones,whichareinformedbysmartdevicesand
real-timedata.TheadoptionofIoTine-governmentencompassesseveralchallengesoftechnicalas
wellasorganizational,politicalandlegalnaturewhichshouldbeaddressedfordevelopingefficient
government-to-citizenandgovernment-to-societyapplications.ThisarticleexaminesIoTadoption
ine-governmentinaholisticapproach.ItprovidesanoverviewoftheIoTpotentialine-government
acrossseveralapplicationdomains,highlightingthespecificissuesthatseekattentionineachof
them.ThearticlealsoinvestigatesthechallengesthatshouldbeconsideredandmanagedforIoT
ine-governmenttoreachitsfullpotential.WiththeapplicationofIoTine-governmentbeingatan
earlystage,thearticlecontributestothetheoreticalandpracticalunderstandingofhowIoTcanbe
leveragedfore-governmentpurposes.

KEywoRdS
E-Government, Internet Of Things, IoT, Smart Government

INTRodUCTIoN

IoTisaverypromisingtechnologyandispredictedtoflourishwithinthenextyears,as127new
devicesconnecttotheInterneteverysecond(McKinsey,2018),withthenumberofIoTdevicesbeing
expectedtoexceed64billionby2025(BusinessInsider,2019).WiththeadventoftheInternetof
Things(IoT)machinesandobjectsconstitutedynamicintelligentactorsofnetworkedenvironments
providingnovelservices.TheubiquitousnatureofIoTbringsdramaticchangestothewaywework
andlive,withanincreasingadoptioninvariousdomainsofpersonalandorganizationalactivity.
IoTcanbringunprecedentedbenefits in thepublic sector,makinga shift frome-government to
smart government, transforming G2C, G2B, and G2G transactions and processes. According to
industryforecasts,thesmartgovernmentmarketisestimatedtoreachUSD52.19billionby2026
(ReportsandData,2019).IoT-enabledgovernmentinformationsystemsandapplicationscanoffer
innovativeservicesorextendthetypeandthequalityofexistingoneswithsmartprovisionsacrossa
widespectrumofdomains,suchashealth,transportation,environment,communications,security/
safety,energy,defenseandsmartcities.IneachofthesesectorsIoTcanbeusedtoprovideavariety
ofsophisticatede-governmentservicesthatcanbevaluableandhelpfultocitizens,thesocietyand
theenvironment.Inallthesecases,IoTsystemsandapplicationsenabletheprovisionofadvanced
servicestopeopleandthesocietyingeneral,thatcanenhancetheirsecurityandsafetyagainsta
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numberofthreatsandrisksandindiversecontexts,allowingfortheprotectionofthepublic,the
preventionofdisastersandtheimmediateandeffectiveresponsetoemergencysituations.Inaddition
to the critical safetyprovisions, thanks to theuseof IoT, these electronicgovernment-to-citizen
(G2C)andgovernment-to-society(G2S)servicesallowforabetterqualityoflifebyprotectingthe
environmentandbyfacilitatingeverydayactivities.Despitetheincreasingprogressandinterestin
bothareasofIoTande-government,researchontheircombineduseislimited(e.g.Wirtzetal.,2019;
AlEnezietal.,2018;BrousandJanssen,2015a,2015b).Literaturefocusislargelyontechnology
orgovernanceaspectsoraspecificapplicationareasuchassmartcities.Howe-governmentcan
benefitandgrowfromIoThasnotbeenfullyaddressedyet.Inordertogainabetterunderstanding
about how e-government can successfully leverage the IoT potential, a comprehensive, holistic
approachofapplyingIoTine-governmentisneeded,coveringchallengesofbothtechnicalandnon-
technicalnature,associatedwiththecombineduseofe-governmentandIoTsystems.Inthispaper
anattemptismadetowardssettingaframeworkfordesigningandimplementingsmartcitizenand
society-orientedgovernmentserviceswithIoT-basedsystems.Inthisdirection,afteranoverview
of the research literature related to the topic,wedescribe several applicationdomainsof IoT in
e-government,withaparticularfocusoncriticalservicesprovision,inareasofpublicsecurity/safety,
healthcare,environment,transportation,energy,wastemanagementandsmartcity.Then,weidentify
thechallenges,technicalandnon-technical,thatcanbeencounteredinthedevelopmentofsuccessful
IoTegovernmentsystemsandweproposesolutionsthatcanbeusedtotacklethesechallenges.The
paperproceedstoshowcasethepotentialofIoT-basede-governmentaswellasthechallengesand
howtheyshouldbeaddressedthroughanexamplecase.Finally,thepapersummarizesourfindings
andprovidesconclusionsandguidelines.Thepaperaimstocontributetoabetterunderstandingof
howtheIoTpromiseingovernmentcanberealizedandtoprovideinsightsthatcanbeofvaluefor
bothresearchersandpractitionersactiveinthegrowingfieldofIoTande-government.

BACKGRoUNd

IoTande-governmentasajointtopichasrecentlyreceivedresearchattentioninanumberofresearch
works.AlEnezietal.(2018)studysmartgovernmentasthetechnologicalunionofe-governmentand
smartcities.SmartcitiescouldincorporateanICTinfrastructureontopofthephysicalinfrastructure
thatcaninvolvesensors,actuators,networkhardware,endusersdevicesandsoon.Theauthors,intheir
recentwork,discussthreeIoT-basedsmartgovernmentchallenges,namely,mindscaping,investment
andsecurityandprivacy,whichareconsideredasofprimaryconcerntotheoverallimplementation
successorfailureofsmartgovernment.TangandHo(2018)provideanempiricalanalysisofsmart
sensoradoptionbyUSlocalgovernments.Theyexaminetwospecificquestionsregardingsensor
adoption:whatfactorsaffectthescopeofsensoradoptionbymunicipalgovernmentsandwhatfactors
affectthelevelofintegrationamongsensorsacrossdifferenturbandomains.Theirresultsshowthat
thechangeinsmartsensoradoptionine-governmentisincremental.Thestudygivesevidencethat
localgovernments’earlyadoptionofsmartsensorsislikelytostemfromtheirneedsinspecificpolicy
domains.Theauthorsalsofindthatalocalgovernment’shistoricalpathsonurbansustainabilityand
data-drivendecision-makingpracticescanpredictitstrajectoryofsensordeployment,intermsofthe
scopeandtheintegrationofsmartsensorsacrossdifferenturbandomains.Ontheotherhand,alocal
government’se-governmentprogressivenessisnotfoundtobeasignificantpredictorofsmartsensor
adoption.BrousandJanssen’s(2015a)workwasontheidentificationofthepotentialbenefitsofIoT
inegovernmentapplications.Drawingfromareviewoftheresearchliteratureandusingdatafrom
twocasestudiestheyfoundthate-governmentcanbebenefitedfromIoTatpolitical,strategic,tactical
andoperationallevel.TheirfindingsshowthatIoTenableseffectiveknowledgemanagement,sharing
andcollaborationbetweendomainsanddivisionsatalllevelsoftheorganisation,aswellasbetween
government andcitizens.Specifically, according to the study, the IoTbenefits for e-government
includeimprovedefficiency,effectivenessandflexibilityofservices,reductionofcosts,improved



International Journal of Artificial Intelligence and Machine Learning
Volume 10 • Issue 2 • July-December 2020

101

citizenempowerment,improvedgovernmenttransparency,moreefficientenforcementofregulations,
improvedplanningandforecastingandimprovedhealthandsafetymeasures.

ThepreviousauthorshavealsostudiedtheimpedimentsthatblockIoTadoptionbygovernments
inBrousandJanssen(2015b).Basedonaliteraturereviewandtwocasestudiestheyidentifythe
mainbarriersofadoptingIoTforgovernmentpurposes,whichareclassifiedatthestrategic,tactical
andoperationallevel.Specifically,impedimentsofIoTfore-governmentcanbeattributedtodata
privacyissues,datasecurityissues,weakoruncoordinateddatapolicies,weakoruncoordinateddata
governance,andconflictingmarketforces,costs,interoperabilityandintegrationissues,acceptance
of IoT and trust related issues, a lack of sufficient knowledge regarding IoT, IT infrastructural
limitations,anddatamanagementissues.Sideridisetal.(2015)provideanoverviewofSmartCross
Bordere-GovernmentSystems(SCBeG)makingfulluseofICTinnovationsincloudcomputing,
big data and IoT, based on the results of the EU project STORK 2.0. The authors propose the
developmentofSCBeGsystemsincombinationwithe-identificationplatformsandtheirutilization
invariousapplicationareas.SideridisandProtopappas(2015)havestudiedIoTine-government
focusinginlifesciences.Theydiscusssmarte-governmentsystemsastheyareenabledbyIoTand
cloudcomputingtechnologiesandtheyspecificallyexaminetheapplicationofsuchsystemsinthe
domainofagriculture.Inasimilarvein,theworkofKumar(2017)investigatestheuseofIoTin
e-governance,focusingonIoTservicesinthefieldofagriculture.Theauthorpresentsthebenefits
ofIoTforeconomyandsustainabledevelopmentthroughacasestudyofagriculturalproductionin
India.ThestudysuggeststhatIoTinagriculturecanleadtobetterproductivityandhigherrevenue
whichinturncanenhancethecountry’seconomyandleadtoprosperity.Schwertneretal.(2018)
examineIoTasoneofthetechnologycomponentsthatareessentialinIndustry4.0andsuggestan
approachforitsuseinthecontextofnaturaldisasterandcrisismanagement,targetingdataacquisition,
managementandanalysis.TheuseofIoT-basedsystemsfornaturaldisasterdetectionandwarning
hasalsobeenthetopicofseveralstudiessuchasAlphonsaetRavi,(2016),AmjathAlietal.,(2017)
andBabuetal.,(2018).Haddadehetal.(2018)proposeanacceptancemodelforIoTsmartdevices
inthecontextofpublicsectorservices.

Theypresentanempiricallytestedmodelontheperceivedvalueandcontinuoususeintention
ofpublicservicesenabledbyIoT.Theirfindingsshowthatcitizens’perceivedvalueofIoTcanbe
influencedbyempowerment,perceiveduseandprivacy,resultinginaffectingtheircontinuoususe
intentions.Perceivedvalueandcontinuoususe intentionof IoT in thecontextofpublicservices
werenot found tobepredictedby informational social support.Thibaudet al. (2018)providea
comprehensive overview of publications on IoT-based applications in high-risk Environment,
Health,andSafety(EHS) industries.Theyfocusspecificallyonhealthcareservices, foodsupply
chain(FSC),miningandenergyindustries(oil&gasandnuclear),intelligenttransportation,and
buildingandinfrastructuremanagementwithemphasisonemergencyresponseoperationsuntil2016.
TheyidentifythemaingeneralcharacteristicsofIoTapplicationsbyindustry,specificallysystem
architecture,sensorlevel,communication,back-endsystemandbusiness/marketaspects.Theyalso
provideareviewofthechallengesthatIoT-basedapplicationneedtodealwith.Thesearegrouped
intechnicalandsocialandeconomicchallenges.Technicalchallengesincludeenergyefficiency,
communication and data-related challenges (connectivity, latency, throughput, standardization),
scalability(networksize,interoperability),securityandsafety(reliability,privacyprotection).Social
andeconomicchallengesthatareidentifiedcomprisebusinessmodel,standardization,compliance
withregulatoryandindustrystandards,communitysupportandstafftraining,affordabilityvs.high
costofimplementation,absenceofglobalornationalstandardsandregulationandtime-to-market
forIoT-basedapplications.Forthesechallengestheauthorspresentthemainsolutionsproposedper
industryinthereviewedliterature,whicharemostlyfocusedontacklingthetechnicalissues.The
authorsreviewalsocoversthefutureresearchtrendsandchallengesineachEHSindustry,which
seemtoconcentratemostlyontechnicalchallengesandtrends,especially incommunicationand
processingcapabilities.Wirtzetal.(2019)proposeanintegrativepublicIoTframeworkforsmart
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government.BasedonaliteratureanalysisoftwelveIoTframeworks,thestudyidentifiesfourlayers
integratingthetechnologyandbusinessmodeldimensionsofIoTframeworks,namely,thepublic
strategiclayer,thepublicvaluecreationlayer,thepublicdemandlayerandthetechnologytransfer
layer.Theselayersaredescribedalongtheircomponentstoprovidetheproposedframework.

APPLICATIoN oF IoT IN E-GoVERNMENT

IoTadoptionine-governmentcanbeharnessedacrossawidevarietyofsectors.Variouse-government
applicationscouldbedevelopedtomakeuseofthedatathatcanbecollectedbyIoTdevices.Eachof
themcouldaimtoprovideextendedanalyticsservicestosupportfastandinformeddecisionmaking,
whichcouldbeofgreatvalue,particularlytocitizensandthesocietyandespeciallyforcasesrequiring
emergencyresponse.Inthissection,indicativeG2CandG2SapplicationsofIoTine-government
aredescribed,focusingonareasthatarerelatedtopublicsecurityandsafety,transportation,health,
smartcity,wastemanagement,energyandtheenvironment.Thelatterisanalyzedintoenvironment
pollutionandnaturalphenomena,whicharerelatedtofire,earthquakesandtheweather.Table1
providesacomprehensivecategorizationofIoTapplicationdomains,withexampleapplicationsfor
eachdomain.

Health
AmajoropportunityofadoptingIoTtechnologyisthehealthdomain.IoTcanbeofhighvalueto
thehealthcaresector,facilitatingacontinuous,cost-effectiveanderror-freemonitoringofpatients
withouttheneedforthephysicalpresenceofadoctor.IoTservicescanbeusedforremotehealth
monitoring and tele-health systems, enabling medical staff to remotely examine patients, make
diagnosesandprovidemedicalcare.IoThealthsystemscanalsobeusedforhelpingpeoplemonitor
theirhealthproblemthemselves,forexample,bymeasuringtheirbloodpressureorinsulinlevels,
andenablingaremotecommunicationwithmedicalpersonnelforreceivingtreatment.Inthisway,
theuseofsensorsandotherIoTdevicesallowsforpatientstobemonitoredconstantly,generating
notificationsandalerts,thusenablingthepreventionortheon-timeinterventionandtreatmentof
problemsorevenlife-threateningevents.Trackingpatientsatrealtimecansavelives,particularlyin
caseofanemergency,asitallowsforinstantcheckandappropriatereaction,irrespectiveoftimeand
place,thatwouldnotbepossibleotherwise.Apartfromallthesemedicalbenefits,theapplication
ofIoTinthehealthsectorcanthusoffervaluablebenefitsofeconomicnaturetobothpeopleand
governments,asitcanreducevariouscostsofhealthsystemsrelatedtophysicaldoctorappointments,
medicalexaminations,diagnosis,treatmentandhospitalization.ApossibleimpedimenttousingIoT
inhealthcareisthatitisverysensitivetopersonaldatawhicharecollectedandusedatrealtime.
However,theuseofIoTsystemscouldhelpimprovethequalityoflifeforpatients,especiallypatients
withchronicillnesses,patientswholiveinruralareasawayfromurbanmedicalfacilitiesandpatients
withmovingdifficultiessuchaselderlypeopleorpeoplewithdisabilities.

Security/Safety
Securityandsafetyareofmajorimportanceforcitizensandthesociety.IoTcanprovidesupportfor
addressingvarioussecurityandsafetyrequirements.TheautonomousnatureofIoTnodesandthe
sensingandadvancedonboardprocessingcapabilitiesallowfortaskssuchasobjectdetectionand
sensorinformationfusion.

IoTcouldbeusedtoprovideeffectiveandefficientsurveillanceandcontrolofcriticalsecurity
andsafetyareas.IoTnodescanbeusedtomonitorcountryborders,land,maritimeoraerial,orother
sensitiveareasinregardtopublicsecurityandsafety,suchasairports,portsandtrain,metroorbus
stations.IoTsystemscanalsobeemployedforthecontrolofotherpublicplaceswhicharehighly
populatedandreceivelargeconcentrationsofpeople,especiallyinparticulareventsorperiods,such
aspopularsquaresandroadsduringChristmasholidaysandvariousfestivals,orvenuesandplaces
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likestadiumsduringconcertsorgamesandothersportsorartevents.Inaddition,IoTcapabilities
canbevaluableforthesecurityandsafetyprotectionofcriticalinfrastructure,suchasenergyplants
forelectricalpowerorwatersupply.

Ineachofthesecontexts,IoTnodescanwork,bothseparatelyandincollaboration,toprovide
enhancedsecurityandsafetycontrolandprotection,andallowfordetectionandpreventionofillegal
trespassing,invasionorcrimes.IoTnodescancollectdatawiththeuseofacousticandmotionsensors
andcameras,whichcanbeprocessedtoprovideinformationaboutthecurrentstatusofthemonitored
area.Suchinformationcanbeofgreatvaluetostakeholderstoassesspotentialvulnerabilitiesand

Table 1. IoT domains and applications in e-government

IoT Application Domain IoT Applications

Health Remotehealthmonitoring

Remotemedicaldiagnosisandtreatment

ConstantTrackingofpatients

Environment(Incidents,Naturalphenomena) Pollution(air,water,sea,soil)

Weathermonitoring

Noisepollution

Forestfiredetection

Riverflooddetection

Earthquakealert

Transportation Connectedvehicles

Driverlessvehicles

Trafficcontrol

Dynamicrouting

Emergencymanagement

Security/Safety BorderSurveillance

Criticalsecurityandsafetyareascontrol

Surveillanceofpopularpublicareas

Protectionofcriticalinfrastructure

SmartCity Structureconditionsofbuildings/bridges

Lightningforbuildings,roads,parks

Roadtrafficanddrivingconditions

Surveillance

Emergencyalertandresponse

Parking

WasteManagement Wastecollection

Wastetransport

Wasterecycling

Energy Smartgrid

Renewableenergysystems

Prognosticsforpowergrids



International Journal of Artificial Intelligence and Machine Learning
Volume 10 • Issue 2 • July-December 2020

104

threats, handle dangerous incidents that may occur and facilitate their decision-making process
regardingoperationsmanagementandthecourseofactionthatshouldbetaken.Publicauthorities,
thepolice,commandandcontrolcenterscanbesignificantlybenefitedfromthefunctionalfeatures
andfacilitiesofIoTsystemsandtheamountandrichnessoftheinformationtheycanprovide.

Using IoT systems, the surveillance and control of critical areas can be done remotely and
constantly,atanytime,inwaysthatcouldbedifficultifnotimpossibleotherwise.Bordercontrol
canbesignificantlyimprovedandbecomemoreeffective.Criticalareascaneasilybemonitoredand
controlled,withoutputtinghumansinrisk,asIoTnodescanbeusedanywhere,particularlymobile
IoTdevicesandunmannedvehicles.Thus,IoTsystemscanallowforsurpassinghumanlimitations
andenableimmediateresponsetocriticaleventstoofferincreasedsecurityandsafetytocountries
andtheircitizens.

Transportation
IoTtechnologyhasalreadybeenadoptedintransportationsystemseitherintheavailableinfrastructure
(e.g.,roads)orinthevehicles.Intelligenttransportationsystemssuchasin-carIoTsystems,smart
highwaysorrouteplanningcanassistuserstodealwithalltheconstraintsassociatedwithtraffic,
time,andcost. IoTcanbeused incars, trucks,busesorothervehicles,enabling themtocollect
ambientinformationandcommunicatewithothervehiclesinordertoavoidaccidentsorfindoptimal
routing.E-governmentservicescanbebuiltontopofthecollecteddataandprovidefunctionalities
relatedtotrafficoremergencymanagement.Trafficcongestionisagrowingprobleminmosturban
areasacrosstheworld(Hounselletal.,2009).Trafficmanagementservicescancollectdatafrom
IoTsources,processandmanagethesedataandusethedeliveredinformationtoimplementvarious
measurestomanagetraffic.Thiswillleadtoabetterflowofvehiclesreducingtheobservedtraffic
jamsandconsequentlyeliminatingtheriskofaccidentsorfacilitatingthefastmoveofpeopleorthe
police,ambulancesandfirebrigadeincaseofemergency.IoTdevicescanreportdatarelatednot
onlytovehiclesbutalsotodrivers.Inanycase,thein-vehicledevicescanmonitordrivers’statusor
thestatusofthevehiclesinclosedistanceandrelaythisdatatothecentralizedinfrastructure.The
centralsystemcanhaveaviewonthestatusofeachvehiclebeingimmediatelyinformedaboutthe
presenceofanyemergency.Inaddition,thecentralsystemcanhavetheoverviewofanyareainthe
cityandsupportservicesforlong-termtrafficmanagement.Suchemergencysituationscanbealso
identifiedbythein-vehicledevicesformingahugeinfrastructureofautonomousvehiclesthatcan
assistinemergencymanagement.

Smart City
IoToffersnewopportunitiesfortechnologysolutionsthatimproveexistingservicesandtheliving
experienceofcitizens,withsmartcities(SCs)infrastructuresandnumerousservicesbuiltontop
of them.SCsare complexcities andarebasedon thephysical infrastructurewhere IoTdevices
couldbeembedded.WiththetechnicalsupportfromIoT,smartcitiesneedtohavethreefeaturesof
beinginstrumented,interconnectedandintelligent(Kimetal.,2017)togainbenefitsfromtheIoT
infrastructure.New,efficient,scalable,andreliableapplicationsforsmartcitiesareproposedbasedon
theIoTinfrastructure.DuetothelowcostofIoT,itisnowpossibletomonitorandmanageactivities
thatwerepreviouslyunreachable.Currently,citiescreatetheconditionsforcontinuousdevelopment:
digitaltechnologiesarebecomingincreasinglyimportant,urbaninfrastructuresandbuildingsare
plannedmoreefficientlyandsustainably.AswithIoTdeploymentsinallmarketsegments,thekey
forsmartcitiesisreal-timedata,howtheyareprocessedandstored,howtheyareanalyzedandhow
theprocessingoutcomesareadoptedtodriveactions.Smartcitiesuseintelligenttechnologiesto
achieveanenergy-efficientandenvironmentallyfriendlyinfrastructure.Forinstance,smartlighting
willonlygivelightwhensomeoneactuallywalkspastthemlikesettingbrightnesslevelsandtracking
dailyusetoreducetheneedofelectricalpower.Integratedsensorscansendreal-timeupdatesof
variousphenomenatoacentralizedsystem,then,ananalysisoverthecollecteddatacouldassistin
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theautomatedadjustmentofvariouspartsofsmartcityinfrastructure.Forinstance,sensorsinthe
groundcanreportviasmartphonethedriver,wheretheycanfindafreeparkingspacewhileothers
canusevehiclefeedbacktotellpreciselywheretheopeningsareandnudgewaitingcarstowards
thepathofleastresistance.NumeroussensorsareplacedinvariousplacesinSCsforminga‘grid’
thatgenerateshugevolumesofdata.However,thegenerationofhugevolumesofdatamakestheir
managementverydifficult.Publicauthorities,localcompaniesandcitizensneedefficientmechanisms
thatwillmanagethedata.Largescalesystemintegratorscouldprovideknowledgeandproductson
topofthediscusseddata,usually,throughefficientaggregationprocessesandtransformationtools.
Theheterogeneityof thedatasourcesmakes this taskverydifficultandrequires theappropriate
toolsaccordingtotheapplicationdomain.Citizenscouldalsogainknowledgefromthesedata.For
instance,theprovidedservicescouldbeadaptednotonlytopersonalneedsbutalsototheneedsof
groupsofpeople(e.g.,drivers,neighborhoods,workers).Thismeansthattheknowledgeextracted
fromthehugevolumesofdatashouldbetransformedindifferentformsaccordingtotheneedsof
eachgroup.Publicauthoritiescouldalsoadoptsuchanapproachtogaininsightsontheneedsof
citizens.Thisway,authoritiescouldreducethecitizenscost-to-serveandofferservicesfullyadapted
ontheirneeds,keepingthesocialsustainabilityathighlevels.

waste Management
WastemanagementisanotherdomainwhereIoTtechnologiescansupportinnovativeapplications.
Suchsolutionscanbebasedonawirelesssensornetwork(WSN)infrastructurewheresensorsare
used to collect andprocess ambient information and, thus, upgrade ‘legacy’ wastemanagement
mechanisms.Thisallowsforasmartenvironmentapproachwhichcanbeadoptedforenvironmental
pollutionandtheimprovementofpeople’slives.Varioustypesofsensorscanbeincorporatedinto
wastebinsorgarbagecontainers.Smartbinsorotherwastedisposalunitscanmonitorthefillleveland
wastetypeinrealtime,thusenablingefficientgarbagecollectionandrecycling,basedontheactual
disposalactivity.Inthisvein,wastemanagementcanbemodelledasasetofservicesontopofthe
IoTinfrastructureinaSmartCity.Theseservicescoverthefollowingpartsofawastemanagement
scheme:(i)wastecollectionplanningandimplementation(e.g.,schedulingandroutingsolutions
forcollectiontrucks,dynamicadaptationofroutes);(ii)wastetransporttospecificlocations(e.g.,
routingaccordingtothetypeofwaste);(iii)recyclingandpreparationforre-use.IoTcanbethekey
enablingtechnologyapplyingdynamicmodelsoncontemporarywastecollectionwiththeuseof
sensors,actuatorsanddigitaltaggingsuchasRadioFrequencyIdentification(RFID),NFCandQR
codes.Inthiscontext,staticwastecollectionmodelscouldbetransformedtoWasteCollectionas
aService(WCaaS)whichenablesonlinedynamicschedulingandroutingofthecollectiontrucks
(Lingling et al., 2011). The dynamic waste collection could be described as an online decision
processfordefining:(i)whentocollectwastefrombins(i.e.,scheduling),and(ii)whichroutesthe
collectiontrucksshouldfollow(i.e.,routing).Manytechnologiesandhardwarearealreadyusedin
wastemanagementadoptingdifferentapproachesinthemanagementofthephysicalinfrastructureas
wellasthedatacollectedinthefield.Forinstance,theIoThardwareandtechnologycouldidentify
realobjectsandtransformthemto‘smartthings’(Lopezetal.,2012).

Energy
WithIoT,theelectricityindustryhasenteredanewerathatrevolutionizesthelegacyelectricalgrids,
transformingthemtothesmartgrid(SG).SGoffersmoreefficientandeffectivepowermanagement,
betterreliability, reducedproductioncosts,andmoreenvironmentallyfriendlyenergygeneration
(Coppolinoetal.,2014).As thenextgenerationpowersystem, theSG is increasinglyattracting
theattentionofgovernments,industry,andacademia.TheSGisanupgradedelectricitynetwork
that depends on two-way digital communications between suppliers and consumers that in turn
givesupporttointelligentmeteringandmonitoringsystems(FanandGong,2013).TheSGoffers
significantperformancebenefitstotheelectricityindustryandfacilitatesconsumersinmanaging
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andoptimizingtheirpowerconsumption.TheSGbasisistheintelligencebuiltontopofthedata
reportedbyenddevicesi.e.,smartmeters.Hence,theSGtransformslegacyelectricitynetworksto
asoftware-driveninfrastructurewithnumerouspossibilities.Avarietyofapplicationsandsoftware
componentscouldprovidespecificfunctionalitiesoverthedatareportedbysmartmeters.TheSG
heavilyreliesonthecommunicationnetworksandthesecureddeliveryandmanagementofsmart
metersdata.VariousapplicationscanbeproposedoverthehugeinfrastructureofSG.Smartmeters
installedintheconsumerpremisescanbethecriticalpartoftheseapplicationsactingasapointof
processingfortheefficientenergymanagement.Theenergysectorcanbefurtherbenefitedwiththe
futuremanagementofthehierarchyofnanoandmicroSG.Nanogridsarerelatedtotheproduction
ofenergyinsingleusersorabuildingadoptingrenewableresourceswhilemicrogridsarerelatedto
severalbuildings.Smartmicrogridscancommunicatewiththeirparentsandpeersonongoingbasis
formingacompleteenergyecosystem.Hence,theuseofIoTforenergycanbecornerstoneforan
efficiente-government.

Environment
Environmentalmonitoring is consideredoneof the topareas IoTcandeliver themostvalue for
(Columbus,2018).IoT,duetoitsautonomousnature,canprovidesupportforenvironmentmonitoring
andcontrolwhereelaboratesensing,processingandpossiblyreactingareneeded.IoTdevicescan
be adopted for providing smart e-government services, by monitoring specific phenomena and,
whenneeded,generatingalertsortakingaction.Suchphenomenacanberelatedtovariousfacets
oftheenvironmentcoveringawidespectrumofincidents.ThephenomenaforwhichIoTcouldbe
usedfore-governmentpurposescanbegroupedintotwobroadcategories,environmentpollution
andnaturalphenomena.Naturalphenomenaincludefireinforestsandruralareas,earthquakesand
weatherphenomena.

Environment Pollution
IoTe-government systemscanbeused for theprotection fromenvironmentpollution.Theycan
involveapplicationssuchasmonitoringofairquality,waterquality,seaqualityandsoilquality.
EnvironmentalIoTsystemscanallowforactivitiessuchasairpollutiondetection,qualitycontrol
ofwaterfordrinkingandagriculture,soilqualitycontrolforagriculturalpurposesandseaquality
control for swimming and fishing. E-government services for environment protection can also
involveIoTdevicesforthemonitoringofwastemanagementandpollutioncomingfromindustrialor
residentialactivity.EnergyproductionplantsandmanagementcanalsobesupportedbyIoTsystems,
allowingforthecontinuousrisk-freeprovisionofgeneralpublicgoodssuchaselectricityorgasor
watersupply.Thecriticalissueinsuche-governmentservicesistheefficientmanagementofthe
collecteddata.Suchmanagementcanassistinmakinglong-orshort-termdecisions.Forinstance,
short-termdecisionscouldberelatedwithtakingimmediateactionstoavoidenvironmentalpollution
withnegativeconsequencesinpeople’slives.Long-termdecisionscanberelatedwiththedelivery
ofstrategiestoproactivelyavoidenvironmentalpollution.Theproactivedecisionmakingshouldbe
basedonhistoricaldatabutalsoontheestimationofthefuturetrendsintheobservedinformation.
Inanycase,thetimelyprocessingofthecollecteddatashouldleadtoasetofanalyticsdesignedby
experts inordertosupportfurtherdecisionmaking.Hence, thediscussede-governmentservices
shouldbedesignedhavingICTexpertscooperatingwithexpertsinotherdomains(e.g.,environmental
scientists)inordertoconcludethebestpossibleresult.

Fire Detection in Forests and Rural Areas
IoTcouldbeusedforfiredetectioninforestsandruralareas.Forinstance,asetofsensorscouldbe
adoptedtomonitoraforestforidentifyingfireevents.MobileIoTdevices,particularlyunmanned
vehicles,couldalsobeextremelyvaluabletoolsforfireprotection.Suchdevicescanbedeployed
forforestandruralareasmonitoring,whichcanbeusedtocontributeinfirepreventionaswellasin



International Journal of Artificial Intelligence and Machine Learning
Volume 10 • Issue 2 • July-December 2020

107

fireextinguishing.Hence,suchservicescanassistintheproactivedecisionmakingtogetherwiththe
efficientsituationalawarenesswhenaneventistriggered.Inparticular,theautonomousfunctionality
ofIoTdevicescanbeleveragedtoallowforremotemanagementoffireevents.Beneficiariesofsuch
asystemcouldbethefirebrigade,localauthorities,municipalities,publicauthoritiesorcitizens.
Incaseofdetectingasuspiciousevent,theIoT-basedsystemwouldbecapableofgeneratingfire
alerts,informingtheinterestedpartiesandalsobeconnectedwithcommandandcontrolsystemsof
emergencymanagementauthorities.Inparticular,mobileIoTdevicessuchasunmannedvehicles
couldserveasvaluableactorsforfireprotection.Forexample,unmannedaerialvehicles(UAVs)
canconductregularflightsabovetheareaofinteresttoprovideanaerialviewallowingforcomplete
andwidecoverageofthearea.UAVscanalsoserveaspartoftheoperationforextinguishingafire,
providingvaluableinformationthatcanbeusedforseveralpurposes.Similarly,unmannedground
vehicles(UGVs)canassistinthebettermonitoringoflandsurfaces,especiallythosethatarenot
easilyaccessiblebyhumansandregularvehicles,contributingwiththedatathattheycancollecton
thespot,tothepreventionoffireincidentsaswellastotheirmanagementincaseofoccurrence.Thus,
IoTdevicescangreatlyfacilitatethedifficultworkofthefirebrigade,atoperationallevel,inlocating
areasthatareinneedandinplanningtheirfightingagainstfire.IoTinformationcanalsobeuseful
ininformingcitizensaboutfireeventsandalsohelpthepolice,civilprotectionandlocalauthorities
intheirdecision-makingaboutactionsthatneedtobetaken,forexampletheevacuationofanarea.

Earthquake Alert
IoTcapabilitiescanbeparticularlyusefulfortheprotectionfromearthquakes,anaturalphenomenon
towhichitisstillextremelydifficulttoreactpromptlyandeffectivelyanditisstilldebatablewithin
thescientificcommunityifitcanbepredictedandhowreliablesuchpredictionscanbe.Autonomous,
distributed sensor systemscanbeused inorder tomonitor earthconditions for seismicactivity.
ExamplesofIoTsystemsforearthquakedetectioncanbefoundintheworksofAlphonsaetRavi
(2016),AmjathAlietal.(2017)andBabuetal.(2018).SuchIoTsystemscansendwarningsinthe
occurrenceofanearthquakesoastoinformpeopleandgovernmentsystemsfasterandallowfor
efficientresponseactions.Thesealertscanbegeneratedandreceivedbysmartphonesorotherdevices
andsystemsearlyenoughtopreventdamagesorhumanloss.Insuchcases,itisimportantistoenhance
thesituationalawarenessofpossibledamagesoraffectedareasinordertoassistpublicauthorities
intheirfirstresponse.Achallengeinthisdomainis tomanagetheheterogeneityoftheexternal
systemsthatshouldbeinformedwhenaneventoccurs.Thiskindofe-governmentserviceswillact
astheintermediarybetweenthesensoryinfrastructureandsystemsofpublicauthorities.Hopefully,
IoTsystemscanalsobeusedtocontributeinthepredictionofearthquakesand,consequently,help
governmentsandthepublicinthetimelyreactionandprotectionfromthem.

Weather Monitoring and Forecasting for Intense or Dangerous Phenomena
IoT devices and systems can be used to monitor weather conditions for intense or dangerous
phenomena,allowingforeffectivereactionagainstthem.Suchphenomenaincludestorms,strong
winds,floods,tsunamisandhighrainorsnowfalllevels.LeveragingIoTcapabilitiescansupportthe
earlydetectionofsuchphenomena,enablingdisasterpreventionormitigationthroughprovisionof
timelywarningsandfacilitationofimmediateresponse(e.g.AmjathAlietal.,2017).E-government
servicesfrommeteorologyofficescanbegreatlyinformedusingthedatathatcanbecollectedwith
IoTdevices.Theanalysisofthesemeteorologicaldatacanenhancetheaccuracyandtimelinessof
weatherforecastsandmonitoring.Inthisway,IoT-basedmeteorologicalsystemsenabletheprovision
offrequentandhighlypreciseweatherupdatesaswellasthegenerationofalertsincaseintenseor
dangerousweatherphenomenaareestimatedtoappear,providingrichinformationregardingtheir
location,durationandintensity.IoTdevicescanbeusedformonitoringthewaterlevelinrivers,lakes
orthesea,creatingalertswhenariseisdetectedandnotifyingforevacuationplanofinhabitedareas
incaseoffloodpossibility.IoTcanalsobevaluablefore-governmentservicesincaseofextreme
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weatherphenomenasuchashurricanesandtornados.Intenseweatherphenomenaforecasting,and
thetimelyestimationoftheirconsequencesmaypositivelyaffectvariousindustriesinadditionto
generalpopulacesafety.Forinstance,agriculturedependsonpreciseup-to-datereadingsonsoil,
temperatureandmoisturewhiletheidentificationofanydangeroussituationseemstobeimperative
(Burkhalter,2018).

CHALLENGES oF IoT E-GoVERNMENT

TheadoptionofIoTine-governmentcanbeverypromisingaswellaschallengingatthesametime.
Inthissection,wefocusonthechallengesoftheuseofIoTine-governmentwhichcanbedivided
intotechnicalandnon-technical.ThesearedepictedinFigure1.

Technical Challenges
ThecentralconceptoftheIoTeraisthat‘thingsinteractwitheachother’.Suchinteractionsrefertopeer
topeercommunicationanddataexchangeaswellascommunicationwithbackendsystemsusually
foundintheCloud.TheautonomousnatureofIoTdevicesallowsustogainfromtheautomation
ofvariousfunctionalities,theintegrationofdataandservicesandtheanalysisofthebehaviorof
autonomousentitiesandthecollecteddata.ItshouldbenotedthatIoTdevicesarecharacterizedby
twoparameters,i.e.,thetypeofthehardwaretheyuseandthetypeofthesoftwaretheyadopt.In
thefollowingparagraphsweprovideourviewonthetechnicalchallengesintheadoptionoftheIoT
visionine-governmentservices.

Heterogeneity
Initially,theheterogeneityofthedevicesplaysacrucialroleintheprovisionofservicesthatcanbe
supportedbytheentiresetoftheavailablenodes.Thisway,wecanhavetheopportunitytocreate
universalservicesfor‘injecting’smartgovernmentfunctionalitiesintothedevices.Thediversityof
IoTdevicesposesdifficultiesintheirconnectionandcommunication.Difficultiesarefurthercreated
bythelackofcommonstandardsfordataexchange,whichcanrefertocommunicationamongdevices
and information systems, among information systems and end-users – citizensor organizational

Figure 1. Challenges of IoT e-government
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entities,andamongdifferentgovernmententitiesandorganizations.Thekeyaspectinaddressing
thesecommunicationproblemsistheadoptionofhigh-qualityprotocols,metadataandalgorithms
tohandle thediscussedheterogeneity.Theresearchcommunityhasalreadydevotedattentionon
thischallengethroughthedevelopmentofapplicationsforheterogeneousdevices.Middlewareis
significanttosolvetheaforementionedproblemandfacilitatethecollectionofdatafromhomogeneous
orheterogeneousIoTdevices.Theburdenmainly lies in thecollectionofdatafromsensorsand
subsequentlytheirtransformationintoaunifiedrepresentationforfurtherprocessing.Ontopofthe
unifieddata,efficientinterfacescanbeprovidedtofacilitatetheaccesstothecollecteddata,thus,to
generateknowledgeoverthem.Thisway,enduserscanattachtheirdevicestoCloudinterfacesand
‘upload’sensorsmeasurementsthroughlightweightAPIs.Itshouldbenotedthatinsuchcases,the
managementoflarge-scaledataissignificantforfurtherprocessinganddeliveringresultsthatcan
beusefuline-governmentapplications.

Interoperability
Interoperability facilitates the exchangeof informationbetweencommunicatingentities, citizens
or public and private bodies. In particular, data interoperability enables different bodies share
informationandincreasetheefficiencythroughthemitigationofthedatainconsistencies.Inaddition,
datainteroperabilitycanhelpinavoidingduplicationsofdata,thusallowingforsavingstorageand
resources.Tosupportthe‘connection’ofheterogeneousdata,differentdatamodelscanbecombined
intoasinglemodelthatcoversthedesiredapplicationdomain.Thedeliveredmodelshouldmeet
requirementslikereliability,performance,scalability,heterogeneitycoverageandinteroperability.
Thisway,wecandelivere-governmentservicesintheminimumtimewithhighqualityincorporating
alowcost.AsdescribedinCencietal.,(2017),theEuropeanInteroperabilityReferenceArchitecture
(EIRA)(Chouetal.,2015)usesaservice-orientedarchitectureandtheOpenGroup’sArchiMate
ontologyandtoolsasitsreferencemodel.EIRAinteroperabilityisdefinedthroughasetofarchitecture
buildingblocks,i.e.technical,semantic,organizationalandlegal.TechnicalInteroperabilityinvolves
the planning for technical issues involved in linking computer systems and services. Semantic
Interoperabilityisrelatedtogivingprecisemeaningtotheexchangedinformationwhileorganizational
interoperabilityreferstocoordinatedprocessesbetweendifferententities.Finally,legalinteroperability
referstothealignedlegislationsothatexchangeddataisaccordedproperlegalweight.

Security
SecurityisanotherchallengefortheadoptionoftheIoTine-government.Numerousdevicescanhave
accesstoe-governmentservicespresentintheCloud,thus,itisimperativetosecuretheauthorized
accesstodatacollected,generatedorinserted.Thisaspectoftheproblemismoreintenseforsensitive
personaldata.Cloudarchitecturesalreadyprovidesecuritymechanismsforaccessingtheirservices,
however,theautonomousnatureoftheIoTnodesimposesadditionalchallenges.Alotofdiscussion
canbedoneaboutthedangerofthehackingofdevicesandsystemstoobtaininformationanddata.
Anotherdangerispotentialcyber-attacksagainstthedevicesthemselves;attackswhichtakeover
controlofthedeviceandcausethemtooperateindangerousandinsecureways.Duetothecomplexity
ofthearchitectureoftheIoTe-governmentservices,asolutionforthesecurityoftheapplications
couldbetheadoptionofmulti-layeredsecurityservices.Firewalls,securityprotocols,authentication,
encryptionandintrusiondetectionmechanismscanbeemployedtoe-governmentIoTsystemsto
providethenecessarylevelofsecurity.

Infrastructure
TheuseofIoTine-governmentalsoposesachallengerelatedtothetechnicalresourcesthatare
neededfordatacollection,transfer,processingandstorage.Aphysicalinfrastructureshouldbein
placeincludingsensors,actuators,digitaltagsandtheiradditiontodevicesaswellastheirnetwork
connectionallowingthemtogenerateandsharedata.TheplethoraofdatacollectedbyIoTsystems
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createaneedforstorageandprocessinginfrastructurewithhighcapacitytoaccommodatethevolume
ofdataaswellasthespeedwithwhichtheyaregenerated.AccesstoIoTe-governmentdatashould
becontrolledandatthesametimebefastandfacilitatequeriesandresponseforefficientservice
provision.IoTe-governmentsystemsshouldsupportefficientdataanalyticscapabilitiesforinformed
decisionmakinginrealtimeandatlargescale.E-governmentcloudinfrastructurescanbecreated
andusedtosatisfystorageandprocessingrequirementsofIoTdataandservicesinconjunctionwith
theirsecurityrequirements.Theadventofadvancednetworktechnology,suchas5G,LPWANand
IPv6,isalsorequiredtoprovidetheconnectivityfortransferringthehighvolumeofIoTdatafast
andreliablyandforofferingtimelyservicestoendusers.

IoTsmartgovernmentisenabledbytechnologiesthathelptransformobjectsintosmartthings.
RFIDcanbeusedfortagginganobjectthusgivingauniqueidentifiertoeachsmartthing(Jinet
al.,2014).SensorsandWSNsenablethemeasurementofphysicalquantitiesandthetransformation
todigitalsignals,whichareprocessedwirelesslybyanad-hocnetworkinfrastructure(Ma,2014).
Low-power radiocommunicationsand low-costembeddeddevicesenablesensors to incorporate
RFID tags (Vakali et al., 2014).Actuators are adopted to stimulate andgive feedback todigital
systemsbyinteracting,inthephysicallayer,withtheinfrastructure(Jaraetal.,2014).FutureInternet
providesinterconnectiontosmartthingswithIPv6overLowPowerWirelessPersonalAreaNetworks
(6LoWPAN)protocol,amodifiedversionofIPv6forlow-powerembeddeddevices(Theodoridiset
al.,2013).Inaddition,manyIoTsystemarchitecturesarebuiltonCloudInfrastructure(i.e.,OpenIoT)
(Suciuetal.,2013),enablingtheconceptofInfrastructureasaService(IaaS)(Fortinoetal.,2014).
EnergyrequirementsandlimitationsofIoTinfrastructurealsohavetobetakenintoaccountforsmart
governmentastheautonomyofIoTdevices,particularlyofmobileunmannedvehicles(UAV,UGV,
USV),isacriticalsuccessfactorofanyendeavorthatinvolvesthem.

Artificial Intelligence
AnotherchallengeforadoptingIoTine-governmentliesintheincorporationofArtificialIntelligence
(AI)ine-governmentapplications.AIcanprovidethemeansforbuildingintelligentapplications
overthecollecteddatafromdiversesources.WiththeadoptionofAI,theprovidede-government
applicationswillbecapableofsupportinghuman-likereasoningandactivities.Machinelearning
mayempowerdevicesandsystemswiththeabilitytodetectpatterns,takedecisionsautonomously
orlearnfromtheadoptedmodelsandadjustanydecisionbasedonthestatusoftheenvironment.
Thebenefitofusingsuchtechnologyisthatsystemsneednotbefully‘programmed’inadvance,
buttheycanlearnthecorrectlineofactionsduringtheirfunctioning.Thisabilitytoembedlearning
capabilitieswithintheIoTdeviceitself,andinaddition,marrydevice-centricinsightswithaggregated
intelligenceintheCloud,isexpectedtodramaticallyimproveoutcomes(Cooke,2018).

Non-Technical Challenges
IoT ine-governmentgoesbeyond technicalchallengesandcomprisesnon-technicalones,which
areofequal,ifnotgreaterimportance.Thesechallengescompriseawiderangeoforganizational,
political, financial, institutionaland legal issues.Theycangreatly influence theeffectivenessof
anyendeavourinleveragingIoTtechnologicalpossibilitiesine-governmentsystems.Theyshould
becarefullybetakenintoaccountandhandled,particularlybecauseoftheirinherentcomplexities
aswellastheirmultilateralinterdependencieswhichrenderthemhardtomanage.Therestofthis
sectionpresentsourperspectiveofthenon-technicalchallengesassociatedwiththesuccessfuluse
ofIoTine-governmentsystemsandservices.

Political Context and Vision
Severalissuescanaffectthedecisionsthatneedtobemadeandtheactionsthatwillfollowthem
regarding the utilization of IoT technology for e-government purposes at strategic, tactical and
operationallevel.Decisionsandactionscanconcerntheextensionofcurrente-governmentsystems
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andservicesorthedevelopmentofnewonesforutilizingIoT.Suchdecisionsaboutplansandactions
forpursuingsmartgovernmentprojectswithIoTneednotnecessarilybedrivenbytopgovernment
but theycanratherstartat localauthority level. Inanycase, IoT-based informationsystemsand
servicesshouldbedesignedsoastobealignedwithgovernmentorlocaladministrationstrategyand
objectives.Settingandapplyingsuchinitiativesisahardpoliticalandsocialtask.AnyIoT-based
e-governmentapplicationimpliesapprovalandacceptancebygovernmentadministration,oflocal
orgreaterlevel,dependingontheaimandscopeofthee-governmentsystemandthecommunity
orthesocietytowhichitisaddressed.Thisrequireschangesinthementalityoftheauthoritiesand
citizensthattheIoT-orientedsystemservesandaffects,intheirmodeofoperationandworkand
even in individual lifestyle and behavior. As with any new technology introduced, resistance to
changeinorganizationsandcitizensishardlyinevitableandshouldbetakenintoconsiderationin
IoTe-governmentinitiatives.Suchchangesandanticipatedreactionscanbemanagedeffectivelyif
theyaredrivenbystrongsupportfromtherespectivegovernmentauthorities.

Organizational Reform
TheintroductionofIoTine-governmentcallsfororganizationalreformandprocessredesign, in
ordertoallowfortheadaptationofcurrentgovernmentservicesortheintroductionofnewones,
basedonIoT.Thismayentailtheneedforthecreationofnewgovernmentbodiesandinstitutionsor
organizationsaswellastheformationofco-operationsandcoalitionsthatwillfacilitatetheeffective
developmentanduseofIoT-orientede-governmentservices.Suchservicescanbedeployedateither
organizationalorinterorganizationallevel,involvingtheconnectionofdifferententitiesthatshould
cooperateanddependoneachotherinaseamlessandintegratedmodeofoperation.Theprovision
ofinterorganizationalservicesimpliestheneedforinteroperability,notonlyofthedataexchanged
amonginvolvedentitiesbutalsooftheorganizationsthemselves,sharingprocessesandpoliciesthat
enabletheircommunication.

Financial Resources
Asmentioned,thetransitiontoIoT-enablede-governmentrequirestheexistenceandavailabilityof
theappropriateinfrastructureandresources,suchas5Gtelecommunicationnetworks.These,inturn,
requirestrategicinvestmentsfortheirimplementationanduse.FinancialsupportforIoTe-government
services,includingsufficientfundingaswellasappropriatebillingschemes,isessentialfortheir
feasibilityandsustainability.Ase-governmentservicesarelargelynon-profitandaimtoservethe
publicinterest,revenuemodelshavetotakeintoaccountthesocial,commonwealthpurposeofIoT
applications,especiallyinsectorssuchashealthcare.Revenuecanbegeneratedeitherdirectlyby
efficientpricingpolicies that areaffordableandadaptable toendusersor indirectlyby thecost
reductionresultingfromtheIoTsolution.Financialschemescaninvolvevariousstakeholdersand
bodiescomingfromthepublicortheprivatesectorandbeingpartoftheacademiaortheindustry.

Institutional and Legal Framework
IoT-basedinformationsystemsandservicesneedtobeformallyacceptablebyinstitutionalstructures,
fulfillegalrequirementsandcomplywithregulations.Therefore,theeffectiveadoptionofIoTin
e-government requires strong institutional support.At the same time, institutionsand legislation
itselfcandriveIoTadoptionbygovernments,enforcingtechnologicalevolutionanditsapplication
initsoperation.Forexample,Estoniaaspartofitsprogramfor2020planstoimplementthe“no
legacyprinciple”whichwillbeintroducedbylaw,meaningthatthepublicsectorshouldnotadopt
anykindofInformationCommunicationTechnologysolutionthatisolderthan13years(e-Estonia,
2018).Inasimilarvein,institutionalsupportisneededtoovercomebureaucracyandothertypical
burdensfacedinthepublicsector.
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Security, Privacy and Trust
Security and privacy of data are aspects that cross horizontally almost every IoT e-government
application.Apartfromtheirtechnicalcharacteristics,securityandprivacyareprominentissuesof
IoTe-governmentwithaspectsthatalsorequestanon-technicalapproach.Securityisimperativefor
highriskservicessuchasenergypowerproductionandmanagementplantsorenvironmentprotection.
Inadditiontotechnicalmechanisms,non-technicalmeasuressuchasaccesscontrol,management
processesandsecuritypoliciesarealsoneededforriskmitigation.Similarly,theprotectionandcontrol
ofpersonaldataisalsorequiredinpracticallyallsectorsofIoT-basede-government,especiallyin
highlysensitiveapplicationssuchashealthcare.IoTgovernmentapplicationsneedtobetrustedby
citizensinordertobeacceptedandused.Ensuringsecurityandprivacy,aswellthequalityofthe
informationandservicesofarefundamentalforIoTe-governmenttogainthetrustofindividuals,
organisationsandthesocietyingeneral.Regulationsandproceduresshouldbeinplacetoguarantee
theavailability,highqualityandsafeuseoftheprovidedIoT-orientede-governmentserviceswithout
jeopardizingsecurityanddataprivacy.Atthesametime,imposingsecurityandprivacyrulesand
policiesshouldnotbeintheexpenseofIoT-basedsystemsusability.

Synergies
TheeffectivenessofIoTadoptionine-governmentshouldbefacilitatedbybeingrealizedincooperation
withacademicandresearchinstitutionsandwithsynergiesbetweenthepublicandprivatesector.
ThiswillenablethedevelopmentofIoTsystemsandservices,andtheinfrastructureneededfortheir
effective support.Public-private sector partnerships are identified as an important factor for the
successfuluseofIoTine-governmentasshownintheWorldBankGroup(2017)reportbylessons
learntduringtheactualimplementationofIoT-orientedprojectsinseveralcountries.Suchpartnerships
canalsohelptowardsthedevelopmentofIoT-basedbusinessmodelsthatallowforsustainability
andaffordability.Thisishighlightedinthepreviouslymentionedreport,whichdenotesalackof
IoT-specificgovernment-to-businessmodelsandpolicies.Thesamereportalsorevealsthatthere
isalackofunderstandingofIoTanditsdatavalueandmanagementneeds.Thisimpliesaneedfor
raisingawarenessandimprovingknowledgeonIoTandtheroleitcanhaveingovernmentcontexts.
Thiscanbeaddressedtowardsallpotentiallyinvolvedpartiesthrougheducationandpartnerships
amongacademic,governmentandbusinessentities,constitutingavitalcomponentofgovernments
strategicplanningalongwithIoT-basedprojectdesignandimplementation.

IoT-BASEd E-GoVERNMENT: AN APPLICATIoN CASE ANd CHALLENGES

Havingdiscussedtheapplicationdomainsaswellasthechallengesassociatedwiththeadoptionof
IoTine-government,weproceedtoexaminethemthroughaspecificexamplecase.Thissection
describes the application of an IoT-based e-government system in providing alerts for weather
phenomenashowingthechallengesassociatedwithitandtheresponsetothemfortheirsolution.
Assumeanumberofsmartdevicesplacedonasetofroadvehicleswithroutingfunctionalities.End
usersmayusethesedevicestocalculatetheoptimalpathfortheiractivities.Inthissetting,theymay
useasmartgovernmentservicewhichiscapableofmonitoringandprocessingdevicelocationdata
andmeteorologicaldata toderivedecisionsandissuealerts inrelationto intensemeteorological
events. The service is delivered by the Civil Protection department of the Ministry of Internal
affairs,incooperationwiththeNationalMeteorologicalServiceandtheMinistryofTransportation.
Theserviceisplacedinthecentral,cloudinfrastructuretoincreaseefficiencyandbenefitfromthe
increasedcomputationalcapabilitieswhileIoTnodeschangetheir locationascitizensmove.IoT
devicesaresubscribedintheaforementionedserviceandarereadytoreceivedatarelatedtoalerts
foremergencyweatherphenomena.AsIoTdevicesaremobile,theyshouldupdatetheirlocationin
thecentralservice.Thisisautomaticallyperformedthroughtheexchangeoflightweightmessages,
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sothatthecentralsystemiscapableofknowingthelocationoftheendusers.Supposethediscussed
serviceidentifiesintensemeteorologicaleventsinaspecificarea.Thisareaiscontinuouslyupdated
astheeventsarerealized.Thecentralsystemcanperformasimplereasoningprocessandgroupthe
endusersinasetofclustersaccordingtotheriskofbeingaffectedbythephenomenon.Thegroups
arecontinuouslyupdatedduringtherealizationofthephenomenontokeepupwiththechangesin
itsintensityandlocation.Spatio-temporalclusteringisemployedtocontinuouslygenerateclusters
ofIoTnodes,avoidingnetworkfloodingandenablinglocation-basedandtargetedinformationpush.
Specificwarningmessagesaredeliveredtousersbelongingtogroupsthatareaffectedorwillbe
affectedbythephenomenon.IoTnodesafterthereceptionoftheaforementionedmessagescaneasily
updatetheiroperation,e.g.,updatetheirroutingandfollowadifferentroute.Inthisway,theIoT
e-governmentservicecanmonitorandinformcitizensinordertoavoidintenseweatherphenomena
andmovesafelywithouttrafficcongestionproblems.Thechallenges,technicalandnon-technical,
associatedwiththedescribedcaseandtheproposedsolutionstoaddressthemarepresentedinTable2.

Asitcanbeseen,thise-governmentservicecaneasilybecombinedwithsystemsthattrackthe
activityofendusersastheyaremovingaroundandutilizeitnotonlytoupdatetheirlocationbutalso
toupdatetheIoTnodeoperation.Thislocation-basedservicecanbeeasilyincorporatedintheIoT
e-governmentsystems;however,itshouldbeenhancedbytechniquesforhandlingtheheterogeneity
ofthedevicesandtheirinteroperabilityforthefunctionstheyperform.SecuritymeasuresandAI
mechanismsshouldalsobeemployed.IoTnodescanbegroupedforofferingtargetedservicesas
wellasnetworkloadbalance.Inthisway,thee-governmentservicecantargetspecificgroupsof
usersandsupportmultipleroles.Themodular,role-basedapproachcanincreasetheefficiencyinthe
deliveryofdatacreatingthebasisforapersonalizede-governmentservice.However,therequired
monitoringofcitizensandIoTdevices,withtheactivitytrackingandlocation-baseddataexchange
forthetargetedservice,canonlybeenabledgiventhatthesecurityandprivacyofcitizendataare
respected,andafteruserconsent.Inaddition,theserviceistheresultofthesynergyoftheinvolved
governmentauthoritiesandentities,whichshouldundergoseveralchangesintheirproceduresto
cooperateeffectively.Thisisprecededbyapoliticaldecisionandactioninfavoroftheprovisionof
theservice,endorsedwiththeappropriatelegalcoverageandfinancialsupport.

CoNCLUSIoN

TheuseofIoTine-governmentcanbeextremelyvaluableasitoffersthepossibilityforawiderange
ofapplicationsandservicesthatcanbeavailableandbeneficialtothepublic.IoT-basedsystems
canenabletheprovisionofnew,innovativee-governmentservicesorameliorateandcomplement
theexistingones.ThispaperseekstocontributetoabetterunderstandingofthepotentialofIoTin
e-governmentandhowsuchpotentialcouldbereached.TheaimistoexamineIoTusehighlightingthe
benefitsaswellasthechallengesthatcomewithintroducingitine-government.TheanalysisofIoT
ine-governmentwithregardstotheapplicationdomains,thetechnicalandnon-technicalchallenges
andtheexamplecasepresentedcanofferusefulinsightsthatcanbeofinterestforbothresearchers
andpractitioners.Asshowninouranalysis,IoTenablesadvancede-governmentservicesthatcan
besustainableandefficientandwhichcouldnotbepreviouslyaffordableorevenpossible.IoTcan
allowfortheeffectivetreatmentofsecurityandsafetyneedsofthepublicsectorthroughthesensing,
processingandcommunicationcapabilitiesofautonomousdevices.Criticalareas,inaerial,maritime
andgroundcontexts,canbegreatlybenefitedbybeingmonitoredwiththeuseofIoTtechnology
tofacilitateappropriateandtimelyaction.Inparticular,theuseofmobileIoTdevicescanenable
awiderangeofactivitiesrelatedtosecurityandsafety,suchasthesurveillanceandmonitoringof
areas,thedetectionofthreats,theeffectivemanagementofevents,thefastresponsetoemergency
situations,thealertsaboutsecurity/safetyrisksandthecommunicationofcurrentstatustopeople.
SuchIoTempoweredactivitiescanbeappliedtoanumberofcontextssuchasbordersurveillance
andcontrolfortrespassing,healthcare,transportation,weathermonitoringandforecastingforintense
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Table 2. IoT challenges and responses

Challenge Response

Technical

Heterogeneity Apublish-subscribemodelcanenabletheinteractionwithdifferentdevices.
Theuseofanendpointwhereendusers’devicescanbe‘hooked’andreceive
information.Theendpointwillbecontrolledbytheappropriatesoftwarewhile
supportedbyamodelfordataexchange.

Interoperability Theuseofadatamodelandsoftwarethatwillaligntheheterogeneousdatainan
automaticmanner,preventingthesystemfromhavingtodealwithdifferentdata
formatsandsemantics

Security Theback-endsystemshouldbesecuredagainstunauthorizedaccessthroughaccess
controltechniques.Thisisveryimportantduetothecriticalityoftheapplication.In
addition,thesecuritymechanismsshouldalsobeappliedontheendusersdevices
toavoidthegenerationandspreadoffakemessages.

Infrastructure MobileIoTnodesareneeded,groupedwithspatiotemporalclustering,andalsoa
centralcloudinfrastructurewheretheserviceresides,capableofmeteorological
dataprocessingandlocation-basedandrole-baseddecisionmakingandmessage
exchange.Theservicealsopresupposestheexistenceofmobilenetwork
connectivitytocoverthecommunicationneedsofmobileIoTnodes.

AI AIcanbeincludedinthereasoningprocessforeventsidentificationaswellas
intheclusteringofendusers.Complexeventprocessing,patternidentification,
classificationandpredictioncanassistineventsdetectionthatwillfirethecreation
ofmessagesforendusers.Inaddition,clusteringcanbeperformedontopof
multivariatedatatodepictnotonlythecurrentpositionofusersbutpersonalized
aspectsliketheirabilitytorespondinemergencyscenarios.Forinstance,the
instructionstoenduserscandifferbasedontheirpersonalcharacteristicsandtheir
initialroute.

Non-
Technical

Politicalcontext
andIoTvision

Politicaldecisionsandactionsbygovernmentadministrationareneededforsetting
andapplyingapolicyforusingIoTfortheprovisionofe-governmentservicesand
particularlyfortheprovisionofthespecificserviceforwarningagainstweather
phenomena.Theenvisionedendeavourshouldtakeinvolveallrelevantpartiesand
beplannedtoberealisedwithinafeasibletimeframeandcost

Organizational
reform

Theprovisionofsuchinterorganizationalservicesimpliestheneedfor
interoperabilitynotonlyofthedataexchangedamongtheinvolvedentitiesbutalso
oftheorganizationsthemselves,sharingprocessesandpoliciesthatenabletheir
communication.Thisentailschangesin
thestructureandoperationoftheinvolvedMinistriesandbodies

Financial
resources

Fundingisneededforthedevelopmentofthegovernmentcloudinfrastructureand
theprovidedservice.Fundingmightalsobeneededtocitizensforencouraging
theadditionofIoTnodestovehicles.Ifchargesapplyfortheuseoftheservicea
pricingpolicyisalsoneeded.

Institutionaland
legalframework

Alegalframeworkwiththeappropriatelawsandregulationsshouldbeinplaceto
allowtheuseoftheservice,includingcoveragefordatacollectionanduse,inreal-
time,particularlyfordatarelatedtouserlocationandmovementtracking

Security,privacy
andtrust

Providingatrustworthytouseservicebyenablingthecollectionanduseofreal-
timegeo-positioningdataandactivitytrackingwhilstprotectingcitizenssecurity
andprivacyandafteruserconsentintheintendeddatacollectionanduse

Synergies Theimplementationoftheservicerequiresthecollaborationofgovernmentbodies
suchastheCivilProtectiondepartmentoftheMinistryofInternalaffairswiththe
NationalMeteorologicalServiceandalsowiththeMinistriesofTransportationand
Communication



International Journal of Artificial Intelligence and Machine Learning
Volume 10 • Issue 2 • July-December 2020

115

ordangerousphenomena,environmentalpollutiondetection,earthquakemonitoringandalerts,fire
detectioninforestsandruralareas,monitoringofwaterlevelinrivers,lakesandtheseaforavoiding
floodsorqualitycontrolofwaterfordrinkingandagriculture.Webelievethatthesecriticalpublic
servicesarewhereIoTcanbringmostvaluetoe-government.Furthermore,ourworksuggeststhatthe
successfulimplementationofIoT-basede-governmentsystemscanbedeemedasprimarilytechnology-
driven.Itistheenablinginfrastructure,technologiesandsolutionsovercomingissuessuchasthe
heterogeneityofdevices,interoperabilityandsecuritythatarerequiredformakingIoTgovernment
servicesfeasibleandavailabletothecitizenandthesociety.However,theintroductionandadoption
of IoT e-government is alsodrivenbypolitical decisions and actions. In addition, planning and
implementationofIoTapplicationsimpliesrequirementsandchangesoforganizationalandeconomic
nature,regardingprocesses,policiesandinvestments,whilstsettingtheneedforanappropriatelegal
andregulatoryframeworkthatenablestheIoTe-governmentandthechangesimplied.Cooperation
ofdifferententitiesisessentialfortheprovisionofIoTe-governmentservices,inwaysthatprotect
citizensecurityandprivacy.Alloftheseaspects,jointlyandeachofthemseparately,areimportant
contributorstothesuccessofIoT-orientede-government.Thismightrequestthecooperationofall
involvedpartiesfromthepublicsectorortheindustryinaspecificdomainofinterestfordefining
IoTvisionandpoliciesfore-government.ThisholisticapproachofIoTe-governmentcanserveasa
startingpointforfurtherstudyandworkinthispromisingfield.
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