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ABSTRACT

Withevolvingtechnology,ahugedataisbeinggeneratedfromeverywhereinvariousforms.The
drivingfactorsfortheevolutionofdata,suchasretail,media,banking,healthcare,andeducation,leads
toaverylargeandcomplexcollectionofdatapopularlycoinedasbigdata.Handling,management,
andanalysisofbigdataseemtobeacomplicatedprocess.Utilisingcloudenvironmentforanalysing
bigdata isa recent research trend.Bigdataanalyticscanprovidecost-effectiveways toanalyse
informationquicklyandhelpsindecisionmaking,improvementinservicesorproducts.Thispaper
aimstocriticallyreviewtheliteraturetofindcurrentissuesandresearchgaps.Thisstudyillustrates
theexistingsolutionsandmethodsprovidedforbigdataanditsriseincloudcomputingtechnology.
Furthermore,thispaperthrowslightontheopenresearchchallengesinthisdomain,statingthescope
offuturework.
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1. INTRODUCTION

Databeingtherawmaterialforinformationisacollectionofsymbols,text,image,videoorany
otherform.Itisfurtherprocessedbyapplyingcertainoperationsorsetofinstructionsforremoving
all typesof ambiguity to retrieveconcrete information.Data canbeof any type like structured,
unstructuredandsemi-structuredthatcanbegeneratedbybothhumansandmachines.Structured
dataisonethatcanbestored,accessedandprocessedinawell-definedstructuredformat.Astudent
oranemployeetableinadatabaseisanexampleofstructureddata.Unstructureddataispresentin
anunknownformandhasanunstructuredclassification-forexample,acombinationofimages,
textfiles,audio,videos,etc.Andthelastoneisasemi-structuredtypeofdata.Thisformcanbeina
structuredandunstructuredformataswell.DatarepresentedinanXMLfile,JSONdocuments,and
NoSQLdatabasesareexamplesofasemi-structuredstate.

Big data is a concept or form of data having a very large volume, which keeps growing
exponentiallywith the time. Itdealswith theenormousandcomplexdata setswhichcannotbe
processedormanagedwiththeconventionaldataprocessingsoftwareoranyothertools.Bigdata
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analyticshasthepotentialtotransformandprovideinsighttoeverybusinessorfield.Earlier,datawas
storedinMegabytesorGigabytes,buttoday,alargeamountofdataisproducingceaselesslyinterms
ofPetabytes(PB)orZettabytes(ZB)whicheventuallyrequireshugestorageareaandmanagement.

Accordingtosomefactsaboutdatageneration,videosof300hoursinlengthareuploadedto
YouTube ineveryminuteandviewsperformedevery singledayarealmost5billion (Sagiroglu
andSinanc2013).Eachday,400hundredmilliontweetsaresent(Jannapureddyetal.2019).On
average,peoplepostabout500milliontweetsperday(SagirogluandSinanc2013).Dataprocessed
byGoogleisintermsofpetabytes(Chen,Mao,andLiu2014).Over10PBoflogdataisgenerated
byFacebookeverymonth(Chen,Mao,andLiu2014).Withinthenextdecade,anincreaseinthe
amountofinformationwillbearound50timesofcurrentnumberandtheinformationtechnology
specialists’numberwillgoupby1.5times(SagirogluandSinanc2013).Ninetypercentofthewhole
datacurrentlyavailableistheamountofbigdatacreatedfromitsdifferentsourcesinthelasttwo
years(Jannapureddyetal.2019).Socialmedia,banks,businessprocesses,webservers,instruments,
websites,stockmarkets,emails,healthrecords,medicalimagedata(Chatterjeeetal.2018),search
queries,logs,sensors,scientificdata,onlinetransactions,videos,audios,images,financialservices,
retail,textdocument,photography,mobilephonesaresomeofbigdatasourcesinthiselectronicera.
Bigdatatrendisleadinginmanyareassuchasimprovinghealthcareandpublichealth,understanding
andtargetingcustomers,understandingandoptimizingbusinessprocessesandmanyotherfieldslike
improvingscienceandresearch,optimizingmachineanddeviceperformance,improvingsecurity
andlawenforcement.

Thesignificanceofbigdatadoesnotspinaroundthesizeofthedata.Retrievalofusefuland
accurateinformationbyprocessingandanalysingthedataforbetteroutcomes,smartdecisionmaking,
earlydetectionoferrors,cost,andtimereductionsmakeitsignificant.Tomanageitprecisely,weneed
someotherplatform.Oneoftheoptimalsolutionstothisbigdataproblem,wewillbeaddressingin
thispaperisthe‘Hadoop’clusterandHadoopDistributedFileSystem(HDFS)asitsstorageplatform
on‘cloud’platformtomanipulatethedata.Hadoopcanbeusedtomanagethebigdatausingcloud
servers,butwithoutHadoop,cloudalonecannothandlebigdata.

Thisreviewpaperprovidesanelaborativeoverviewoftheconcepts,includingbigdata,cloud
computing,ApacheHadoop,andApacheSpark.SectionIIcondensestheconceptualoverviewof
fundamentalterms;SectionIIIillustratestheliteraturereviewworkdoneonthementionedtopicsuntil
now.SectionIVfollowingpresentsthediscussionpartwherewementionthegapsthatweobserved
duringliteraturereviewworkandproposetheopenresearchissues.Finally,thepaperconcludesby
mentioningtheinferenceofthisstudyandthescopeoffutureworks.

2. CONCePTUAL OVeRVIew

2.1. Big Data
Bigdatacanbecommonlycharacterizedas7V’s–Volume,Variety,Velocity,Variability,Veracity,
Visualisation,andValue(asshowninFigure1).Thefiguredepictssevendimensionsofbigdatato
determinewhichkindofdataishardtoprocess.Volumedefinesthesizeofthedata,whichisenormous
undoubtedly.Earlier,itusedtobemeasuredinGigabytesbutnowismeasuredinZettabytes(ZB)or
eveninYottabytes(YB).Varietymeansthedifferentformsofdatalikeastructured,unstructured,
semi-structuredandmixedformofacquireddata.Velocitydescribesthespeedatwhichthedatais
beinggeneratedorprocessed.Variabilityisdifferentfromthevariety.Variabilityfocusesonproperly
understandingandinterpretingtheexactmeaningsofrawdatadependingonitscontext.Bigdata
alwaysexists inonekindofastate.Thesestatescanbeclear,consistent,connect,orconfirmed
state.Thisisrepresentedbyanentityknownasveracity.Visualisationplaysavitalroleintoday’s
world.Itreferstotherepresentationofalargeamountofcomplexdatainamuchmoreeffectiveand
meaningfulwayusingchartsandgraphsinsteadoflongexcelfileswithrowsandcolumnsofdata
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orworddoc.Datacanbeeasilyreadableingraphsorchartsratherinspreadsheets.Afteraddressing
volume,variety,velocity,variability,veracity,visualisationfactors,wemakesuredataprovidesan
immensevalueifcorrectlyprocessed.

2.2. Cloud Computing
Cloudcomputingisaconceptofusingserversontheinternetatdifferentremotelocationstostore,
manageandprocessthedatainsteadofdoingitonalocalserveroronapersonalcomputer.Data
managementcanbedoneusingdatabasesandprocessitbyrentingaserverthathaslargerprocessing
powersothatworkcanbedonefaster,ratherthandoingitonalocalcomputerwhichcouldbeslow.
Ontheotherhand,fordoinglargebatchprocessingwork,aservercanbeboughtwithlargeprocessing
power,butitisuselessaftertheworkisdone.Cloudcomputingisallaboutdeliveringhostedservices
overtheinternet.So,alloftheseproblemscanbesolvedwithcloudcomputing.Cloudcomputing
isfurtherdividedintocloudmodels.Therearetwotypesofmodelswhichareservicemodelsand
deploymentmodels.Servicemodelsmeanthekindofservicethatthecloudoffers.Theseservices
canbedividedintofurthermodulesasIaaS(Infrastructureasaservice),PaaS(Platformasaservice)
andSaaS(Softwareasaservice).Deploymentmodelsstatehowapplicationscanbedeployedor
uploadedonthecloud.Itisfurtherdividedintopubliccloud,privatecloud,communitycloud,and
hybridcloud.

IaaSisprovidingvirtualisedcomputingresourcestocustomersovertheinternetwithoutworrying
abouttheunderlyingphysicalmachineaseverythingismanagedbythecloudprovider.Itabstracts
theusageofaphysicalmachine.AmazonEC2,GoogleComputeEngine,WindowsAzureprovides
IaaS.InPaaS,customersdonothavecontrolovertheunderlyingarchitecture,includingoperating
systems,storage,servers,etc.Thisserviceprovidesaccesstotheonlyuserinterface,i.e.,application
developmentplatformsandtools.ExampleofsuchPaaSprovidersisAWSElasticBeanstalk,Google
appengine,WindowsAzureandHeroku.InSaaS,neitheranyservernoranyuserinterfaceisprovided
butonlysoftware.Cloudprovidersleaseapplicationsorsoftwarewhichisownedbythemtotheir
clientswherecustomerscanusethesoftwareastheywant.Figure2showsthebroadlevelarchitecture
ofdata-relatedcloudcomputingframework.Thefiguremanifeststhreetypesofcloudcomputing
servicesalongwithfewexamplesofserviceprovidersofeachservice.

Thepublicmodelissharingaserverwithahostofdifferentpeopleovertheinternet.Aprivate
cloudcanactasastandalonesystemwheretheserverisgivenwithprivateaccess,andonlythe
customer’soperatingsystemisdeployedonitanddataisentirelysafe.Hybridcloudisamixtureof
bothpubliccloudandprivatecloud,forexample,ifinadatasciencecompany,awebsitehastobethe

Figure 1. Seven V’s of big data
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host.Sharingacommonserverandkeepingthedataconfidentialatthesametimeisasituationwhere
ahybridcloudcanbeused.Inacommunitycloud,architectureissharedbyagroupofindividualsor
organisations.Figure3showsthedifferentdeploymentmodelsofcloudcomputing.Itsummarises
thenumberofwaysinwhichthecloudcanbeprovidedtous.

Cloudcomputinghasseveralbenefitsoveraccessingpersonalorexpensivesystems.Incloud
computingtechnology,customerspayforwhattheyusewhereasonpersonalcomputersorsingle
organisationestablishments,thepayishigher,andscalabilityisless.Migrationflexibilityserviceis
alsoavailableincloudcomputingwhereorganisationscanmovetheirworkloadstoorfromthecloud.
Cloudserviceprovidershelptheirclientstoaccessandsharethedatafromanywhereovertheinternet
withoutworryingabouttheserverspacerequirementorexpertstohandlethehardwareandsoftware.

2.3. Hadoop
Hadoop, developed by Doug Cutting (Jannapureddy et al. 2019), is an open-source Java-based
frameworkthatallowsdistributedprocessingoflargedatasetsontheclusterofcommodityhardware.
Commodityhardwaremeansoneneednotpurchaseexpensiveserversbutcanworkonsimpleand
cheapservers.HadoopmainlyconsistsofastoragepartknownasHadoopDistributedFileSystem
(HDFS)andaprocessingpart,whichistheMapReduceprogrammingmodel(Patel,Birla,andNair
2012).Figure4showstheHadoopfilesystem.Thefiguresignifiestwomaincomponents:HDFSas
adistributedstoragesystemandMapReduceasdataprocessingframeworkinHadoop.NameNode
andSecondaryNodedaemonactasMasternodeandDataNodedaemonisaSlavenodeinHDFS.
JobTrackerisamasterprocessandtasktrackerisaslaveprocessofMapReduceengine.Therecanbe
multipleDataNodeandTasktrackerdaemons.Hadoopusesdistributedstorageaswellasdistributed
processing.ItsecosystemincludesvariouscomponentslikeSqoop,Zookeeper,Hive,Pig,Hadoop

Figure 2. Cloud computing architecture
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Figure 3. Cloud computing deployment models

Figure 4. Hadoop cluster architecture
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DistributedFileSystem(HDFS),HBase,andMapReduce(DeviandKasireddy2019).Itisadata
managementtoolandusesscale-outastoragefacilitythatmeansnodescanbeaddedatanypoint,
wheneverstorageseemstobeless.HadoopclusterisagroupofsystemshavingHadoopinstalled
andconnectedtoeachother.DatasizeisthemostimportantfactorwhiledefiningaHadoopcluster.
Hadoophasamaster-slavearchitecturewhichmeansonlyonesystemwillactasamasterdaemon
whichwillhavefullcontrolandothernodeswillbeknownasslavedaemons.InHadoop,theplace
whereallthedataisstoredcanbecalledasHadoopDistributedFileSystem(HDFS).

2.4. Apache Spark
ApacheSparkisanopen-source,scalable,massivelyparallelin-memorydataprocessingenginefor
anyanalyticsapplication.Toprocessbigdata,likeMapReduce,sparkalsodistributesthedataonthe
cluster,andthatdataisfurtherprocessedparallelly.Itoffersreal-timecomputationandlowlatency
becauseof in-memorycomputations.High-levelAPIsareprovidedinJava,Scala,Python,SQL,
andRbyApacheSpark.Sparkcodecanbewritteninanyofthesefourlanguages.ApacheSpark
providesin-memorydataprocessingthateventuallymakesitmuchfaster.Itisahundredtimesfaster
inmemoryandtentimesfasteronthediskcomparingwithHadoop.

3. LITeRATURe ReVIew

Thissectionprovidesadeepreviewofvariousresearchworksdonesofarinthedomainofcloud
computing,bigdata,andHadoop.

Zhang et al. (2010) studied the concept of cloud computing and addressed some research
challenges in this field. They discussed various attractive features of cloud computing, which
includesnoup-frontinvestment,highlyscalable,loweringoperatingcost,easyaccess,reductionin
businessrisksandmaintenanceexpenses.Theauthorsfurthercomparedcloudcomputingwithother
technologiessuchasgridcomputing,utilitycomputing,virtualisation,andautonomiccomputing.They
furtherdescribedthecloudcomputingarchitectureintodifferentlayers:Hardwarelayer,infrastructure
layer,platformlayer,andapplicationlayer.Accordingtothecategoriesofcloudservices,thereare
threetypesofcloudswhicharepubliccloud,privatecloudandhybridcloudeachofitshavingboth
benefitsanddrawbacks.Theauthorsalsomentionedanothertypeofcloudthatisavirtualprivate
cloud,which isanalternatesolution tohandle the limitationsofbothpublicandprivateclouds.
Theauthorsmentionedthatcloudcomputinghasseveralcharacteristicslikemulti-tenancy,shared
resourcepooling,geo-distribution,andubiquitousnetworkaccess,service-oriented,dynamicresource
provisioning,self-organizing,andutility-basedpricing.Theauthorsfurtherprovidedareviewof
technologies used in cloud computing like architectural design of data centers, distributed file
systemsoverclouds,distributedapplicationframeworkoverclouds.Theyalsopresentedsomecloud
computingproductsthroughasurvey,whichareAmazonEC2,MicrosoftWindowsAzureplatform,
andGoogleAppEngine.Further,authorsfocusedonvariousresearchchallengesincloudcomputing
technologiessuchasautomatedserviceprovisioning,virtualmachinemigration,serverconsolidation,
energymanagement,trafficmanagementandanalysis,datasecurity,softwareframeworks,storage
technologiesanddatamanagement,novelcloudarchitectures.

Dillonetal.(2010)definedcloudcomputingtechnologyandpinpointedthechallengesandissues
related to it.Theypresentedfivemajorelementsofcloudcomputingason-demandself-service,
broadnetworkaccess,resourcepooling,rapidelasticity,andmeasuredservice.Servicemodelsand
deploymentmodelsarefurtheridentifiedanddiscussedinbrief.Fourdeploymentmodelsinthecloud
communityarepubliccloud,privatecloud,communitycloud,hybridcloud.Theauthors further
discussedtwocomputingtechnologies:service-orientedcomputingandgridcomputingtechnology
andarticulatedtheirrelationshipswithcloudcomputing.Theyalsohighlightedvariouschallenges
thatpreventtheadoptionofcloudcomputingtechnology:security,performance,availability,raisein
thecostofdatacommunication,afeasiblechargingmodelforSaaSprovider,servicelevelagreement,
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andprivacyconcernsinmovingdataontothecloud.Furthermore,cloudinteroperabilityissueis
identifiedandpresentedsolutionslikeprovidinganintermediarylayerbetweencloudconsumersand
cloud-specificresources,standardisation,opencloudAPI,SaaS,andPaaSinteroperability.

Marstonetal.(2011)studiedtheconceptofcloudcomputingfromtheperspectiveofthebusiness.
Theydiscussedkeyadvantagessuchasloweringthecostandeasyhardwareaccess.Theauthors
mentionedstrengths,weaknesses,opportunities,andthreatsforthecloudcomputingindustry.They
furtheridentifiedthevariousissuesthatcanaffectthestakeholdersofcloudcomputinglikeconsumers,
providers,enablers,andregulators.Theyprovidedasetofrecommendationsforthepractitionersto
managethistechnologyandoutlineddifferentareasofresearchinthisdomainthatneedattention
forthefuturepurpose.Theymentionedthescopestopursueresearchinidentifyingtheapplications
tomovetothecloud,thecloudproviders’strategy,developmentofstandards.Lastly,theyfocused
onkeyissuesfacinggovernmentalagencieswhowillneedtogetinvolvedintheregulationofcloud
computingwhichincludescloudcomputingeconomics,strategyissues,ISpolicyissuesincloud
computing,andregulatoryissues.

SubashiniandKavitha(2011)surveyedonsecurityissuesinservicedeliverymodelsofacloud
computingsystem.Cloudcomputingoffersseveraladvantageslikebetterutilisationofresources,
lower costs, scalability, ubiquitous network access and many more but still suffers from some
majorsecurityrisks.TheydescribedsecuritythreatsinSoftwareasaService(SaaS)model.Data
security,dataintegrity,networksecurity,datalocality,dataaccess,datasegregation,authentication
andauthorisation,dataconfidentiality,availability,backup,webapplicationsecurity,virtualization
vulnerability,databreaches,identitymanagementandsign-onprocessarethekeysecurityelements
thatneedstobeconsideredasavitalpartofSaaSapplicationdevelopmentanddeploymentprocess.
TheauthorsfurthermentionedthesecurityrisksinPlatformasaService(PaaS)serviceinwhich
developersareofferedacompletesoftwaredevelopmentlifecyclemanagement,fromplanningto
designtobuildanapplicationtodeploymenttotestingtomaintenance.Buttheseadvantagesitself
canhelphackertousethecloudinfrastructureformalwareattacks.Theyaddressedsecurityissues
inInfrastructureasaservice(IaaS).IaaSprovidesavirtualservertothecustomersandneedstopay
onlyfortheresourcestheyuse.ButIaaSonlyprovidesbasicsecuritylikeloadbalancing,perimeter
firewall,etc.Ahigherlevelofsecurityisrequiredfortheapplicationsmovingtothecloudenvironment.
Theauthorsalsoidentifiedcurrentsecuritysolutionspresentedbyvariousresearchersinthisfield
suchastodevelopadevelopmentframeworkhavingtightsecurityarchitecture,resourceisolation
duringdataprocessing,avoidIPspoofinganduseencryptedprotocols,tousein-houseprivateclouds.

Zissisetal.(2012)studiedtheconceptofcloudcomputingandaddressedallthesecurityissues
relatedtothistechnology(JadejaandModi2012).Theydiscussedcloudservicemodels:IaaS,PaaS,
SaaS,anddeploymentmodelsofcloudarchitecture,whichareaprivatecloud,publiccloud,hybrid
cloud,communitycloud.Theyfurtheridentifiedtheimportantcharacteristicsofcloudcomputing,
which includebroadnetwork access, improvement in reliability factor, infrastructure scalability,
locationindependence,flexibility/elasticity,economiesofscale,cost-effectivenessandsustainability.
Theauthorsfurtherillustratedvarioussecurityissuesofusingcloudcomputingtechnology:Trust,
security identification of threats like confidentiality and privacy, integrity, availability. They
introducetheTrustedThirdParty(TTP)services,whichcanassurespecificsecuritycharacteristics
likeconfidentiality,integrity,andauthenticityofdatawithinacloudenvironment.Theyclaimthat
atrustedthirdpartycanactasanentitythatprovidessecureinteractionbetweenthetwoparties.
TTPcanbeconnectedtopublickeyinfrastructure,whichfurtherprovidesstrongauthentication,
authorisation,dataconfidentiality,dataintegrity,non-repudiation.TTPcanberelieduponforvarious
characteristicslikelowandhighconfidentiality,serverandclientauthentication,creationofsecurity
domains,cryptographicseparationofdata,certificate-basedauthorisation.Thisapproachusespublic
keyinfrastructure,Single-Sign-Ontechnology,andLDAPdirectoriestosecurelyauthenticatethe
entitiesanddealswiththethreatsincloudcomputingsuchasintegrity,confidentiality,authenticity,
andavailabilityofdata.
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BoydandCrawford(2012)illustratedsomecriticalquestionsbasedontheissueofbigdata.They
definedbigdatainthreeperspectivesthatareacultural,technologicalandscholarlyphenomenon
thatfurtherrestsupontechnologythatdealswithlargedatasets,andanalysisthatidentifiespatterns
fromthedatasetsandlastlymythologywhichshowsthebeliefofgettingintelligenceandknowledge
fromlargedatasets.Theauthorsdiscussedandinterrogatedsixbigdata-relatedquestions:1.bigdata
changesthedefinitionofknowledge;2.claimstoobjectivityandaccuracyaremisleading;3.bigger
dataarenotalwaysbetterdata;4.bigdatalosesitsmeaningiftakenoutofcontext;5.accessibility
ofdatadoesnotmakeitethical;6.limitedaccesstobigdatacreatesnewdigitaldivides.Theauthors
aimedtointerrogatetheassumptions,values,andbiasesofthisbigdatafield,whichcouldfurther
helpthescholarsandresearchersasanessentialcomponent.

Pateletal.(2012)studiedthebigdataproblemandaddresseditstechnologiessuchasmassively
parallelprocessing(MPP)databases,datamininggrids,distributedfilesystems,distributeddatabases,
cloudcomputingplatforms,internet,andscalablestoragesystems.Theydefineditsoptimalsolution
usingtheHadoopcluster,HDFSforstorageandparallelprocessingtoprocesslargedatasetsusing
Map-reduceprogrammingframeworkanddescribedtheirarchitectureindetail.Theauthorsperformed
thebigdataexperimentsandsetuptheHadoopdataclusterconsistingoffournodeswithonenode
asmasterdaemonandothersasslavedaemonsusingHDFSforstorage.Thefirstconfiguredand
testedasinglenodecluster.Eightconcurrenttasksperserverwereassignedtorunonacluster.Each
MapReduceprogramisfurtherdividedintoMnumberofmaptasks,andRnumberofreducetasks
andboththeinputandoutputarestoredinHDFS.Aftertheexperimentalsetup,theyperformedtwo
experiments.Thefirstexperimentwasprocessingtextbycountingseveralwordsthatoccurredina
largedatasizeddocument.ThesecondexperimentwasanalysingEarthquakedatasetbasedonaU.S
geologysurvey.TheexperimentwastotestwhetherHadoopbehavesoptimallyinthetwoconditions:
ifthenumberofnodesisincreasedorifthesizeofthedatasetandnodesareincreased.Theresults
fromexperimentsindicatedthefavorableresultsofthegivenapproach.TheyinferredthattheHadoop
clusterisscalableandtakeslessexecutioninboththeaforementionedconditions.Theysuggested
evaluatingperformanceandusingHadooponcloudplatformsasfuturework.

Vavilapallietal.(2013)illustratedthedesign,development,andcurrentstateofApacheHadoop
Yarn.Scalability,multi-tenancy,serviceability,localityawareness,highclusterutilization,reliability,
secureandauditableoperation,SupportforProgrammingModelDiversity(SPMD),flexibleresource
model, backward compatibility are someof the requirementsofHadoop, all theway toYARN.
HadooponDemand(HoD)wasdevelopedanddeployedbyYahoo!toaddresssomeofitsmulti-
tenancyissues(Vavilapallietal.2013).Theauthorsintroducedanewarchitecturewhichseparated
theprogrammingmodelfromresourcemanagementinfrastructureandassignedmanyscheduling
functionslikefault-tolerancetoper-applicationcomponentoaddressthementionedrequirements.They
furtherdefinedthemaincomponentsoftheYarnarchitecture,whichareresourcemanager,application
manager,nodemanager.Theyprovidedexperimentalevidencetodemonstratetheimprovementsin
termsofefficiencybyrunningYARNonproductionenvironmentsandconfirmedtheflexibilityby
describingtheportingofotherprogrammingframeworkslikeGiraph,Hoya,HadoopMapReduce,
Spark,StormontoYARN.TheyalsoidentifiedvariousbenefitsofYARNsuchasgreaterscalability,
higherefficiency,allowsdifferentframeworkstoshareaclusterefficiently.

Kaisleretal.(2013)discussedtheissuesandchallengesofbigdatainthispaper.Theydefined
volumeasacriticalcharacteristicofbigdataandconsideredvalue,velocity,variety,andcomplexity
asothercharacteristics.Valueiscreatedbyanalysingthebigdataandretrievingusefulinformation
fromit.Theauthorsillustratedthreemajorissueswhiledealingwiththebigdataproblem:storage
issues,managementissues,andprocessingissuesandeachofthesefieldsconsistofamassiveset
ofresearchproblems.Theypresentedtwosolutionsforstorageproblems.Thefirstistoprocessthe
dataandtransmitonlyresultantpieceofinformation,andsecondistoanalysethedatainorderand
transmitonlythatdatawhichisevaluativetodownstreamanalysis.Integrityandsourceofmetadata
shouldalsobe transferredalongwith theactualdata ineitherof thecase.Theyhighlighted that
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there isnoperfectbigdatamanagementsolutionexistsyet.Thisshowsan importantgap in the
researchliteraturethatneedstobefilled.Processingissuesrequireextensiveparallelprocessingand
newalgorithmsthatcanhelpinprovidingtimelyandrequiredinformation.Theyfurtherdiscussed
variousdynamicdesignchallengesinthebigdatafield.Theseincludequalityversusquantity,speed
versusscale,complianceandsecurity,datainputandoutputprocesses,dataownership,datagrowth
versusdataexpansion,unstructureddataversusstructureddata,alldataversussomedatavalue,
approachofdistributeddataanddistributedprocessingwhichincludescloudcomputingalongwith
theMapReduceprogrammingasoneofitssolutionbutitcanstillhaveperformancedegradation
problem.Theauthorsfurtheraddressedanalyticalchallengesunderbigdataprocessingwhichare
scaling,findingkeydata,processingdiscretelargedatapointssetintohighvalueddata,analysinga
largeheterogeneoussetofdata,andlastlymodelingtheworldinorderofourdesirewithabundant
ofdataavailableinhand.

SagirogluandSinanc(2013)presentedareviewofbigdata.Theydiscussed3V’softhebigdata
asvolume,velocity,andvariety.Furtherelaborating,theydefinedverificationasanothercomponent
of it.TheyfurtherderivedfromaTDWIsurveythatmoreattentionisrequiredtowardsbigdata
analysistooptimisedecisionmaking.Theydescribedthepotentialofbigdatainfivemaintopics
includingthepublicsector,healthcare,manufacturing,retailandpersonallocationdataspecified
byMcKinseyGlobalInstitute(SagirogluandSinanc2013).Theauthorsillustratedtwomethodsfor
bigdataprocessing.OneisaHadoopclusterusingtheHDFSandMapReduceframeworkandthe
otherisaHigh-PerformanceComputingCluster(HPCC)systemsplatform.Theydefineddifferences
betweenthetwomethods.Theauthorsaddressedprivacyandsecurityissues.

Wuetal.(2013)proposedaHACEtheoremwhichspecifiesthefeaturesofbigdata,andsuggests
abigdataprocessingmodel,fromtheperspectiveofdatamining.Here,Hstandsforheterogeneous
data;Aisautonomoussourceswithdistributedanddecentralizedcontrol,CandEindicatethecomplex
andevolvingrelationshipsamongdata.Theauthorsfurtherpresentedabigdataprocessingframework
whichconsistsofthreetiersfrominsideoutthataredataaccessingandcomputingprocedures(tier1)
whichfocusesontheeffectivecomputingplatformsuchasMapReduceorEnterprisecontrollanguage
(ECL)toaccesssuchlargeamountofdata,dataprivacy,anddomainknowledge(tier2)illustrates
twomostpressingissues.Firstisdatasharingandprivacy,andsecondisdomainandapplication
knowledge,whichfurtherhelpsinprovidinginformationfordesigningbigdataminingalgorithms
(KumarandChatterjee2016).Tier3isbigdataminingalgorithmsthatconcentrateonalgorithms
thatcanhelpinhandlingthecomplexityandlargevolumeofbigdata.Theyhaveanalysedvarious
challengesinthisbigdatafieldwhicharerequiredofhigh-performancecomputingplatforms.Atthe
datalevel,varietyofdatacollectionenvironmentsandinformationsourcescanleadtonoiseanderror
indata.Toavoidthissituation,asafeinformationsharingprotocolshouldbedeveloped.Acareful
designingofalgorithmsisrequiredtohavethebestmodeloutofthebigdata,andbigdatamining
frameworkshouldbemorecarefullydesignedtodealwithunstructureddata.

Kataletal.(2013)discussedissues,challenges,toolsandgoodpracticesofbigdata.Theyillustrate
thebigdataconceptanditspropertieslikevariety,volume,velocity,variability,complexity,and
value.Theyintroducedtheimportanceofbigdataanditsvariousprojects,whichplayanimportant
roleinchangingtheconceptofscienceintobigscience.Theyfurthermentionedbigdatachallenges
andissuessuchasprivacyandsecurity,dataaccessandinformationsharing,analyticalchallenges,
issuesrelatedtostorageandprocessing,skillrequirements.Sometechnicalchallengesincludefault
tolerance,qualityofdata,data scalability andheterogeneousdata.Theydiscussed the tools and
techniquesavailableforbigdatahandlingssuchasHadoopanditscomponents includingHDFS
andMapReduce,comparisonofHadooptechniquewithothersystemtechniqueslikeHPCandgrid
computingtools,volunteercomputingtechnique,andRDBMSandprovidedMapReduceasthebest
solutiontothisproblem.Theyfurtherfocusedonbigdatagoodpracticeswhichincludegenerality
oftechnologyisrequired,structuredandunstructuredbothdatashouldbeanalysedproperly,data



International Journal of Operations Research and Information Systems
Volume 11 • Issue 3 • July-September 2020

28

qualityshouldbeimproved,scalabilityofthedatastoredshouldbehandled,toreduceprocessing
time,investmentindataqualityandmetadatashouldbekeptinmind.

Chenetal.(2014)surveyedbigdataandreviewrelatedtechnologiessuchascloudcomputing,
Hadoop,InternetofThings,datacenters.Theymentionedfourfeaturesofbigdata:volume,variety,
velocity,andvalue.Theylistedsomechallengesofbigdata,whichincludesdatarepresentation,
redundancyreductionanddatacompression,datalifecyclemanagement,analyticalmechanism,data
confidentiality,energymanagement,expandability,andscalability.Theauthorsfurtherdiscussed
fourphasesofbigdatachain,i.e.,datageneration,dataacquisition,datastorage,anddataanalysis.
Theyalsofocusedonbigdatastorageandillustratedessentialissuessuchaslargestoragesystems,
distributedstoragesystems,andbigdatastoragemechanisms.Bigdataanalyticmethods,including
bloomfilter,hashing, index, trial,parallelcomputing,arediscussedinbrief.Moreover,different
analyticalarchitecturesfordifferentapplicationrequirementsareidentified,whicharereal-timevs
offlineanalysis,analysisatdifferentlevels,analysiswithdifferentcomplexity.Toolsforbigdata
miningandanalysisincludeR,Excel,Rapid-IRapidminer,KNMINE,Weka/Pentaho.Theauthorsalso
highlightedkeyapplicationfieldsofbigdatasuchasapplicationevolutions,structureddataanalysis,
textdataanalysis,webdataanalysis,multimediadataanalysis,networkdataanalysis,mobiledata
analysis.Theyalsofocusedonopenissuessuchastechnologydevelopment,theoreticalresearch,
practicalimplications,anddatasecurity.Futureopportunitiesinthisfieldincludehandlingdataof
largerscale,higherdiversity,andmorecomplexstructures,masteringdataresourceperformance,
exploring new innovative technologies should be explored in terms of data acquisition, storage,
processing,analysis,informationsecuritythroughthedevelopmentofbigdata,visualisationofdata.

RaghupathiandRaghupathi(2014)illustratedtheproblemofbigdatainthehealthcareindustry.
As the industryproducesa largeamountofdata, thereshouldbeamethodology toanalyseand
improvetheoutcomesandreducethecost.Healthdatasetsaresocomplexandlargethattheyare
difficulttoprocessbytraditionaldatahandlingapproaches.TheydefinedthefourV’sofbigdata
healthcareanalyticsasvolume,velocity,variety,andveracity.Thislargedatasetincludeselectronic
patientrecordsconsistingofpatientdata;physician’swrittennotesandprescriptions,medicalimages,
laboratory,pharmacy,insurance,andotheradministrativerelateddata.Theyhaveaddressedvarious
benefitsofeffectivelyusingbigdatainthisfieldlikeearlydetectionofpatient’sdisease,managing
populationhealth,anddetectionofhealth-carefraudquickly,predictingpatient’s lengthofstay,
electivesurgerytobechosenbyvariouspatientsandpatientswhowillnotbebenefitedbythesurgery,
andvariouscomplications.TheydefinedHadoopanditscomponentslikeHDFS,MapReduce,HBase,
Oozie,Hive,Zookeeperasthemostremarkableplatformtohandletheproblemofbigdata.Asthe
partitioneddatasetsareallocatedtonumerousservers(nodes)byit,andeachnodesolvestheparticular
partoflargerproblems,thusthefinalresultisachievedbycombiningthemtogether.Theauthors
alsofocusedonvariouschallengesthatneedtobeaddressedsuchasdataneedstobemenu-driven,
user-friendly,transparent,privacy,securityenablement,establishingstandardsandgovernance,the
lagbetweendatacollectionandprocessingneedstobefixed.

GandomiandHaider (2015)definedbigdataalongwith their characteristics.They focused
ontheanalyticsusedforbigdata,especiallyrelatedtounstructureddata,whichconstitute,95%of
bigdata.AlongwiththethreeV’sofbigdata,i.e.,volume,variety,velocity,otherdimensionshave
alsobeenconsidered likeveracity,variability,andvalue.Theauthorspresentedvariousbigdata
analyticaltechniquesforbothstructuredandunstructureddata.Thislistincludestextanalyticswhich
extractsinformationfromtextualdata,audioanalyticswhichanalyseandextractinformationfrom
unstructureddatapresentedinaudioformat;videoanalyticsknownasvideocontentanalysis(VCA)
which involvesvarious techniques tomonitorandextractdata fromvideostreams; socialmedia
analyticsreferstothestructuredandunstructureddataanalysisfromsocialmediaplatforms;and
lastly,predictiveanalysiswhichpredictfutureoutcomesbasedonhistoricalandcurrentdatausing
varietyoftechniques.Theyalsohighlightedfewfieldsforfutureresearchlikereal-timeanalytics
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becauseofthegrowthinlocation-awaresocialmediaandmobileapps.Noiseanderrorinbigdata
canleadtothedevelopmentofstatisticaltechniquesrequiredforminingdata.

Stephensetal.(2015)comparedthegenomicsfieldwithotherthreemajorgeneratorsofbig
data.:Astronomy,Twitter,andYouTube.Thesedomainsarefurtheranalysedintermsofacquisition
ofdata,secondlystoringthedata,distributionofdata,andlastlyanalysingthedatathatcomprisesthe
lifecycleofdatasets.Theauthorsfurtherdiscussedthetechnologicalneedsforbigdatagenomics.
Fordataacquisition,thepairingofgenomesequencewithautomatedmethodsisrequiredsothat
metadataandphenotypedatacanbecollectedfromdifferentenvironmentstocomparethem.They
addressedefficientstoragetechnologieslike3-Dmemory,overcomingtheproblemofI/Obottleneck
andnetworkspeedbyusingintegratedcomputingtechnologies.Theymentionedthatalgorithmic
developmentsthatcanrepresentgenomesasagraphcouldalsohelpincomparingonegenometo
another.Theonlysolutionspecifiedbytheauthorsforgenomesequencesdistributionisthecloud
computingtechniquetodealwithapopulationscale.TheystatedthattechnologieslikeHadoopand
otherhighlyscalablesystemsareagoodstarttoanalysegenomicsequences,mutationchangesor
anydevelopmentandevolutionbutatthesametime,thesetechnologiesaredifficultandexpensive
touse.Theynoticedthatgenomicshasvariouschallengesintermsoftheacquisition,storage,data
distributionandmostimportantly,dataanalysis,whichneedstobefacedinthefuture.

Hashemetal.(2015)studiedthebigdataconcept,itscharacteristics,classificationsanditsrise
incloudcomputingtechnology.Theydefinedthecharacteristicslikevolume,velocity,variety,and
value.Theyfurtherclassifiedthebigdatainfiveaspects:varioussourcesofdata,contentformat,
storingdata,staging,andprocessingofdata.Theyalsodescribedthecharacteristicsofeachaspect
inatabularform.Theauthorsfurtherdiscussedcloudcomputingtechnologyanditsservicemodels:
PaaS,SaaS,andIaaS.Theyillustratedtherelationshipbetweencloudcomputingandbigdata.Cloud
computingprovidesafacilitytoprocessbigdataandservesasaservicemodel.Theymentioned
MapReduceasagoodbigdataprocessingframeworkinacloudenvironment.Variouscasestudies
areprovidedby the authorsonbigdatausing cloud computing technology.The authors further
consideredtheproblemofstorageinbigdata,asearlierstructuredRDMSwasusedtostoredata
butwasincapableofmanagingamassiveamountofdata.Theyhighlightedafewexistingstorage
technologies:Network-attachedstorage(NAS),direct-attachedstorage(DAS)andstorageareanetwork
(SAN).TheydiscussedtheHadoopbackgroundanditstwocomponentsHDFSandMapReducein
respectofcloudtechnology.Theauthorsalsofocusedonresearchchallengesinbigdataprocessing
suchasavailability,dataquality,scalability,dataintegrity,thetransformationofdata,privacyissues
anddataheterogeneity.Theyalsopresentedopenresearchissuesinbigdataincloudssuchasdata
staging,datasecurity,dataanalysis,anddistributedstoragesystems.

Taetal.(2016)studiedbigdatastreaminginhealthcareanalytics.Multipleprocessescanbe
executedsmoothlywithinthehealthcaresectorbytakingadvantageofbigdataanalytics.Healthcare
data sources can be collected in both non-clinical and clinical domains, including sensing data,
social media, biomedical images, genomic data, biomedical signals, clinical text, and electronic
healthcarerecords.Bigdatastreamcomputingisstudiedtobringimprovementinqualityservices
andcostreductioninthehealthcareindustry.Bigdataanalyticsinhealthcarecanhelpinretrieving
therequiredpieceofinformation,andfurtheruseittopredictthediseasesandcurethem,raisethe
qualityoflifeandpreventabledeathscanbeavoided.Theauthorsproposedagenericarchitecturefor
analysingbigdatahealthcareusingopensourcessuchasHadoop,ApacheStorm,Kafka,andNoSQL
Cassandra.TheymentionedthatApacheHadoopisbatch-orientedcomputing,whereasApachestorm,
NoSQLCassandra,KafkaaretheprimetechnologiesinthefieldofBigDataStreamingComputing
(BDSC).TheyfurtherdescribedKafkamessagingsystemandKafkasystemarchitecture.Theyalso
discussedApachestormtechnology,itstopologyandstormclusterarchitecture.Toimprovethebig
datacomputinginthedomainofhealthcare,agenericarchitectureofcombinedadvantagesofboth
batchcomputingandstreamcomputingisprovidedbytheauthors.Theyalsofocusedonrelated
futurework,whichincludestherequirementofpowertoolssuchasmachinelearningandtheuseof
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dataminingtechniquesfortheefficiencyimprovementofdataanalytics.Asthehealthcaredatais
growingexponentially,achievingtheefficientresultfromthisindustryisstillquestionable,andit
canbetreatedasabaseforfutureworks.

Asha et al. (2018) presented an algorithm for retrieving the associated patterns in big data
usingHadoopcluster.Theystoreddata (structuredorunstructured) inHDFSandperformed the
Map-Reducetechnique.Apriorialgorithmwasusedasaminingproceduretofetchthepatternsin
aHadoopenvironment.Theymentionedtheadvantagesoftheirproposedsystem,whichincludes
extractingfrequentitemset,performanceimprovement,associatedmodelsexistinginfrequentitemsets,
performanceevaluationoftheHadoopsinglenodecluster.Theauthorssuggestedfutureworkasa
replacementofdatanodebymulti-nodes,thatcanbeusedtosupportapplicationssuchasmedical
applications,stockmarket,finance,weatherforecastingadbusiness.

HirveandReddy(2019)surveyedthetechniquesrelatedtovisualisationofdatathatcanbeused
fortheanalysisofbigdata.Datarepresentationplaysanimportantroleinthefieldofbigdata.A
bettervisualrepresentationcanprovideabetterunderstanding,explorationofdataandarapidincrease
inthegrowthofinnovation.Visualisationcanbedoneinanyformsuchasreports,barcharts,tree
diagrams,linesgraphs,oranyotherdiagram-basedrepresentation.Theauthorsproposedacasestudy
tocompareallthedatavisualisationtoolsandtechniquesexistingsofar,whichisappropriatefor
handlingbigdata.Theyhighlightedalltheadvantagesanddisadvantagesofdatavisualisationtoolsto
recommendthebestsuited.Theliteraturesurveypart,asmentionedshowedupallthepreviouswork
basedonvisualisationtoolsandtechniques.TheymentionedvarioustoolssuchasGooglechartstool
foralltypeofbrowsers;Wordle,aweb-basedtooldevelopedforvisualisingformats;Datawrapper,
textsanddifferentlayoutsofthetext;Tableauforcharts,graphsandmapsproduction;e-chartsof
Baiduincludespiecharts,maps,linegraphs,scatterplots,andothers.Theyfurtherexplainedthe
methodologyforusingbigdataHadoop,Hue,CDH’sApacheImpala,andHive.Clouderaisused
forprocessingqueriesandgeneratereportsofdataset.Further,for3DvisualisationandQRcode
generation,thegenerated2DoutputistreatedasaninputusingtheUnity3Dengine.Theycategorized
frequentlyuseddatasuchaspopulation-baseddata,e-commerce,andretaildata,datarelatedtothe
environment.Theauthorsalsoillustratedvisualisationbasedonlocationssuchasvisualisationbased
onpoints,regions,lines.AftercomparingvariousvisualisationtoolslikeBaidue-charts,Wordle,
Googlecharts,DataWrapper,theauthorsconcludedthatGooglechartsperformedbestascompared
toothertools intermsofeaseinvisualisation,reliabilityandotheraspects.Theyalsosuggested
futureworktoextendthisconcepttoaspecificlevel.UsingPHPhostfile,thevisualizedcontentof
codein2DformatcanbeprovidedtounityAR(Augmentedreality)enginewhichwillbetreatedas
inputdata,anditwillhelpinconvertingitintoamobileapplication.Thegeneratedstatisticswillbe
transfiguredtosmallQRcodes,whichwillallowtheuserstoseeitusingsmartphones.

Jannapureddyetal.(2019)studiedbigdataanalysisusingtheauto-scalingframeworkinthecloud
environment.Theymentionedthatpre-configurationisrequiredtosetuponApacheHadoopwith
sufficientresourcestocomputethedataloadatthepeak,butthismaycausewastageofcomputing
resourcesincaseof lowerusagelevels thanthepredeterminedload.Theauthors investigatedan
auto-scalingframeworkinconsiderationofthisproblem,whichcanautomaticallyadjustthevirtual
nodeswhenreal-timedataloadismaximumorminimum,whichcaneventuallyminimizethecost
ofresourceuse.Theyconsideredacost-effectiveauto-scaling(CEAS)frameworkviaMapReduce
frameworkusingHadoop,whichwasfirstpresentedforanAmazonWebServices(AWS)inthecloud
environment.Theauthorspresentedacasestudyof real-timesentimentanalysisofUniversities’
twitterdatawithvariousfunctionalitiesusingtheMapReducetechniquetovalidatetheeffectiveness
oftheproposedframework.

HajdarandJedidi(2019)proposedanewapproachbasedontasksorjobschedulinginabig
dataclusterusingHadoopasatechnology.Theydevelopedtheapproachforschedulingthetasks
toimprovetheefficiencyoftheschedulerinsidetheDataNodespresentsinabigdatacluster.They
focusedonoptimizingtheassignmentof tasksbytheNameNodetothedatanodes.Theauthors
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mentionedthatthedefaultschedulerofHadoopisinefficientfornon-homogeneouscomponentsand
facesfailureinidentifyingslowtasks.Hadoop’straditionaltaskschedulerincludesthreeschedulers:
FIFOscheduler,HadoopFairScheduler(HFS)andcapacityscheduler.Theymentionedthattheir
proposedalgorithmalsoconsiderstheresourceutilizationintermsofCPU,I/O,RAM,Network
andscheduledjobtypes.Theyexperimentedwithfourmachines,includingoneNameNodeandrest
asDataNodesmachines.Theauthorsconsideredahomogeneousclusteranddifferenttypesofjobs
arebeinginitiatedintothatclustertotesttheperformanceoftheproposedalgorithm.Theresults
showedthattheirtaskschedulerperformedbetterwhencomparedtoFIFOschedulerandCapacity
Scheduler.Theauthorsalsofocusedontestingandevaluatingtheperformanceofthealgorithmabove
inaheterogeneousclusterasthefutureworks.

4. DISCUSSIONS

Inthispaper,severalkindsofliteraturehavebeenreviewedanddiscussedtoidentifythestate-of-the-
artscenariosofthetopicsbeinginvestigated,whichincludesbigdataanalysis,Hadoopandcloud
computing.Wehavefoundvariousgapsintheexistingliteraturethatrequirenewunderstandingor
freshinsights.Thispaperaddressestheimportantissuesandgapsinasinglearticletobroadenup
theresearchdomaintofacilitatetheresearchertoenhancethetechnologyandtoformulateadeeper,
moreprofoundunderstanding.

Afterreviewingpapers,asstatedinSectionIII,andconsideringfindings,wefoundthatthere
stillexistmanygapsintheresearchdomainofbigdata,Hadoopandcloudcomputing.Theyneed
tobefilledwhichhadnotbeenpreviouslyexposedorsatisfactorilydescribed.Followingarethe
glitchesthatneedtobeconsidered:

• Privacyanddatasecurityissuesinthecloudenvironment;
• Visualisationoflargedatasetsforbetterunderstanding;
• Analysinglargeheterogeneousorunstructureddatasets.

4.1. Privacy and Data Security Issues in the Cloud environment
Security andprivacyare the twobiggest stickingpointswhen it comes tomovingdata into the
cloud.Outofthetwoissues,securityisobviouslythemostimportantasthedatacanbesecurely
storedinawaythatdoesnotensureprivacybutprivacycannotbemaintainedifsupportingsystems
arenotsecure.Cloudcomputingtechnologyprovidestheadvantageofaccessingallourdataand
applicationsfromanynetworkdevice.Figure5showstheubiquitousnetworkaccessusingcloud
computing.Datapresentinanyformlikedocuments,images,email,etc.canbemovedtothecloud
anduserscanretrieveinformationusingtablet,desktop,smartphoneoranyothernetworkdevice
fromanywhereandanytime.Moreover,cloudanalyticapplicationshavenoticeablebenefitsforbig
dataprocessing,makingitscalable,easyandcost-effective(ElsayedandZulkernine2018).Cloud
servesmanyfacilitiestotheuserssuchaspayperuse,nohardwaresetupandeasyaccessfromany
network,etc.Despitealltheseadvantages,stillthereexistprivacyanddatasecurityrisksinthecloud
environmentthatareholdingbackcloudprojects.Theserisksincludeinvisibilityofdatapresent
oncloudapplications,nothavingfullcontroloveraccessrightsofsensitivedata, incapabilityof
preventingintruderormisuseofthedata,etc.ElsayedandZulkernine(2018)consideredsecurity
breachesrelatedtomalicious,vulnerableandmisconfiguredanalyticapplicationsthatcanharmdata
integrityandconfidentiality.Theypresentedareal-timesecuritymonitoringasaservice(SmaaS)
frameworkthatdetectsodditiesinthecloudanalyticalapplicationswhicharerunningonHadoop
clusters.Mo(2019)introducedtwodistributedstoragesystemsinthecloudcomputingenvironment,
whichareGoogle’sGFSandHadoop’sHDFS.Furthermore,theauthorproposedanenhancedant
colonyalgorithmtotackletheproblemoftheinternetofthings(IoT)datasecuritystorageinacloud
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environment.Thealgorithminspectstheshortestcompletiontimeandloadbalancingofdatastorage.
Deyetal.(2018)studiedmobilecloudcomputingandsecuredthetransferringofdatabetweenthe
differentparties.TheymentionedsomeexistingauthenticationschemessuchasSecureShell(SSH)
password-basedauthenticationandtoken-basedauthentication.Buttheseexistingschemesareeither
expensiveintermsofcomputationornotappropriateforthemobilecloudcomputingenvironmentin
termsofresourceutilizationandsecurity.Theauthorsproposedanewscheme,knownasamutual
authenticationschemebasedonmobilecloudcomputing.InthisAMLTscheme,Authenticationis
basedonMessagedigestLocationandTimestamp.TheystatedthatAMLTutilizessymmetrickeys
todecreasethecomplexityofcomputation,anddynamickeysareutilizedtominimizeidentification
ofencryptionkeys.TovalidatetheAMLTsecurity,theyusedprotocolanalyzerScyther.Wuetal.
(2019)presentedasolutiontocloudstoragesecuritythroughequilibriumanalysis.Theyperformed
evaluationsonseveralgamemodelsbetweenusersandpubliccloudstorageproviderstoexaminethe
securityofdifferentservicescenarios.Theyhighlightedthatuserscouldchecktheriskofprivatedata
hackingbythecloudserviceproviders,andthecloudserviceproviderscanalsoplantheirstrategies
tomaketheirservicesmorereliable.Theyinspectedandverifiedthisapproachbyperformingan
experimentalstudyof32usersallowingtovalidatethemethodforreal-timeserviceimprovement.
Zhangetal.(2019)providedahybridencryptionalgorithmtodealwiththedatasecurityissuein
thehospitalclouddatabase.TheauthorsfirstconsideredtheAESalgorithm.Theyimproveditand
called it aP-AESalgorithm.Further, thisalgorithm iscombinedwith theRSAalgorithm.They
performedexperimentstoverifythealgorithm,andtheresultsshowedthatthisencryptionalgorithm
hasvariousadvantagessuchasbettersecurity,goodprocessingabilityforlongerdata,fastencryption
anddecryptionspeed,andcansolvetheissueofdatasecurityinaclouddatabasetoacertainextent.
Therecanbesomemeasureswhichcancounterthesethreatsandsecurityissuesincloudcomputing
suchasenhancedsecuritypolicyshouldbeintroducedandimplemented, improvementinaccess
controlmanagementbyallowingonlyauthorizedusertoaccessdata,differenttoolsfordataprotection

Figure 5. Ubiquitous network access using cloud computing
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andsecuritytechniquesshouldbeused.Thesecoursesofactioncanhelptoreducetheriskofabuse
ofcloudandensuretheintegrityofthedata.

4.2. Visualization of Large Data Sets
Thesecondmostimportantgapincloudcomputingandbigdatadomainisdatavisualisation.It
is aprocessof taking rawdataand transforming it intographs, charts, images, andevenvideos
representingthepurposeandallowustogaininsightsfromit.Visualrepresentationofdatapatterns
playsavitalrolewhenyouhaveanenormousamountofdatawithyou.Visualisationtechniques
helpuserstoeasilyobtaininsightsplaysavitalrolewhenyouhaveanenormousamountofdatawith
you.Datavisualizationcanbeconveyedintheformofthreebasictypes:Relationship,Comparison,
andComposition.Arelationshipshowstheconnectionorcorrelationbetweentwoormorevariables
inadataset.Scatterplottechniqueorbubblechartscanbeusedhere.Comparisonsetsonesetof
variablesapartfromanotheranddisplaystheinteractionbetweenthem.Bargraphsandlinecharts
canhelpinperformingthecomparison.Thethird typeofrelationshipiscomposition.Itcollects
different typesofdata thatmakeupawholeanddisplays themtogether.Thecanonicalexample
of this canbe a pie chart.Distribution can act as a fourth typeof visualization. It can layout a
collectionofdatatoshowhowitcorrelatesandhelptounderstandanykindofinteractionbetween
thevariables.Visualisationtechniqueshelpuserstoeasilyobtaininsightsfromdataandmaketheir
informationmoreactionable.Thesetechniquesillustraterelationshipswithindataanddiscoverdata
values.Visualisationcanbeattainedinpictorialorgraphicalformatssuchasbargraphs,charts,and
spreadsheets.Figure6illustratesdifferentvisualisationformatsofbigdatasuchaslinegraphs,tree
diagrams,reports,bargraphs.Visualisationofdataisimportantbecauseithelpsindecisionmaking,
simplifyingthecomplexquantitativeinformationandsupportsinanalysingandexploringbigdata
easily. It identifies the areas thatneedattentionor improvement and recognizes the correlations
andunexpectedrelationshipbetweendatapointsandvariables.Italsoexploresnewpatterns,spot
trendsandunveilshiddenpatternsinthedata.Clarity,efficiency,andaccuracyarethethreemajor

Figure 6. Visualisation of big data
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considerationsfordatavisualisation.Claritymakessurethatthedatasetiscompleteandrelevant.
Accuracyensuresthatappropriategraphicalrepresentationisusedtoconveyrightmessages.The
useofefficientvisualisationtechniquecanhelpinhighlightingallthedatapoints.Beforevisualizing
thedata,somebasicfactorsneedtobetakencarewhicharevisualeffects,coordinationsystem,data
typesandscale,andinformativeinterpretation.Visualeffectsincludetheusageofappropriateshapes,
colors,andsizestorepresenttheanalyseddata.Thecoordinatesystemshelptoorganizethedata
pointswithintheprovidedcoordinatesefficiently.Thedatatypesandscalechoosethetypeofdata
suchasnumericorcategorical.Theinformativeinterpretationcreatesthevisualsinaneffectiveand
easilydecipherablemannerusinglabels,titles,andpointers.Therearevariousmulti-dimensional
visualisationtoolssuchasGooglecharts,TableauPublic,Weave,Wordle,Kibana.Devietal.(2019)
illustratedgraphanalysisandvisualisationofsocialnetworkbigdata.Theyconsideredgraphas
a useful representation to visualize the hidden relationship between unstructured data sets. The
authorsshowedtheprocessofcreating,transforming,visualizing,andanalysinglarge-scalegraphs
fromsampledataobtainedfromAmazonsocialnetworkingwebsite.Naziretal.(2019)presenteda
reviewonvisualizationofbigdataincardiology.Theauthorproposedastudyonexistingliterature
relatedtovisualisationofbigdataincardiologyandoutlinedifferentvisualizationtechniques.They
highlightedthevariousbenefitsofvisualizationwhichcanhelptoachieveimportantinformation
frompatient’sdata.

4.3. Analyzing Large Unstructured Data Sets
Thethirdgapthatweconsiderisanalysingheterogeneousorunstructureddata.Heterogeneous
dataisakindofdatathatisavailableinmanyformats,andithasahighvariabilityofdifferentdata
types.Medicalimagingdataposeahugevolumeintermsofdatasize(Chatterjee2018;Chatterjee
etal.2019).Duetohighdataredundancyandmissingvalues,theyareambiguousandpersistlow
quality.Asmentionedabove,unstructureddatareferstothepieceofinformationthatdoesnotreside
inatraditionalrow-columndatabase.Theylackproperformatinstorage.Itisquiteacumbersome
task toretrievevaluable informationfromunstructureddata.Mostof thebigdataencountered
isintextualformatwhichishighlyunstructuredinnature.Mostofthebigdataencounteredis
inanunstructuredformat.Unstructureddatacanbecharacterizedbasedonitssource,including
human-generateddataormachine-generateddata.Human-generateddataisfoundinhugeamounts
acrosstheinternetsuchaswebsitecontent,socialmediadata,andmobiledata,whereasmachine-
generateddataisscientificdata.Yue(2018)studiedanecosystembasedonahealthcarehybrid
Hadoopforunstructuredhealthcaredatalogs.Theauthormentionedthattheproposedecosystem
consistsofdifferentcomponentssuchasSqoopandZookeeper,Hive,Pig,HadoopDistributed
FileSystem(HDFS),HBaseandMapReduce.Unstructuredhealthcaredatacanalsoberetrieved
usingtheApacheDrill.TheauthoridentifiedthatthetoolslikeHadoopecosystemandApache
Drillareauthenticenoughtogainaccesstoalargeamountofcomplicateddatainthehealthcare
domain.Naturallanguageprocessing(NLP),datamining,textminingaresometechniquesthat
canhelptoproducesignificantandactionableinsightsfromhighlyunstructureddata.Textmining
ortextanalyticsistheprocessofderivinginformationfromnaturallanguagetext.Itinvolvesthe
processofstructuringthegiveninputtextandfurtherobtainpatternswithinthestructureddata
andlastlyevaluateandinterprettheoutput.Itgainshigh-qualityinformationfromthetext.Onthe
otherhand,naturallanguageprocessingistheartificialintelligencemethodwhichcommunicates
withanintelligentsystemusingthenaturallanguage.Theoverallgoalistoturntheunstructured
datapresentintheformoftextintodataanalysisviatheapplicationofnaturallanguageprocessing.
That’swhytextminingandNLPgohand-in-hand.NLPcanbeusedinspeechrecognition,sentiment
analysis,informationextraction,advertisementmatching,andmachinetranslation.

Finally,wecanthrowlightonthelatestandupcomingresearchtrendinthedomainmentioned
aboveandalsopointoutthepotentialareaofinvestigation,whichincludes:
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• Scalingandfindingkeydatafrombigdata;
• EvaluatingperformanceandusingHadooptechnologyonacloudplatform.

5. CONCLUSION AND FUTURe wORK

Inthishighlydata-drivenworld,storingandprocessingthisdataforextractingvaluableinformation
becomesachallengingtask.Traditionalcomputingsystemscannotaccomplishthetaskofhandling
bigdatawithinthegiventimeframeasthecomputingresourcesofthesesystemsisnotsufficientto
processandstoresuchahugevolumeofdata.ThisiswherevarioustoolssuchasHadoopandApache
Sparkcomeintothepicture.Inthisstudy,wehaveexaminedtheconceptofbigdata,itscharacteristics,
sourcesandsomefactsrelatedtoit.WehaveprovidedaconceptualoverviewofHadooptechnology,
cloudcomputing,andApacheSparkindetail.Here,wehavepresentedacriticalbroadreviewof
state-of-theart-relatedliterature.Privacyanddatasecurityissuesincloudcomputingrequiremore
intentnessasvariousdata-relatedissueslikedatabreaching,dataremoval,datarecovery,datalocality
canleadittosecuritythreats.Guesthoppingattack,maliciousinsider,side-channelattackaresome
ContentSecurityPolicyattacks.Therealsoexistnetworklevelandapplicationrelatedsecurityattacks
suchasDNSattack,IPspoofing,cloudmalware injectionattack,cookiepoisoning,hiddenfield
manipulationthatcanactasthreateningremarks.Anothergapthatdemandsattentionisvisualization
ofincredibleamountsofdatathatbringthevalueoftheinformationtolight.Rawdetailsofdatacan
remainobscureifnotanalyzedproperly.That’swheredatavisualizationcomesintoplay.Itcanchange
thewaywemakesenseoftheinformationtocreatevalueoutofit.Thevisualrepresentationcanhelp
indiscoveringnewpatternsandspottrendsfromlargedatasets.Analyzinglargeheterogeneousor
unstructureddatasetsisalsoanexactingissuethatrequiresfurtherresearch.Furthermore,current
researchgapsandopenchallengesareidentifiedanddiscussedthatrequirefurtherstudy.
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