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ABSTRACT

The rising adoption of e-CRM strategies in marketing and customer relationship management
hasnecessitated tomoreneedsespeciallywhereaspecificcustomersegment is targetedandthe
servicesarepersonalized.Thispaperpresentsadistributeddataminingmodelusingaccess-control
architectureinabidtorealizetheneedsforanonlineCRMthatintendstodeliverwebcontenttoa
specificgroupofcustomers.Thishybridmodelutilizestheintegrationofthemobileagentandclient
servertechnologiesthatcouldeasilybeupdatedfromthealreadyexistingwebplatforms.Themodel
allowsthemanagementteamtoderiveinsightsfromtheoperationsofthesystemsinceitfocuses
one-personalizationandwebintelligencehencepresentingabetterapproachfordecisionsupport
amongorganizations.Toachievethis,asoftwareapproachmadeofaccess-controlfunctions,data
mining algorithms, customer-profiling capability, dynamic web page creation, and a rule-based
systemisutilized.
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1. INTRoDUCTIoN

Thecurrentbusinessworldhasadopted-toalargerextent,theconceptofe-businesswherecompanies
utilizetheinternetplatformforinteractionsandeffectivecommunicationwiththeircustomers.This
hasincreasedtheinteractionpointscomparedtotheinitialface-to-faceinteractions.E-CRMisa
techniqueemployedtocreatealoyalonlinecustomerrelationship(Berry&Linoff,2004).Using
thetechnique,itisalsopossibletodiscoverthebestandmostrewardingwayofrealizingsucha
relationshipusingthewebplatform.Thisisanalwaysgrowingprocessforretaining,growingand
acquiringloyalandprofitablecustomersusingtheinternet.

Thisarticle,originallypublishedunderIGIGlobal’scopyrightonJuly10,2020willproceedwithpublicationasanOpenAccessarticle
startingonJanuary18,2021inthegoldOpenAccessjournal,InternationalJournalofBusinessIntelligenceResearch(convertedtogold
OpenAccessJanuary1,2021),andwillbedistributedunderthetermsoftheCreativeCommonsAttributionLicense(http://creativecom-
mons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninanymedium,providedtheauthoroftheoriginal

workandoriginalpublicationsourceareproperlycredited.
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E-CRM,tobespecific,focusesmainlyintheareasofdecisionsupport,customermanagement
andpersonalizedservice.Personalizedservicereferstotheprovisionofbettercustomerserviceby
presentingtherightandcorrectinformationtotherightandintendedcustomers(Berry&Linoff,
2004).Normally,thisisachievedonawebplatform(Chua,2011).Thisenablestheuserstoacquire
theinformationoftheirinteresthenceenhancingtheexperienceoftheuseronthewebsite.Customer
managementontheotherhandoperatesthroughthemaininternetpointsofcommunicationbetween
thecustomerandthecompany(Chua,2011).Thismainlyinvolvesproactivedirectcommunication
tothecustomersviaemails,newslettersandeveninteractiveonlinehelpdesk.Thismayalsoinclude
automationofsalesforce(Chua,2011)(Figure1).

Forsounddecisionsbymanagementonhowtobetterrune-CRM,itisimportantthatonehas
abetterunderstandingofthebusinessoperationsandthetargetedcustomerbase.Effectivebusiness
intelligenceisthatwhichhasbeenobtainedtimely.Duetotheever-changingpaceofe-business,the
informationhasbeenevolvingtoo.Thesebusinessareastogetherassistintheretainingandattraction
ofloyalcustomers(Berry&Linoff,2004).

Generally,thispaperappreciatesthethreemaintechnologiesofwebloganalyzer,webspyand
data-warehousing(includesdecisionsupportmodulesanddata-miningmodules).Thisisinregard
tothetargetedareasofpersonalizedserviceanddecisionsupport.Eachofthetechnologiesgives
somebetterinsightintotheaspectsofthebusiness.Mostparticularly,useofwebloganalyzeris
notenoughtogivedetailedunderstandingofbusinessintelligence.Nonetheless,itgivesadetailed
reportonthestatisticsofthewebsite.Itishoweverimportantthatotherinformationlikethemarket
positions,customersandtheirbehaviorsandcompetitorinformation.Inthisarticle,theknowledge
onthecustomerwillbeutilizedinthee-personalizationofthewebcontentbasedonthecustomer’s
needs(Berry&Linoff,2004).

InordertoattaintheobjectivesasdepictedinFigure2,theAccess-controlarchitectureisproposed
(BasharAhmed,M.L.BenMaȃti,&BadreddineAlMohajir,2014).Thiscanbebuiltonanexisting

Figure 1. e-CRM covers three business areas and their functions
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website.Thekeyobjectiveistodistributethefunctionsofbusinessintelligenceande-CRMwiththe
helpofanagent-architecture.Anotherobjectiveistomonitortheaccessesbytheusersonthewebsite.

2. RELATED woRK

PredictiveAnalyticsareallaboutfindingtheinsightsthatwillhelpyouunderstandwhatmighthappen
inthefuture.Theyhelpyourecognizepatternsinhistoricaldata,repeatedtransactions,andrelationship
cues.Ifyouusepredictiveanalyticseffectively,youcanfacilitateamoreproactivebusinessapproach.

Thereisagiganticandhorrifyingseaofpredictiveanalyticresearch&theoryoutthere–so
muchsothatitcouldmakeyourheadspin.So,forthesakeofsanity,let’shone-inonthreeofthe
majorpredictiveanalyticstypesandhowtheycanmakeyouasmarter,savvier,salesormarketing
professional(DanineMidura,2016).

Thethreepredictiveanalyticswe’regoingtodiscussareshownbelow.

2.1. Sequencing
Simply put, sequencing has to do with analyzing probability, sequencing refers to the ability to
acquireknowledgeofthestructureofsequences.Thiscanbeachievedincidentallyactingonevent
sequencesthroughexperienceor,incaseofexplicitefforts,intentionally.Tolearnasequencemeans
thatthepresentationandorderingrulesofstimulimustbeacquired.Theworkingmemorysystem
comesintoplaybykeepingtheinformationonasinglestimulusactive,allowingcomparisonwith
subsequentstimuli.Inaddition,therelationshipsamongthetemporalandspatialcharacteristicsof
thestimulimustbeacquired.Ofrelevanceistheneedtostorethesequencestructureonceidentified.

2.2. Cross-Selling
WhatdoyouseewhenyoumakeapurchaseonawebsitelikeAmazon?Asyougotocheckout,
itshowsyousuggestionssuchas:PeoplewhoboughtthisTValsoboughtthisHDcableandthese
DVDs.They’reusinganalyticdatatofigureoutwhichcompanionproductsyou’remostlikelytoneed/
wantbasedonyourpurchase—it’scross-selling.Youcanusepredictiveanalyticsinthesameway.

JustaspeoplewhobuyaTVoftenendupneedingcables,peoplewhobuyoneofyourproducts
orservicesmayendupneedingacompanionproduct.Lookbackthroughtransactionaldatafromthe

Figure 2. The conceptual view of the e-CRM architecture and the objectives
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lasttwoyearstoseewhichproductsweremostoftenpurchasedtogether.Then,useyourpredictive
analyticsstrategytoplanthecross-sellstrategy.

2.3. Lack of Action
Thefirsttwopredictiveanalyticswecoveredhavetodowithinterpretingthedataaroundacustomers’
actions.But,haveyouthoughtabouttheusesofpredictiveanalyticsfortheopposite?Ifacustomer
youhavefrequentinteractionswithsuddenlywanesintheircommunication,theremaybeaproblem.
Perhapsthey’reunsatisfiedwithsomething,orworse,theyarethinkingofseveringbusinessties.Best
casescenario,savetherelationship,butyoucan’tknowtodothatwithoutfirstrealizingthere’sa
problem.Solookbackonthecustomerswhohaveleftyou.Canyoupulloutanypatternsortrends?
Usethosepatternstocreateafall-offmodel.Forexample,ifyounoticecustomerstendtorespond
slower(ornotatall)toyouremailspriortodroppingyourbusiness,youcanfactorthatintoyour
fall-offmodel.Thinkofyourfall-offmodelastheyingtoyouranalyticsyang.Whenyoucombine
thepatternsfromfall-offwithyoursequencingdata,youcanstarttopredictwhethersomeoneis
likelyorunlikelytobuy.Ifthey’remorelikelytobuy,themarketingandsalesdepartmentscanreach
outtoencouragethefinalpush.

Asthetrendtowardspredictiveanalyticscontinue,theactivitymanagementandsalesforecasting
oforganizationswillevolvetomatch.Ashumans,wearecreaturesofhabit.Ourbehaviorpatterns
tendtoremainsteady,andifyoulearntoreadthosepatterns,youcanvastlyimprovetheeffectsof
yoursalesandmarketingefforts.ManyE-CRMsystemsarestartingtoofferpredictiveanalytics
capabilitiestokeepupwiththistrend.InforE-CRM,Salesforce,andMicrosofthaveallintroduced
predictiveanalyticsintheirlatestreleases,andanothermajorE-CRMplayer,SugarCRMhasonein
theworks.Whenitcomestopredictiveanalytics,there’snotimelikethepresent!Usethepowerof
yourinformationforsmartersalesandmarketing,startingnow.

3. THE HyBRID ACCESS CoNTRoL ARCHITECTURE

Inthissection,apresentationofthehybridmodelfordatamininginbusinessintelligenceisdone.
Thisisinabidtorealizetheeasyintegrationandwebserverupgradeforoperationine-business
environment.Theuniquefeaturesofthisframeworkinclude;theintegrationofthedistributedsoftware
agentsandthewebsite’saccessmonitoringsystemfortheusers.Thispromotestheminingabilityto
beperformedontheremotesiteswiththehelpofthemobileagentsgivingbusinessreportsthatare
insightfulandintelligent.Theresultisalsofedbacktoaremoterulebasedsystemfore-personalization.
Thismakesitableforadoptiononexistingwebsites(Berry&Linoff,2004).

This model operates on the principle of allowing the website with little modifications to
capturetheuser’strails,theirparticularsandallowingthembetterserviceexperienceonlinethrough
e-Personalization.Becauseofthis,ithastheoptionforusingthemobile-agentmodelandclient-server
model.ThefollowingarethecomponentsoftheproposedhybridACarchitecture.

3.1. e- Business website
Thisismainlycomposedofthepersonalizationserverandthewebserver.Thelatterhoststhewebsite
andhandlesusers’httprequests.Itisonthisplatformthatthee-CRManddistributeddatamining
canbeimplemented(Berry&Linoff,2004).Thismadeispossiblebyupgradingittoanagent-based
architecture.Itisthewebserverthatisresponsibleforstoringthesubmittedonlineforms,logsand
theprofileoftheusers.Ontheotherhand,generationofdynamicweb-pagesismadepossibleby
thee-Personalizationserver.

3.2. e-CRM Server
Thisserverstoresoperationaldatabyservingasarepositoryfordataminingagents.
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3.3. oLAP Agent
Thisgeneratesdata-cubesthataremulti-dimensionalforbrowsinginformationandwhichcouldbe
integratedonaseparateextranetorintranetserverinabidtoallowaccessforauthorizedpersonnel
only(Berry&Linoff,2004).

3.4. web Alert Agent
This mainly allows alert broadcast to the designated company personnel in case of exceptional
events(Berry&Linoff,2004).Forinstance,whenthevalueofagivendatachannelexceedsagiven
threshold,agivengroupofpeopleinthecompanyreceiveshortmessagesoremailaddressesasa
notificationoftheevent.

3.5. web Spy Agent
Thishasthefunctionalityforspyingonthewebsitesoftheonlinecompetitorsbyretrievinginformation
likenewproducts,prices,theirmarketpositionsandevenupdates.

3.6. Data-Mining Agent
Itisevidentfromtheagentcomponents’illustrationsabove;thethreemajorareasofbusinessare
coveredasdepictedintheFigure3.Themainfocusofthispaperisonhowtheaccesscontroland
loginmechanismcanbeimplementedonthewebsitetorealizeenhancedbusinessinformationand
e-CRMintegratedwithframeworkofE-CRMApplicationandCustomerBehavior(BasharAhmed,
M.L.BenMaȃti,&BadreddineAlMohajir,2015).

Figure 3. Agent based framework for business intelligence and e-CRM
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4. THE ACCESS CoNTRoL MECHANISM

This isa requirement in the implementationofwebsite that ise-CRMenabledandone thathas
customercenteredintelligence.Basically,itrequiresaloginforaccessgranttoprotectedfunctions.
Ontheinitial,theuserwouldberequiredtoregisterwithapasswordandausernameofhis/her
choice.Thehypertextlinkstoresourcesthatareprotectedonthewebsitearethenmodifiedwithany
clickonthesehyperlinksbeingrecordedinadatabase(Fjermestad&Romano,2006).Therecorded
informationinvolvestheuser,timeloggedinandtheresourcesaccessed.Thisinformationwould
besignificantintheprovisionofinsightsontheactivitiesonthewebsiteratherthantraffichitson
everyvisit.TheflowchartsinFigure4andFigure5illustratetheloginandaccessproceduresandin
eachcasetheinformationisrecordedintwodifferentdatabasetables.

Figure 4. Flow for login procedure

Figure 5. Logical flow for access procedure
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ThedistinguishingfeatureforACarchitecture is that thespecific resources tobemonitored
onapagecanbeaccuratelypinpointed.Accesspatternstotheseresourcescanthenbederivedand
monitored(Fjermestad&Romano,2006).Thisleadstotheabilityforacompanytoobtainawealthof
businessintelligence.Thisispossiblewiththeaidofdataminingandevenwithout.Inboth,information
aboutproductpopularity,customers’interestsandtechnicalknowledgebasecouldbederived.

5. PATTERN DISCoVERy wITH AC ARCHITECTRURE

Patterndiscoveryisalsoreferredtoaswebusagemining.It’stheprocessforminingforaccessand
userbrowsingpatterns.Withthisproposedmethod,miningispaintedasbackendprocessthat is
significantforderivingbusinessintelligence(Iyer&Bejou,2004).Beforetheminingalgorithms
mayberun,thebelowissuesoughttobeaddressedinthepre-processingofdata.

5.1. The Preprocessing Task
Here,theserverlogiscleanedtodoawaywithirrelevantattributes.Issueslikeproxyservers
andlocalcachescoulddistorttheintendedpictureofusertraversalsinawebsite.Inorderto
overcome this problem, cookies and cache browsing are some of the modern implemented
techniquesused.IntheACenvironment,useraccessesderivedfromthelinksarerecordedand
anassurance ismade that theuserhas logged inand thathe/shehassharedhisuniqueuser-
idbeforeheisallowedaccess.Hence,everyrecordstoredgraspsthedetailedinformationon
user’sidentification,thetimeofaccessandtheaccessedresource.Withthistechnique,thedata
preprocessingeffortisminimal.Thismethodismorereliableasthereisnoambiguousvalue.
Themaindrawback,howeverisingettingtheuserstosignup.Forthatmatter,thevalueofthe
resourcemustbeworthytheuser’slogineffort.

DiscoverytechniquesonWebTransactions
Thereexistsanumberofminingtechniquesthatcouldbeperformedontheaccessrecords.Good

examplesincludeclassification,clusteringandpathanalysis(Figure6).

6. CoNTRIBUTIoN To KNowLEDGE

There already exists a couple of e-CRM technologies aimed at improving service delivery and
interactionexperiencesbetweenthecompaniesandcustomers.Forthesetobeachieved,boththe
companiesandthecustomerpersonnelmusthaveafairinteractionwiththee-CRMsystem.Themain
focusofthispaperwastorealizeabetterinteractionexperiencebetweenthecompaniesandthee-CRM
system.Theproposedmeansfordataminingissosignificantinachievingthismilestone.Theability
fortheintelligentdataacquisitionoutofthesystemedgesawaythepreviousmanualmeansused
traditionally.Theautomationthereforewouldtoaverylargerextentimprovethelevelofinteraction
experiencebetweenthecompanypersonnelandthesystem.Forthisreason,itwouldbepossiblefor
theorganizationstounderstandtheirclientbaseandpatternshelpinginintelligentdecisionmaking
andserviceprovision.Thispaperaddsrelevantknowledgeinthisareaandtheproposedframework
ismuchmoreadvocatedfor.

7. CoNCLUSIoN

Forbusinessesthathaveadoptede-Business,itisavitalbusinessfunctiontoenhancetheeffectiveness
oftheirsitesandthiscanbederivedfromtheirabilitytoaccuratelythesite’strafficandtomonitor
thevisitor’sactivities.Thediscussedaccesscontroltechniqueridesonthiskeydiscovery:theability
toobtaindatafromthelinkstotheresourcesatthewebserverratherthanmanualsearchfromthe
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servers’logfiles.It’saloginbasedapproachforgettingclients’trails.Anassumptionismadethatthe
usersgettologininexchangefortheunderlyingvaluableinformationandresources.Thisframework
providesabetterandamorereliableintelligencetothecompanyowners.

8. FUTURE DIRECTIoNS

PredictiveanalyticsisoneofmanyemergingtechnologieswithapplicationsinE-CRMandother
sectors.Thispowerfultechnology,whichhasalsobeenusedinvariousapplicationsinthemedical
field,travelsafetyandtheautomotiveandtravelindustries,enablesconsumersaswellasbusinesses
andtheiremployeestomakemoreinformeddecisions.Moreover,itisareliabletoolthathelpsto
improvebusinessrelations.

Althoughpredictiveanalyticsismostlyusedtoanalyzeconsumerbehavior,itwillbemuchmore
diverseandcustomizableinthenearfuture.Theopportunitiesforpredictiveanalytics,whichwas
oncepredominantlyusedbytelecomsandfinancecompanies,willcertainlycontinuetogrow.As
capabilitiesseektoexpand,theabilitytopredictbehaviorandanalyzeriskswillbethestandardfor
manycompaniestohaveacompetitiveadvantage.

Figure 6. Code excerpt for a sample login form
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