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ABSTRACT

Internet,bigdata,globalsociety,economy,life,politics,military,andculturearedeeplyintegrated
andhavedevelopedintoaneraofoverlappingcyberspaceandrealsociety.Cyberspacesecurityhas
become the most complex, comprehensive, and severe non-traditional security challenge facing
allcountriesintheworld.However,thetalentsinthefieldofcyberspacesecuritycannotmeetthe
practical needs of the development of cyberspace security. This paper puts forward the training
schemeofnetworksecuritytalents,discussestherelationshipbetweenknowledgeatlasandnetwork
spacesecurity,givestheconstructionanddistributionofnetworkspacefullknowledgeatlas,and
thenconstructsaneducationbigdataarchitectureforcyberspacesecuritybasedonknowledgegraph
aroundtheuseofknowledge.
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1. INTRoDUCTIoN

Today,theemergence,developmentandpopularizationoftheInternetarechangingthewholeworld.
Whilebringingconveniencetopeople,theyalsobringmanyhiddendangers.Inrecentyears,data
informationhasleaked,maliciousattacksbyhackers,theemergenceofblackmailviruses,various
networkdestructionincidentshaveoccurred,andthenetworkisfulloftrapsanddangers.Network
securityhasthreatenedpeople’ssecurity,socialsecurity,economicsecurityandevenItisnational
security.As abrand-new technical specialty, cybersecurity involves the lifebloodof the country
andisrelatedtothesecurityandsovereigntyofthecountry.Withoutnationalsecurity,thereisno
nationalsecurity.

Thecompetitionincyberspaceis,inthefinalanalysis,talentcompetition.Undertheimpetusof
globalnetworktechnology,thedevelopmentofthewholesocietyisinseparablefromthenetwork.
Thedevelopmentofallwalksoflifedependsmoreandmoreonthesecurityofcyberspacesecurity
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talents,andthedemandfornetworksecuritytalentshasreachedanunprecedentedheight(Weng,
Ma,&Gu,2016).Networksecurityinvolvesvariousfields,networksecuritythreatsarefrequent,
andnetworksecurityconnotationisexpanded.However,thereareproblemssuchaslargenumber
ofnetworksecuritytalents,lowprofessionalandtechnicalcapabilities,andunreasonablestructure.
Intermsofsubjecteducation,thecybersecuritysubjectcurriculumisunreasonable,andit isnot
integratedwith theactual socialneeds, and there isnocorrectguidance for thedevelopmentof
learners.Thetraditionaltalenttrainingmodelcannolongermeetthedevelopmentneedsofcultivating
cybersecuritytalents.Thecyberspacesecuritydisciplinehasitsowncharacteristics.Itcan’tjust
cultivatenetworksecuritytalentsthroughthesimpletheoreticalknowledgeofcybersecurityandthe
transferoftechnicalknowledge.Andpracticeisnottotrainhigh-endtalentsfornetworksecurity.The
emergenceofeducationalbigdatahasprovidedanewpowerfulweaponforsolvingthisproblem.
Ituseseducationalbigdatatoanalyzeandminevaluableinformationforcultivatingcybersecurity
talents, change the traditional talent trainingmodel, andestablisha soundcybersecuritydomain
specific.Talentdevelopmentplan.

Inviewoftheshortageofnetworksecuritypersonnelandtheunreasonabletrainingmodeof
networksecuritypersonnelcannotmeetthedemand,thispaperanalysesthecurrentsituationand
problemsofnetworksecuritypersonneltraining,andputsforwardagradienttrainingstandardmodel
ofnetworksecuritypersonnel,anddesignsalargedatabodyofnetworkspaceeducationbasedon
knowledgegraph.Departmentstructure,strengthentheconstructionofcyberspacesecurityspecialty
anddisciplinesystem,sothatasteadystreamofcybersecuritypersonnelintothefieldofcybersecurity.

2. GoLDeN SToNe CyBeRSPACe SeCURITy TALeNTS TRAINING

2.1. Preliminary exploration of Cyberspace Security Talents 
Training System Based on education Big Data
OnMay29,2012,theUnitedNationsGlobalPulsereleasedthewhitepaper“BigDataforDevelopment:
OpportunitiesandChallenges(Pules,2012).”Thereportpointsoutthattheworldhasenteredthe
eraof“BigData”,whichbringsbothopportunitiesandchallenges.OnApril17,2016,China’sfirst
reportonthedevelopmentofbigdatainthefieldofeducation,theBlueBookontheDevelopment
ofBigDatainChina’sBasicEducation,wasofficiallyreleased.Thereportcombedtheprogressof
policiesrelatedtotheglobalbigdataineducation,interpretedtheconnotationanduniquenessofthe
bigdataineducation,andanalyzedthesourceandstructureofthebigdataineducation.Thispaper
introduces13kindsofeducationaldataacquisitiontechnologies,whicharecommonlyusedinfour
categories,andputsforward7typicaleducationaldataanalysismodels(Lu,2016).Althoughthere
arealargenumberofuniversities,educationaltraininginstitutionsandeducationalproductsinChina,
theyareverysmallcomparedwiththehugepotentialmarketscale.Fornetworksecuritypersonnel
trainingisstillinitsinfancy.Educationbigdataisnotonlyreflectedinthe“quantity”,butalsoin
the“value”.Howtomakefulluseofthe“quantity”and“value”ofbigdataineducationtocultivate
networksecuritytalentsisacommonproblemfacedbyallcountriesintheworld.

Intheprocessoftrainingnetworksecuritytalents,itisveryimportanttofullyunderstandtheneeds
ofthemarketandthefield,andtounderstandtheneedsandabilitiesoflearners.The“quantity”of
bigdataineducationhelpseducatorsgraspthedevelopmentofnetworksecuritythroughtheanalysis
ofbigdata,graspthelearners’owncharacteristicsandlearningcognitiveability,sothateachlearner
canbetaughtinaccordancewithhisaptitude.The“value”ofbigdataineducationhelpseducators
fullydigoutthevaluableinformationbehindthesebigdataanduseittotrainnetworksecuritytalents.

2.2. Golden Stone Plan
Cyberspacesecurityhasreceivedtheattentionofcountriesaroundtheworld.Morethan50countries
includingtheUnitedStates,SouthKorea,Japan,andtheEuropeanUnionhavesuccessivelyissued
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nationalcybersecuritystrategies.Intermsofcybersecuritytalenttraining,therearenoexceptions.
Manycountrieshaveplanstotraincyberspacesecuritytalents.IntheUnitedStates,thereisa“National
CyberspaceSecurityEducationProgram”.Itisexpectedthatthegenerallayoutandactionsofthe
countrywillbepopularizedininformationsecurityandregularacademicqualifications.Education,
professionaltrainingandcertificationhaveestablishedasystematicandstandardizedtalenttraining
systemtocomprehensivelyimprovetheinformationsecuritycapabilitiesoftheUnitedStates(Han,
Wang, Huang, & Lu, 2012). There is a BOB program in Korea, which is a major program for
cultivatingcybersecuritytalentsinKorea.Ittrains100younghackerseveryyear,andthenselects
thebestamongtheseyounghackerstoformanationalhackerteam.

OnJune11,2015,theAcademicDegreesCommitteeoftheStateCouncilofficiallyapproved
theadditionof“cyberspacesecurity”asanationalfirst-leveldiscipline(Zhang,Yu,&Zhai,2016),
whichreflectstheimportancethatthestateattachestothetrainingofcyberspacesecuritytalents,and
thereforedesignsacompletecyberspacesecuritytalenttraining.Systemandmodeareparticularly
important(Yang,Zhou,&Liu,2016).Inthiscontext,theauthorteamhasdevelopedtheGolden
StoneProject,whichprovidesanewengineforcultivatinghigh-endnetworksecuritytalentsinthe
futureandleadingthesustainabledevelopmentofthenetworksecurityindustry.Thereareseveral
maincluesinthinkingabouttheimportanceofcybersecurityandtalentdevelopmentinthenew
worldorder–big,understanding,knowledge,practice.

Tosay“big”first,ifyouwanttobedifferent,youmusthaveabigperspective.TheConfucius
Institute promotes cultural concepts and philosophical systems throughout the world, which are
worthlearningfromintermsofinternationalcybersecuritytalentdevelopment.Mr.YangYixian’s
“GeneralSafetyTheory”and“SafetyHistory”haveestablishedaunifiedbasictheoreticalsystem
ofcyberspacesecurity.Underthepremiseofalmostnorestrictionsinscienceandengineering,it
revealssomebasicsofhackerattackanddefenseandsecurityevolution. law.Theserulescanbe
appliedtoallmajorbranchesofcyberspacesecurity.Establishinganinternationalnetworksecurity
talenttrainingsystemrequiresaglobalperspectiveandacomprehensiveunderstandingofthebasic
theoreticalsystemofnetworksecurity.

“Understanding”,therearethreeimportantpointsintheprocessofcybersecuritytalenttraining.
Thefirstoneis“Youwanttounderstandhim”.ThelearnerisourGod.Theneedsandcharacteristics
oflearnersareincreasinglyrequiredtotailorthem.Thesecondoneis“Hewantstounderstandyou”.
Intheinternationalnetworkoftalenttraining,effectivecommunicationisstillthetoppriority.“You
knowhim”and“Heknowsyoutoo.”Afterthat,“youandhewillunderstandittogether.”Securityissues
withoutbordershavebecomeaproblemofpan-globalization,notonlyinthefieldofinternational
cybersecuritytalents,butalsoattheinternationallevel.Thenetworksecuritycooperationteamwill
alsobethefuturedevelopmenttrend,jointlypromotetheinterconnectionandsharingofnetwork
space,sharethecommongovernance,andjointlybuildacommunityofcyberspacedestiny.

“Knowledge”isdividedintofourangles,strategy,tactics,battle,andwarpreparation.Strategically,
toestablishasoundinternationalnetworksecuritytalenttrainingsystemrequiresustolookatthe
worldcybersecuritysituationfromtoptobottom.Intermsoftactics,weexplorenewideas,new
systems,andnewmechanismsfortalenttrainingmodelsfromtheshallowertothedeeper.Inthe
campaign,wewilldeploytalentsfromtheoutsidetostrengthenthejointtrainingofuniversitiesand
industries,andpromotethein-depthcooperationandinnovationinthetalenttrainingmodelamong
thevarioussectorsofgovernment,industry,andresearch.Incombatreadiness,theremustbereserves
forfighting,andhigh-endtalentsshouldbereservedfromneartofar.

Finally, it is “practice”. In terms of the importance of practicing cybersecurity and talent
cultivationinthenewworldorder,therearetwopoints.First,improvethetop-leveldesignofnetwork
security talent construction.Second, strengthen theconstructionofnetwork securitymajors and
disciplinesystems,acceleratetheconstructionofnetworksecuritytalentsandinnovationbases,form
acontinuoustrainingmechanismforschool-enterprisecooperationassoonaspossible,andpromote
thecontinuousdevelopmentofhigh-leveltalentsfornetworksecurity.
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Goldenstoneplanstosetupthreemajorpositionsaccordingtothedifferentneedsofthecurrent
societyfornetworksecuritytalents:strategicposts,researchpostsandtechnicalposts.Thestrategic
postrequiresnetworksecuritypersonneltoconductin-depthstudyofcomprehensiveknowledgein
thefieldofnetworksecurity,tograspnetworksecurityingeneral,tokeepup-to-dateinformationon
networksecurity,andtomakecorrespondingstrategicplanning;Thepersonnelconductedin-depth
researchontheeventsinthefieldofnetworksecurity,analyzedthetechnicalmeansandpreventive
measurescontained therein, and issued researchandanalysis reports; the technicalpostsmainly
requirednetworksecuritypersonneltomastertheprofessionaltechnicalmeansinthefieldofnetwork
security.Onthebasisofthesethreemajorpositions,eachpostwassubdivided.Inthestrategicpost,it
isdividedintodataintelligenceanalystsandstrategicplanninganalysts;inresearchposts,itisdivided
intoapplicationtechnologyresearchersandscientificandtechnicalresearchers;inengineeringposts,
itisdividedintoCTFcompetitionengineersandnetworksecuritysystemdevelopers(Figure1).

Accordingtotherequirementsofsocialsecuritytalentsandthecharacteristicsofnetworksecurity
itself,thetrainingprocesscanbedividedintothreestages.Thefirststageistolearntheintroduction
ofnetworksecurity,thestatusquo,themainthreats,etc.,andleadlearnerstofullyunderstandnetwork
security.Tocultivatelearners’interestincybersecurityandtoleadlearners.Inthesecondstage,we
willincreasethelearningoftechnicalcoursesthatmustbemasteredbycybersecuritytechnology,
deeplyexplorethecharacteristicsandinterestsoflearners,andconductspecialtaskevaluationand
selection.Thetasksincludetechnology,scientificresearch,andstrategicperspective.Throughthe
assessmenttounderstandthelearner’sknowledgeofthesituation,andself-recommendedcourses,in
ordertoachievethepurposeofpersonalitytraining.Inthethirdstage,wewillfocusonactualcombat
andconductin-depthbattleswithcybersecuritycompanies.Throughthetrainingandassessmentof
thefirsttwostages,learnerswillfindapositionoftheirowninterestorshowtheirstrengthsinthis
aspect,andcanfocusonthisdirectioninthethirdstage.

3. PReLIMINARy CoNSTRUCTIoN oF KNowLeDGe 
GRAPH oF CyBeRSPACe SeCURITy DISCIPLINe

AccordingtothesixpositionssetbytheGoldenStoneProject,theabilitiesrequiredforeachposition
aredifferent.Thecoursesandknowledgerequiredtobelearnedintheprocessoftrainingshouldalso
bedifferent.However,fromthecurrentcyberspacesecuritydisciplinesystem,thecurriculumistoo
singular,targetedandpractical,andthelinksbetweencoursesareoftenneglected.Theknowledge
learnedbylearnersisfragmentation.Cannotbecombinedintoacompletedsystem.Althoughthe

Figure 1. Golden stone plan structure diagram
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disciplineofcyberspacesecurityhascertainlinkswithdisciplinessuchascomputer,mathematics,and
communication,italsohasitsowncharacteristicsthataredifferentfromotherdisciplines.However,the
existingcurriculumandtrainingprogramsaremostlydirectlyselectedfromthesesimilardisciplines.
Theydonotfullyconsiderthedifferencesinthedisciplineofcyberspacesecurity,andspecifically
setupcoursesanddeveloptrainingprogramsforthissubject.

Constructingthesubjectknowledgegraphcaneffectivelysolvetheproblemofunreasonable
cyberspacesecuritycurriculumsettingandhelplearnerstofullyunderstandthecyberspacesecurity
discipline.Theknowledgegraphisessentiallyasemanticnetwork.Itisagraph-baseddatastructure
composedofnodesandedges.Thatis,theknowledgegraphisastructuredsemanticknowledgebase
thatdescribestheconceptsandtheirrelationshipsinthephysicalworldinsymbolicform(Zhou&
Ma,2018).Thepointsintheknowledgegraphrepresententitiesintherealworld,andeachedge
representstherelationshipbetweentheentityandtheentity.Eachentityisrepresentedbyseveral
attributes,andtheentitiesarerelatedbytheattributesoftheentities(Wu,Chen,&Zhao,2017).
Theknowledgegraphconstructionmainlyincludesthreestepsofknowledgeextraction,knowledge
representationandknowledgestorage.

Knowledgeextractionistheextractionofknowledgefromdataofdifferentsourcesanddifferent
structures,andtheformationofstructureddataisstoredintheknowledgegraph.Theresourcesused
forknowledgeextractionaremainlydividedintostructureddata,semi-structureddataandunstructured
data.Thestructureddataincludesthelinkeddataandtherelationaldatabasethathaveexistedinthe
formofknowledgegraph.Forthelinkeddata,themapmappingmethodcanbeusedtoextractthe
knowledge.Fortherelationaldatabase,theD2Rconversionmethodismainlyusedtoextractthe
knowledge.Semi-structureddatacontainstables,lists,forms,andInfobox,whichcanbeextracted
usingawrapper.Forunstructureddata,thisbranchisextractedusinginformationinnaturallanguage
processingforknowledgeextraction(Figure2).

Figure 2. Knowledge extraction classification and inclusion of technical diagram
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Knowledgerepresentationistorealizethemodelingofthingsintherealworldandtherelationship
betweenthings,togivedatainlinewiththelogicalinformationexpressedbyhumanbeings,and
toenablebarrier-freecommunicationbetweenpeopleandcomputers(Ou,2018).Earlyknowledge
representationmethodsincludefirst-orderpredicatelogic,productionsystems,frameworks,semantic
networksandsoon(Li&Feng,2017),butthesemethodsallhavevariousdefects.Atpresent,mostof
themuseRDF,RDFS,OWL,XMLandotherrepresentationmethodstoconstructknowledgemodeling
andexpression.Knowledge storagemainly storesknowledgegraph in the formofgraphs in the
database.TypicaldatabasesincludeGoogle’sFrecbase,Microsoft’sStori,OrientDBandPostgreSQL.

4. ARCHITeCTURe DeSIGN

Theeducationbigdataarchitecturedesignofcyberspacesecurityeducationbasedonknowledge
graphincludesthreemodules:learnermodule,domainmoduleandvisualization(Figure3).

Figure 3. Cyberspace security education big data architecture design diagram
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4.1. Learner Module
Thelearnermodelisadatastructureusedtorepresentthelearner’scurrentknowledgestate(Polson
&Richardson, 2013). It reflects the learner’s personal characteristics, knowledge learning state,
cognitiveabilityandsoon.Thelearnermodelshouldincludelearner-relatedpersonalcharacteristics,
interactiveelementsbetweenlearnersandthesystem,learningsituationofknowledge,andallbehaviors
relatedtoteachingactivities.Themoreinformationthelearnershaveinthemodel,thebettertheycan
understandthepositions,abilitiesandcognitivelevelofthelearnerswhowanttoworkinthefield
ofnetworksecurityandtrainthelearnersaccordingtothecurrentrequirementsofnetworksecurity.
Typicalstudentmodelsincludeleadplatemodel,covermodel,cognitivemodelandsoon.Different
modelshavedifferentemphasis.Inordertoreflectthelearner’sinformationcomprehensivelyand
updatethestudentmodeldynamically, thispapersynthesizesandsimplifiestheclassicalstudent
model,andfinallyconstructsastudentmodelbasedonCELTS-11specification.Themodelincludes
threeparts:personalinformation,knowledgestructureandlearningbehavior.

4.2. Domain Module
Domain module is used to describe the curriculum, knowledge points and their relationship by
constructingknowledgemap.Thedataresourcesofnetworksecurityknowledgeatlasmainlycome
fromthetrainingprogramsandcoursesestablishedbydifferentuniversitiesinthesubjectofnetwork
spacesecurity, and theprofessional trainingcourses setupbynetworksecurityenterprises.The
original resourcedataareextractedbydifferent technicalmeans,and thepre-processeddataare
logicallydefinedanddescribedtobuildontologydatabaseandformontologymodel.Theontology
modelismappedtotheknowledgemap,andtheknowledgerelationshipofthesubjectisvisualized
tothelearnersintheformofknowledgemap.

Thespecificconstructionprocessofthisknowledgemapisasfollows:

1. Identifyingareasforknowledgemapping.

Theknowledgedomainofthissystemisnetworkspacesecurity.

2. Defininghierarchies.

Thisstepismainlyusedtodeterminethehierarchicalstructureofknowledgestructureatlas,
includingthenumberoflayersandthespecificmeaningofeachlayer.

3. Extractingthemainconceptsintheknowledgedomainaccordingtothehierarchicalstructure.

Accordingtothehierarchicalstructuredefinedinthesecondstep,thisstepextractsknowledge
conceptsfromtheknowledgedomainanddeterminesthehierarchyoftheconcepts.

4. Definingrelationalmodels.

Thisstepdeterminesthetypeofrelationshipbetweenknowledgeconceptsandthelevelofnodes
connectedbyeachrelationship.

5. Designingknowledgestructureatlasstoragestructure.

Thisstepdefinesthestoragestructureforthedesignedknowledgestructureatlas.Thestorage
structuremainlyincludesnodetablesandrelationaltables.
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6. ConstructingaMapofKnowledgeStructure.

Accordingtothedefinedhierarchicaltypeandrelationalmodel,andtheselectedknowledge
concepts,theknowledgestructureatlasisconstructed.

ThispaperdividestheknowledgeandskillssystemofCyberspaceSecuritytalentsinto14sub-
systems,whichareWebsecurity,vulnerabilityminingandutilization,networkpenetration,malicious
code, reverse analysis, traceability forensics, security operation and maintenance, cryptographic
application,networkkeyinfrastructuresecurity,endpointandboundaryprotection,cloudsecurity,
InternetofThingssecurity,mobileandwirelesssecurity.Secureblockchain.Eachfirst-levelnodeis
dividedintoseveralsecond-levelnodes,andthesecond-levelnodesareclassifiedintoseveralthird-
levelnodes,notmorethanfour-levelnodes(Figure4).

4.3. Visualization Module
Visualizationmoduleistheinterfacebetweenlearnersandthesystem,andthedisplayinterfaceof
thesystem.Basedontheknowledgelogicrelationshipoflearners’cognitivelevel,postcompetence
requirementsandknowledgemap, thecorrespondingcoursesarerecommendedandpresentedto
learnersthroughvisualmodule.

5. CoNCLUSIoN

Cyberspacehasbecomethe“secondlivingspace”ofallcountriesintheworld.Theinternational
competition and confrontation around cyberspace is increasingly fierce. The cyber warfare has
obviousasymmetry.Thenetworksecuritypreventionandcontrolcapabilityisweak,anditisdifficult
toeffectivelydealwithorganizedorganizationsbetweencountries.Cyberattacks,evenahackercan
challengeacountryandthreatenthesecurityofanentirecountry.Countriesaroundtheworldhave
fullyrealizedtheimportanceofcultivatingcyberspacesecuritytalentsandhaveraisedthecyberspace
securitytalentstothestrategiclevelofnationalsecurity.Thereisahugegapincyberspacesecurity
talents,andtheshortageofhigh-endtalentsisparticularlyserious.Thishasalwaysbeenashortcoming
inthedevelopmentofcyberspacesecurity.Countriesareimprovingthecyberspacesecuritytalent

Figure 4. Knowledge graph of cyberspace security
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trainingmechanism,startingfromthebasiceducationofcyberspacetalents,andacceleratingthe
constructionofacyberspacediscipline system.The riseofeducationalbigdata is changing the
traditionaltalenttrainingeducationmodelandacceleratingthetransformationandupgradingofthe
educationmodel.Makefulluseofthetwomajoradvantagesofthe“quantity”ofeducationbigdata
andthe“value”,deepentheanalysisandexcavatetheinformationthatguidesthetrainingofcyberspace
securitytalents,andhelptheestablishmentofcyberspacesecuritypersonneltrainingprograms.This
paperproposesthenetworksecuritytalenttrainingplan-theGoldenStoneplan,anddescribesthe
relationshipbetweencyberspacesecurityandknowledgegraph,andbuildsacyberspacesecurity
educationbigdatastructuresystembasedonknowledgegraph.Thetrainingofcyberspacesecurity
talentshasalongwaytogo.Itneedstobeorientedtotheneedsofthecountryandsociety,tothe
renewalanddevelopmentoftechnology,toputcapacitytrainingatthecoreposition,andtopromote
thecontinuousgrowthofnetworksecuritytalents.
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