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ABSTRACT

In recent years, the sharing of cybersecurity threat intelligence (hereinafter referred to as threat
intelligence) has received increasing attention from national network security management
organizations andnetwork security enterprises.Academia and industryhave conducted research
onthreatintelligenceanalysisandsharing.Thispaperfirstintroducesthevalueandsignificanceof
threatintelligence.Thenitintroducesthecommonlyusedthreatintelligenceanalysismodel.Thenit
organizesandclassifiesthethreatintelligencesharingnormsandthreatintelligencevendors.Then
itstartsfromthemainproblemsfacedbythreatintelligencesharing.Asolutiontobuildregional
networksecuritycapabilitiesispresented;finally,thefutureresearchdirectionofthreatintelligence
sharingisexplored.
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1. INTRoDUCTIoN

1.1. Definition and Significance of Threat Intelligence
Withthediversification,complexityandspecializationoftoday’scyber-attacks,thepassiveprotection
methodsoftraditionalsecurityhavegraduallyfailed,andthedefenseagainstattackshasgradually
turnedtotheactivedefensemethodbasedondetectionandanalysis.However,thecurrentglobal
detectionofattacksisnotoptimistic.Inordertoeffectivelysolvetheproblemofoffensiveanddefensive
informationintheoffensiveanddefensiveprocess,moreandmoreenterprisesarebeginningtopay
attentiontotheconstructionofthreatintelligenceplatforms,throughthecollectionandsharingof
threatintelligence.Improvetheefficiencyofthecorporatesecurityteam(RFSID,2017).

Thedefinitionofthreatintelligenceintheindustryisdifferent.Mostoftheliteraturereferstothe
definitionproposedbyGartnerinthe2014MarketGuideforSecurityThreatIntelligenceService:
ThreatIntelligenceisaboutIT.Evidence-basedknowledgeofexistingorpotentialthreatstoinformation
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assets,includingcontexts,mechanisms,indicators,inferences,andfeasiblerecommendationsthat
canprovideabasisfordecision-makingonthreatresponse.

In the era of big data, any behavior can be recorded and analyzed. Once a cybersecurity
incidentoccurs,thebehavioralmethodsinvolvedintheincidentwillberecordedandanalyzed,and
correspondingthreatinformationwillbegeneratedforreferencebyotherpartiestoavoidthetrick.
Thisisthemeaningofthreatintelligence.ThreatIntelligenceprovidesstrongdatasupportforall
stagesofsecurityanalysiswithitshighlystandardizeddataformat,highknowledgedensityofdata
content,highaccuracyandstrongcorrelation.Asaresult,securityteamsinvariouscountriesare
activelyexploringthevalueofthreatintelligencedataandresearchingthreatintelligenceanalysis
andsharingtechnologies(Solomon,2017).

1.2. Network Security Threat Intelligence Usage Scenario
1.2.1. Attack Detection and Defense
Basedonthreatintelligencedata,youcancreatesignaturesforIDPsorAVproducts,orgenerate
rulesforproductssuchasNFT(NetworkForensicsTool),SIEM,TTDR(TerminalThreatDetection
andResponse)forattackdetection.Forexample,IP,domainname,URL,etc.areusedasmachine-
readableintelligenceIOC(therearemanyinternationallyavailablemachine-readablethreatintelligence
standards,including:STIX,OpenIOC,IODEF,CIF,OTX,etc.),whicharedirectlyimportedintothe
deviceforaccesstoimportandexporttraffic.control.

1.2.2. Attack Source
Securityanalysisandattacksourcetracinginincidentresponseisoneoftheimportanttasks.Itcan
alsorelyonthreatintelligencetoprocessitmoreeasilyandefficiently.Inthedeterminationofattack
scope,thepredictivetypeofmetriccanbeusedtopredictthepossiblemaliciousactivitiesbeforeor
aftertheattackcuesarediscovered,soastomoreclearlyclarifythescopeoftheattack;atthesame
time,theearlyworkresultscanbeinputintotheSIEMtypedeviceasthreatinformation.Conduct
ahistoricalindextogetamorecomprehensivelistofassetsthatmaybeaffectedorotherclues.In
particular,theexistingthreatintelligenceplatformcanbeusedtotightensomekeyinformation.For
example,ifsomeIParefoundinthedevicelog,thenthethreatintelligencesearchcanbeperformed
accordingtoIP,andthehistorycommunicationrecordofIPisused.Ithasbeenassociatedwith
malicioussamples,PDNS,reversedomainnameresolutionresults,etc.todeterminethenatureof
IP.IfitismaliciousIP,itcanbefurtherqueriedaccordingtotheresults.

1.2.3. Situational Awareness
Situationalawareness,manysecurityteamsarealsocalledsecurityoperations.Manysecurityteams
nowhavetheirownSecurityOperationsCenter(SOC).TheroleoftheSOCisgenerallyresponsible
foremergencyresponse,securitymonitoring,andthedevelopmentofanoverallsecuritystrategy.
Withtheriseofthreatintelligence,theIntelligence-DrivenSecurityOperationsCenter(ISOC)has
beguntobeproposed.ISOChastheabilitytointegrateandanalyzebigdata.Itcangenerateitsown
intelligencerelatedtotheenterpriseandformitsownperception(confidant).Itcanalsocallexternal
opensourceorpaidthreatinformationinterfacetoobtainthelatestexternalconsultationandforman
externalPerceivedability(knowingoneself),resultinginacertainsituationalawareness.

Threatintelligencewasproposedafewyearsago,andtherehasbeensomedevelopmentathome
andabroad.Manysecurityvendorshavebeguntobuildtheirownthreatintelligenceplatforms.Since
theWannaCryincident,peoplehavebeguntoappearonexistingdefensesystems.Thequestionis
thatthreatintelligencehasonceagainbecomearesearchhotspot.Thispapermainlyintroducesthreat
intelligencefromtheperspectiveofintelligencesharing.Firstly, it introducesthecommonthreat
intelligencemodel.Onthisbasis,itintroducestheexistinginformationsharingnorms,thenanalyzes
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thecurrentproblemsinintelligencesharing,andfinallyproposesaconstructionarea.Information
sharingprogramfornetworksecuritycapabilities,providingreferenceforsubsequentresearch

2. NeT SeCURITy THReAT INTeLLIGeNCe MoDeL

Theoffensiveanddefensiveconfrontationisultimatelytheconfrontationofhumanbeingsand
theconfrontationofintelligencecapabilities.Allknowledgechangesrapidly,fromwhichprocess
methodsorbasicprinciplesmustbesummarized.TheThreatIntelligenceModelisananalytical
modelfortheabovechallenges.Itisexpectedtoreducethecostofdefendersandincreasethe
costofattackers.Itprovidesawaytointegrateintelligenceintotheanalyticsplatform,correlate,
categorize,andpredicteventsbasedontheattacker’sactivitieswhileplanningandimplementing
threatmitigationstrategies(Gartner,2017).

Inordertobettercarryoutthreatintelligenceanalysis,inrecentyearspeoplehavebeencommitted
totheresearchofthreatintelligenceanalysismodels.Itisdifficulttoextractvaluableinformation
fromalargeamountofdata.Itisnecessarytoensuretheaccuracyandtimelinessoftheresultsof
dataanalysisasanintelligenceinputpractice.Therapidchangeofnetworkinformationisbecoming
moreandmoredemandingforpeople’sdataanalysis.Aneffectivethreatintelligenceanalysismodel
playsavitalroleinthewholedataanalysisprocess.Atpresent,practitionershaveproposeddifferent
analysismodels,includingattackgraphmodelsbasedonattackperspectives,chain-killingmodels
basedonattackperspectives,anddiamondmodelsbasedoneventperspectives.

2.1. Attack Graph Model Based on Attack Perspective
TheattackgraphwasproposedbyCuninghametal.in1985.Theybelievethattheattackgraphis
composedofvariouscomponentsthatareconnectedtoeachotherbyphysicalorlogicalmethods.
Atypicalcyber-attackgraphconsistsofnodesanddirectededgesofconnectednodes.Thenode
indicatesthestateofthenetwork,andthedirectededgebetweenthenodesindicatesthetransition
relationshipbetweenthenetworkstates.

Inordertogenerateanattackgraph,thenetworkmodelingandmodelingprocessfirstrequiresa
largeamountofsecurity-relatedinformationinthenetwork,suchashostconfigurationinformation,
hostvulnerabilityinformation,networktopologyinformation,andnetworkconfigurationinformation.
Intheprocessofgeneratinganetworkattackgraph,itisnecessarytoapplytheknowledgeofthe
relevant vulnerability database to determine the relationship between the various vulnerabilities
existinginthenetwork.

Networkmodelingandattackgraphgenerationneedtofullyconsiderthefinalapplicationofthe
generatedattackgraph.Whenperformingpenetrationtesting,itisnecessarytofindoutalltheattack
paths.Forriskanalysisorfindingtheshortestattackpath,youmayneedtoconsiderthecomplexity
ofeachatomicattack.Ortheprobabilityofsuccessandthedegreeofharmcausedbythesuccessful
exploitationofthevulnerability,etc.,andthecostofeachvulnerabilitypatchneedstobecalculated
whenguidingvulnerabilitypatchmanagement.

Therefore,thefinalapplicationoftheattackgraphdeterminesthemodelandgenerationmethod
thatneedstobeestablishedtosomeextent.Thegenerationmethodoftheattackgraphisrepresented
bythenetworkmodelandthevulnerabilitydatabaseinformationdatastructure.Atpresent,there
aremanymethodsforgeneratingattackgraphs.Inordertofacilitatetheanalysis,comparisonand
evaluationofthesemethods,itisnecessarytoanalyzetheattackgraphgenerationmechanism,find
outtheattributesthatcanbeusedforanalysisandcomparison,andclassifythegenerationmethods.
Identifyproblemsanddiscoverpossibleresearchfindings.

2.2. Kill Chain Model Based on Attack Perspective
KillchainisamodelofthenetworkintrusionattackkillchainproposedbyLockheedMartininthe
UnitedStatesin2013,drawingontheconceptof“killchain”inthemilitaryfield.
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Fromtheattacker’spointofview,theKillchainmodelperformsasegmentedtaskdescription
oftheattacker’snetworkintrusionattackbehaviorprocess,thusformingacomplete“killchain”:

• Reconnaissance: Findpossibletargetsandtracktargetdynamics;
• Weaponization: Putmalwareintovalidpayloads(suchasAdobePdfandMicrosoftOfficefiles)

todeterminetheattackmodeandcompletetheattackpreparation;
• Delivery: Targetedweapons(maliciouscode)tothetargetenvironment(egviaemailattachments,

websitesorUSBdrives);
• Exploitation: Usemaliciousvulnerabilitiesordefectstotriggermaliciouscodeandgainsystem

controlrights;
• Installation: Implantmaliciousprogramsandbackdoorstoensurethesurvivalofmalicious

programsandmaintaincontrolrightscontinuously;
• Command and Control: EstablishacommunicationconnectionwithanexternalC2server,and

useaprotocolsuchasWeb,DNS,mail,etc.tohidethecommunicationchannel;
• Action on Objectives: Conductdirectintrusionattacks,stealdata,disruptsystemoperations,

ormovefurtherlaterallywithintheinternalnetwork.

Theessenceof theKill chainmodel (Figure1) is to clearlypropose that theattackand
defensesideshavetheirownadvantagesintheprocessofattackanddefense.TheKillChain
modelanalyzesanddescribesexternalthreatsandintrusionattacksfromtheperspectiveofan
attacker.According to thischain, thedefendercanconstructadefense-baseddefensesystem
basedonthreatintelligencetoquicklydetectexternalthreats,accuratelycutoffthekeynodesof
thechain,andpreventorevencountertheattacker’sintrusionattacks.Thatis,inthesevensteps
inwhichtheattackultimatelycausesloss,thedetectionorblockingofanystepcaneffectively
blockandblock.Evenif it isfoundtobecompromised, thereisstillachancetoremedythe
damagebeforeitcausesthefinalloss(Ashok,2015).

Ifthedefendercanfindcounterattacksfasterthantheattacker,thenthecostoftheattacker’s
intrusionwillrisesharply.Thismodelshowsthatcomparedtothetraditionalview,theintruderdoes
nothavemanyadvantagesoverdefenders.

Currently,theKillChainmodelhasbeenappliedtotheSTIX2.0standard.ATT&CKcanbe
seenasanenhancedknowledgeframeworkforthelastfourlinksintheKillChainmodel.

Figure 1. Kill chain model
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2.3. Diamond Model Based on event Perspective
TheDiamondModelisananalyticalframeworkmodelfornetworkintrusionattacksproposedby
SergioCaltagirone,AndrewPendergast, andChristopherBetz in the2013paper“TheDiamond
ModelofIntrusionAnalysis.”

Diamondmodel(Figure2)consideredthatnomatterwhatkindofintrusion,thebasicelements
are oneof the event, and each event consists of the following four core features: the adversary,
capability,infrastructureandthevictim.Thefourcorefeaturesareconnectedbylinestorepresent
thebasicrelationshipwitheachotherandarrangedinadiamondshapetoformastructureresembling
a“diamond”shape,hencethename“diamondmodel”.Atthesametime,themodeldefinestwo
important extended meta-characteristics of socio-political relationships (between opponents and
victims)andtechnicalcapabilities(toensurecapacityandinfrastructureoperability).

Therefore,eacheventcanbeunderstoodasastructureddescriptionof“whatinfrastructureis
deployedonthevictim’sabilitytoinvadethevictim.”Intheanalysis,theanalystcanusethepivoting
(alsotranslatedas“fulcrum”)analysis,extractasinglemeta-featureasastartingpoint,andusethe
observabledatasourcessuchasintelligenceandalarms,combinedwiththeunderstandingandanalysis
oftherelationshipbetweenmeta-features.Inturn,otherrelevantmeta-featuresarediscovered,more
intelligenceabouttheadversary,newattackcapabilities,infrastructureandvictims(includingpotential
victims)thatmayhavebeenattacked.

Intermsofcorrelationanalysisofevents,thediamondmodelintroducestheanalysisconceptsof
“activethread”,“activitymap”,and“attackactivitymap”,combinedwiththeKillChainmodel,by
followingthecausalactivitythread,ortheactivitygroup.Oranattackpathdiagramsimilartoanattack
tree,correlatingdifferenteventsfromvariousanalysisdimensionsandinferringundetectedevents.

Threatintelligenceisoneoftheaccessdatasourcesthatthediamondmodelfocusesonwhen
conductingrevolvinganalysisandcorrelationanalysis.Therefore,whenbuildingasecurityanalysis
toolorplatformbasedonadiamondmodel,compatibilityissueswiththreatintelligencestandards
suchasSTIX/TAXIImustbeconsidered.

2.4. Active Defense Model Based on Combination of Kill Chain and Diamond Model
Thekillchainandthediamondmodeleachhavetheirowncharacteristicsandcomplementeach
other.Thekillchainmodelfocusesondescribingtheprocess,detailsthestagesoftheseven-step
attack,extractsindicatorsforeachphase,andconductscross-stagetracking.Thediamondmodel

Figure 2. Diamond model
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directlycomplementseachstepoftheattackchainanalysis,usingstructuredindicatorstodefine
andunderstandtheactivitiesoftheopponentsareconducivetotheaccumulationofknowledge.The
combinationofthetwocannotonlycompletetheemergency,butalsoformknowledgeprecipitation
andthreatintelligence,andunderstandtheattacker’sintention.

TheActiveCyberDefenseCycle(Figure3)takesthreatintelligenceandattackerinformation
generatedusingboththekillchainmodelandthediamondmodeltodigestattackfeatureswithinthe
organization.Itiscompletedinfoursteps.Thefirststepistoapplythreatintelligence,andtoanalyze
thecharacteristicsoftheattackbehaviorwithintheorganizationtofindoutthevictims.Thesecondstep
istoconductsecuritymonitoringandmodelorextractthethreatintelligencecontentasanorganization
asset.Inputintotheprotectiveequipment;thethirdstepistocarryoutemergencyresponse,andto
dealwiththenewthreatsmonitoredanddiscoveredaftertheapplicationofintelligence;thefourth
stepistostrengthenthesystemvulnerabilityagainstexternalthreats.Theadvantageofactivedefense
isself-improvementthroughattackbyattackers.

3. THReAT INTeLLIGeNCe PLATFoRM

Ascanbeseenfromthehotwordsofthelastthreeyears,“Threat”and“Intelligence”arethefocusof
attention.Threatintelligencevendorshavealsosprungupinthefieldofnetworksecurity.Inaddition
tonewcomers,manytraditionalsecurityvendorshaveexpandedtheirbusinessintothreatintelligence

Figure 3. The active cyber defense cycle model



International Journal of Digital Crime and Forensics
Volume 12 • Issue 4 • October-December 2020

60

andarerushingtolaunchtheirownthreatintelligenceproducts.Notall“threatintelligence”isthe
same.TheinformationprovidedbysomevendorsissimplythemeaningofthecurrentlyactiveIP
addressandURL.Thisinformationallowscustomerstorespondquicklytocurrentthreatenvironments,
butcannotpredictfutureactivities.(YangZemingetal,2015)Somevendorsprovideinformationon
adversaryinformationandrelatedprograms,butthepriceofsuchinformationisusuallyhighand
generallyrequiresspeculationbasedonawealthofinformation.Table1summarizesthedevelopment
andproductinformationofthesethreatintelligencevendors.However,itshouldbenotedthatthe
threatintelligencemarketisstillimmature,andwecanforeseethatmanyvendorsandtheircapabilities
maychangeintheshorttomediumterm.

4. THReAT INTeLLIGeNCe SHARING SPeCIFICATIoN

Allenterprises,organizationsandorganizationsintheindustryhavecarriedoutrelatedresearchwork
accordingtotheproblemsencounteredintheactualbusinessofintelligencesharing,andputforward
somenormsforthreateningtheexpressionandtransmissionofintelligence.(YangPei’anetal,2018)
Throughtheinvestigationandanalysisofthreatintelligencespecifications,thecharacteristicsand
scopeoftherepresentativemainspecificationsaresummarized,aslistedinTable2.

Thecurrentmatureforeignthreatintelligencestandardsincludenetworkobservableexpression
(CyboX),StructuredThreatInformationeXpression(STIX),andTrustedAutomatedeXchangeof
IndicatorInformation(TAXII).

Amongthem,thedevelopmentofTAXIIhasbeenstronglysupportedbymajorsecurityindustry
organizations,includingIBM,HPE,CiscoandDell,largefinancialinstitutionsandUSgovernment
agenciesincludingtheMinistryofNationalDefenseandtheNationalSecurityAgency.TAXIIdefines
exchangeprotocolsinthetermsofstandardizedservicesandinformationexchange,andcansupport
multiplesharingmodels.Themainthreatintelligencesharingmodelsincludepeer-to-peer,source/
subscriber,andHubandSpokethreeways.SeethefollowingFigures4-6.

PeertoPeerisapeer-to-peersharingmodelthatdirectlysharesinformationbetweentwoor
moreorganizations.APeertoPeersharingmodelmaybead-hoc,whereinformationexchangeis
notcoordinatedaheadoftimeandisdoneonanas-neededbasis,maybewelldefinedwithlegal
agreementsandestablishedprocedures,orsomewhereinthemiddle.

Source/Subscriberisasharedmodelinwhichanorganizationactsasasinglesourceofinformation
andsendsthatinformationtosubscribers.AsshowninFigure5.

HubandSpokeisasharingmodelinwhichanorganizationactsasacentralclearinghouseor
hubtocoordinatetheexchangeofinformationbetweenpartnersororganizations.Spokecangenerate
orconsumeinformationfromtheHub.AsshowninFigure6.

5. DIFFICULTIeS IN NeTwoRK SeCURITy THReAT INTeLLIGeNCe SHARING

Informationsharingisaneternalandimportanttopicinglobalcybersecurity.Curbingthemomentum
of cybercrime requires sharing of enforceable threat intelligence information between networks,
borders,andvendors.Theactivesharingofinformationbetweenallsectorsandpublicorprivate
organizationsisanecessaryconditionforindustrialdevelopment.Businessorganizationscontinueto
facethechallengesofevolvingthreats,agrowingsurfaceofattack,andalackofsecuritytechnologies.
Executableinformationisthebestwaytomovefrompassivetoactive,bringingcybercriminalsto
justiceandpunishingthem.However,informationsharingisdifficulttosaywhenitiseasytodo.
Manyproblemswillbecomeabarriertothreatintelligencesharing.

The benefits of cyber-security threat intelligence sharing are undeniable. However, various
obstacleslimitthepossibilityofcooperation.Next,werevealthemainreasonsfornotsharingthreat
informationatpresent:
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Table 1. Typical representative of threat intelligence vendors

Company/ 
Platform Country Business Description

FireEye America

FireEye’sservicesarebasedonits2014acquisitionofMandiant.FireEyestartedoutasaresearch
forensicsserviceandincidentresponseservice.Inearly2013,FireEyepublishedaresearchreporton
APTattacks.IndependentthreatintelligenceservicesarestillrelativelynewtoFireEyeandmaybe
slightlyunder-representedbysomecompetitors.Majorverticalindustriesincludefinancialservices,
manufacturingandnaturalresources.

IsightPartners America

IsightPartnershasbeenfocusedonthreatintelligenceservicesandhassincejoinedsomeincident
responseservices.Thecorecompetenceofthevendoriswidelyrecognized,andanalystsaccount
foralargeproportion.IsightPartnershasintelligencegatheringspecialistsinallmajorregions,
includingEasternEurope,WesternEurope,Asia,theMiddleEastandSouthAmerica,whicharerare
amongvendors.Themainverticalindustriesarefinancialservicesandgovernment.

DellSecurity America

DellSecurityisaleadingsecurityservicescompany.Customerscanpurchasethreatinformation
servicesontheirownoraspartofacompletesecurityservicesolution.Itsintelligenceservicesare
dividedintotwoparts:globalthreatintelligenceandtargetedthreatintelligence,whichalsoprovide
generalandmorecustomizedthreatintelligence.

Symantec America

Inthethreatintelligencemarket,Symantecisbestknownforitslong-livedDeep-Sightservice,
whichispartofreal-timemonitoringandnotification.Symantec’shigher-endservicesprovide
deeperanalysis,andbasedonthis,Symantecisnotprominentintheacquisitionandanalysisofthreat
intelligence.Symantecisinvolvedinmanyverticalindustriesandreliesheavilyonfinancialservices.

Verisign
iDenfense America

VerisignenteredthemarketearlierthroughtheiDefenseservice,anditsbrandawarenesswashigh.
Verisigncontinuestooptimizeandattractcustomers,suchascomprehensiveservices,powerful
intelligenceprocessingcapabilitiesandalargenumberofanalystsaroundtheworld(andmulti-
lingualbackground);Verisign’smainverticalindustryisfinancialservicesandmedia.

CrowdStrike America

CrowdStrikeisarelativelynewcompany,buthasagoodreputationforitsprofessionalism.
Intelligencecoversawiderangeofdecision-makinglevels,fromshort-term(forexample,afew
minutes)actiondecisionstolong-term(forexample,five-year)strategicdecisions,includingmanual
andautomateddecisions.CrowdStrike’smainbusinessfocusareasspanmultipleverticalindustries,
includingmedia,governmentandothers.

Group-IB Russia

GroupIB’sthreatintelligenceexperienceandcapabilitieshavebeenintegratedintohigh-complexity
hardwareandsoftwareecosystemsolutionstomonitor,identifyandpreventcyberthreats.Atthe
sametime,GroupIBalsoprovidesadvancedthreatintelligenceconsultingandemergencyresponse
services.Themainverticalindustryisfinancialservices.

Kaspersky Russia
HuMachineIntelligenceisKaspersky’sbehavioralanalysisandmachinelearningalgorithm-based
protection,combiningartificialintelligencetechnologywiththestrengthsofKaspersky’sown
securityteam,andisanadvancedsolutionbasedonnext-generationtechnology.

Sophos England

Sophosprovideshighquality,accurateandeasytodeployCyberThreatIntelligence(CTI)tocombat
modernmalwareandzero-daythreatsinrealtime.Sophoshelpsresource-constrainedITsecurity
teamsandOEMpartnersprovideeasy-to-implementprotectionsolutionsfortheirnetwork,emailand
websecuritysolutions.

Digital
Shadows England

ThevendorcangeneratecontentinrealtimeandexportitinaSTIX-compatibleformat.The
vendorbelievesthatitsstrengthliesinthewiderangeofthreatsourcesittracks.DigitalShadows’
mainverticalindustryisfinancialservices,andthereareotherscatteredcustomersinthemedia,
manufacturingandnaturalenergy,publicutilitiesandotherindustries.

CheckPoint Israel

CheckPoint’sservicesarelimitedtointelligenceonexistingactivities,notpredictiveintelligence.
Theinformationsourcesprovidedbythevendorincludemaliciousprogramsignatures,filemetrics,
andaddressmetricsthatCheckPointdevicescanusetodeterminepoliciesinrealtime(Check
Point’sintelligenceisonlyavailabletoCheckPointdevices).

Qihoo360 China ItsTianyansystemcollectsandcorrelateslocalinformation,andalsointegratesaseriesof
informationsuchasIP,domainname,malicioussamples,attacktechniques,andattackorganizations.

ThreatBook China

ThreatBookistheleadingbrandofChinaThreatIntelligence,dedicatedtoprovidingreal-time,
accurateanduniquethreatintelligenceproductsandservices.Themicro-steponlineserviceprovides
threatinformationdataAPI,threatdetectionplatformThreatDetectionPlatformandmulti-source
threatintelligencemanagementplatformThreatIntelligencePlatform.

Singhand China

BasedonthemassivepublicdataoftheInternet,Singhandcomprehensivelyusescutting-edge
technologiesandmethodssuchasnaturallanguageprocessing,deeplearning,cognitivecomputing,
knowledgeextractionanddeduction,anddataminingtoaggregate,analyze,andtrackthepublic
informationofspecifictargets,andpresentthetargetinanall-dimensionalmannerportrait.
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Table 2. Typical threat intelligence specification

Standard/ 
Framework Source Characteristics

STIX MTRE

STIXprovidesastructuredlanguagethatprovidesageneric,generaldescriptionofcyber
securitythreatinformationsoorganizationscanshare,store,andusecybersecuritythreat
informationinastandardformat.Currently,STIXhasbecomeaformalinternational
standardrecognizedbyOASIS(OrganizationalInformationStandardsPromotion
Organization)andhasbeenreleasedversion2.0(releasedin2017).

OpenIOC Mandiant

OpenIOCprovidesuserswithasetofexpressionformatsandframeworksfortheproper
recording,definition,andsharingofcybersecuritythreatintelligencesothatthreat
intelligencecansupportthreatdetection,incidentresponse,andmachine-readabletechnical
indicators.Digitalforensicswork.Asanenterprisestandard(notaninternationalstandard),
OpenIOChasgainedalotofrecognitionintheindustry.Currently,thelatestversionis
OpenIOC1.1(releasedin2013).

CybOX MITRE

CybOXisasetofstructuredlanguagestandardsproposedbytheUSMITREorganization.
CybOXprovidesastructuredlanguageforthecanonicalandgeneraldescriptionofnetwork
observableobjects,soastobespecificwhenperformingthreatdetection,eventresponseor
management.Threatsandeventsprovidestandardizedfactualevidencebasedondifferent
networkobservablesandshareattack-relatedthreatindicatorsandtestresultsacrossdifferent
organizationsinastandardformat.
Currently,CybOXhasbeenintegratedintotheSTIX2.0standardandisnolongerreleased
andrevisedasaseparatestandard.

VERIS
VERISisaframeworkdesignedtoprovideacommonlanguagefordescribingsecurity
eventsinastructuredandrepeatablemanner.VERISisaresponsetothelackofhighquality
informationchallengesinthesecurityindustry.

IODEF IETF

IODEF(IncidentObjectDeionandExchangeFormat)isaformatusedbyCSIRTs
(ComputerSecurityIncidentResponseTeams)toexchangeeventinformationbetween
themselves,theirsupportersandtheirpartners,andcanprovideforthedevelopmentof
interoperabletools.basis.IODEFincorporatesthedataformatsofmanyDHSseries
specificationsandprovidesaformatforexchanginginformationaboutoperationalstatistical
eventsandsupportsautomaticprocessing.

TAXII MITRE

TAXIIisasetofapplicationlayerprotocolstandardsproposedbyUSagencies.Itaimsto
designanapplicationlayerprotocolbasedonHTPStosupportandstandardizethetrusted
andautomatedexchangeofnetworksecuritythreatinformationstandardizedbySTIX.
TAXIIsupportsmultiplesharingmodels(forexample:peer-to-peer,subscription,and
radiance),doesnotdependonanyspecifictransportmechanism,andsupportstheexchange
ofthreatinformationfornon-STIXstructures.
Atpresent,TAXIIhasbecomeaformalinternationalstandardrecognizedbyOASISandhas
beenreleasedversion2.0.

TLP FIRST

TheTrafficLightProtocolspecificationprovidesasetofnames,notadataformat,butcan
besimplyincludedinanyrelevantstandardorspecification.TLPclassifiesintelligence
thatmaybesharedtocontrolthescopeofsharing.Itdefinesfourlevelsofsharing
(correspondingtofourcolors).

MAEC MTRE

MAECprovidesastructuredlanguagefordescribingandsharingmalwarebasedon
attributesandcharacteristicssuchasbehaviorandattackpatterns.Itaimstostandardize
thedescriptioncontentandmethodsofmalware,andeliminatetheubiquitousdescription
ambiguityandinaccuracy.Reducethedependenceonsignaturesandimprovetheefficiency
ofmalwareinformationsharing.ComparedwithSTIX,MAECdescribesmalwaremore
comprehensively,withafinergranularityandamorespecializedaudience.Currently,MAEC
hasbeenupdatedtoversion5.0.LiketheSTIX2.0standard,MAEC5.0isalsostartingto
usetheJSONformat.

OVAL MITRE

OVALisanopenlanguagestandard.OVALaimstodesignasetofdescriptionlanguage
basedonXMLformat,whichisintendedtodefinethedefinitionanddescriptionoftechnical
implementationdetailssuchascheck/evaluationitemsandvulnerabilitypointsinsecurity
check/evaluation,suchas:Windows,LinuxSystemstate,vulnerability,configuration,patch,
etc.ofUnixandvariousembeddedoperatingsystems.Designedtobemachinereadable,
OVAL’sdescriptionofcheckpointscanbedirectlyappliedtoavarietyofautomatedscanning
toolsthatsupportOVAL.
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1. Legalrules,privacyissues.

Legal rules, privacy issues are important reasons for the non-sharing of information.
Differentcountrieshavedifferentlegalrules.Forpartners,thedifferencesinlegalruleswill
bringmanyproblems.Thereasonmanyorganizationsarereluctant tosharesomeevents is
becausetheyarenotsurewhatkindofeventscanavoidlegalissuesandprivacyissues.(Yang
Bohanetal,2018)Providingservicestospecificdepartmentsalsorequiresserviceproviders

Figure 4. Peer to peer

Figure 5. Source/Subscriber
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tocomplywithspecific lawsandregulations.Withregardto internationalcooperation, the
twocooperativeteamsmustcomplywithdifferentlegalenvironmentsindifferentcountries,
especiallywhensharingsensitiveissues.Thisissueaffectsthewaytheteamprovides,thus
limitingthepossibilityofcooperation.

2. Changesinthenatureofcyberattacks.

Changesinthenatureofcyber-attacks.Thechangesincyber-attacksarechangingwitheach
passingday,and thenatureofcyber-attacks isbecomingmoreandmorepersonalized.Even
if the organization successfully shares the attack data, and when these organizations belong
tothetargetrange,thenatureoftheopponent’scyber-attackhaschanged,andtheproblemof
personalizedattackmakesthesharedintelligenceinformationinsufficientforthemtodefend
themselves(LiJianhua,2016).

3. Qualityproblems.

Thequalityofinformationisoneoftheobstaclestoinformationsharing.Thequalityof
dataincludestimeliness,accuracy,relevance,comparability,confidentialityandsoon.These
will affect the decision-making behavior of threat intelligence gainers. Many intelligence
sourcessaythatmanyofthesharedcontentisnottimely,obsolete,orcredibleenoughtohelp
thedecision-makingprocess.

4. Thinkthatthiseventisnotworthsharing.

Figure 6. Hub and SPOKE
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Therearealsoanumberofvictimorganizationsthatsimplydealwiththeincidentinternallyand
believethatitisnotseriousenoughtoreportandsharetoexternalparties,includinglawenforcement
agenciesandothercompetentagencies.

5. Budgetissues.

Budgetissues.Thebudgetissueisthereasonforlimitingtheconstructionofvaluableinformation
sharingcooperationplatformsandorganizations.Someorganizationssaythatqualifiedreal-time
threatintelligenceisoftenexpensive.

6. Untrustedparticipants.

Untrusted participants. Some reports also mention key barriers to effective communication
betweenuntrustedparticipants. Ifan intelligencesharingalliancehasonlyafewpartiesactively
participatinginthesharingplan,andwithoutgettingtoomuchrewardfromit,trustwillbedamaged.
Asaresult, it isno longeractivelyparticipating in thesharingprogram,which isanobstacle to
participatinginthethreatintelligencesharingplatform(MaMinhuetal,2016).

6. NeTwoRK SeCURITy THReAT INTeLLIGeNCe SHARING SoLUTIoN

Theessenceofinformationsecurityliesintheinformationasymmetrybetweentheoffensiveand
defensivesides.Whoevercangraspmore informationcanachieveasymmetricstrikeordefense.
Today’skeyissuesindevelopingregionalcybersecuritycapabilitiesandimplementablesolutions
arethecreationofthreatintelligencesharingandthreatintelligencesharingplatforms.Establishing
aunifiedandefficientnetworksecurityintelligencesharingmechanismtoaccuratelygrasptherules,
trends,andtrendsofnetworksecurityriskscanavoidmanynetworksecurityincidents.

Inresponsetotheaboveproblems,thispaperproposesasolutiontodevelopregionalnetwork
securitycapabilities-FireflyActiontoestablishathreatintelligencealliance,asshowninFigure7.

Theestablishmentofathreatintelligencealliancewillsolvetheproblemofintelligencesharing.
ThreatIntelligenceAllianceismainlycomposedofindependentsecuritysoftwarevendors(Internet
companies, cloud security companies, traditional security companies, security researchers, and
institutions in industrieswithhigh similarities suchas financeandbanking).Millionsof threat-
centricdatapointstoprovidethreatdatasourcesfromaroundtheworld,aswellasinternalthreats
andincidentdatafromcorporatemulti-layereddefensesandbusinesses,providingmassivethreat
intelligence.TheThreatIntelligenceAlliancewillcoordinateandintegratetheintelligenceforcesof
multipledepartmentstoimprovetheabilityofcountriestopreventandrespondtocyberattacks.Itis
themaindepartmentforpreventingandrespondingtocyberthreatsandthenationwidecyberthreat
intelligencehub.Eachcorporatedepartmenthasitsownresponsibilities,includingthedevelopment
ofsharedstandards,thedesignofanalyticalmodels,theestablishmentofknowledgemaps,anddata
cleansing.Throughthethreatintelligencealliance,theexchangeofinformationbetweenthemcan
enhancethemutualtrustandcomplementaritybetweenenterprises,andpromotetheparticipants’
understandingoftheattackersandtheoverallstrategy,sothattheparticipantshavetheopportunity
toobtainblindspotsornarrowinformationchannelsduetotheirownvision.Informationtoarrive.
Thesevendorsthatformalliancesaregenerallymorepowerfulinoneareaofsecurityanalysis,sharing
threatintelligenceintheformofalliances.

Fromthebasicphysicallayer,computingstorageenvironment,networkboundary,architecture
security,externalsupplychain,threatintelligence,publicopinionandotheraspectstocomprehensive
consideration,establishaninformationsecurityfieldecosystemprogram,throughthreatintelligence
andsecurityeventinformationsharing,buildjointdefenseThejointgovernancesituationsystem
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usesopen,shared,andwin-winmethodstoproactivelyrespondtoexternalattacksandenhancethe
informationsecuritydefensedimension.

7. CoNCLUSIoN

Thesharingofthreatintelligenceprovidesastrongsupportfordealingwithcyberattacksinthenew
era.Byanalyzingtheexistingthreatintelligenceplatformandsharingmechanism,thispaperputs
forwardthekeyissuesinthecurrentthreatintelligencesharingsystemandtriestogiveasolution
forregionalsecuritycapabilityimprovement.Overall,China’sresearchandconstructioninthefield
ofthreatintelligencesharingisstillinitsinfancy.Ihopethisarticlewillbringinspirationtoreaders
andleadsomethinking.

Figure 7. Threat intelligence sharing alliance architecture
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